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Abst r act

Thi s docunent describes the conventions for using severa
cryptographic algorithns with the Cryptographic Message Syntax (CMS)
to protect the symretric key package content type. Specifically, it
i ncl udes conventions necessary to inplenent SignedData,

Envel opedDat a, EncryptedData, and Aut hEnvel opedDat a.

Status of This Meno
This is an Internet Standards Track docunent.

This docunent is a product of the Internet Engi neering Task Force
(IETF). It represents the consensus of the I ETF comunity. |t has
recei ved public review and has been approved for publication by the
I nternet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741.

I nformation about the current status of this docunent, any errata,
and how to provide feedback on it nmay be obtai ned at
http://ww. rfc-editor.org/info/rfc6160

Copyright Notice

Copyright (c) 2011 I ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided w thout warranty as
described in the Sinplified BSD License.
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1.

1.

I ntroduction

Thi s docunent describes the conventions for using several
cryptographic algorithns with the Cryptographic Message Syntax (CMS)
[ RFC5652] to protect the symmetric key package content type defined
in [RFC6031]. Specifically, it includes conventions necessary to

i mpl enent the followi ng CM5 content types: SignedData [ RFC5652],
Envel opedDat a [ RFC5652], EncryptedData [ RFC5652], and

Aut hEnvel opedData [ RFC5083]. Familiarity with [ RFC5083], [RFC5652],
[ RFC5753], and [ RFC6031] is assuned.

Thi s docunent does not define any new algorithns; instead, it refers
to previously defined al gorithns.

1. Terminol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "COPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

Si gnedDat a

If an inplementation supports SignedData, then it MJST support the
signature schene RSA [ RFC3370] and SHOULD support the signature
schenes RSA Probabilistic Signature Schene (RSASSA-PSS) [ RFC4056] and
Digital Signature Al gorithm (DSA) [RFC3370]. Additionally,

i mpl enent ati ons MJST support the hash function SHA-256 [ RFC5754] in
concert with these signature schenes, and they SHOULD support the
hash function SHA-1 [ RFC3370]. If an inplenmentation supports

Si gnedData, then it MAY support Elliptic Curve Digital Signature

Al gorithm (ECDSA) [ RFC6090] [ RFC5753].

Envel opedDat a

If an inplenmentation supports Envel opedData, then it MJST i npl enent
key transport, and it MAY inpl enent key agreenent.

When key transport is used, RSA encryption [ RFC3370] MJST be
supported, and RSA Encryption Schene - Optimal Asynmetric Encryption
Paddi ng ( RSAES- QAEP) [ RFC3560] SHOULD be support ed.

When key agreenent is used, Diffie-Hellman (DH) epheneral -static
[ RFC3370] MUST be supported. When key agreenent is used, Elliptic
Curve Diffie-Hellnman (ECDH) [ RFC6090][ RFC5753] MAY be support ed.
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Regar dl ess of the key managenent techni que choice, inplenentations
MUST support AES-128 Key Wap w th Paddi ng [ RFC5649] as the content-
encryption algorithm |Inplenmentati ons SHOULD support AES-256 Key
Wap with Paddi ng [ RFC5649] as the content-encryption algorithm

When key agreenent is used, the sanme key-wap al gorithm MJUST be used
for both key and content encryption. |f the content-encryption
algorithmis AES-128 Key Wap with Paddi ng, then the key-wap

al gorithm MJUST be AES-128 Key Wap with Paddi ng [ RFC5649]. If the
content-encryption algorithmis AES-256 Key Wap w th Paddi ng, then
the key-wap algorithm MIST be AES-256 Key Wap w th Paddi ng

[ RFC5649] .

4. Encrypt edDat a

If an inplenmentation supports EncryptedData, then it MJST i npl enent
AES- 128 Key Wap with Paddi ng [ RFC5649] and SHOULD i npl enent AES- 256
Key Wap wth Paddi ng [ RFC5649].

NOTE: EncryptedData requires that keys be nanaged by ot her neans;
therefore, the only algorithmspecified is the content-encryption
al gorithm

5. Aut hEnvel opedDat a

If an inplenentation supports Aut hEnvel opedData, then it MJST

i mpl enent t he Envel opedData recomendati ons except for the content-
encryption algorithm which, in this case, MJIST be AES- GCM [ RFC5084];
the 128-bit version MJST be inplenmented, and the 256-bit version
SHOULD be inplenented. |nplenentations MAY al so support AES- CCM

[ RFC5084] .

6. Public Key Sizes

The easiest way to inplenent SignedData, Envel opedData, and

Aut hEnvel opedData is with public key certificates [ RFC5280]. If an

i mpl enent ati on supports RSA, RSASSA- PSS, DSA, RSAES- OAEP, or Diffie-
Hel | man, then it MJST support key lengths from 1024-bit to 2048-bit,
inclusive. |If an inplenentation supports ECDSA or ECDH, then it MJST
support keys on P-256.

7. Security Considerations
The security considerations from[RFC3370], [RFC3560], [RFC4056],

[ RFC5083], [RFC5084], [RFC5649], [RFC5652], [RFC5753], [RFC5754], and
[ RFC6031] apply.
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8.

8.

The choi ce of content-encryption algorithns for this docunent was
based on [ RFC5649]:

In the design of some high assurance cryptographic nodules, it is
desirable to segregate cryptographic keying nmaterial from other
data. The use of a specific cryptographic nechanismsolely for
the protection of cryptographic keying material can assist in this
goal .

Unfortunately, there is no AES-GCM or AES-CCM node that provides the
same properties. |f an AES-GCM and AES- CCM node that provides the
same properties is defined, then this docunent will be updated to
adopt that algorithm

[ SP800-57] provides conparable bits of security for sone al gorithns
and key sizes. [SP800-57] also provides tine frames during which
certain nunbers of bits of security are appropriate, and sone
environnents nmay find these tine franmes useful.
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