I nt ernet Engi neering Task Force (I ETF) S. Turner
Request for Comments: 6161 | ECA
Updat es: 6033 April 2011
Cat egory: Standards Track

| SSN: 2070-1721

Elliptic Curve Algorithns for Cryptographic Message Syntax (CMS)
Encrypt ed Key Package Content Type

Abst r act

Thi s docunent describes the conventions for using several Elliptic
Curve cryptographic algorithms with the Cryptographic Message Syntax
(CvbB) encrypted key package content type. Specifically, it includes
conventions necessary to inplenent Elliptic Curve Diffie-Hellmn
(ECDH) with Envel opedData and Elliptic Curve Digital Signature

Al gorithm (ECDSA) with SignedData. This docunent extends RFC 6033.

Status of This Meno
This is an Internet Standards Track docunent.

This docunent is a product of the Internet Engi neering Task Force
(IETF). It represents the consensus of the |IETF comunity. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Group (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741.

I nformation about the current status of this docunent, any errata,
and how to provide feedback on it may be obtai ned at
http://ww. rfc-editor.org/info/rfc6161

Copyright Notice

Copyright (c) 2011 I ETF Trust and the persons identified as the
docunment authors. All rights reserved.

This docunent is subject to BCP 78 and the I ETF Trust’s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunment. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided wi thout warranty as
described in the Sinplified BSD License.
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I ntroduction

Thi s docunent describes the conventions for using Elliptic Curve
cryptographic algorithns with the Cryptographic Message Syntax (CMS)
encrypted key package content type [ RFC6032]. Specifically, it

i ncl udes conventions necessary to inplenent the follow ng CM5 content
types: Envel opedData [ RFC5652] and Si gnedData [ RFC5652]. This
docunent amends [RFC6033]. Familiarity with [ RFC6033] and [ RFC5753]
i s assuned.

Thi s docunent does not define any new algorithnms; instead, it refers
to previously defined al gorithns.

1.1 Term nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in

[ RFC2119] .

Envel opedDat a

When key agreenent is used, standard (as opposed to cofactor) ECDH
[ RFC6090] [ RFC5753] MAY be supported

Si gnedDat a
If an inplenmentation encapsul ates Encrypt edKeyPackage with Si gnedDat a
[ RFC5652], then it MAY support the signature schene ECDSA
[ RFC6090] [ RFC5753] .
Public Key Sizes
The easiest way to inplenent SignedData and Envel opedData is with
public key certificates [RFC5280][ RFC5480]. If an inplenentation
supports ECDSA or ECDH, then it MJUST support keys on the P-256 curve.
Security Considerations

The security considerations from[RFC5280], [RFC5480], [RFC5652],
[ RFC5753], [RFC6033], and [ RFC6090] apply.
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