I nt ernet Engi neering Task Force (I ETF) K. 1goe

Request for Comments: 6187 Nati onal Security Agency
Cat egory: Standards Track D. Stebila
| SSN: 2070- 1721 Queensl and University of Technol ogy

March 2011

X.509v3 Certificates for Secure Shell Authentication
Abst r act

X. 509 public key certificates use a signature by a trusted
certification authority to bind a given public key to a given digita
identity. This docunent specifies howto use X 509 version 3 public
key certificates in public key algorithnms in the Secure Shel

pr ot ocol
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recei ved public review and has been approved for publication by the
I nternet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741.
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and how to provide feedback on it nmay be obtai ned at
http://ww. rfc-editor.org/info/rfc6187
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Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
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to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided w thout warranty as
described in the Sinplified BSD License.
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The follow ng public key authentication algorithns are currently
avail able for use in SSH

S TS +

| Algorithm | Reference

[ [ S +
ssh-dss [ RFC4253]
ssh-rsa [ RFCA4253]

[ RFC4253]

| | |
| | |
| | |
| pgp-sign-dss | [ RFC4253]

| | |
I pgp- si gn-rsa I I
| | |

Since Pretty Good Privacy (PGP) has its own nethod for binding a
public key to a digital identity, this docunent focuses solely upon
the non- PGP nmethods. In particular, this docunment defines the
followi ng public key algorithns, which differ fromthe above solely
in their use of X. 509v3 certificates to convey the signer’s public
key.

Publ i c keys conveyed using the x509v3-ecdsa-sha2-* public key
al gorithnms can be used with the ecngv-sha2 key exchange net hod.

I mpl enentation of this specification requires famliarity with the
Secure Shell protocol [RFC4251] [RFC4253] and X 509v3 certificates
[ RFC5280]. Data types used in describing protocol nessages are
defined in Section 5 of [RFC4251].

This docunent is concerned with SSH i npl enmentation details;

speci fication of the underlying cryptographic algorithnms and the
handl i ng and structure of X 509v3 certificates is left to other
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standards docunents, particularly [RFC3447], [FIPS-186-3],
[ FI PS-180-2], [FIPS-180-3], [SECl], and [ RFC5280].

An earlier proposal for the use of X 509v3 certificates in the Secure
Shel | protocol was introduced by O Saarenmaa and J. Gal braith; while
this docunent is informed in part by that earlier proposal, it does
not maintain strict conpatibility.

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

2. Public Key Algorithnms Using X 509 Version 3 Certificates

Thi s docunent defines the follow ng new public key algorithnms for use
in the Secure Shell protocol: x509v3-ssh-dss, x509v3-ssh-rsa,
x509v3-rsa2048-sha256, and the famly of algorithnms given by
x509v3-ecdsa-sha2-*. In these algorithns, a public key is stored in
an X. 509v3 certificate. This certificate, a chain of certificates
leading to a trusted certificate authority, and optional nessages
giving the revocation status of the certificates are sent as the
public key data in the Secure Shell protocol according to the format
in this section.

2.1. Public Key Fornmat

The reader is referred to [ RFC5280] for a general description of

X. 509 version 3 certificates. For the purposes of this docunent, it
suffices to know that in X 509 a chain or sequence of certificates
(possibly of Iength one) allows a trusted root certificate authority
and its internediate certificate authorities to cryptographically
bind a given public key to a given digital identity using public key
si gnat ures

For all of the public key algorithns specified in this docunent, the
key format consists of a sequence of one or nore X 509v3 certificates
foll owed by a sequence of 0 or nore Online Certificate Status

Prot ocol (OCSP) responses as in Section 4.2 of [RFC2560]. Providing
OCSP responses directly in this data structure can reduce the nunber
of comuni cation rounds required (saving the inplenentation from
needi ng to perform OCSP checki ng out-of-band) and can also allow a
client outside of a private network to receive OCSP responses froma
server behind a firewall. As with any use of OCSP dat a,

i mpl ement ati ons SHOULD check that the production tine of the OCSP
response is acceptable. It is RECOWENDED, but not REQUI RED, t hat

i npl ementations reject certificates for which the certificate status
i s revoked.
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The key format has the follow ng specific encoding:

string "x509v3-ssh-dss" / "x509v3-ssh-rsa" /
"x509v3-rsa2048- sha256" / "x509v3-ecdsa-sha2-[identifier]"
uint32 certificate-count
string certificate[l..certificate-count]
uint32 ocsp-response-count
string ocsp-response[0..ocsp-response-count]

In the figure above, the string [identifier] is the identifier of the
elliptic curve domain paraneters. The format of this string is
specified in Section 6.1 of [RFC5656]. Information on the REQU RED
and RECOMVENDED sets of elliptic curve domain paraneters for use with
this algorithmcan be found in Section 10 of [RFC5656].

Each certificate and ocsp-response MJST be encoded as a string of
octets using the D stinguished Encodi ng Rul es (DER) encodi ng of
Abstract Syntax Notation One (ASN. 1) [ASNl]. An exanple of an SSH
key exchange invol ving one of these public key algorithnms is given in
Appendi x A

Additionally, the follow ng constraints apply:

0 The sender’s certificate MUST be the first certificate and the
public key conveyed by this certificate MJST be consistent with
the public key algorithm being enployed to authenticate the
sender.

o Each following certificate MIST certify the one preceding it.

0 The self-signed certificate specifying the root authority MAY be
omitted. Al other intermediate certificates in the chain |eading
to a root authority MJST be incl uded.

o To inprove the chances that a peer can verify certificate chains
and OCSP responses, individual certificates and OCSP responses
SHOULD be signed using only signature algorithns corresponding to
public key algorithnms supported by the peer, as indicated in the
server _host _key_algorithms field of the SSH MSG KEXI NI T packet
(see Section 7.1 of [RFC4253]). However, other algorithms MAY be
used. The choice of signature algorithmused by any given
certificate or OCSP response is i ndependent of the signature
al gorithnms chosen by other elenents in the chain.

o Verifiers MJUST be prepared to receive certificate chains and OCSP
responses that use algorithms not listed in the
server_host _key algorithms field of the SSH MSG KEXI NI T packet,
including algorithns that potentially have no Secure Shel
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equi val ent. However, peers sending such chai ns should recognize
that such chains are nore likely to be unverifiable than chains
that use only algorithms listed in the server_host_key_al gorithns
field.

o0 There is no requirenent on the ordering of OCSP responses. The
nunber of OCSP responses MJST NOT exceed the nunber of
certificates.

Upon receipt of a certificate chain, inplenentations MJST verify the
certificate chain according to Section 6.1 of [RFC5280] based on a
root of trust configured by the system adm nistrator or user

| ssues associated with the use of certificates (such as expiration of
certificates and revocation of conpronised certificates) are
addressed in [RFC5280] and are outside the scope of this docunent.
However, conpliant inplenentations MJST conply with [ RFC5280].

| mpl enent ati ons providing and processi ng OCSP responses MJST conply
wi th [ RFC2560] .

When no OCSP responses are provided, it is up to the inplenentation
and system administrator to deci de whether or not to accept the
certificate. It nmay be possible for the inplenentation to retrieve
OCSP responses based on the id-ad-ocsp access description in the
certificate's Authority Information Access data (Section 4.2.2.1 of
[ RFC5280]). However, if the id-ad-ocsp access description indicates
that the certificate authority enploys OCSP, and no OCSP response
information is available, it is RECOWENDED that the certificate be
rej ected.

[ RFC5480] and [ RFC5758] describe the structure of X 509v3
certificates to be used with Elliptic Curve Digital Signature

Al gorithm (ECDSA) public keys. [RFC3279] and [ RFC5280] describe the
structure of X.509v3 certificates to be used with RSA and Digita
Signature Al gorithm (DSA) public keys. [RFC5759] provides additiona
gui dance for ECDSA keys in Suite B X. 509v3 certificate and
certificate revocation list profiles.

2.2. Certificate Extensions

Certificate extensions allow for the specification of additiona
attributes associated with a public key in an X 509v3 certificate
(see Section 4.2 of [RFC5280]). The KeyUsage and Ext endedKeyUsage
extensions may be used to restrict the use of X 509v3 certificates in
the context of the Secure Shell protocol as specified in the

foll owi ng secti ons.
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2.2.1. KeyUsage

The KeyUsage extension MAY be used to restrict a certificate’' s use.
In accordance with Section 4.2.1.3 of [RFC5280], if the KeyUsage
extension is present, then the certificate MJIST be used only for one
of the purposes indicated. There are two rel evant keyUsage
identifiers for the certificate corresponding to the public key
algorithmin use

o |If the KeyUsage extension is present in a certificate for the
x509v3-ssh-dss, x509v3-ssh-rsa, x509v3-rsa2048-sha256, or x509v3-
ecdsa-sha2-* public key algorithnms, then the digital Signature bit
MJUST be set.

o |If the KeyUsage extension is present in a certificate for the
ecngv- sha2 key exchange nmethod, then the keyAgreement bit MJIST be
set.

For the remaining certificates in the certificate chain,
i mpl ement ati ons MUST conply with existing conventions on KeyUsage
identifiers and certificates as in Section 4.2.1.3 of [RFC5280].

2.2.2. ExtendedKeyUsage

Thi s docunent defines two ExtendedKeyUsage key purpose | Ds that MAY
be used to restrict a certificate’ s use: id-kp-secureShelldient,

whi ch indicates that the key can be used for a Secure Shell client,
and i d- kp-secureShel | Server, which indicates that the key can be used
for a Secure Shell server. |1n accordance with Section 4.2.1.12 of

[ RFC5280], if the ExtendedKeyUsage extension is present, then the
certificate MUST be used only for one of the purposes indicated. The
object identifiers of the two key purpose |IDs defined in this
docunment are as foll ows:

o id-pkix OBJECT IDENTIFIER ::= { iso(1) identified-organization(3)
dod(6) internet(1) security(5) mechanisns(5) pkix(7) }

0 id-kp OBJECT IDENTIFIER ::= { id-pkix 3} -- extended key purpose
identifiers

0 id-kp-secureShell Client OBJECT IDENTIFIER ::= { id-kp 21 }

0 id-kp-secureShell Server OBJECT IDENTIFIER ::={ id-kp 22 }
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3. Signature Encoding

Signing and verifying using the X 509v3-based public key al gorithms
specified in this docunent (x509v3-ssh-dss, x509v3-ssh-rsa,
x509v3-ecdsa-sha2-*) is done in the anal ogous way for the
correspondi ng non- X. 509v3-based public key al gorithns (ssh-dss,
ssh-rsa, ecdsa-sha2-*, respectively); the x509v3-rsa2048-sha256
public key algorithm provides a new nechanism sinilar to ssh-rsa,
but has a different hash function and additional key size
constraints. For concreteness, we specify this explicitly bel ow.

3.1. x509v3-ssh-dss
Signing and verifying using the x509v3-ssh-dss key format is done
according to the Digital Signature Standard [FI PS-186-3] using the
SHA-1 hash [ FI PS-180- 2] .

The resulting signature is encoded as foll ows:

string "ssh-dss"
string dss_signature_bl ob

The val ue for dss_signature_blob is encoded as a string containing r
followed by s (which are fixed-length 160-bit integers, wthout
| engt hs or paddi ng, unsigned, and in network byte order).

This format is the same as for ssh-dss signatures in Section 6.6 of
[ RFC4253] .

3.2. x509v3-ssh-rsa
Signing and verifying using the x509v3-ssh-rsa key format is
performed according to the RSASSA- PKCS1-v1l 5 schene in [ RFC3447]
using the SHA-1 hash [ FI PS-180-2].

The resulting signature is encoded as foll ows:

string "ssh-rsa"
string rsa_signature_blob

The value for rsa_signature_blob is encoded as a string containing s
(which is an integer, without |engths or padding, unsigned, and in
networ k byte order).

This format is the same as for ssh-rsa signatures in Section 6.6 of
[ RFC4253] .
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3. 3.

3. 4.

I go

x509v3-rsa2048- sha256

Si gning and verifying using the x509v3-rsa2048-sha256 key format is
performed according to the RSASSA- PKCS1-v1l 5 schene in [ RFC3447]
usi ng the SHA-256 hash [FI PS-180-3]; RSA keys conveyed using this
format MUST have a nodul us of at |east 2048 bits.

The resulting signature is encoded as foll ows:

string "rsa2048-sha256"
string rsa_signature_blob

The val ue for rsa_signature_blob is encoded as a string containing s
(which is an integer, without |engths or padding, unsigned, and in
network byte order).

Unli ke the other public key formats specified in this docunment, the
x509v3-rsa2048-sha256 public key fornmat does not correspond to any
previously existing SSH non-certificate public key format. The nmain
pur pose of introducing this public key format is to provide an RSA-
based public key format that is conpatible with current
recomendat i ons on key size and hash functions. For exanple,
National Institute of Standards and Technology's (NI ST's) draft
recomendati ons on cryptographic al gorithns and key | engths

[ SP-800-131] specify that digital signature generation using an RSA
key with nmodul us | ess than 2048 bits or with the SHA-1 hash function
i s acceptable through 2010 and deprecated from 2011 t hrough 2013,
whereas an RSA key with nodul us at |east 2048 bits and SHA-256 is
acceptable for the indefinite future. The introduction of other non-
certificate-based SSH public key formats conpatible with the above
recomendations is outside the scope of this docunent.

x509v3- ecdsa- sha2-*

Si gning and verifying using the x509v3-ecdsa-sha2-* key formats is
perfornmed according to the ECDSA al gorithmin [ FIPS-186-3] using the
SHA2 hash function famly [FIPS-180-3]. The choice of hash function
fromthe SHA2 hash function famly is based on the key size of the
ECDSA key as specified in Section 6.2.1 of [RFC5656].

The resulting signature is encoded as foll ows:

string "ecdsa-sha2-[identifier]"
string ecdsa_signature_blob

The string [identifier] is the identifier of the elliptic curve

domai n paranmeters. The format of this string is specified in Section
6.1 of [RFC5656].
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The ecdsa_signature_bl ob val ue has the follow ng specific encoding:

npi nt r
npi nt s

The integers r and s are the output of the ECDSA al gorithm

This format is the sane as for ecdsa-sha2-* signatures in Section
3.1.2 of [RFC5656].

4. Use in Public Key Algorithns

The public key algorithns and encodi ngs defined in this docunent
SHOULD be accepted any place in the Secure Shell protocol suite where
public keys are used, including, but not limted to, the foll ow ng
prot ocol messages for server authentication and user authentication

0 in the SSH M5G USERAUTH REQUEST nessage when "publickey"
aut hentication is used [ RFC4252]

o in the SSH M5G USERAUTH REQUEST nessage when "host based"
aut hentication is used [ RFC4252]

0 in the SSH MSG KEXDH REPLY nessage [ RFC4253]

0 in the SSH MSG KEXRSA PUBKEY message [ RFC4432]

0 in the SSH M5G KEXGSS HOSTKEY nessage [ RFC4462]
o0 in the SSH MSG KEX ECDH REPLY nessage [ RFC5656]
o in the SSH M5G KEX ECMQV_REPLY nessage [ RFC5656]

When a public key fromthis specification is included in the input to
a hash algorithm the exact bytes that are transmitted on the wire
nmust be used as input to the hash functions. |In particular

i mpl enentations MJUST NOT omit any of the chain certificates or OCSP
responses that were included on the wire, nor change encodi ng of the
certificate or OCSP data. Oherw se, hashes that are neant to be
conmputed in parallel by both peers will have differing val ues.

For the purposes of user authentication, the mappi ng between
certificates and user nanes is left as an inplenentation and
configuration issue for inplenmenters and system admi ni strators.

For the purposes of server authentication, it is RECOMVENDED t hat

i npl enent ati ons support the follow ng nechani sm mappi ng host nanes to
certificates. However, local policy MAY di sable the nmechani smor NMNAY
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i mpose additional constraints before considering a nmatching
successful. Furthernore, additional nmechani sns nappi hg host nanes to
certificates MAY be used and are left as inplenentation and
configuration issues for inplenenters and system adm ni strators.

The RECOMMENDED server authentication mechanismis as follows. The
subj ect Al ternati veNane X 509v3 extension, as described in Section
4.2.1.6 of [RFC5280], SHOULD be used to convey the server host nane,
using either dNSNanme entries or i PAddress entries to convey domain
nanes or | P addresses as appropriate. Miltiple entries MAY be
specified. The follow ng rules apply:

o If the client’s reference identifier (e.g., the host nane typed by
the client) is a DNS domain nanme, the server’s identity SHOULD be
checked using the rules specified in [ RFC6125]. Support for the
DNS-ID identifier type is RECOWENDED in client and server
software inplenentations. Certification authorities that issue
certificates for use by Secure Shell servers SHOULD support the
DNS-ID identifier type. Service providers SHOULD i nclude the
DNS-ID identifier type in certificate requests. The DNS-ID MAY
contain the wildcard character '*' as the conplete |eft-nopst |abe
within the identifier.

o If the client’s reference identifier is an |IP address as defined
by [ RFC0791] or [RFC2460], the client SHOULD convert that address
to the "network byte order" octet string representation and
conpare it against a subjectAltNane entry of type i PAddress. A
match occurs if the octet strings are identical for the reference
identifier and any presented identifier

5. Security Considerations

Thi s docunent provides new public key algorithnms for the Secure Shel
protocol that convey public keys using X 509v3 certificates. For the
nost part, the security considerations involved in using the Secure
Shel | protocol apply, since all of the public key algorithns
introduced in this docunent are based on existing algorithnms in the
Secure Shell protocol. However, inplenenters should be aware of
security considerations specific to the use of X 509v3 certificates
in a public key infrastructure, including considerations related to
expired certificates and certificate revocation |ists.

The reader is directed to the security considerations sections of
[ RFC5280] for the use of X. 509v3 certificates, [RFC2560] for the use
of OCSP response, [RFC4253] for server authentication, and [ RFC4252]
for user authentication. |nplenmentations SHOULD NOT use revoked
certificates because many causes of certificate revocation nean that
the critical authentication properties needed are no | onger true.
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7.

7.

For exanple, conpronmise of a certificate' s private key or issuance of
a certificate to the wong party are conmon reasons to revoke a
certificate.

If a party to the SSH exchange attenpts to use a revoked X 509v3
certificate, this attenpt along with the date, tinme, certificate
identity, and apparent origin |P address of the attenpt SHOULD be

| ogged as a security event in the systenis audit |ogs or the systenis
general event logs. Sinmilarly, if a certificate indicates that OCSP
is used and there is no response to the OCSP query, the absence of a
response along with the details of the attenpted certificate use (as
bef ore) SHOULD be | ogged.

As with all specifications involving cryptographic algorithnms, the
quality of security provided by this specification depends on the
strength of the cryptographic algorithns in use, the security of the
keys, the correctness of the inplementation, and the security of the
public key infrastructure and the certificate authorities.
Accordingly, inplenmenters are encouraged to use hi gh-assurance
nmet hods when inplementing this specification and other parts of the
Secure Shell protocol suite.

| ANA Consi derations

Consistent with Section 8 of [RFC4251] and Section 4.6 of [RFC4250],
this docunent makes the follow ng registrations:

In the Public Key Al gorithm Names registry:

0 The SSH public key al gorithm "x509v3-ssh-dss"

0 The SSH public key al gorithm "x509v3-ssh-rsa"

0 The SSH public key al gorithm "x509v3-rsa2048-sha256"

o The famly of SSH public key al gorithm nanes begi nning with
"x509v3- ecdsa-sha2-" and not containing the at-sign (" @).

The two object identifiers used in Section 2.2.2 were assigned from
an arc del egated by 1ANA to the PKI X Wrking G oup
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Appendi x A.  Exanpl e

The followi ng exanple illustrates the use of an X 509v3 certificate
for a public key for the Digital Signature Al gorithmwhen used in a
Diffie-Hell man key exchange nmethod. 1In the exanple, there is a chain

of certificates of length 2, and a single OCSP response is provided.

byt e SSH_MBG_KEXDH REPLY

string Ox00 0Ox00 OxXX OxXX -- length of the remaining data in
this string
0x00 0x00 0x00 0xOD -- length of string "x509v3-ssh-dss”
"x509v3- ssh- dss"
0x00 0Ox00 Ox00 0x02 -- there are 2 certificates
0x00 0x00 OxXX OxXX -- length of sender certificate
DER- encoded sender certificate
0x00 0x00 OxXX O0xXX -- length of issuer certificate
DER- encoded i ssuer certificate
0x00 0x00 0x00 0x01 -- there is 1 OCSP response
0x00 0x00 OxXX OxXX -- length of OCSP response
DER- encoded OCSP response
npi nt f

string signature of H
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