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Abstract

Thi s docunent describes a type-length-value (TLV) for use in the IS
IS routing protocol that allows for the proper use of the

Bi di rectional Forwarding Detection (BFD) protocol. There exist
certain scenarios in which IS-1Swll not react appropriately to a
BFD-det ected forwardi ng plane failure wthout use of either this TLV
or sone other nethod.

Status of This Meno
This is an Internet Standards Track docunent.

This docunent is a product of the Internet Engi neering Task Force
(IETF). It represents the consensus of the I ETF comunity. |t has
recei ved public review and has been approved for publication by the
I nternet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741.

I nformation about the current status of this docunent, any errata,
and how to provide feedback on it nmay be obtai ned at
http://ww. rfc-editor.org/info/rfc6213

Copyright Notice

Copyright (c) 2011 I ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided w thout warranty as
described in the Sinplified BSD License.
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I ntroducti on

The Bidirectional Forwardi ng Detection (BFD) protocol [RFC5880] is a
protocol that allows for detection of a forwarding plane failure
between two routers. A router can use [RFC5880] to validate that a
peer router’s forwarding ability is functioning.

One specific application of BFD as described in [ RFC5882] is to
verify the forwarding ability of an IS-1S [RFCL195] router’s

adj acenci es; however, the nmethod described in [ RFC5882] does not
allow for certain failure scenarios. W wll define a TLV that will
all ow for proper response to the detection of all forwarding failures
where the use of BFD is enployed with I S-IS.

Requi renment s Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "COPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

The Probl em

We observe that, in order to allow for mxed use (i.e., sone routers
runni ng BFD and sone not), [RFC5882] does not require a BFD session
be established prior to the establishnment of an | S-1S adj acency.
Thus, if a router A has neighbors B and C, and B does not support
BFD, A would still form adjacencies with B and C, and it would only
establish a BFD session with C

Hopps & G nsberg St andards Track [ Page 2]



RFC 6213 | S-1S BFD- Enabl ed TLV April 2011

The problemw th this solution is that it assunes that the

transm ssion and receipt of I1S-1S Hellos (I1Hs) shares fate with
forwarded data packets. This is not a fair assunption to nake given
that the primary use of BFD is to protect |Pv4 (and | Pv6) forwarding,
and |1 S-1S does not utilize IPv4 or IPv6 for sending or receiving its
hel | os.

Thus, if we consider our previous exanple, and if Cis currently
experiencing an | Pv4 forwarding failure that allows for IIHs to be
sent and received, when A first starts (or restarts), Awll assunme
that C sinply does not support BFD, will form an adjacency with C
and nmay incorrectly forward IPv4 traffic through C

3. The Sol ution

A sinmple solution to this problemis for an IS-1S router to advertise
that it has BFD enabled on a given interface. It can do this through
the inclusion of a TLV in its IlHs as described in this docunent.

Wien sending an IIH on a BFD enabl ed interface, a router that
supports this extension MIST include the BFD-enabled TLV in its IIH
The contents of the TLV MJUST indicate what topol ogi es/protocols

[ RFC5120] have been enabl ed for BFD by including the appropriate

Mul ti-Topology Identifier (MIID)/ Network Layer Protocol Identifier
(NLPI D) pairs.

Wien sending an IIH on an interface on which BFD is NOT enabl ed, a
router MUST NOT include the BFD-enabl ed TLV.

3.1. State Definitions
The followi ng definitions apply to each IS-1S neighbor:

For each locally supported MIID/NLPID pair, an

"I'SI'S_ TOPO NLPI D BFD REQUI RED' variable is assigned. If BFDis
supported by both the |ocal system and the nei ghbor of the MIID
NLPID, this variable is set to "TRUE'. Oherwise, the variable is
set to "FALSE".

For each locally supported MM D, an "ISIS TOPO BFD REQUI RED' vari abl e
is set to the logical "OR' of all "ISIS TOPO NLPI D_BFD_REQUI RED"
vari abl es associated with that Ml D

An "1 SIS BFD REQUI RED"' variable is set to the |ogical "AND' of all
"1 SI' S_TOPO BFD _REQUI RED' vari abl es.
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For each locally supported MIID/NLPID pair, an

"I SIS TOPO NLPI D_STATE" variable is assigned. |If

"I SI'S_TOPO NLPI D BFD REQUI RED' is "TRUE", this variable follows the
BFD session state for that MIID)NLPID ("UP == TRUE"). Oherw se, the
variable is set to "TRUE".

For each locally supported topology (M D), an "ISIS TOPO USEABLE"
variable is set to the logical "AND' of the set of
"I SIS TOPO NLPI D_STATE" vari abl es associated with that MIID.

An "1 SIS NEI GHBOR _USEABLE" variable is set to the |logical "OR" of all
"I SI'S_TOPO USEABLE" vari abl es.

3.2. Adjacency Establishment and Mi nt enance

Whenever "1 SIS BFD REQUI RED' is "TRUE", the follow ng extensions to
the rules for adjacency establishment and mai nt enance MJST apply:

o0 "ISI'S NEI GHBOR_USEABLE" MUST be "TRUE" before the adjacency can
transition from"INT" to "UP" state.

0 Wien the 1S 1S adjacency is "UP' and "I SI S_NEI GHBOR_USEABLE"
becones "FALSE', the 1S-1S adjacency MIST transition to "DOMN'.

0 On a Point-to-Point circuit whenever "ISI'S NEl GHBOR USEABLE" is
"FALSE", the Three-Way adjacency state MJST be set to "DOM"' in
t he Poi nt-to-Point Three-Way Adjacency TLV [RFC5303] in all
transmtted |1l Hs.

0 On a LAN circuit whenever "I1SI'S _NEI GHBOR_USEABLE" is "FALSE", the
I S Nei ghbors TLV advertising the Media Access Control (MAC
address of the neighbor MJST be onitted in all transmitted |1 Hs.

3.3. Advertisenment of Topol ogy-Specific |I'S Neighbors

The advertisenment of a topology-specific IS neighbor (as well as the
use of the neighbor in the topol ogy-specific decision process) is
determi ned by the value of "ISI'S TOPO USEABLE" for each topol ogy. |If
"I SI'S_TOPO USEABLE" is "TRUE", then the topol ogy-specific neighbor is
advertised. If "ISIS TOPO USEABLE" is "FALSE', then the topol ogy-
speci fic nei ghbor is not advertised.

4. Transition
To allow for a non-disruptive transition to the use of BFD, somne
anmount of tine should be allowed before bringing down an " UP"

adj acency on a BFD enabl ed interface when the val ue of
"I SIS BFD REQUI RED' becones "TRUE" as a result of the introduction of
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the BFD TLV or the nodification (by addi ng a new supported Ml D/
NLPI D) of an existing BFD TLV in a neighbor’s IIH A sinple way to
do this is to not update the adjacency hold tinme when receiving such
an IIH froma nei ghbor with whom we have an "UP" adjacency unti

"1 SI'S_NEI GHBOR_USEABLE" becones " TRUE"

If the value of "ISIS BFD REQUI RED' beconmes "FALSE" as a result of
the renoval the BFD TLV or the nodification (by renoving a supported
MM D/ NLPI D) of an existing BFD TLV in a neighbor’s IIH, then BFD
session establishnent is no |l onger required to nmaintain the adjacency
or transition the adjacency to the "UP" state.

If a BFD session is adninistratively shut down [ RFC5880] and the BFD
session state change inpacts the value of "ISI S _NEl GHBOR_USEABLE"
then IS-1S SHOULD allow time for the corresponding MIID)NLPID to be
renoved fromthe neighbor’s BFD TLV by not updating the adjacency
hold tinme until "1SIS BFD REQUI RED' beconmes "FALSE'. Note that while
this allows a non-disruptive transition, it still enforces

consi stency between the adninistrative state of the BFD session and
the MII D/ NLPI D(s) advertised in the BFD TLV. This is necessary to
provi de consi stent behavi or regardl ess of whether the BFD Adm nDown
state is introduced before or after an 1S-1S adjacency "UP" state has
been achi eved.

5. Gaceful Restart

This section describes IS-1S inplenmentation considerations when both
I S-1S graceful restart [ RFC5306] and BFD are co-depl oyed.

In cases where BFD shares fate with the control plane, it can be
expected that BFD session failure nmay occur in conjunction with the
control -plane restart. |In such cases, premature abort of 1S IS
graceful restart as a result of BFD session failure is undesirable.
Theref ore, some nechanismto ignore the BFD session failure for a
limted period of tine would be beneficial. The issue of the

i nteracti on between graceful restart and BFD is described at length
in RFC 5882. The inplenentation of this interaction is outside the
scope of this docunent.

6. The BFD- Enabl ed TLV
The BFD-enabled TLV is formatted as shown below. The TLV SHALL only
be included in an IlH and only when BFD is enabled for one or nore

supported MMl D/ protocols on the interface over which the IIHis being
sent. The NLPIDs encoded in the TLV are defined in [|SO577].
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7.

Type 148
Length # of octets in the value field (3 to 255)
Val ue 3 octets specifying the MII D/ NLPID for each
t opol ogy/ data protocol for which BFD support is enabled

No. of octets

o e e e e +
IRRRIR  MID | 2
oo e ee e oo +
| NLPI D | 1
o e ee e +
o e ee e +
IRRRRIR  MID | 2
Fom e +
| NLPID | 1
o e ee e +

Security Considerations

The TLV defined within this docunent describes an addition to the

IS-1S Hello protocol. Inappropriate use of this TLV could preven
IS-1S adjacency fromformng or lead to failure to detect
bidirectional forwarding failures -- each of which is a form of

deni al of service. However, a party who can mani pul ate the conte
of this TLV is already in a position to create such a denial of
service by disrupting IS-1S routing in other ways.

Note that the introduction of this TLV has no inpact on the use/
non-use of authentication either by 1S-1S or by BFD

| ANA Consi derati ons
The following 1S 1S TLV type is defined by this docunent.
Nare Value |IH LSP SNP Purge
BFD Enabled TLV 148 y n oon on
The 1S-1S TLV Codepoi nt registry has been updated accordingly.
Acknowl edgenent s
The authors wi sh to thank Jeffrey Haas, Matthew Jones, Dave Kat z,

Jonat han Moon, Stefano Previdi, M ke Shand, M chael Shiplett, and
David Ward for various input on this docunent.

Hopps & G nsberg St andards Track [ Pag

2011

t an

nts

e 6]



RFC 6213 | S-1S BFD- Enabl ed TLV April 2011

10. Normative References

[1S®577] International O ganization for Standardization, "Protocol
identification in the network layer(ISQ|EC 9577)", 1SO
| EC 9577: 1999, Fourth Edition, Decenmber 1999.

[RFC1195] Callon, R, "Use of OSI IS IS for routing in TCP/IP and
dual environnents", RFC 1195, Decenber 1990.

[ RFC2119] Bradner, S., "Key words for use in RFCs to Indicate
Requi rement Levels", BCP 14, RFC 2119, March 1997.

[ RFC5120] Przygienda, T., Shen, N., and N. Sheth, "MISIS: Milti
Topol ogy (MI) Routing in Internmedi ate Systemto
Internediate Systens (1S-1Ss)", RFC 5120, February 2008.

[ RFC5303] Katz, D., Saluja, R, and D. Eastlake, "Three-VWVay
Handshake for |1S-1S Point-to-Point Adjacencies", RFC 5303,
Cct ober 2008.

[ RFC5306] Shand, M and L. G nsberg, "Restart Signaling for IS-1S",
RFC 5306, Cctober 2008.

[ RFC5880] Katz, D. and D. Ward, "Bidirectional Forwardi ng Detection
(BFD)", RFC 5880, June 2010.

[ RFC5882] Katz, D. and D. Ward, "Ceneric Application of
Bi di rectional Forwarding Detection (BFD)", RFC 5882,
June 2010.

Aut hors’ Addr esses

Christian E. Hopps

Ci sco Systens

170 W Tasman Dr.

San Jose, California 95134
USA

EMai | : chopps@i sco. com

Les G nsberg

Ci sco Systens

510 McCarthy Bl vd.

Mlpitas, California 95035
USA

EMai | : gi nsberg@i sco. com

Hopps & G nsberg St andards Track [ Page 7]



