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1. Introduction

Thi s docunent defines security features for the Bundl e Protoco
[ DTNBP] intended for use in delay-tolerant networks, in order to
provi de Del ay- Tol erant Networking (DTN) security services.

The Bundl e Protocol is used in DINs that overlay nultiple networks,
some of which may be challenged by limtations such as intermttent
and possibly unpredictable |oss of connectivity, |ong or variable

del ay, asymmetric data rates, and high error rates. The purpose of
the Bundl e Protocol is to support interoperability across such
stressed networks. The Bundle Protocol is layered on top of

under | ay- net wor k- speci fi c convergence | ayers, on top of networKk-
specific lower layers, to enable an application in one network to
communi cate with an application in another network, both of which are
spanned by the DTN

Security will be inportant for the Bundle Protocol. The stressed
envi ronnent of the underlying networks over which the Bundl e Protoco
will operate makes it inportant for the DIN to be protected from
unaut hori zed use, and this stressed environment poses uni que
chal | enges for the nechani sns needed to secure the Bundl e Protocol
Furt hermore, DINs may very likely be deployed in environnments where a
portion of the network night becone conproni sed, posing the usua
security challenges related to confidentiality, integrity, and

avail ability.

Different security processing applies to the payl oad and extension
bl ocks that may acconpany it in a bundle, and different rules apply
to various extension blocks.

Thi s docunent describes both the base Bundl e Security Protocol (BSP)
and a set of mandatory ciphersuites. A ciphersuite is a specific
col l ection of various cryptographic algorithnms and inplenentation
rules that are used together to provide certain security services.

The Bundl e Security Protocol applies, by definition, only to those
nodes that inplenent it, known as "security-aware" nodes. There MAY
be other nodes in the DIN that do not inplenent BSP. Al nodes can
interoperate with the exception that BSP security operations can only
happen at security-aware nodes.

1.1. Related Docunents

This docunent is best read and understood within the context of the
foll owi ng other DTN docunents:
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1

2.

"Del ay- Tol erant Networking Architecture" [DTNarch] defines the
architecture for delay-tol erant networks, but does not discuss
security at any |ength.

The DTN Bundl e Protocol [DTNBP] defines the format and processing
of the bl ocks used to inplenent the Bundl e Protocol, excluding the
security-specific blocks defined here.

Ter i nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in

[ RFC2119] .

We introduce the follow ng term nol ogy for purposes of clarity:
source - the bundle node fromwhich a bundle originates

destination - the bundle node to which a bundle is ultimately
desti ned

forwarder - the bundl e node that forwarded the bundle on its npst
recent hop

i nternedi ate receiver or "next hop" - the neighboring bundl e node
to which a forwarder forwards a bundle.

path - the ordered sequence of nodes through which a bundl e passes
on its way fromsource to destination

In the figure below, which is adapted fromfigure 1 in the Bundle
Prot ocol Specification [DTNBP], four bundl e nodes (denoted BN1l, BN2,
BN3, and BN4) reside above sone transport layer(s). Three distinct
transport and network protocols (denoted T1/N1, T2/N2, and T3/ N3) are
al so shown.
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S RS V- | +- >S>S>S>S>S>S>>>>V- + +- >S>S>S>S>S>S>>>>V- + D A R +
| BN1L v | ~ BN2 v | A BN3 v | | ~ BN
Fomm e e - V- + N a - V- + R V- + S A TR +
| T1 v + N TUT2 v | + N T2/T3 v | | ~ T3 |
Fomm e e o V- + NI A PR V- + NI A PR vV + NI A PR +
| N1 v | ~ NI/N2 v | | ~ N2/N3 v | | ~ N3
[ TS V- + B ) S v + B ) S V- + B ) S +
| SS>S>S>>S>>N SS>S>S>S>S>S>>5>5N SS>S>S>>S>>N |
R + TR + B + R +
| | |
|<-- An Internet --->| | <--- An Internet --->
| | | |
BN = "Bundl e Node" as defined in the Bundl e Protocol Specification

Figure 1: Bundle Nodes Sit at the Application Layer
of the Internet Mode

Bundl e node BNl originates a bundle that it forwards to BN2. BN2
forwards the bundle to BN3, and BN3 forwards the bundle to BNA. BN1
is the source of the bundle and BN4 is the destination of the bundle.
BN1L is the first forwarder, and BN2 is the first internedi ate
receiver; BN2 then becones the forwarder, and BN3 the internediate
receiver; BN3 then becones the |ast forwarder, and BN4 t he | ast
internedi ate receiver, as well as the destination

If node BN2 originates a bundle (for exanple, a bundle status report
or a custodial signal), which is then forwarded on to BN3, and then
to BN4, then BN2 is the source of the bundle (as well as being the
first forwarder of the bundle) and BN4 is the destination of the
bundle (as well as being the final internediate receiver).

W introduce the follow ng security-specific DIN terni nol ogy:

security-source - a bundle node that adds a security block to a
bundl e

security-destination - a bundle node that processes a security
bl ock of a bundl e

security path - the ordered sequence of security-aware nodes
t hrough which a bundl e passes on its way fromthe security-source
to the security-destination
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Referring to Figure 1 again:

If the bundle that originates at BN1 is given a security bl ock by
BN1, then BNl is the security-source of this bundle with respect to
that security block, as well as being the source of the bundle.

If the bundle that originates at BN1 is given a security bl ock by
BN2, then BN2 is the security-source of this bundle with respect to
that security block, even though BNl is the source.

If the bundle that originates at BN1 is given a security block by BNl
that is intended to be processed by BN3, then BNl is the security-
source and BN3 is the security-destination with respect to this
security block. The security path for this block is BN1 to BNS3.

A bundl e MAY have multiple security blocks. The security-source of a
bundle, with respect to a given security block in the bundle, MAY be
the sane as or different fromthe security-source of the bundle wth
respect to a different security block in the bundle. Simlarly, the
security-destination of a bundle, with respect to each of that
bundl e’ s security bl ocks, MAY be the sanme or different. Therefore,
the security paths for various bl ocks MAY be, and often will be
different.

If the bundle that originates at BN1 is given a security block by BNL
that is intended to be processed by BN3, and BN2 adds a security

bl ock with security-destination BN4, the security paths for the two
bl ocks overlap but not conpletely. This problemis discussed further
in Section 3.3.

As required in [DINBP], forwarding nodes MJST transnit blocks in a
bundle in the sane order in which they were received. This

requi renent applies to all DTN nodes, not just ones that inplenent
security processing. Blocks in a bundle MAY be added or del eted
according to the applicable specification, but those blocks that are
both received and transnmitted MJUST be transmitted in the same order
that they were received.

If a node is not security-aware, then it forwards the security bl ocks
in the bundl e unchanged unl ess the bundl e’s bl ock processing flags
specify otherwise. |If a network has sonme nodes that are not
security-aware, then the bl ock processing flags SHOULD be set such
that security blocks are not discarded at those nodes sol el y because
t hey cannot be processed there. Except for this, the non-security-
aware nodes are transparent relay points and are invisible as far as
security processing is concerned.
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The bl ock sequence al so indicates the order in which certain
significant actions have affected the bundle, and therefore the
sequence in which actions MJST occur in order to produce the bundle
at its destination

2. Security Bl ocks

There are four types of security blocks that MAY be included in a
bundl e. These are the Bundl e Authentication Block (BAB), the Payl oad
Integrity Block (PIB), the Payload Confidentiality Block (PCB), and
the Extension Security Bl ock (ESB)

The BAB is used to ensure the authenticity and integrity of the
bundl e al ong a single hop fromforwarder to internediate receiver
Since security blocks are only processed at security-aware nodes,
a "single hop" froma security-aware forwarder to the next
security-aware internmedi ate receiver mght be nore than one actua
hop. This situation is discussed further in Section 2.2.

The PIB is used to ensure the authenticity and integrity of the
payl oad fromthe PIB security-source, which creates the PIB, to
the PIB security-destination, which verifies the PIB

aut henticator. The authentication information in the PIB MAY (if
the ciphersuite allows) be verified by any node in between the PIB
security-source and the PIB security-destination that has access
to the cryptographi c keys and revocation status infornation
required to do so.

Since a BAB protects a bundl e on a "hop-by-hop" basis and ot her
security bl ocks MAY be protecting over several hops or end-to-end
whenever both are present, the BAB MUST formthe "outer" |ayer of
protection -- that is, the BAB MIST al ways be cal cul ated and added
to the bundle after all other security blocks have been cal cul at ed
and added to the bundle.

The PCB indicates that the payl oad has been encrypted, in whole or
in part, at the PCB security-source in order to protect the bundle
content while in transit to the PCB security-destination

PIB and PCB protect the payl oad and are regarded as "payl oad-

rel ated"” for purposes of the security discussion in this docunent.
O her bl ocks are regarded as "non-payl oad" bl ocks. O course, the
primary block is unique and has separate rules.

The ESB provides security for non-payl oad bl ocks in a bundle.

Therefore, ESB is not applied to PIBs or PCBs and, of course, is
not appropriate for either the payl oad bl ock or primary bl ock
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Each of the security bl ocks uses the Canonical Bundl e Block Format as
defined in the Bundl e Protocol Specification. That is, each security
bl ock is conprised of the follow ng el enents:
o Block-type code
o Block processing control flags
o0 Block EID-reference Iist (OPTIONAL)
o Block data |l ength
o Block-type-specific data fields
Since the four security blocks have nost fields in comobn, we can
shorten the description of the Bl ock-type-specific data fields of
each security block if we first define an abstract security bl ock
(ASB) and then specify each of the real blocks in terns of the fields
that are present/absent in an ASB. Note that no bundl e ever contains
an actual ASB, which is sinply a specification artifact.

2.1. Abstract Security Block

Many of the fields below use the "SDNV' type defined in [ DTNBP].
SDNV stands for Self-Delimting Nuneric Val ue.

An ASB consists of the followi ng nandatory and optional fields:

o Block-type code (one byte) - as in all bundle protocol bl ocks
except the primary bundl e block. The bl ock-type codes for the
security bl ocks are:

Bundl eAut henti cati onBl ock - BAB: 0x02
Payl oadl ntegrityBl ock - PIB: 0x03

Payl oadConfi dentialityBlock - PCB: 0x04
Ext ensi onSecurityBl ock - ESB: 0x09

o Block processing control flags (SDNV) - defined as in all bundle
protocol blocks except the primary bundle block (as described in
the Bundl e Protocol Specification [DTNBP]). SDNV encoding is
described in the Bundle Protocol. There are no genera

constraints on the use of the block processing control flags, and
some specific requirenments are discussed |l ater.
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(o]

(o]

ElD-references - conposite field defined in [ DTNBP] containing
references to one or two endpoint identifiers (EIDs). Presence of
the EID-reference field is indicated by the setting of the "Bl ock
contains an ElID-reference field" (EID REF) bit of the bl ock
processing control flags. |If one or nore references are present,
flags in the ciphersuite ID field, described bel ow, specify which

If no EID fields are present, then the conposite field itself MJST
be omitted entirely and the EID REF bit MJST be unset. A count
field of zero is not permitted.

The possible EIDs are:

*  (OPTIONAL) Security-source - specifies the security-source for

the block. If this is omitted, then the source of the bundle
is assuned to be the security-source unless otherw se
i ndi cat ed.

*  (OPTIONAL) Security-destination - specifies the security-
destination for the block. If this is omtted, then the
destination of the bundle is assuned to be the security-
destination unl ess otherw se indicated.

If two EIDs are present, security-source is first and security-
destinati on cones second.

Bl ock data length (SDNV) - as in all bundle protocol blocks except
the primary bundl e bl ock. SDNV encoding is described in the
Bundl e Protocol.

Bl ock-type-specific data fields as follows:
* Ciphersuite | D (SDNV)
* (G phersuite flags (SDNV)

* (OPTIONAL) Correlator - when nore than one related block is
inserted, then this field MUST have the sanme value in each
rel ated block instance. This is encoded as an SDNV. See the
note in Section 3.8 with regard to correlator values in bundle
fragments.

*  (OPTIONAL) Ciphersuite-paranmeters - conpound field of the next
two itemns

+ Ciphersuite-paraneters length - specifies the length of the
followi ng C phersuite-paraneters data field and is encoded
as an SDNV.
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+ Ciphersuite-paraneters data - paraneters to be used with the
ciphersuite in use, e.g., a key identifier or initialization
vector (IV). See Section 2.6 for a list of potenti al
paraneters and their encoding rules. The particular set of
paraneters that is included in this field is defined as part
of the ciphersuite specification

*  (OPTIONAL) Security-result - conpound field of the next two
itens

+ Security-result length - contains the I ength of the next
field and is encoded as an SDNV.

+ Security-result data - contains the results of the
appropriate ciphersuite-specific calculation (e.g., a
si gnature, Message Authentication Code (MAC), or ciphertext
bl ock key).

Al t hough the diagramhints at a 32-bit layout, this is purely for the
pur pose of exposition. Except for the "type" field, all fields are
variable in | ength.

S S S S +
| type | flags (SDNV) | EIDref list(conp) |
e . e e +
| length (SDNV) | ciphersuite (S |
T T T . T +
| ciphersuite flags (SDNV) | correlator (SDNV) |
S S S S +
| paranms | en( SDNV) | ciphersuite parans data

S e e e +
|[res-len (SDNV) | security-result data

S S T T +

Figure 2: Abstract Security Block Structure

Some ciphersuites are specified in Section 4, which also specifies
the rules that MJST be satisfied by ciphersuite specifications.

Addi tional ciphersuites MAY be defined in separate specifications.

Ci phersuite I Ds not specified are reserved. |Inplenentations of the
Bundl e Security Protocol decide which ciphersuites to support,

subject to the requirenents of Section 4. It is RECOMVENDED t hat

i mpl enentations that allow additional ciphersuites permt ciphersuite
I D values at least up to and including 127, and they MAY decline to
all ow | arger |D val ues.
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The structure of the ciphersuite flags field is shown in Figure 3.

In each case, the presence of an optional field is indicated by
setting the value of the corresponding flag to one. A value of zero
i ndi cates the corresponding optional field is mssing. Presently,
there are five flags defined for the field; for convenience, these
are shown as they would be extracted froma single-byte SDNV. Future
additions may cause the field to growto the left so, as with the
flags fields defined in [DTNBP], the description bel ow nunbers the
bit positions fromthe right rather than the standard RFC definition
whi ch nunbers bits fromthe left.

src - bit 4 indicates whether the EID-reference field of the ASB
contains the optional reference to the security-source.

dest - bit 3 indicates whether the EID-reference field of the ASB
contains the optional reference to the security-destination

parm- bit 2 indicates whether or not the ciphersuite-paraneters
| ength and ci phersuite-paraneters data fields are present.

corr - bit 1 indicates whether or not the ASB contains an optiona
correlator.

res - bit 0 indicates whether or not the ASB contains the
security-result length and security-result data fields.

bits 5-6 are reserved for future use.

6 5 4 3 2 1 0
+--m - - +--m - - +--m - - +--m - - +--m - - +--m - - +--m - - +
| reserved | src |dest |parm]|corr |res
+-- - - - +-- - - - +-- - - - +-- - - - +-- - - - +-- - - - +-- - - - +

Figure 3: G phersuite Fl ags

Alittle bit nore terminology: if the block is a PIB, when we refer
to the PIB-source, we nean the security-source for the PIB as
represented by the EID-reference in the EID-reference field.
Simlarly, we may refer to the "PCB-dest", neaning the security-
destination of the PCB, again as represented by an EID reference.
For exanple, referring to Figure 1 again, if the bundl e that
originates at BNl is given a Payload Confidentiality Bl ock (PCB) by
BN1 that is protected using a key held by BN3, and it is given a
Payl oad Integrity Block (PIB) by BN1, then BNl is both the PCB-source
and the PIB-source of the bundle, and BN3 is the PCB-destination of
t he bundl e.
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The correlator field is used to associate several related instances
of a security block. This can be used to place a BAB that contains
the ciphersuite information at the "front" of a (probably |arge)
bundl e, and another correlated BAB that contains the security-result
at the "end" of the bundle. This allows even very nenory-constrained
nodes to be able to process the bundle and verify the BAB. There are
simlar use cases for nultiple related instances of PIB and PCB as
will be seen bel ow

The ci phersuite specification MIJST make it clear whether or not

mul tiple block instances are allowed, and if so, under what
conditions. Sone ciphersuites can, of course, leave flexibility to
the inplenentation, whereas others night nmandate a fixed nunber of

i nst ances.

For conveni ence, we use the term"first block"” to refer to the
initial block in a group of correlated bl ocks or to the single block
if there are no others in the set. Gbviously, there can be severa
unrel ated groups in a bundle, each containing only one block or nore
t han one, and each having its own "first bl ock".

2. 2. Bundl e Aut henticati on Bl ock

In this section, we describe typical BAB field values for two
scenarios -- where a single instance of the BAB contains all the

i nformati on and where two related instances are used, one "up front",
whi ch contains the ciphersuite, and another follow ng the payl oad,
whi ch contains the security-result (e.g., a MACQ).

For the case where a single BAB is used:
The bl ock-type code field value MUST be 0x02.
The bl ock processing control flags value can be set to whatever
val ues are required by local policy. G phersuite designers should
carefully consider the effect of setting flags that either discard
the block or delete the bundle in the event that this block cannot
be processed.

The ciphersuite I D MUST be docunmented as a hop- by-hop
aut henti cati on-ci phersuite that requires one instance of the BAB

The correlator field MIUST NOT be present.

The ci phersuite-paraneters field MAY be present, if so specified
in the ciphersuite specification
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An ElID-reference to the security-source MAY be present. The
security-source can also be specified as part of key-information
described in Section 2.6 or another block such as the Previous-Hop
Insertion Block [PHIB]. The security-source night also be
inferred fromsome inplenmentation-specific nmeans such as the
convergence | ayer.

An ElID-reference to the security-destinati on MAY be present and is
useful to ensure that the bundl e has been forwarded to the correct
next - hop node.

The security-result MJST be present as it is effectively the
"output" fromthe ciphersuite calculation (e.g., the MAC or
signature) applied to the (relevant parts of the) bundle (as
specified in the ciphersuite definition).

For the case using two related BAB instances, the first instance is
as defined above, except the ciphersuite I D MJST be docunented as a
hop- by- hop aut hentication ciphersuite that requires two instances of
the BAB. |In addition, the correlator MJST be present and the
security-result length and security-result fields MJST be absent.
The second instance of the BAB MJUST have the sane correl ator val ue
present and MJST contain security-result length and security-result
data fields. The other optional fields MJUST NOT be present.
Typically, this second instance of a BAB will be the | ast bl ock of

t he bundl e.

The details of key transport for BAB are specified by the particul ar
ci phersuite. In the absence of conflicting requirenents, the
foll owi ng shoul d be noted by inpl enentors:

o the key-information itemin Section 2.6 is OPTIONAL, and if not
provi ded, then the key SHOULD be inferred fromthe source-
destination tuple, being the previous key used, a key created from
a key-derivation function, or a pre-shared key.

o if all the nodes are security-aware, the capabilities of the
under |l yi ng convergence |ayer night be useful for identifying the
security-source

o0 dependi ng upon the key mechani sm used, bundl es can be signed by
the sender, or authenticated for one or nore recipients, or both.
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2.3. Payload Integrity Block
A PIBis an ASBwith the follow ng additional restrictions:
The bl ock-type code val ue MJST be 0x03.

The bl ock processing control flags value can be set to whatever

val ues are required by local policy. C phersuite designers should
carefully consider the effect of setting flags that either discard
the block or delete the bundle in the event that this block cannot
be processed.

The ciphersuite I D MUST be docunented as an end-to-end
aut henti cation-ci phersuite or as an end-to-end error-detection-
ci phersuite.

The correlator MIST be present if the ciphersuite requires that
nore than one related instance of a PIB be present in the bundle.
The correlator MJUST NOT be present if the ciphersuite only

requi res one instance of the PIB in the bundle.

The ci phersuite-paranmeters field MAY be present.

An ElID-reference to the security-source MAY be present. The
security-source can also be specified as part of key-information
described in Section 2.6.

An ElD-reference to the security-destinati on MAY be present.

The security-result is effectively the "output"” fromthe

ci phersuite calculation (e.g., the MAC or signature) applied to
the (relevant parts of the) bundle. As in the case of the BAB
this field MUST be present if the correlator is absent. |If nore
than one related instance of the PIBis required, then this is
handl ed in the sane way as described for the BAB above.

The ci phersuite MAY process |less than the entire original bundle
payl oad. This nmight be because it is defined to process sone
subset of the bundle, or perhaps because the current payload is a
fragment of an original bundle. For whatever reason, if the

ci phersuite processes |ess than the conplete, original bundle
payl oad, the ciphersuite-paraneters of this block MJST specify
whi ch bytes of the bundl e payl oad are protected.
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For some ciphersuites, (e.g., those using asynmetric keying to
produce signatures or those using symmetric keying with a group key),
the security information can be checked at any hop on the way to the
security-destination that has access to the required keying
information. This possibility is further discussed in Section 3.6.

The use of a generally available key is RECOWENDED if custodi al
transfer is enployed and all nodes SHOULD verify the bundle before
accepting custody.

Most asynmmetric PIB ciphersuites will use the PIB-source to indicate
who the signer is and will not require the PIB-dest field because the
key needed to verify the PIB authenticator will be a public key
associ ated with the Pl B-source.

2.4. Payload Confidentiality Bl ock

A typical confidentiality ciphersuite will encrypt the payl oad using
a randomy generated bundle encrypting key (BEK) and will use a key-
information itemin the PCB security-paraneters to carry the BEK
encrypted with some |ong-term key encryption key (KEK) or well-known
public key. |If neither the destination nor security-destination
resol ves the key to use for decryption, the key-information itemin
the ciphersuite-paraneters field can al so be used to indicate the
decryption key with which the BEK can be recovered. |f the bundle
al ready contains PIBs and/or PCBs, these SHOULD al so be encrypted
using this same BEK, as described just below for "super-encryption”
The encrypted block is encapsulated into a new PCB that replaces the
original block at the sane place in the bundle.

It is strongly RECOMMENDED that a data integrity mechani smbe used in
conjunction with confidentiality, and that encryption-only

ci phersuites NOT be used. AES-Gl oi s/ Counter Mde (AES-GCM
satisfies this requirenent. The "authentication tag" or "integrity
check value" is stored into the security-result rather than being
appended to the payload as is comobn in sone protocols since, as
described below, it is inmportant that there be no change in the size
of the payl oad.

The payload is encrypted "in-place", that is, follow ng encryption
t he payl oad bl ock payl oad field contains ciphertext, not plaintext.
The payl oad bl ock processing control flags are unnodifi ed.

The "in-place" encryption of payload bytes is to all ow bundl e payl oad
fragmentation and reassenbly, and custody transfer, to operate

wi t hout know edge of whether or not encryption has occurred and, if
so, how many tines.
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Fragnent ati on, reassenbly, and custody transfer are adversely

af fected by a change in size of the payl oad due to ambiguity about
what byte range of the original payload is actually in any particul ar
fragment. Ci phersuites SHOULD pl ace any payl oad expansi on, such as
aut hentication tags (integrity check val ues) and any paddi ng
generated by a bl ock-node cipher, into an integrity check value item
in the security-result field (see Section 2.6) of the confidentiality
bl ock.

Payl oad super-encryption is allowed, that is, encrypting a payl oad
that has al ready been encrypted, perhaps nore than once.

Ci phersuites SHOULD define super-encryption such that, as well as re-
encrypting the payload, it also protects the paranmeters of earlier
encryption. Failure to do so nay represent a vulnerability in some
ci rcunst ances

Confidentiality is normally applied to the payl oad, and possibly to
additional blocks. It is RECOVWENDED to apply a Payl oad
Confidentiality ciphersuite to non-payload bl ocks only if these
SHOULD be super-encrypted with the payload. |If super-encryption of
the block is not desired, then protection of the block SHOULD be done
usi ng the Extension Security Bl ock mechani smrather than PCB

Multiple related PCB instances are required if both the payl oad and
PIBs and PCBs in the bundle are to be encrypted. These nultiple PCB
i nstances require correlators to associate themw th each other since
the key-information is provided only in the first PCB

There are situations where nore than one PCB instance is required but
the instances are not "related" in the sense that requires
correlators. One exanple is where a payload is encrypted for nore
than one security-destination so as to be robust in the face of
routing uncertainties. |In this scenario, the payload is encrypted
using a BEK. Several PCBs contain the BEK encrypted using different
KEKs, one for each destination. These nultiple PCB instances are not
"related" and SHOULD NOT contain correl ators.

The ciphersuite MAY apply different rules to confidentiality for non-
payl oad bl ocks.

A PCBis an ASB with the follow ng additional restrictions:
The bl ock-type code val ue MJST be 0x04.
The bl ock processing control flags value can be set to whatever
val ues are required by local policy, except that a PCB "first

bl ock™ MUST have the "replicate in every fragnent” flag set. This
flag SHOULD NOT be set otherw se. Ciphersuite designers should
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carefully consider the effect of setting flags that either discard
the block or delete the bundle in the event that this bl ock cannot
be processed.

The ciphersuite I D MIUST be docunented as a confidentiality
ci phersuite.

The correlator MJUST be present if there is nore than one related
PCB instance. The correlator MJUST NOT be present if there are no
rel ated PCB instances.

If a correlator is present, the key-information MJST be placed in
the PCB "first block".

Any additional bytes generated as a result of encryption and/or
aut henti cati on processing of the payl oad SHOULD be placed in an
"integrity check value" field (see Section 2.6) in the security-
result of the first PCB

The ci phersuite-paranmeters field MAY be present.

An ElID-reference to the security-source MAY be present. The
security-source can also be specified as part of key-information
described in Section 2.6.

An ElID-reference to the security-destinati on MAY be present.

The security-result MAY be present and normally contains fields
such as an encrypted bundl e encryption key, authentication tag, or
the encrypted versions of bundle bl ocks other than the payl oad

bl ock.

The ci phersuite MAY process less than the entire original bundle

payl oad, either because the current payload is a fragnment of the
original bundle or just because it is defined to process sone subset.
For whatever reason, if the ciphersuite processes less than the

conpl ete, original bundl e payload, the "first" PCB MJST specify, as
part of the ciphersuite-paraneters, which bytes of the bundl e payl oad
are protected.

PCB ci phersuites MJST specify which blocks are to be encrypted. The
specification MAY be flexible and be dependent upon bl ock type
security policy, various data values, and other inputs, but it MJST
be deterministic. The deternination of whether or not a block is to
be encrypted MJST NOT be anbi guous.

Sym ngton, et al. Experi ment al [ Page 18]



RFC 6257 Bundl e Security Protocol May 2011

As was the case for the BAB and PIB, if the ciphersuite requires nore
t han one instance of the PCB, then the "first bl ock" MJST contain any
optional fields (e.g., security-destination, etc.) that apply to al
instances with this correlator. These MJST be contained in the first
i nstance and MJUST NOT be repeated in other correlated bl ocks. Fields
that are specific to a particular instance of the PCB MAY appear in
that PCB. For exanple, security-result fields MAY (and probably
will) be included in nultiple related PCB instances, with each result
being specific to that particular block. Sinmilarly, several PCBs

m ght each contain a ciphersuite-paranmeters field with an 1V specific
to that PCB instance.

Put anot her way: when confidentiality will generate nultiple blocks,
it MIST create a "first" PCB with the required ciphersuite ID
paraneters, etc., as specified above. Typically, this PCB wll

appear early in the bundle. This "first" PCB contains the paraneters
that apply to the payload and also to the other correlated PCBs. The
correlated PCBs follow the "first" PCB and MUST NOT repeat the

ci phersuite-paranmeters, security-source, or security-destination
fields fromthe first PCB. These correlated PCBs need not follow

i mediately after the "first" PCB, and probably will not do so. Each
correl ated bl ock, encapsulating an encrypted PIB or PCB, is at the
same place in the bundle as the original PIB or PCB

A ci phersuite MJUST NOT m x payl oad data and a non-payload block in a
si ngl e PCB.

Even if a to-be-encrypted bl ock has the "discard" flag set, whether
or not the PCB s "discard" flag is set is an inplenentation/policy
decision for the encrypting node. (The "discard" flag is nore
properly called the "Discard if block can’t be processed" flag.)

Any existing EID-list in the to-be-encapsul ated origi nal bl ock
remai ns exactly as-is, and is copied to becone the EID-list for the
repl aci ng bl ock. The encapsul ati on process MJST NOT repl ace or
renove the existing EID-list entries. This is critically inportant
for correct updating of entries at the security-destination

At the security-destination, either the specific destination or the
bundl e- desti nati on, the processes descri bed above are reversed. The
payl oad is decrypted "in-place" using the salt, 1V, and key values in
the first PCB, including verification using the ICV. These val ues
are described in Section 2.6. Each correlated PCB is al so processed
at the same destination, using the salt and key values fromthe first
PCB and the bl ock-specific IV item The encapsul ated block itemin
the security-result is decrypted and validated, using also the tag
that SHOULD have been appended to the ciphertext of the origina

bl ock data. Assuming the validation succeeds, the resultant
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pl ai ntext, which is the entire content of the original block

repl aces the PCB at the sane place in the bundle. The bl ock type
reverts to that of the original block prior to encapsul ation, and the
ot her bl ock-specific data fields also return to their origina

val ues. Inplenentors are cautioned that this "replacenent" process
requires delicate stitchery, as the EID-list contents in the

decapsul ated block are invalid. As noted above, the EID-1i st
references in the original block were preserved in the "repl aci ng"
PCB, and will have been updated as necessary as the bundl e has toured
the DIN. The references fromthe PCB MJST repl ace the references
within the EID-list of the newly decapsul ated bl ock. Caveat

i mpl enent or.

2.5. Extension Security Bl ock

Ext ensi on security bl ocks provide protection for non-payl oad-rel at ed
portions of a bundle. ESBs MJUST NOT be used for the primary block or
payl oad, including payload-rel ated security blocks (Pl Bs and PCBs).

It is sonetinmes desirable to protect certain parts of a bundle in
ways ot her than those applied to the bundl e payl oad. One such
exanple is bundle netadata that mght specify the kind of data in the
payl oad but not the actual payload detail, as described in [ DTNMD .

ESBs are typically used to apply confidentiality protection. Wile
it is possible to create an integrity-only ciphersuite, the bl ock
protection is not transparent and makes access to the data nore
difficult. For sinplicity, this discussion describes the use of a
confidentiality ciphersuite.

The protection nechanisnms in ESBs are sinilar to other security
bl ocks with two inportant differences:

o different key values are used (using the sanme key as that for
payl oad woul d defeat the purpose)

o the block is not encrypted or super-encrypted with the payl oad

A typical ESB ciphersuite will encrypt the extension block using a

random y generated epheneral key and will use the key-information
itemin the security-paraneters field to carry the key encrypted with
sone |long-termkey encryption key (KEK) or well-known public key. If

neither the destination nor security-destination resolves the key to
use for decryption, the key-information itemin the ciphersuite-
paraneters field can be used also to indicate the decryption key with
whi ch the BEK can be recovered.
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It is strongly RECOMMENDED that a data integrity mechani smbe used in
conjunction with confidentiality, and that encryption-only
ci phersuites NOT be used. AES-GCM satisfies this requirenent.

The ESB is placed in the bundle in the sanme position as the block
being protected. That is, the entire original block is processed
(encrypted, etc.) and encapsulated in a "replacing" ESB-type bl ock
and this appears in the bundle at the same sequential position as the
original block. The processed data is placed in the security-result
field.

The process is reversed at the security-destination with the
recovered plaintext block replacing the ESB that had encapsul ated it.
Processing of EID-list entries, if any, is described in Section 2.4,
and this MJST be followed in order to correctly recover ElDs.

An ESB is an ASB with the follow ng additional restrictions:
The bl ock type is 0x09.

Ci phersuite flags indicate which fields are present in this block
Ci phersuite designers should carefully consider the effect of
setting flags that either discard the block or delete the bundle
in the event that this block cannot be processed.

El D-ref erences MJUST be stored in the EID-reference |ist.

The security-source MAY be present. The security-source can al so
be specified as part of key-information described in Section 2.6.
If neither is present, then the bundl e-source is used as the
security-source

The security-destination MAY be present. |If not present, then the
bundl e-destination is used as the security-destination

The security-parameters MAY optionally contain a bl ock-type code

field to indicate the type of the encapsul ated block. Since this
replicates a field in the encrypted portion of the block, it is a
slight security risk, and its use is therefore OPTI ONAL.

2.6. Parameters and Result Fields
Various ciphersuites include several itens in the security-paraneters
and/ or security-result fields. Wich itenms MAY appear is defined by

the particul ar ciphersuite description. A ciphersuite MAY support
several instances of the sane type within a single block.
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Each itemis represented as a type-length-value. Type is a single
byte indicating which itemthis is. Length is the count of data
bytes to follow, and is an SDNV-encoded integer. Value is the data
content of the item
Itemtypes are

0: reserved

1: initialization vector (1V)

2: reserved

3: key-infornmation

4: fragnment-range (offset and |l ength as a pair of SDNVs)

5: integrity signature

6: unassi gned

7: salt

8: PCB integrity check value (1CV)

9: reserved

10: encapsul at ed bl ock

11: bl ock type of encapsul ated bl ock

12 - 191: reserved

192 - 250: private use

251 - 255: reserved
The follow ng descriptions apply to the usage of these itens for al
ci phersuites. Additional characteristics are noted in the discussion

for specific suites.

o initialization vector (1V): random value, typically eight to
si xt een bytes.

o key-information: key material encoded or protected by the key
managenent system and used to transport an ephemeral key protected
by a long-termkey. This itemis discussed further in
Section 2.7.
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o fragnent-range: pair of SDNV val ues (offset then | ength)
speci fying the range of payload bytes to which a particul ar
operation applies. This is termed "fragnment-range" since that is
its typical use, even though sonetinmes it describes a subset range
that is not a fragnent. The offset value MJIST be the offset
within the original bundle, which night not be the offset within
the current bundle if the current bundle is already a fragnent.

O integrity signature: result of BAB or PIB digest or signing
operation. This itemis discussed further in Section 2.7.

o salt: an IV-like value used by certain confidentiality suites.

0o PCBintegrity check value (ICV): output fromcertain
confidentiality ciphersuite operations to be used at the
destination to verify that the protected data has not been
nodi fi ed.

0 encapsul ated block: result of confidentiality operation on certain
bl ocks, contains the ciphertext of the block and MAY al so contain
an integrity check val ue appended to the ciphertext; MAY al so
contain padding if required by the encryption node; used for non-
payl oad bl ocks only.

o block type of encapsul ated bl ock: block-type code for a bl ock that
has been encapsul ated in ESB

2.7. Key Transport

This specification endeavors to naintain separation between the
security protocol and key nmanagenent. However, these two interact in
the transfer of key-information, etc., fromsecurity-source to
security-destination. The intent of the separation is to facilitate
the use of a variety of key managenent systenms wi thout needing to
tailor a ciphersuite to each individually.

The key managenent process deals with such things as |ong-term keys,
specifiers for long-termkeys, certificates for |ong-termkeys, and
integrity signatures using long-termkeys. The ciphersuite itself
SHOULD NOT require a know edge of these, and separation is inproved
if it treats these as opaque entities to be handl ed by the key
managenent process.

The key managenent process deals specifically with the content of two
of the itenms defined in Section 2.6: key-information (itemtype 3)
and integrity signature (itemtype 5). The ciphersuite MIST define
the details and format for these itens. To facilitate
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interoperability, it is strongly RECOMVENDED t hat the inplenentations
use the appropriate definitions fromthe Cryptographic Message Syntax
(CvB) [RFC5652] and rel ated RFCs.

Many situations will require several pieces of key-information.

Agai n, ciphersuites MJST define whet her they accept these packed into
a single key-information item and/or separated into nultiple

i nstances of key-information. For interoperability, it is
RECOMVENDED t hat ci phersuites accept these packed into a single key-
information item and that they MAY additionally choose to accept
them sent as separate itens.

2.8. PIB and PCB Conbi nati ons

G ven the above definitions, nodes are free to conbi ne applications
of PIB and PCB in any way they wish -- the correlator value all ows
for multiple applications of security services to be handl ed
separately. Since PIB and PCB apply to the payload and ESB to non-
payl oad bl ocks, conbinations of ESB with PIB and/ or PCB are not
consi der ed.

There are some obvious security problenms that could arise when
applying nultiple services. For exanple, if we encrypted a payl oad
but left a PIB security-result containing a signature in the clear
payl oad guesses could be confirned.

We cannot, in general, prevent all such problens since we cannot
assune that every ciphersuite definition takes account of every other
ci phersuite definition. However, we can linmt the potential for such
probl ens by requiring that any ciphersuite that applies to one
instance of a PIB or PCB MJUST be applied to all instances with the
sane correlator.

We now list the PIB and PCB conbi nations that we envi sage as being
useful to support:

Encrypted tunnels - a single bundle MAY be encrypted nmany tines en
route to its destination. Cdearly, it has to be decrypted an
equal nunber of tines, but we can inmagine each encryption as

representing the entry into yet another layer of tunnel. This is
supported by using multiple instances of PCB, but with the payl oad
encrypted nultiple tines, "in-place". Depending upon the

ci phersuite definition, other blocks can and should be encrypted,
as di scussed above and in Section 2.4 to ensure that paraneters
are protected in the case of super-encryption.
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Multiple parallel authenticators - a single security-source night
wish to protect the integrity of a bundle in nultiple ways. This
could be required if the bundle’'s path is unpredictable and if
vari ous nodes night be involved as security-destinations.
Simlarly, if the security-source cannot determi ne in advance
which algorithns to use, then using all mght be reasonable. This
woul d result in uses of PIB that, presumably, all protect the
payl oad, and which cannot in general protect one another. Note
that this logic can also apply to a BAB, if the unpredictable
routi ng happens in the convergence |ayer, so we al so envi sage
support for nultiple parallel uses of BAB

Mul tiple sequential authenticators - if sone security-destination
requi res assurance about the route that bundl es have taken, then
it might insist that each forwarding node add its own PIB. More
i kely, however, would be that outbound "bastion" nodes woul d be
configured to sign bundles as a way of allow ng the sending
"domai n" to take accountability for the bundle. 1In this case, the
various PIBs will likely be layered, so that each protects the
earlier applications of PIB

Aut henti cated and encrypted bundles - a single bundle MAY require
bot h authentication and confidentiality. Sone specifications
first apply the authenticator and follow this by encrypting the
payl oad and authenticator. As noted previously in the case where
the authenticator is a signature, there are security reasons for
this ordering. (See the PCB-RSA- AES128- PAYLOAD- Pl B- PCB

ci phersuite defined in Section 4.3.) Qhers apply the

aut henticator after encryption, that is, to the ciphertext. This
ordering is generally RECOMVENDED and ninim zes attacks that, in
sonme cases, can lead to recovery of the encryption key.

There are, no doubt, other valid ways to conbine PIB and PCB

i nstances, but these are the "core" set supported in this
specification. Having said that, as will be seen, the nmandatory

ci phersuites defined here are quite specific and restrictive in terns
of limting the flexibility offered by the correl ator nmechani sm

This is primarily designed to keep this specification as sinple as
possi ble, while at the sane time supporting the above scenari os.

3. Security Processing

This section describes the security aspects of bundl e processing.
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3.1. Nodes as Policy Enforcenment Points

Al'l nodes are REQUI RED to have and enforce their own configurable
security policies, whether these policies be explicit or default, as
defined in Section 6.

Al'l nodes serve as Policy Enforcenent Points (PEPs) insofar as they
enforce polices that MAY restrict the perm ssions of bundl e nodes to
inject traffic into the network. Policies MAY apply to traffic that
originates at the current node, traffic that ternmi nates at the
current node, and traffic that is to be forwarded by the current node
to other nodes. |If a particular transm ssion request, originating
either locally or renotely, satisfies the node’'s policy or policies
and is therefore accepted, then an outbound bundl e can be created and
di spatched. If not, then in its role as a PEP, the node will not
create or forward a bundle. Error handling for such cases is
currently consi dered out of scope for this docunent.

Policy enforcing code MAY override all other processing steps
descri bed here and el sewhere in this docunent. For exanple, it is
valid to inplenent a node that always attenpts to attach a PIB.
Simlarly, it is also valid to inplenment a node that always rejects
all requests that inply the use of a PIB

Nodes MUST consult their security policy to determine the criteria
that a received bundl e ought to neet before it will be forwarded.
These criteria MJST include a deternination of whether or not the
recei ved bundle MJST include a valid BAB, PIB, PCB, or ESB. |If the
bundl e does not meet the node’'s policy criteria, then the bundl e MJST
be di scarded and processed no further; in this case, a bundle status
report indicating the failure MAY be generated.

The node’s policy MAY call for the node to add or subtract sone
security bl ocks. For exanple, it might require that the node attenpt
to encrypt (parts of) the bundle for sone security-destination or
that it add a PIB. |If the node's policy requires a BAB to be added
to the bundle, it MJST be added | ast so that the calculation of its
security-result MAY take into consideration the values of all other
bl ocks in the bundle.

3.2. Processing Order of Security Bl ocks

The processing order of security actions for a bundle is critically
i mportant for the actions to conplete successfully. |n general, the
actions perforned at the originating node MJST be executed in the
reverse sequence at the destination. There are variations and
exceptions, and these are noted bel ow
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The sequence is maintained in the ordering of security blocks in the
bundle. It is for this reason that bl ocks MJST NOT be rearranged at
forwardi ng nodes, whether or not they support the security protocols.
The only bl ocks that participate in this ordering are the primry and
payl oad bl ocks, and the PIB and PCB security bl ocks thenmselves. Al

ot her extension blocks, including ESBs, are ignored for purposes of
determi ning the processing order

The security bl ocks are added to and renoved froma bundle in a | ast-
in-first-out (LIFO manner, with the top of the stack imedi ately
after the primary block. A newly created bundle has just the primry
and payl oad bl ocks, and the stack is enpty. As security actions are
requested for the bundle, security blocks are pushed onto the stack

i medi ately after the primary block. The early actions have security
bl ocks close to the payload, |ater actions have bl ocks nearer to the
primary block. The actions deal with only those blocks in the bundle
at the tine, so, for exanple, the first to be added processes only
the payl oad and prinmary bl ocks, the next might process the first if

it chooses and the payload and primary, and so on. The last block to
be added can process all the bl ocks.

When the bundle is received, this process is reversed and security
processing begins at the top of the stack, inmmediately after the
primary block. The security actions are perfornmed, and the block is
popped fromthe stack. Processing continues with the next security
bl ock until finally only the payload and prinmary bl ocks remain.

The sinplicity of this description is undern ned by various real -
worl d requirenents. Nonetheless, it serves as a helpful initia
framework for understanding the bundl e security process.

The first issue is a very common one and easy to handle. The bundl e
may be sent indirectly to its destination, requiring severa
forwarding hops to finally arrive there. Security processing happens
at each node, assuming that the node supports bundle security. For
the follow ng discussion, we assune that a bundle is created and that
confidentiality, then payload integrity, and finally bundle

aut hentication are applied to it. The block sequence would therefore
be pri mary-BAB- Pl B- PCB- payl oad. Traveling fromsource to destination
requi res going through one internedi ate node, so the trip consists of
two hops.

Wien the bundle is received at the internmedi ate node, the receive
processing validates the BAB and pops it fromthe stack. However,
the PIBs and PCBs have the final destination as their security-
destination, so these cannot be processed and renoved. The

i ntermedi at e node then begins the send process with the four
remai ni ng bl ocks in the bundle. The outbound processi ng adds any
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security bl ocks required by | ocal policy, and these are pushed on the
stack imedi ately after the primary bl ock, ahead of the PIB. 1In this
exanpl e, the internedi ate node adds a PIB as a signature that the
bundl e has passed t hrough t he node.

The receive processing at the destination first handl es the

i nternmedi ate node’s PIB and pops it, next is the originator’'s PIB

al so popped, and finally the originator’s confidentiality block that
all ows the payload to be decrypted and the bundl e handl ed for
delivery.

In practice, DINs are likely to be nore conplex. The security policy
for a node specifies the security requirenents for a bundle. The
policy will possibly cause one or nore security operations to be
applied to the bundle at the current node, each with its own
security-destination. Application of policy at subsequent nodes

m ght cause additional security operations, each with a security-
destination. The list of security-destinations in the security

bl ocks (BAB, PIB and PCB, not ESB) creates a partial-ordering of
nodes that MJUST be visited en route to the bundl e-destination

The bundl e security schene does not deal with security paths that
overlap partially but not completely. The security policy for a node
MUST avoid specifying, for a bundle, a security-destination that
causes a conflict with any existing security-destination in that
bundle. This is discussed further in Section 3.3.

The second issue relates to the reversibility of certain security
process actions. 1In general, the actions fall into two categories:
those that do not affect other parts of the bundle and those that are
fully reversible. Creating a bundle signature, for exanple, does not
change the bundl e content except for the result. The encryption
performed as part of the confidentiality processing does change the
bundl e, but the reverse processing at the destination restores the
original content.

The third category is the one where the bundl e content has changed
slightly and in a non-destructive way, but there is no mechanismto
reverse the change. The sinplest exanple is the addition of an ElID
reference to a security block. The addition of the reference causes
the text to be added to the bundle’s dictionary. The text may al so
be used by other references, so renoval of the block and this
specific EID-reference does not cause renoval of the text fromthe
dictionary. This shortconing is of no inpact to the "sequential" or
"wrappi ng" security schenmes descri bed above, but does cause failures
with "parallel" authentication nechanisns. Solutions for this
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problem are i npl enentation specific and typically involve nulti-pass
processing such that blocks are added at one stage and the security-
results calculated at a later stage of the overall process.

Certai n ci phersuites have sequence requirenments for their correct
operation, nost notably the bundl e authentication ciphersuites.
Processing for bundle authentication is required to happen after al

ot her sending operations, and prior to any receive operations at the
next - hop node. Therefore, it follows that BABs MJST al ways be pushed
onto the stack after all others.

Al t hough we describe the security block Iist as a stack, there are
some bl ocks that are placed after the payl oad and therefore are not
part of the stack. The Bundl eAut hentication ciphersuite #1 ("BAl")
requi res a second, correlated block to contain the security-result,
and this block is placed after the payload, usually as the I ast bl ock
in the bundle. W can apply the stack rules even to these bl ocks by
specifying that they be added to the end of the bundle at the sane
time that their "owner" or "parent" block is pushed on the stack. In
fact, they forma stack beginning at the payl oad but growing in the
other direction. Also, not all blocks in the main stack have a
corresponding entry in the trailing stack. The only blocks that MJST
foll ow the payl oad are those nmandated by ci phersuites as correl ated
bl ocks for holding a security-result. No other blocks are required
to follow the payl oad block and it is NOT RECOMVENDED t hat they do
so.

ESBs are effectively placeholders for the bl ocks they encapsul ate
and, since those do not formpart of the processing sequence
descri bed above, ESBs thenselves do not either. ESBs MAY be
correl ated, however, so the "no reordering" requirenent applies to
them as wel|.

3.3. Security Regions
Each security block has a security path, as described in the
di scussion for Figure 1, and the paths for various blocks are often
different.

BABs are always for a single hop, and these restricted paths never
cause conflict.

The paths for PIBs and PCBs are often from bundl e-source to bundl e-
destination, to provide end-to-end protection. A bundle-source-to-
bundl e-destination path |ikew se never causes a problem

Anot her common scenario is for gateway-to-gateway protection of
traffic between two sub-networks ("tunnel -node").
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Looking at Figure 1 and the sinplified version shown in Figure 4, we
can regard BN2 and BN3 as gat eways connecting the two sub-networks

| abeled "An internet". As long as they provide security for the BN2-
BN3 path, all is well. Problens begin, for exanple, when BN2 adds

bl ocks with BN4 as the security-destination, and the originating node
BN1 has created bl ocks with BN3 as security-destination. W now have
two paths, and neither is a subset of the other

This scenario should be prevented by node BN2's security policy being
aware of the already existing block with BN3 as the security-
destination. This policy SHOULD NOT specify a security-destination
that is further distant than any existing security-destination

R V- | +- >>>>>>>>>>V- + +->SSS>>>>5>V- 4+ =N +
| BN1 v | [ » BN2 v | [ » BN v | | ~ BN
[ S V- + A PR V- + A PR V- + A PR +
S>S>S>>>>S>N SSS>SS>S>S>S>S>N S>S>S>>>>S>N
S LR BN1 to BN3 path ------------ >
S R BN2 to BN path  ------------ >

Figure 4: Overlapping Security Paths

Consi der the case where the security concern is for data integrity,
so the blocks are PIBs. BNl creates one ("Pla") along with the new
bundl e, and BN2 pushes its own PIB "PlIb" on the stack, with security-
destination BNA. Wen this bundle arrives at BN3, the bundle bl ocks
are

primary - Plb - Pla - payl oad

Block PIb is not destined for this node BN3, so it has to be
forwarded. This is the security-destination for block Pla so, after
validation, it should be renoved fromthe bundle; however, that wll
invalidate the PIb signature when the block is checked at the fina
destination. The Plb signature includes the primary bl ock, Plb
itself, Pla and the payl oad bl ock, so Pla MUST remain in the bundle.
This is why security blocks are treated as a stack and add/renove
operations are permitted only at the top-of-stack

The situation would be worse if the security concern is
confidentiality, and PCBs are enployed, using the confidentiality

ci phersuite #3 ("PC3") described in Section 4.3. In this scenario,
BN1 woul d encrypt the bundle with BN3 as security-destination, BN2
woul d create an overl apping security path by super-encrypting the
payl oad and encapsul ating the PC3 bl ock for security-destinati on BN4.
BN3 forwards all the bl ocks without change. BN4 decrypts the payl oad
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3. 4.

fromits super-encryption and decapsul ates the PC3 block, only to
find that it should have been processed earlier. Assuning that BN4
has no access to BN3's key store, BN4 has no way to decrypt the
bundl e and recover the original content.

As nentioned above, authors of security policy need to use care to
ensure that their policies do not cause overlaps. These guidelines
shoul d prove hel pful

The originator of a bundle can always specify the bundl e-
destination as the security-destination and should be cautious
about doi ng ot herw se.

In the "tunnel -node" scenari o where two sub-networks are connected
by a tunnel through a network, the gateways can each specify the
other as security-destination and should be cauti ous about doing
ot herw se.

BAB is never a problembecause it is always only a single hop

PIB for a bundle without PCB will usually specify the bundl e-
destination as security-destination.

PIB for a bundle containing a PCB should specify as its security-
destination the security-destination of the PCB (outernost PCB if
there are nore than one).

Canoni cal i zati on of Bundl es

In order to verify a signature or MAC on a bundl e, the exact sane
bits, in the exact same order, MJST be input to the cal cul ati on upon
verification as were input upon initial conputation of the origina
signature or MAC val ue. Consequently, a node MJST NOT change the
encodi ng of any URI [RFC3986] in the dictionary field, e.g., changing
the DNS part of sonme HTTP URL from | ower case to upper case. Because
bundl es MAY be nodified while in transit (either correctly or due to
i npl enentation errors), a canonical form of any given bundle (that
contains a BAB or PIB) MJST be defined.

This section defines bundl e canonicalization algorithnms used in
Sections 4.1 and 4.2 ciphersuites. Oher ciphersuites can use these
or define their own canonicalization procedures.
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3. 4.

3. 4.

1. Strict Canonicalization

The first algorithmthat can be used pernits no changes at all to the
bundl e between the security-source and the security-destination. It
is minly intended for use in BAB ciphersuites. This algorithm
conceptual ly catenates all blocks in the order presented, but omts
all security-result data fields in blocks of this ciphersuite type.
That is, when a BAB ciphersuite specifies this algorithm we onit all
BAB security-results for all BAB ciphersuites. When a PIB

ci phersuite specifies this algorithm we onit all PIB security-
results for all PIB ciphersuites. Al security-result length fields
are included, even though their correspondi ng security-result data
fields are omitted.

Not es:

o0 In the above, we specify that security-result data is omtted
This means that no bytes of the security-result data are input.
W do not set the security-result length to zero. Rather, we
assune that the security-result length will be known to the nodul e
that inplenments the ciphersuite before the security-result is
calcul ated, and require that this value be in the security-result
length field even though the security-result data itself will be
omtted.

0o The 'res’ bit of the ciphersuite ID, which indicates whether or
not the security-result length and security-result data field are
present, is part of the canonical form

o The value of the block data length field, which indicates the
I ength of the block, is also part of the canonical form |Its
val ue indicates the length of the entire bundl e when the bundle
i ncludes the security-result data field.

0 BABs are always added to bundles after PIBs, so when a PIB
ci phersuite specifies this strict canonicalization al gorithm and
the PIBis received with a bundle that also includes one or nore
BABs, application of strict canonicalization as part of the PIB
security-result verification process requires that all BABs in the
bundl e be ignored entirely.

2. Mutabl e Canonicalization
This algorithmis intended to protect parts of the bundle that SHOULD

NOT be changed in transit. Hence, it omits the nutable parts of the
bundl e.
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The basic approach is to define a canonical formof the prinmary bl ock
and catenate it with the security (PIBs and PCBs only) and payl oad

bl ocks in the order that they will be transmitted. This algorithm

i gnores all other blocks, including ESBs, because it cannot be

det erm ned whether or not they will change as the bundle transits the
network. In short, this canonicalization protects the payl oad,

payl oad-rel ated security blocks, and parts of the prinmary bl ock

Many fields in various blocks are stored as variabl e-1 ength SDNvs.
These are canonicalized in unpacked form as eight-byte fixed-w dth
fields in network byte order. The size of eight bytes is chosen
because i npl enentati ons MAY handl e | arger values as invalid, as noted
in [ DTNBP] .

The canonical formof the primary block is shown in Figure 5.

Essentially, it de-references the dictionary bl ock, adjusts |engths
where necessary, and ignores flags that MAY change in transit.
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e e e e +
| Ver si on | Processing flags (incl. COS and SRR |
S T e +
| Canoni cal primary bl ock | ength |
S S o e e e e e e e e e e e e e e +
| Destination endpoint ID length |
e e . +

S S o e e e e e e e e e e e e e e +
| Source endpoint ID length |
o e e o e e o e e o e e +

S S S S +
| |
+ Creation Tinmestanp (2 x SDNV) +
| |
e e e o +
| Lifetime |
S S S S +

Fi gure 5: The Canonical Form of the Primary Bundl e Bl ock
The fields shown in Figure 5 are as foll ows:
The version value is the single-byte value in the primry bl ock

The processing flags value in the primary bl ock is an SDNV, and

i ncludes the class-of-service (COS) and status report request
(SRR) fields. For purposes of canonicalization, the SDNV is
unpacked into a fixed-width field, and sone bits are masked out.
The unpacked field is ANDed with mask O0x0000 0000 0007 CI1BE to set
to zero all reserved bits and the "bundle is a fragnent" bit.

The canonical primary block length value is a four-byte val ue

containing the length (in bytes) of this structure, in network
byte order.
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The destination endpoint ID length and value are the length (as a
four-byte value in network byte order) and val ue of the
destination endpoint ID fromthe primary bundle block. The URI is
sinmply copied fromthe relevant part(s) of the dictionary block
and is not itself canonicalized. Although the dictionary entries
contain "null-termnators", the null-term nators are not included
in the length or the canonicalization

The source endpoint ID length and value are handled sinilarly to
t he destinati on.

The report-to endpoint IDlength and value are handled simlarly
to the destination.

The creation tinmestanp (2 x SDNV) and lifetinme (SDNV) are sinply
copied fromthe primary block, with the SDNV val ues being
represented as eight-byte unpacked val ues.

Fragnent offset and total application data unit length are
ignored, as is the case for the "bundle is a fragnment" bit

nmenti oned above. |If the payload data to be canonicalized is |ess
than the conplete, original bundle payl oad, the offset and | ength
are specified in the security-paraneters

For non-primary bl ocks being included in the canonicalization, the

bl ock processing control flags value used for canonicalization is the
unpacked SDNV val ue with reserved and nutable bits nasked to zero.
The unpacked value is ANDed with mask 0x0000 0000 0000 0077 to zero
reserved bits and the "last block” flag. The "last block"” flag is

i gnored because BABs and ot her security blocks MAY be added for sone
parts of the journey but not others, so the setting of this bit mght
change from hop to hop.

Endpoint I D references in security blocks are canonicalized using the
de-referenced text formin place of the reference pair. The
reference count is not included, nor is the length of the endpoint ID
text.

The bl ock-1ength is canonicalized as an ei ght-byte unpacked value in
network byte order. |If the payload data to be canonicalized is |ess
than the conplete, original bundle payload, this field contains the

size of the data being canonicalized (the "effective block") rather

that the actual size of the block
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Payl oad bl ocks are generally canonicalized as-is, with the exception
that, in sone instances, only a portion of the payload data is to be
protected. In such a case, only those bytes are included in the
canoni cal form and additional ciphersuite-paraneters are required to
specify which part of the payload is protected, as discussed further
bel ow.

Security bl ocks are handl ed |ikew se, except that the ciphersuite
will likely specify that the "current" security block security-result
field not be considered part of the canonical form This differs
fromthe strict canonicalization case since we mght use the nutable
canoni cali zation algorithmto handl e sequential signatures such that
signatures cover earlier ones.

ESBs MUST NOT be included in the canonicalization
Not es:

0 The canonical formof the bundle is not transmtted. It is sinply
an artifact used as input to digesting.

o W onit the reserved flags because we cannot determine if they
will change in transit. The masks specified above will have to be
revised if additional flags are defined and they need to be
pr ot ect ed.

0 Qur URI encoding does not preserve the null-term nation convention
fromthe dictionary field, nor do we separate the schene and the
schene-specific part (SSP) as is done there.

o The URI encoding will cause errors if any node rewites the
dictionary content (e.g., changing the DNS part of an HTTP URL
fromlower case to upper case). This could happen transparently
when a bundle is synched to disk using one set of software and
then read fromdi sk and forwarded by a second set of software.
Because there are no general rules for canonicalizing URIs (or
IRIs), this problem may be an unavoi dabl e source of integrity
failures.

o Al SDNV fields here are canonicalized as eight-byte unpacked
values in network byte order. Length fields are canonicalized as
four-byte values in network byte order. Encodi ng does not need
optinization since the values are never sent over the network.

If a bundle is fragmented before the PIB is applied, then the PIB
applies to a fragnent and not the entire bundle. However, the

protected fragnment could be subsequently further fragmented, which
woul d | eave the verifier unable to know which bytes were protected

Sym ngton, et al. Experi ment al [ Page 36]



RFC 6257 Bundl e Security Protocol May 2011

by the PIB. Even in the absence of fragnentation, the sane
situation applies if the ciphersuite is defined to all ow
protection of less than the entire, original bundle payl oad.

For this reason, PIB ciphersuites that support applying a PIB to

| ess than the conplete, original bundle payl oad MIST specify, as
part of the ciphersuite-paraneters, which bytes of the bundle

payl oad are protected. Wen verification occurs, only the

speci fied range of the payload bytes are input to PIB
verification. It is valid for a ciphersuite to be specified so as
to only apply to entire bundles and not to fragnents. A

ci phersuite MAY be specified to apply to only a portion of the
payl oad, regardl ess of whether the payload is a fragnent or the
conpl ete, original bundle payl oad.

The sane fragnmentation issue applies equally to PCB ciphersuites.
Ci phersuites that support applying confidentiality to fragnments
MUST specify, as part of the ciphersuite-paranmeters, which bytes
of the bundl e payl oad are protected. Wen decrypting a fragnent,
only the specified bytes are processed. It is also valid for a
confidentiality ciphersuite to be specified so as to only apply to
entire bundl es and not to fragnents.

This definition of nutable canonicalization assunes that endpoint |Ds
thensel ves are immutable and is unsuitable for use in environnents
where that assunption night be violated.

The canoni calization applies to a specific bundle and not a specific
payl oad. If a bundle is forwarded in sone way, the recipient is not
able to verify the original integrity signature since the source EID
will be different, and possibly other fields.

The solution for either of these issues is to define and use a PIB
ci phersuite having an alternate version of nutable canonicalization
any fields fromthe primary bl ock.

3.5. Endpoint ID Confidentiality

Every bundl e MUST contain a primary bl ock that contains the source
and destination endpoint |IDs, and possibly other EIDs (in the
dictionary field), and that cannot be encrypted. |If endpoint ID
confidentiality is required, then bundle-in-bundl e encapsul ation can
solve this problemin sone instances.

Simlarly, confidentiality requirenments MAY al so apply to other parts

of the primary block (e.g., the current-custodian), and that is
supported in the same nmanner
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3.6. Bundl es Received from & her Nodes

Nodes i nplenenting this specification SHALL consult their security
policy to determ ne whether or not a received bundle is required by
policy to include a BAB. |If the bundle has no BAB, and one is not
required, then BAB processing on the received bundle is conplete, and
the bundle is ready to be further processed for PIB/ PCB/ ESB handling
or delivery or forwarding.

If the bundle is required to have a BAB but does not, then the bundle
MUST be di scarded and processed no further. |If the bundle is
required to have a BAB but all of its BABs identify a node other than
the receiving node as the BAB security-destination, then the bundle
MUST be di scarded and processed no further

If the bundle is required to have a BAB, and has one or nore BABs
that identify the receiving node as the BAB security-destination, or
for which there is no security-destination, then the value in the
security-result field(s) of the BAB(s) MJST be verified according to
the ciphersuite specification. |If, for all such BABs in the bundle,
either the BAB security source cannot be deternined or the security-
result value check fails, the bundle has failed to authenticate, and
the bundl e MUST be di scarded and processed no further. If any of the
BABs present verify, or if a BABis not required, the bundle is ready
for further processing as determi ned by extension bl ocks and/ or

policy.

BABs received in a bundl e MIST be stripped before the bundle is
forwarded. New BABs MAY be added as required by policy. This MAY
require correcting the "last block"” field of the to-be-forwarded
bundl e.

Furt her processing of the bundle MJUST take place in the order
i ndi cated by the various blocks fromthe primary bl ock to the payl oad
bl ock, except as defined by an applicable specification

If the bundle has a PCB and the receiving node is the PCB-destination
for the bundl e (either because the node is listed as the bundle’'s
PCB- desti nati on or because the node is listed as the bundle-
destination and there is no PCB-dest), the node MJUST decrypt the
rel evant parts of the bundle in accordance with the ciphersuite
specification. The PCB SHALL be deleted. |If the relevant parts of
the bundl e cannot be decrypted (i.e., the decryption key cannot be
deduced or decryption fails), then the bundle MJST be di scarded and
processed no further; in this case, a bundle deletion status report
(see the Bundle Protocol Specification [DINBP]) indicating the
decryption failure MAY be generated. |If the PCB security-result
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i ncluded the ciphertext of a block other than the payl oad bl ock, the
recovered plaintext block MJUST be placed in the bundle at the
| ocation fromwhich the PCB was del et ed

If the bundle has one or nore PIBs for which the receiving node is
the bundle’'s PIB-destination (either because the node is listed in
the bundl e’s PIB-destination or because the node is listed as the
bundl e-destination and there is no PIB-dest), the node MJST verify
the value in the PIB security-result field(s) in accordance with the
ci phersuite specification. |If all the checks fail, the bundle has
failed to authenticate and the bundle SHALL be processed according to
the security policy. A bundle status report indicating the failure
MAY be generated. Oherwise, if the PIB verifies, the bundle is
ready to be processed for either delivery or forwarding. Before
forwardi ng the bundl e, the node SHOULD renove the PIB fromthe
bundl e, subject to the requirenents of Section 3.2, unless it is
likely that some downstream node will also be able to verify the PIB

If the bundle has a PIB and the receiving node is not the bundle's
Pl B-dest, the receiving node MAY attenpt to verify the value in the
security-result field. |If it is able to check and the check fails
the node SHALL discard the bundle and it MAY send a bundl e status
report indicating the failure.

If the bundle has an ESB and t he receiving node is the ESB-
destination for the bundle (either because the node is listed as the
bundl e’ s ESB-destinati on or because the node is listed as the bundl e-
destination and there is no ESB-destination), the node MJST decrypt
and/ or decapsul ate the encapsul ated bl ock in accordance with the

ci phersuite specification. The decapsul ated bl ock replaces the ESB
in the bundl e bl ock sequence, and the ESB is thereby deleted. |f the
content cannot be decrypted (i.e., the decryption key cannot be
deduced or decryption fails), then the bundl e MAY be discarded and
processed no further unless the security policy specifies otherw se.
In this case, a bundle deletion status report (see the Bundle

Pr ot ocol Specification [DTNBP]) indicating the decryption failure MAY
be generat ed.

3.7. The At-Mst-Once-Delivery Option

An application MAY request (in an inplenmentation-specific nanner)
that a node be registered as a nenber of an endpoint and that
recei ved bundl es destined for that endpoint be delivered to that
appl i cation.

An option for use in such cases is known as "at-nost-once-delivery"

If this option is chosen, the application indicates that it wants the
node to check for duplicate bundles, discard duplicates, and deliver
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at nost one copy of each received bundle to the application. If this
option is not chosen, the application indicates that it wants the
node to deliver all received bundle copies to the application. |If
this option is chosen, the node SHALL deliver at nost one copy of
each received bundle to the application. |If the option is not

chosen, the node SHOULD, subject to policy, deliver all bundles.

To enforce this, the node MUST | ook at the source/timestanp pair

val ue of each conplete (reassenbled, if necessary) bundl e received
and determine if this pair, which uniquely identifies a bundle, has
been previously received. |If it has, then the bundle is a duplicate.
If it has not, then the bundle is not a duplicate. The source/
tinmestanp pair SHALL be added to the list of pair val ues already
recei ved by that node.

Each node i npl ementati on MAY deci de how long to maintain a table of
pair val ue state.

3.8. Bundle Fragnentati on and Reassenbly

If it is necessary for a node to fragnent a bundl e and security
services have been applied to that bundle, the fragnentation rules
described in [DTNBP] MJST be followed. As defined there and repeated
here for conpl eteness, only the payl oad MAY be fragnented; security
bl ocks, like all extension blocks, can never be fragnented. In
addition, the follow ng security-specific processing i s REQU RED:

The security policy requirenents for a bundle MJST be applied
individually to all the bundles resulting froma fragnmentati on event.

If the original bundle contained a PIB, then each of the PIB
i nstances MUST be included in sonme fragnent.

If the original bundle contained one or nore PCBs, then any PCB

i nstances containing a key-information item MUST have the "replicate
in every fragnment" flag set, and thereby be replicated in every
fragment. This is to ensure that the canonical bl ock-sequence can be
recovered during reassenbly.

If the original bundle contained one or nore correl ated PCBs not
containing a key-information item then each of these MJST be

i ncluded in sone fragnment, but SHOULD NOT be sent nore than once.
They MJST be placed in a fragnent in accordance with the
fragmentation rules described in [ DTNBP].
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Not e: various fragnents MAY have additional security blocks added at
this or later stages, and it is possible that correlators will
collide. 1In order to facilitate uni queness, ciphersuites SHOULD

i nclude the fragment-offset of the fragnment as a hi gh-order conponent
of the correlator.

3.9. Reactive Fragnentation

Wien a partial bundl e has been received, the receiving node SHALL
consult its security policy to deternmine if it MAY fragment the
bundl e, converting the received portion into a bundle fragment for
further forwarding. Wether or not reactive fragnentation is
pernmitted SHALL depend on the security policy and the ciphersuite
used to cal cul ate the BAB aut hentication information, if required.
(Some BAB ciphersuites, i.e., the mandatory BAB- HVAC (Hashed Message
Aut henti cati on Code) ciphersuite defined in Section 4.1, do not
acconmodat e reactive fragnentati on because the security-result in the
BAB requires that the entire bundle be signed. It is conceivable,
however, that a BAB ci phersuite could be defined such that nultiple
security-results are calculated, each on a different segnent of a
bundl e, and that these security-results could be interspersed between
bundl e payl oad segnents such that reactive fragnentation could be
acconmodat ed. )

If the bundle is reactively fragmented by the internedi ate receiver
and the BAB-ciphersuite is of an appropriate type (e.g., with
multiple security-results enbedded in the payl oad), the bundl e MJST
be fragnented inmediately after the last security-result value in the
partial payload that is received. Any data received after the |ast
security-result value MJST be dropped.

If a partial bundle is received at the internediate receiver and is
reactively fragnented and forwarded, only the part of the bundle that
was not received MIST be retransmtted, though nore of the bundle MAY
be retransnmitted. Before retransmtting a portion of the bundle, it
SHALL be changed into a fragment and, if the original bundle included
a BAB, the fragnented bundle MJUST al so, and its BAB SHALL be
recal cul at ed.

This specification does not define any ciphersuite that can handl e
this reactive fragnentation case

An interesting possibility is a ciphersuite definition such that the

transm ssion of a follow up fragment would be acconpani ed by the
signature for the payload up to the restart point.
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3.

4.

10. Attack Mbodel

An eval uation of resilience to cryptographic attack necessarily
depends upon the al gorithns chosen for bul k data protection and for
key transport. The nmandatory ciphersuites described in the foll ow ng
section use AES, RSA, and SHA algorithns in ways that are believed to
be reasonably secure agai nst ciphertext-only, chosen-ciphertext,
known- pl ai ntext, and chosen-pl ai ntext attacks.

The design has carefully preserved the resilience of the algorithns
agai nst attack. For exanple, if a nessage is encrypted, then any
nmessage integrity signature is also encrypted so that guesses cannot
be confirned.

Mandat ory G phersuites

This section defines the mandatory ciphersuites for this
specification. There is currently one nmandatory ci phersuite for use
with each of the security block types BAB, PIB, PCB, and ESB. The
BAB ci phersuite is based on shared secrets using HVAC. The PIB

ci phersuite is based on digital signatures using RSA with SHA-256.
The PCB and ESB ci phersuites are based on using RSA for key transport
and AES for bulk encryption

In all uses of CVS eContent in this specification, the rel evant
eContent Type to be used is id-data as specified in [ RFC5652].

The ci phersuites use the nmechani snms defined in Cryptographic Message
Syntax (CM5) [RFC5652] for packaging the keys, signatures, etc., for
transport in the appropriate security block. The data in the CMVB
object is not the bundle data, as would be the typical usage for CM5
Rat her, the "nessage data" packaged by CM5S is the epheneral key,
nmessage digest, etc., used in the core code of the ciphersuite.

In all cases where we use CM5, inplenmentations SHOULD NOT i ncl ude
additional attributes whether signed or unsigned, authenticated or
unaut hent i cat ed.

BAB- HVAC
The BAB- HVAC ci phersuite has ci phersuite I D val ue 0x001
BAB- HVAC uses the strict canonicalization algorithmin Section 3.4.1
Strict canonicalization supports digesting of a fragnment-bundle. It

does not pernit the digesting of only a subset of the payl oad, but
only the conplete contents of the payload of the current bundl e,
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whi ch night be a fragnent. The fragnent-range itemfor security-
paraneters is not used to indicate a fragnent, as this information is
digested within the primary bl ock.

The variant of HVAC to be used is HVAC SHA1 as defined in [ RFC2104].

This ciphersuite requires the use of two related instances of the
BAB. It involves placing the first BAB instance (as defined in
Section 2.2) just after the primary block. The second (correl ated)
i nstance of the BAB MUST be placed after all other bl ocks (except
possi bly ot her BAB bl ocks) in the bundle.

This means that, nornmally, the BAB will be the second and | ast bl ocks
of the bundle. |If a forwarder wi shes to apply nore than one
correlated BAB pair, then this can be done. There is no requirenent
that each application "wap" the others, but the forwarder MJST
insert all the "up front" BABs, and their "at back" "partners”
(without any security-result), before canonicali zing.

Inserting nmore than one correlated BAB pair would be useful if the
bundl e could be routed to nore than one potential "next hop" or if
both an old and a new key were valid at sending tinme, with no
certainty about the situation that will obtain at reception tine.

The security-result is the output of the HVAC- SHA1l cal culation with
the input being the result of running the entire bundle through the
strict canonicalization algorithm Both required BAB instances MJST
be included in the bundl e before canonicalization.

Security-paraneters are OPTIONAL with this schene, but if used, then
the only field that can be present is key-information (see
Section 2.6).

In the absence of key-information, the receiver is expected to be
able to find the correct key based on the sending identity. The
sending identity MAY be known fromthe security-source field or the
content of a previous-hop block in the bundle. It MAY also be

det ermi ned using i npl enent ati on-specific nmeans such as the
convergence | ayer.

4.2. Pl B- RSA- SHA256
The Pl B- RSA- SHA256 ci phersuite has ciphersuite | D val ue 0x02.
Pl B- RSA- SHA256 uses the nutabl e canonicalization algorithmin

Section 3.4.2, with the security-result data field for only the
"current” block being excluded fromthe canonical form The
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resulting canonical formof the bundle is the input to the signing
process. This ciphersuite requires the use of a single instance of
the PIB.

Because the signature field in SignedData SignatureValue is a
security-result field, the entire key-information item MJST be pl aced
in the block’s security-result field, rather than security-
paraneters

If the bundl e being signed has been fragmented before signing, then
we have to specify which bytes were signed in case the signed bundle
i s subsequently fragnented for a second tine. |If the bundle is a
fragment, then the ciphersuite-paraneters MJST include a fragnent-
range field, as described in Section 2.6, specifying the offset and
I ength of the signed fragment. |If the entire bundle is signed, then
t hese nunbers MJST be omitted.

| mpl enent ati ons MUST support the use of the "SignedData" type as
defined in [ RFC5652], Section 5.1, with Signerinfo type
Signerldentifier containing the issuer and serial nunber of a
suitable certificate. The data to be signed is the output of the
SHA256 nut abl e canoni cal i zati on process.

RSA is used with SHA256 as specified for the id-sha256 signature
schene in [ RFC4055], Section 5. The output of the signing process is
the SignatureValue field for the PIB

"Commensurate strength" cryptography is generally held to be a good
i dea. A conbination of RSA with SHA-256 is reckoned to require a
3076-bit RSA key according to this logic. Few inplenentations will
choose this length by default (and probably sonme just will not
support such long keys). Since this is an experinental protocol, we
expect that 1024- or 2048-bit RSA keys will be used in many cases,
and that this will be fine since we al so expect that the hash
function "issues” will be resolved before any standard woul d be
derived fromthis protocol

4.3. PCB- RSA- AES128- PAYLOAD- Pl B- PCB

The PCB- RSA- AES128- PAYLQAD- PI B- PCB ci phersuite has ciphersuite ID
val ue 0x003.

This schenme encrypts PIBs, PCBs, and the payload. The key size for
this ciphersuite is 128 bits.

Encryption is done using the AES algorithmin Gal oi s/ Counter Mde

(GCM as described in [RFC5084]. Note: parts of the foll ow ng
description are borrowed from [ RFC4106].
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The choi ce of GCM avoi ds expansi on of the payl oad, which causes
problens with fragnentation/reassenbly and custody transfer. GCM

al so includes authentication, essential in preventing attacks that
can alter the decrypted plaintext or even recover the encryption key.

GCM is a bl ock cipher nbde of operation providing both
confidentiality and data integrity. The GCM encrypti on operation has
four inputs: a secret key, an initialization vector (1V), a

pl aintext, and an input for additional authenticated data (AAD)

which is not used here. It has two outputs, a ciphertext whose
length is identical to the plaintext, and an authentication tag, also
known as the integrity check value (I1CV).

For consistency with the description in [RFC5084], we refer to the
CCM IV as a nonce. The sanme key and nonce conbi nati on MJUST NOT be
used nore than once. The nonce has the follow ng | ayout:

Fi gure 6: Nonce Format for PCB- RSA- AES128- PAYLQAD- Pl B- PCB

The salt field is a four-octet value, usually chosen at random It
MUST be the same for all PCBs that have the sanme correl ator val ue.
The salt need not be kept secret.

The initialization vector (1V) is an eight-octet value, usually
chosen at random It MJUST be different for all PCBs that have the
same correlator value. The value need not be kept secret.

The key (bundl e encryption key, BEK) is a 16-octet (128 bits) val ue,
usual Iy chosen at random The val ue MJST be kept secret, as
descri bed bel ow.

The integrity check value is a 16-octet value used to verify that the
protected data has not been altered. The value need not be kept
secret.

Thi s ciphersuite requires the use of a single PCB instance to dea

wi th payload confidentiality. |If the bundle already contains PIBs or
PCBs, then the ciphersuite will create additional correl ated bl ocks
to protect these PIBs and PCBs. These "additional" blocks replace
the original blocks on a one-to-one basis, so the nunber of bl ocks
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remai ns unchanged. Al of these related bl ocks MJST have the sane
correlator value. The term"first PCB" in this section refers to the
single PCB if there is only one or, if there are several, then to the
one containing the key-information. This MJST be the first of the
set.

First PCB - the first PCB MAY contain a correlator value, and MAY
specify security-source and/or security-destination in the EIDIist.
If not specified, the bundl e-source and bundl e-desti nation
respectively, are used for these values, as with other ciphersuites.
The bl ock MUST contain security-paraneters and security-result
fields. Each field MAY contain several itens formatted as descri bed
in Section 2.6.
Security-paraneters

key-information

sal t

IV (this instance applies only to payl oad)

fragment offset and length, if bundle is a fragnment
Security-result

IV
Subsequent PCBs MJST contain a correlator value to link themto the
first PCB. Security-source and security-destination are inplied from
the first PCB; however, see the discussion in Section 2.4 concerning
EID-list entries. They MJST contain security-paraneters and
security-result fields as follows:
Security-paraneters

IV for this specific block
Security-result

encapsul at ed bl ock
The security-parameters and security-result fields in the subsequent

PCBs MUST NOT contain any itens other than these two. Itens such as
key and salt are supplied in the first PCB and MJST NOT be repeated.
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| mpl enent ati ons MUST support use of "envel oped-data" type as defined
in [ RFC5652], Section 6, with Recipientlinfo type
KeyTransReci pi entI nfo containing the issuer and serial nunber of a
suitable certificate. They MAY support additional Recipientlnfo
types. The "encryptedContent” field in EncryptedContentlnfo contains
the encrypted BEK that protects the payload and certain security

bl ocks of the bundle.

The Integrity Check Value fromthe AES-CGCM encryption of the payl oad
is placed in the security-result field of the first PCB

If the bundle being encrypted is a fragnent-bundle, we have to
specify which bytes are encrypted in case the bundle is subsequently
fragmented again. |f the bundle is a fragment, the ciphersuite-
paraneters MJST include a fragnment-range field, as described in
Section 2.6, specifying the offset and | ength of the encrypted
fragment. Note that this is not the same pair of fields that appear
in the primary block as "offset and length". The "length" in this
case is the length of the fragnent, not the original length. If the
bundle is not a fragnment, then this field MJST be onitted.

The confidentiality processing for payl oad and ot her blocks is
different, mainly because the payload m ght be fragnented |later at
sonme ot her node.

For the payload, only the bytes of the bundle payload field are

af fected, being replaced by ciphertext. The salt, IV, and key val ues
specified in the first PCB are used to encrypt the payload, and the
resultant authentication tag (ICV) is placed in an ICV itemin the
security-result field of that first PCB. The other bytes of the

payl oad bl ock, such as type, flags, and length, are not nodifi ed.

For each PIB or PCB to be protected, the entire original block is
encapsul ated in a "replacing” PCB. This replacing PCB is placed in
the outgoing bundle in the sane position as the original block, PIB
or PCB. As nentioned above, this is one-to-one replacenent, and
there is no consolidation of blocks or mxing of data in any way.

The encryption process uses AES-CCMwith the salt and key val ues from
the first PCB, and an IV unique to this PCB. The process creates

ci phertext for the entire original block and an authentication tag
for validation at the security-destination. For this encapsul ation
process, unlike the processing of the bundl e payl oad, the

aut hentication tag is appended to the ciphertext for the block, and
the conbination is stored into the encapsul ated block itemin the
security-result.
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The replacing bl ock, of course, also has the sane correl ator value as
the first PCB with which it is associated. It also contains the

bl ock-specific IV in security-paraneters, and the conbination of

ori gi nal - bl ock-ci phertext and authentication tag, stored as an
encapsul ated block itemin the security-result.

If the payload was fragnented after encryption, then all those
fragments MUST be present and reassenbl ed before decryption. This
process mght be repeated several tines at different destinations if
mul tiple fragmentation acti ons have occurred.

The size of the GCM counter field linmts the payload size to 2739 -
256 bytes, about half a terabyte. A future revision of this
specification will address the issue of handling payl oads in excess
of this size.

4.4. ESB- RSA- AES128- EXT
The ESB- RSA- AES128- EXT ci phersuite has ciphersuite I D val ue 0x004.

Thi s schene encrypts non-payl oad-rel ated bl ocks. It MJST NOT be used
to encrypt PIBs, PCBs, or primary or payload bl ocks. The key size
for this ciphersuite is 128 bits.

Encryption is done using the AES algorithmin Gl oi s/ Counter Mde
(GCM as described in [RFC5084]. Note: parts of the follow ng
description are borrowed from [ RFC4106] .

GCM is a bl ock cipher node of operation providing both
confidentiality and data origin authentication. The GCM

aut henti cated encryption operation has four inputs: a secret key, an
initialization vector (I1V), a plaintext, and an input for additiona
aut henticated data (AAD), which is not used here. It has two

out puts, a ciphertext whose length is identical to the plaintext, and
an aut hentication tag, also known as the Integrity Check Value (I1CV).

For consistency with the description in [RFC5084], we refer to the

CCM IV as a nonce. The sanme key and nonce conbi nati on MJST NOT be
used nore than once. The nonce has the follow ng | ayout:
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Figure 7: Nonce Format for ESB- RSA- AES128- EXT

The salt field is a four-octet value, usually chosen at random It
MJUST be the sane for all ESBs that have the sane correl ator val ue.
The salt need not be kept secret.

The initialization vector (1V) is an eight-octet value, usually
chosen at random It MJST be different for all ESBs that have the
same correlator value. The value need not be kept secret.

The data encryption key is a 16-octet (128 bits) value, usually
chosen at random The val ue MJST be kept secret, as described bel ow

The integrity check value is a 16-octet value used to verify that the
protected data has not been altered. The value need not be kept
secret.

Thi s ci phersuite replaces each BP extension block to be protected
with a "replacing" ESB, and each can be individually specified.

If a nunmber of related BP extension blocks are to be protected, they
can be grouped as a correlated set and protected using a single key.
These bl ocks replace the original blocks on a one-to-one basis, so

t he nunber of bl ocks renai ns unchanged. All these rel ated bl ocks
MJUST have the sane correlator value. The term"first ESB" in this
section refers to the single ESB if there is only one or, if there
are several, then to the one containing the key or key-identifier

This MJUST be the first of the set. |If the blocks are individually
specified, then there is no correlated set and each block is its own
"first ESB".

First ESB - the first ESB MAY contain a correl ator val ue, and MAY
specify security-source and/or security-destination in the EIDlist.
I f not specified, the bundl e-source and bundl e-desti nation
respectively, are used for these values, as with other ciphersuites.
The bl ock MJUST contain security-paranmeters and security-result
fields. Each field MAY contain several itens formatted as descri bed
in Section 2.6.
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Security-paraneters

key-i nformation

sal t

IV for this specific block

bl ock type of encapsul ated bl ock (OPTI ONAL)
Security-result

encapsul at ed bl ock

Subsequent ESBs MJST contain a correlator value to link themto the
first ESB. Security-source and security-destination are inplied from
the first ESB; however, see the discussion in Section 2.4 concerning
EID-list entries. Subsequent ESBs MJST contain security-paranmeters
and security-result fields as follows:

Security-paraneters

IV for this specific block

bl ock type of encapsul ated bl ock (OPTI ONAL)
Security-result

encapsul at ed bl ock

The security-parameters and security-result fields in the subsequent
ESBs MUST NOT contain any itens other than those listed. Itens such
as key-information and salt are supplied in the first ESB and MJST
NOT be repeat ed.

| mpl enent ati ons MUST support the use of "envel oped-data" type as
defined in [ RFC5652], Section 6, with Recipientlnfo type
KeyTransReci pi entI nfo containing the issuer and serial nunber of a
suitable certificate. They MAY support additional Recipientlnfo
types. The "encryptedContent” field in EncryptedContentlnfo contains
the encrypted BEK used to encrypt the content of the bl ock being

pr ot ect ed.

For each block to be protected, the entire original block is
encapsulated in a "replacing" ESB. This replacing ESB is placed in
the outgoing bundle in the sane position as the original block. As
menti oned above, this is one-to-one replacenent, and there is no
consol i dation of blocks or mxing of data in any way.
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The encryption process uses AESS-GCM with the salt and key val ues from
the first ESB and an IV unique to this ESB. The process creates

ci phertext for the entire original block, and an authentication tag
for validation at the security-destination. The authentication tag

i s appended to the ciphertext for the block and the conbination is
stored into the encapsul ated block itemin security-result.

The repl aci ng bl ock, of course, also has the same correlator value as
the first ESB with which it is associated. |t also contains the

bl ock-specific IV in security-paraneters, and the conbinati on of

ori gi nal - bl ock-ci phertext and authentication tag, stored as an
encapsul ated block itemin security-result.

5. Key Mnhagenent

Key managenent in delay-tol erant networks is recogni zed as a
difficult topic and is one that this specification does not attenpt
to solve. However, solely in order to support inplenentation and
testing, inplenentations SHOULD support:

0 The use of well-known RSA public keys for all ciphersuites.
0 Long-term pre-shared-symetric keys for the BAB-HMAC ci phersuite.

Since endpoint IDs are URIs and URI's can be placed in X 509 [ RFC5280]
public key certificates (in the subjectAltNane extension),

i mpl enent ati ons SHOULD support this way of distributing public keys.
RFC 5280 does not insist that inplenmentations include revocation
checking. In the context of a DIN, it is reasonably likely that some
nodes woul d not be able to use revocation checking services (either
Certificate Revocation Lists (CRLs) or the Online Certificate Status
Protocol (OCSP)) and depl oynments SHOULD take this into account when
pl anni ng any public key infrastructure to support this specification

6. Default Security Policy

Every node serves as a Policy Enforcenent Point insofar as it
enforces sone policy that controls the forwarding and delivery of
bundl es via one or nore convergence | ayer protocol inplenmentation
Consequently, every node SHALL have and operate according to its own
configurable security policy, whether the policy be explicit or
default. The policy SHALL specify:

Under what conditions recei ved bundl es SHALL be forwarded.

Under what conditions received bundles SHALL be required to
i ncl ude valid BABs.
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Under what conditions the authentication information provided in a
bundl e’ s BAB SHALL be deened adequate to authenticate the bundle.

Under what conditions received bundl es SHALL be required to have
valid PIBs and/or PCBs.

Under what conditions the authentication information provided in a
bundl e’s PIB SHALL be deened adequate to authenticate the bundle.

Under what conditions a BAB SHALL be added to a recei ved bundl e
before that bundle is forwarded.

Under what conditions a PIB SHALL be added to a received bundl e
before that bundle is forwarded.

Under what conditions a PCB SHALL be added to a recei ved bundl e
before that bundle is forwarded.

Under what conditions an ESB SHALL be applied to one or nore
bl ocks in a received bundl e before that bundle is forwarded.

The actions that SHALL be taken in the event that a received
bundl e does not neet the receiving node’'s security policy
criteria.

This specification does not address how security policies get
distributed to nodes. It only REQUI RES that nodes have and enforce
security policies.

If no security policy is specified at a given node, or if a security
policy is only partially specified, that node's default policy
regardi ng unspecified criteria SHALL consist of the foll ow ng:

Bundl es that are not well-fornmed do not neet the security policy
criteria.

The mandat ory ci phersuites MJUST be used.

Al'l bundl es received MIST have a BAB that MJST be verified to
contain a valid security-result. |f the bundl e does not have a
BAB, then the bundl e MJUST be di scarded and processed no further; a
bundl e status report indicating the authentication failure MAY be
gener at ed.

No received bundles SHALL be required to have a PIB; if a received
bundl e does have a PIB, however, the PIB can be ignored unless the
receiving node is the PIB-destination, in which case the PI B MIST
be verifi ed.
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7.

No received bundles SHALL be required to have a PCB; if a received
bundl e does have a PCB, however, the PCB can be ignored unless the
receiving node is the PCB-destination, in which case the PCB MJST
be processed. |If processing a PCB yields a PIB, that PIB SHALL be
processed by the node according to the node’s security policy.

A PIB SHALL NOT be added to a bundl e before sourcing or forwarding
it.

A PCB SHALL NOT be added to a bundl e before sourcing or forwarding
it.

A BAB MUST al ways be added to a bundle before that bundle is
f orwar ded

If a destination node receives a bundle that has a Pl B-desti nati on
but the value in that PIB-destination is not the EID of the

desti nati on node, the bundl e SHALL be delivered at that

desti nati on node.

If a destination node receives a bundle that has an ESB-
destination but the value in that ESB-destination is not the EID
of the destination node, the bundle SHALL be delivered at that
desti nati on node.

If a received bundl e does not satisfy the node’'s security policy
for any reason, then the bundle MJST be discarded and processed no
further; in this case, a bundle deletion status report (see the
Bundl e Protocol Specification [DINBP]) indicating the failure MAY
be generat ed.

Security Considerations

The Bundl e Security Protocol builds upon much work of others, in
particul ar, "Cryptographic Message Syntax (CWvB)" [ RFC5652] and
"Internet X. 509 Public Key Infrastructure Certificate and Certificate
Revocation List (CRL) Profile" [RFC5280]. The security
considerations in these two docunents apply here as well.

Several docunents specifically consider the use of Gal oi s/ Counter
Mbde (GCM) and of AES and are inportant to consider when buil di ng

ci phersuites. These are "The Use of @Gl oi s/ Counter Mode (GCM in

| Psec Encapsul ating Security Payload (ESP)" [ RFC4106] and "Usi ng AES-
CCM and AES- GCM Aut henti cated Encryption in the Cryptographi c Message
Syntax (CMB)" [ RFC5084]. Although the BSP is not identical, nany of
the security issues considered in these docunents al so apply here.
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Certain applications of DIN need to both sign and encrypt a nessage,
and there are security issues to consider with this.

If the intent is to provide an assurance that a message did, in fact,
come froma specific source and has not been changed, then it should
be signed first and then encrypted. A signature on an encrypted
message does not establish any rel ationship between the signer and
the original plaintext nessage.

On the other hand, if the intent is to reduce the threat of denial-
of -service attacks, then signing the encrypted nmessage is
appropriate. A nessage that fails the signature check will not be
processed t hrough the conputationally intensive decryption pass. A
nore extensive discussion of these points is in SIMM 3.2 Message
Speci fication [ RFC5751], especially in Section 3.6.

Additional details relating to these conbinations can be found in
Section 2.8 where it is RECOMMENDED that the encrypt-then-sign
conbination is usually appropriate for usage in a DIN

In a DTN, encrypt-then-sign potentially allows internediate nodes to
verify a signature (over the ciphertext) and thereby apply policy to
manage possibly scarce storage or other resources at intermediate
nodes in the path the bundle takes fromsource to destination ElID

An encrypt-then-sign schene does not further expose identity in nost
cases since the BP mandates that the source EID (which is commonly
expected to be the security-source) is already exposed in the primry
bl ock of the bundle. Should exposure of either the source EID or the
signerinfo be considered an interesting vulnerability, then some form
of bundl e-i n-bundl e encapsul ati on would be required as a nitigation

If a BAB ciphersuite uses digital signatures but doesn't include the
security-destination (which for a BAB is the next host), then this
all ows the bundle to be sent to sone node other than the intended

adj acent node. Because the BAB will still authenticate, the

recei ving node m ght erroneously accept and forward the bundle. Wen
asymetric BAB ciphersuites are used, the security-destination field
SHOULD t herefore be included in the BAB

If a bundle’s PIB-destination is not the sane as its destination

then sone node other than the destination (the node identified as the
Pl B-destination) is expected to validate the PIB security-result
while the bundle is en route. However, if for sone reason the PIBis
not validated, there is no way for the destination to becone aware of
this. Typically, a PIB-destination will remove the PIB fromthe
bundl e after verifying the PIB and before forwarding it. However, if
there is a possibility that the PIB will also be verified at a
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downstream node, the PIB-destination will |leave the PIB in the
bundle. Therefore, if a destination receives a bundle with a PIB
that has a PlIB-destination (which isn't the destination), this mght,
but does not necessarily, indicate a possible problem

If a bundle is fragnented after being forwarded by its PIB-source but
bef ore being received by its PlIB-destination, the payload in the
bundl e MIST be reassenbl ed before validating the PIB security-result
in order for the security-result to validate correctly. Therefore,
if the PIB-destination is not capable of perform ng payl oad
reassenbly, its utility as a PIB-destination will be limted to
validating only those bundl es that have not been fragnented since
being forwarded fromthe PIB-source. Sinmlarly, if a bundle is
fragmented after being forwarded by its PIB-source but before being
received by its PlIB-destination, all fragnments MJST be received at
that PIB-destination in order for the bundl e payload to be able to be
reassenbled. |If not all fragments are received at the PIB-
destination node, the bundle will not be able to be authenticated,
and will therefore never be forwarded by this PlIB-destination node.

Specification of a security-destination other than the bundle-
destination creates a routing requirenment that the bundl e somehow be
directed to the security-destination node on its way to the fina
destination. This requirenent is presently private to the

ci phersuite, since routing nodes are not required to inplenent
security processing.

If a security target were to generate reports in the event that some
security validation step fails, then that m ght |eak information
about the internal structure or policies of the DIN containing the
security target. This is sonetinmes considered bad security practice
so it SHOULD only be done with care.

8. Confornmance

As indicated above, this docunent describes both BSP and

ci phersuites. A conformant inplenentati on MIUST i npl enent both BSP
support and the four ciphersuites described in Section 4. 1t MAY
al so support other ciphersuites.

| mpl enent ati ons that support BSP but not all four mandatory
ci phersuites MUST claimonly "restricted conpliance" with this
specification, even if they provide other ciphersuites.

Al inplenentations are strongly RECOMVENDED to provide at |east a
BAB ci phersuite. A relay node, for exanple, night not deal with end-
to-end confidentiality and data integrity, but it SHOULD excl ude
unaut hori zed traffic and perform hop-by-hop bundl e verification
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9. | ANA Consi derations
This protocol has fields that have been registered by | ANA
9.1. Bundle Block Types

This specification allocates four codepoints fromthe existing
"Bundl e Bl ock Types" registry defined in [ RFC6255].

Additional Entries for the Bundl e Bl ock- Type Codes Registry:

Fomm - o e e e e e e e e e e e e e e e e e e S +
| Value | Description | Reference

Fom e e oo o e e e e e e e e e e e e e eeea oo o e e +
| 2 | Bundle Authentication Block | This docunent

| 3 | Payload Integrity Bl ock | This docunent

| 4 | Payl oad Confidentiality Bl ock | This docunent

| 9 | Extension Security Bl ock | This docunent

F - o e e m e e e e e e e e e e e e e e e oo S +

9.2. G phersuite Nunbers

This protocol has a ciphersuite nunber field and certain ciphersuites
are defined. An I ANA registry has been set up as foll ows.

The registration policy for this registry is: Specification Required
The Val ue range is: Variable Length

Ci phersuite Nunbers Registry:

F - o e e m e e e e e e e e e e e e e e e oo S +
| Value | Description | Reference

Fomm e oo e e e e e e e e e e eme e oo o e oo +
| 0 | unassigned | This docunent

| 1 | BAB-HWVAC | This docunent |
| 2 | Pl B- RSA- SHA256 | This docunent

| 3 | PCB- RSA- AES128- PAYLOAD- PI B- PCB | This docunent

| 4 | ESB- RSA- AES128- EXT | This docunent

| >4 | Reserved | This docunent

Fom oo e o m e e e e e e e e e e e e e ma— oo oo oo +

9.3. CGiphersuite Fl ags

This protocol has a ciphersuite flags field and certain flags are
defined. An | ANA registry has been set up as foll ows.

The registration policy for this registry is: Specification Required

The Val ue range is: Variable Length
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9. 4.

Ci phersuite Flags Registry:

e e e oo Fom e e e e e e ee e o e oo +
| Bit Position | Description | Reference

| (right to left) | |
S o e e e e e e e e e e e a o S +
| 0 | Block contains result | This docunent

| 1| Block contains correlator | This docunent

| 2 | Block contains paranmeters | This docunent

| 3 | Destination ElDref present | This docunent

| 4 | Source ElDref present | This docunent

| >4 | Reserved | This docunent
S o e e e e e e e e e oo - o S +

Paraneters and Results

This protocol has fields for ciphersuite-paraneters and results. The
field is a type-length-value triple and a registry is required for
the "type" sub-field. The values for "type" apply to both the

ci phersuite-paranmeters and the ciphersuite results fields. Certain
val ues are defined. An I ANA registry has been set up as foll ows.

The registration policy for this registry is: Specification Required
The Val ue range is: 8-bit unsigned integer

Ci phersuite-Paranmeters and Results Type Registry:

[ TS oo e e e e e e e e e e aa - oo oo +
| Val ue | Description | Reference |
Fomm e e o o e e e e e e e e e e e e e e e e S +
| 0| reserved | This docunent
| 1| initialization vector (I1V) | This docunent
| 2 | reserved | This docunent
| 3 | key-information | This docunent
| 4 | fragnent-range (pair of SDNVs) | This docunent
| 5] integrity signature | This docunent
| 6 | unassigned | This docunent
| 7 | salt | This docunent
| 8 | PCBintegrity check value (ICV) | This docunent
| 9 | reserved | This docunent
| 10 | encapsul ated bl ock | This docunent
| 11 | bl ock type of encapsul ated bl ock | This docunent
| 12-191 | reserved | This docunent
| 192-250 | private use | This docunent
| 251-255 | reserved | This docunent
Fom oo e o m e e e e e e e e e e e e e ma— oo oo oo +
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