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Abstract

Thi s docunent defines an extension block that nmay be used with the
Del ay- Tol erant Networking (DTN) Bundle Protocol. This Metadata
Extensi on Block is designed to carry additional information that DTN
nodes can use to make processing decisions regarding bundl es, such as
deci ding whether to store a bundle or determ ning to which nodes to
forward a bundle. The netadata that is carried in a netadata bl ock
nmust be formatted according to the netadata type that is identified
in the block’s netadata type field. One specific netadata type, for
carrying URIs as netadata, is defined in this docunent. O her

net adata types nmay be defined in separate docunents. This docunent
is a product of the Delay Tol erant Networking Research G oup and has
been reviewed by that group. No objections to its publication as an
RFC wer e rai sed.

Status of This Meno

This docunment is not an Internet Standards Track specification; it is
publ i shed for exami nation, experinental inplenentation, and
eval uati on.

Thi s docunent defines an Experinmental Protocol for the Internet
community. This docunment is a product of the Internet Research Task
Force (IRTF). The I RTF publishes the results of Internet-related
research and devel opnent activities. These results night not be

sui table for deploynent. This RFC represents the consensus of the
Del ay- Tol erant Networ ki ng Research Group of the Internet Research
Task Force (I RTF). Docunents approved for publication by the | RSG
are not a candidate for any level of Internet Standard; see Section 2
of RFC 5741.

I nformation about the current status of this docunent, any errata,

and how to provide feedback on it nay be obtained at
http://ww. rfc-editor.org/info/rfc6258
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Copyright (c) 2011 I ETF Trust and the persons identified as the
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This docunent is subject to BCP 78 and the I ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
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1. Introduction

Thi s docunent defines an extension block that may be used with the
Bundl e Protocol [RFC5050] within the context of a Del ay-Tol er ant
Net wor ki ng architecture [ RFC4838]. The DTN Bundl e Protocol [ RFC5050]
defines the bundle as its protocol data unit. This docunent defines
a bundl e block called a "netadata bl ock". This block is designed to
carry additional information that DTN nodes can use to make
processi ng deci sions regardi ng bundl es.

The nmet adata bl ock has been deliberately defined to be flexible
enough that it would be capable of supporting a variety of netadata
types and formats. |Indeed, the only restriction i nposed on the
nmetadata to be used is that its type and format be predefined and
registered (if public) so that it can be parsed and processed by DIN
nodes that support netadata of that type. Section 4 defines a
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specific netadata type and di scusses the use of other netadata types
that may be defined el sewhere. As nentioned, it is the intention
that the netadata that is carried in this block be application-
related information. For exanple, the netadata m ght be infornmation
that is associated with the payload of a bundle. Additiona

ext ensi on bl ocks could be (and have been) defined for carrying

addi tional network-related information.

Whi |l e the bundl e payl oad may be processed opaquely by DTN nodes,
nmetadata is intended to serve as a mechani smfor providing DTN nodes
with access to additional information that they can use to process
the bundle. Exanples of such additional infornmation include keywords
found in the payl oad; payl oad provenance i nfornmation; GPS coordinates
(if the payload is a map, for instance); nessage |IDs; and artist,

al bum and track nane (if the payload is a song). Even though the
nmetadata is additional information related to the application, its
purpose is to be used by DIN nodes to nake deci sions regarding how to
process bundles within the network, such as whether or not a bundle
shoul d be stored or to which nodes a bundl e shoul d be forwarded.

Met adata that is about bundl e payl oad, for exanple, mght serve as a
cont ent - based i ndex of bundles that are stored in a DIN cache. So,
in response to a request for bundles related to a certain subject or
related to specific GPS coordi nates, for exanple, the netadata of
stored bundl es coul d be searched, and all bundles with netadata

mat chi ng the search criteria could be retrieved and returned to the
requestor.

Thi s docunent defines the general format of and the processing
required to support the metadata bl ock. The actual netadata to be
inserted into a netadata bl ock MUST be formatted according to the

nmet adata type that is identified in the block’s nmetadata type field.
One specific nmetadata type, for carrying Uniform Resource lIdentifiers
(URI's) [RFC3986] as netadata, is defined in this docunment. O her

net adata types may be defined in separate docunents, along with the
steps required to process records of that type, if necessary. |If
such other netadata types are defined, they should be registered to
ensure gl obal uni queness (see the | ANA Consi derati ons section).

The capabilities described in this document are OPTI ONAL for

depl oynent with the Bundle Protocol. As defined in this docunent,
Bundl e Protocol inplenentations claimng to support the netadata
bl ock MJUST be capabl e of:

- generating a netadata block and inserting it into a bundl e,
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- receiving bundl es containing a netadata bl ock and naki ng the
i nformati on contained in this netadata bl ock’s netadata field
avai l abl e for use, e.g., in bundle storage or forwarding

deci sions, and

- deleting a netadata bl ock froma received bundl e before
forwardi ng the bundl e.

Bundl e Protocol inplenentations claimng to support a specific

nmet adata type nmust both support the netadata bl ock as defined above
and be capabl e of parsing and processing the netadata itself
according to the definition of the netadata type in which the
nmetadata is expressed. This netadata type may be the URI netadata
type (see the URI netadata type section), or it nay be another

net adata type defined in a separate docunent.

1.1. Requirements Language

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunment are to be interpreted as described in RFC 2119 [ RFC2119].

2. Met adat a Bl ock For mat

The netadata bl ock uses the Canoni cal Bundl e Bl ock Format as defined
in the Bundle Protocol [RFC5050]. That is, it is conprised of the
followi ng el enents, which are defined as in all bundl e protoco

bl ocks except the primary bundl e bl ock. (Note that Self-Delimting
Nurmeric Val ue (SDNV) encoding is described in the Bundl e Protocol.):

- Block-type code (1 byte) - defined as in all bundl e protocol
bl ocks except the primary bundl e bl ock (as described in the Bundle
Protocol). The bl ock-type code for the netadata bl ock is 0x08.

- Block processing control flags (SDNV) - defined as in all bundle
protocol blocks except the primary bundle block. SDNV encoding is
described in the Bundle Protocol. There are no constraints on the
use of the block processing control flags. |If a bundle node
receives a bundle with a netadata block and it is capable of
supporting the nmetadata block but it is not able to parse and
process the netadata itself, either because it does not support
the netadata type being used or because the netadata is not well -
fornmed according to the netadata type definition, the bundl e node
must process the bundle as if it cannot process the netadata

bl ock. That is, it nust operate according to the settings of the
bl ock processing control flags, including the "Delete bundle if

bl ock can’t be processed” flag and the "Discard block if it can't
be processed" flag.
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- Block EID-reference count and EI D-references (optional) -
conposite field defined in the Bundle Protocol that is present if
and only if the nmetadata bl ock references EID elenments in the
primary block’s dictionary. Presence of this field is indicated
by the setting of the "Block contains an ElID-reference field" bit
of the block processing control flags. |If EIDs are referenced in
the nmetadata block, then their interpretation is defined by the
particul ar netadata type that is being used in this netadata

bl ock, as indicated in the netadata type field.

- Block data length (SDNV) - defined as in all bundl e protocol
bl ocks except the primary bundl e block. SDNV encoding is
described in the Bundl e Protocol

- Block-type-specific data fields as foll ows:

- Metadata Type field (SDNV) - indicates which netadata type is
to be used to interpret both the netadata in the netadata field
and the EID-references in the optional Block EIDreference
count and ElID-references field (if present). One netadata type
is defined in this docunent. O her netadata types may be
defined in separate docunents

- Metadata field - contains the netadata itself, formatted
according to the netadata type that has been specified for this
bl ock. One netadata type is defined in Section 4.1. O her

net adata types nay be defined el sewhere, as discussed in
Section 4.

The structure of a netadata block is as follows:

Met adat a Bl ock For mat :

L R e - R e Hmmmmmmaaa Hmmmmmmaaa |

| Type | Fl ags | EI D- Ref erence count | Len | Metadata | Metadata

I | (SD\V) | and list (opt) | (SDW) | Type | I

L Hom - - o e e e e e e e oo o Hom - - Fomm e - Fomm e - +
Figure 1

3. Metadata Bl ock Processing

The following are the processing steps that a bundl e node nay take
relative to generation, reception, and processing of netadata bl ocks.
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3.1. Bundle Transm ssion

When an outbound bundle is created per the paraneters of the bundle
transm ssion request, this bundle MAY (as influenced by local policy
and the netadata type being used) include one or nore netadata bl ocks
(as defined in this specification).

3.2. Bundl e Forwarding

A node MAY insert one or nore netadata blocks into a bundle before
forwarding it; and a node MAY del ete one or nore netadata bl ocks from
a bundl e before forwarding it, as dictated by local policy and the
nmet adata type bei ng used.

3.3. Bundl e Reception

If the bundle includes one or nore netadata bl ocks, the netadata
information records in these blocks SHALL be nade avail able for use
at this node (e.g., in bundle storage or forwarding decisions, or, if
the receiving node is the bundl e-destination, the netadata

i nformati on records nay be provided to the receiving application).

4. Predefined Metadata Types

As nentioned in the previous section, any nunber of different

nmet adata types nay be defined to indicate the fornmat of both the
netadata field and the EID-references in the optional Block ElD
reference count and ElID-references field (if present) and, if
necessary, how netadata of this type should be processed. One

net adata type is defined in this docunent, URI netadata type (0x01).
In addition, a range of netadata type values is reserved for private
use.

4.1. URI Metadata Type

It is believed that use of URIs will, in many cases, be adequate for
encodi ng netadata, although it is recognized that use of URIs may not
be the nost efficient method for such encoding. Because of the
expected utility of using URI encoding for netadata, the netadata
type value of 0x01l is defined to indicate a nmetadata type of URI

Met adat a type val ues other than O0x01 will be used to indicate
alternative netadata types

The Metadata field for nmetadata of netadata type URI (0x01) consists
of an array of bytes formed by concatenating one or nore null-
termnated URIs. Unless deternmined by local policy, the specific
processi ng steps that must be perforned on bundles with netadata

bl ocks contai ning netadata of type URI are expected to be indicated
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as part of the URI encoding of the netadata. It is envisioned that
users mght define URI schermes for this purpose. Metadata bl ocks
contai ni ng nmetadata of type URI MJUST NOT include a Bl ock ElD
reference count and ElID-references field. The absence of this field
MUST be indicated by a value of 0 for the "Bl ock contains an ElID
reference field" flag in the block processing control flags. Support
for the URI netadata type is OPTI ONAL.

4.2. Private Metadata Types

Met adat a type val ues 192 through 255 are not defined in this
specification and are available for private and/ or experinental use.
Such private netadata types are not required to be registered. Al
ot her values of the netadata type are reserved for future use and,
when defined, should be registered to ensure gl obal uniqueness (see
the |1 ANA Consi derations section). Local policy will define how
private nmetadata types are handl ed.

5. Security Considerations

The DTN Bundl e Security Protocol [RFC6257] defines security-related
bl ocks to provide hop-by-hop authentication, end-to-end

aut hentication, end-to-end confidentiality of bundles or parts of
bundl es, and an extension security block to provide confidentiality
and integrity for extension blocks, as well as a set of standard

ci phersuites that nmay be used to calculate security-results carried
in these security blocks. Al ciphersuites that use the strict
canoni cal i zation al gorithm[RFC6257] to cal culate and verify
security-results (e.g., many hop-by-hop authentication ciphersuites)
apply to all blocks in the bundle and so woul d apply to bundl es that
i nclude an optional netadata bl ock and woul d include that block in
the calculation of their security-result. |In particular, bundles

i ncluding the optional netadata bl ock would be protected in their
entirety for the duration of a single hop, froma forwarding node to
an adj acent receiving node (but not fromsource to destination over
mul ti pl e hops), using the standard BAB- HVAC (Bundl e Aut hentication
Bl ock - Hashed Message Authentication Code) ciphersuite defined in
the Bundl e Security Protocol.

Ci phersuites that use the mnutabl e canonicalization algorithmto
calcul ate and verify security-results (e.g., the mandatory PSH RSA-
SHA256 ci phersuite and nost end-to-end authentication ciphersuites)
will onmit the nmetadata block fromtheir calculation. Therefore, the
fact that netadata in the netadata bl ock nmay be nodified or that

nmet adat a bl ocks thensel ves may be added to or deleted froma bundle
as it transits the network will not interfere with end-to-end
security protection when using ciphersuites that use nutable
canoni cal i zati on.
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The metadata block will not be encrypted by the nmandatory CH RSA- AES-
PAYLQAD- PSH end-to-end confidentiality ciphersuite, which only all ows
for payl oad and PSH encrypti on.

In order to provide the netadata bl ock with end-to-end
confidentiality and authentication i ndependent of any confidentiality
or authentication that is provided for the payl oad or other parts of
the bundl e, the extension security block may be used to encrypt and
aut henticate the nmetadata bl ock. A bundle may contain nmultiple

nmet adat a ext ension bl ocks. In sone cases, multiple netadata bl ocks
may be carried in the bundle, possibly with each being encrypted
separately fromeach other and fromthe payload. Such separate
encryption of netadata from payl oad woul d enabl e bundl e nodes to
perform content - based searching and routing on bundl e netadata that
they are able to decrypt, even if they are not able to decrypt the
bundl e payl oad.

G ven that netadata can be nodified by forwardi ng nodes, it nmay be
desirable to eventually support the ability to audit changes to the
net adata at the individual record level. No such capability has been
provided in this specification as currently witten.

6. | ANA Considerations
6.1. Metadata Type Codes
The metadata block carried in the Metadata Extension Block has a
Met adat a Type Code field (see Sections 2 and 3). An IANA registry
has been set up as foll ows.
Met adat a Type Codes Regi stry
The registration policy for this registry is:
0-191: Specification Required
192-255: Private and/or Experinental Use. No assignnment by | ANA

The Val ue range is unsigned 8-bit integer

I IS I +
| Value | Description | Reference |
Fomm e e o o e e e e e e e e e e e e e e S +
| 0 | Reserved | This docunent

| 1| UR | This docunment |
| 2-191 | Unassigned |

| 192-255 | Private and/or experimental use | This docunent

f S o m e e e e e e e e e e e e e e eaao - Fom e e e e e oo oo +
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6.2. Block Type Code for the Metadata Bl ock

This specification allocates a codepoint fromthe Bundl e Bl ock Type
Codes registry defined in [ RFC6255] (see Section 2 of this docunment):

Additional Entry for the Bundl e Bl ock Type Codes Registry:

Fommnnan e . e +
| Value | Description + Reference |
o - e T +
| 8 | Metadata Extension Bl ock + This docunent |
Fomm - o e e e e e e e e e e e e e e e e e e e e m o S +
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