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Abst r act

Locati on-based services (such as navigation applications, emergency
servi ces, and managenent of equipnment in the field) need geographic

| ocation informati on about Internet hosts, their users, and other
related entities. These applications need to securely gather and
transfer location information for location services, and at the sane
time protect the privacy of the individuals involved. This docunent
describes an architecture for privacy-preserving | ocation-based
services in the Internet, focusing on authorization, security, and
privacy requirenents for the data formats and protocols used by these
servi ces

Status of This Meno
This meno docunents an |Internet Best Current Practice.

This docunent is a product of the Internet Engi neering Task Force
(IETF). It represents the consensus of the I ETF comunity. |t has
recei ved public review and has been approved for publication by the
I nternet Engineering Steering Goup (IESG. Further information on
BCPs is available in Section 2 of RFC 5741.

I nformation about the current status of this docunent, any errata,

and how to provide feedback on it nmay be obtai ned at
http://ww. rfc-editor.org/info/rfc6280

Barnes, et al. Best Current Practice [ Page 1]



RFC 6280 Internet Location Architecture July 2011

Copyright Notice

Copyright (c) 2011 I ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunent is subject to BCP 78 and the I ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this document. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided wi thout warranty as
described in the Sinplified BSD License.

Barnes, et al. Best Current Practice [ Page 2]



RFC 6280 Internet Location Architecture July 2011

Tabl e of Contents

1. IntroduCti On . ... 3
1.1. Binding Rules to Data ........ ... ... 4
1.2. Location-Specific Privacy Risks ....... ... ... ... .. ... ...... 5
1.3. Privacy Paradi gns . ........ . 6

2. Terminology CoNVeNtiONS . ... ...ttt e e e 7

3. Overview of the Architecture ........ .. ... . . i, 7
3.1, Basic Geopriv SCenario .........u.uii e 8
3.2. Roles and Data Formats ......... ... .. .. 10

4. The Location Life Cycle ... ... . . e 12
4.1, POSIitioni NG ... . e 13

4.1.1. Determination Mechanisns and Protocols ............. 14
4.1.2. Privacy Considerations for Positioning ............. 16
4.1.3. Security Considerations for Positioning ............ 16
4.2. Location Distribution ......... ... . . . . . . . 17
4.2.1. Privacy Rules ... ... . . . 17
4.2.2. Location Configuration .............. ... ... ... 19
4.2.3. Location References ........ ... ..., 20
4.2.4. Privacy Considerations for Distribution ............ 21
4.2.5. Security Considerations for Distribution ........... 23
4.3, Location Use . ... ... 24
4.3.1. Privacy Considerations for Use ..................... 25
4.3.2. Security Considerations for Use .................... 25

5. Security Considerati Ons ........... . e 25

6. EXanpl e Scenari oS ... ... ... 28
6.1. Mnimal Scenario .......... ... 28
6.2. Location-Based Wb Services ......... ... ... 29
6.3. Energency Calling ...... ... .. i 31
6.4. Conmbination of Services ......... ... . ... . i, 32

7. A 0SSaArY ottt e 35

8. ACKNOW edgemBnt S . ... 38

9. References ... ... 38
9.1. Normative References .......... ... .. 38
9.2. Informative References ...... ... . . . .. . . . . . . . i 38

1. Introduction

Locati on-based services (applications that require information about
t he geographic location of an individual or device) are becom ng

i ncreasingly conmon on the Internet. Navigation and direction
services, energency services, friend finders, nanagenent of equi pnent
in the field, and nany other applications require geographic |location
i nformation about Internet hosts, their users, and other related
entities. As the accuracy of location information inproves and the
expense of calculating and obtaining it declines, the distribution
and use of location information in Internet-based services wll
likely becone increasingly pervasive. Ensuring that |ocation
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information is transmtted and accessed in a secure and privacy-
protective way is essential to the future success of these services,
as well as the nmininization of the privacy harns that could flow from
their wi de depl oynment and use.

Standards for comunicating location infornmation over the |nternet
have an inportant role to play in providing a technical basis for
privacy and security protection. This docunent describes a
standardi zed privacy- and security-focused architecture for |ocation-
based services in the Internet: the Geopriv architecture. The
central component of the Geopriv architecture is the |ocation object,
which is used to convey both location informati on about an individua
or device and user-specified privacy rul es governing that |ocation
information. As location information noves through its life cycle --
positioning, distribution, and use by its ultinmate recipient(s) --
Ceopriv provides nechanisns to secure the integrity and
confidentiality of |ocation objects and to ensure that |ocation
information is only transnmitted in conpliance with the user’s privacy
rul es.

The goals of this docunent are two-fold: First, the architecture
descri bed revi ses and expands on the basic Geopriv Requirenments [2]
[3], in order to clarify how these privacy concerns and the Geopriv
architecture apply to use cases that have arisen since the
publication of those docunents. Second, this docunent provides a
general introduction to Geopriv and Internet |ocation-based services,
and is useful as a good first docunent for readers new to Ceopriv.

1.1. Binding Rules to Data

A central feature of the Geopriv architecture is that |ocation
information is always bound to privacy rules to ensure that entities
that receive location information are infornmed of how they may use
it. These rules can convey sinple directives ("do not share ny

|l ocation with others”), or nore robust preferences ("all ow ny spouse
to know ny exact location all of the time, but only allow ny boss to
know it during work hours"). By creating a structure to convey the
user’s preferences along with location information, the |ikelihood
that those preferences will be honored necessarily increases. In
particul ar, no recipient of the location information can di savow
know edge of users’ preferences for how their |ocation may be used.
The binding of privacy rules to location infornmation can convey
users’ desire for and expectations of privacy, which in turn helps to
bol ster social and |l egal systens’ protection of those expectations.
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Bi ndi ng of usage rules to sensitive information is a conmon way of
protecting information. Several emerging schemes for expressing
copyright information provide for rules to be transnitted together

wi th copyrighted works. The Creative Commons [28] nodel is the nost
prom nent exanple, allow ng an owner of a work to set four types of
rules ("Attribution", "Noncomrercial", "No Derivative Wrks", and
"ShareAl i ke") governing the subsequent use of the work. After the
aut hor sets these rules, the rules are conveyed together with the
work itself, so that every recipient is aware of the copyright terns.

Cl assification systens for controlling sensitive docunents within an
organi zation are another exanple. In these systens, when a docunent
is created, it is marked with a classification such as "SECRET" or
"PROPRI ETARY". Each recipient of the docunent knows fromthis
mar ki ng that the docunment should only be shared with other people who
are authorized to access docunments with that marking. dassification
mar ki ngs can al so convey other sorts of rules, such as a
specification for howlong the marking is valid (a declassification
date). The United States Departnment of Defense guidelines for
classification [4] provide one exanple.

1.2. Location-Specific Privacy Risks

Whi | e | ocation-based services raise sone privacy concerns that are
common to all forns of personal information, many of themare

hei ght ened, and others are uniquely applicable in the context of

| ocation information.

Location information is frequently generated on or by nobile devices.
Because individuals often carry their nobile devices with them

| ocation data nmay be collected everywhere and at any tinme, often

wi t hout user interaction, and it nmay potentially describe both what a
person is doing and where he or she is doing it. For exanple,

| ocation data can reveal the fact that an individual was at a
particular medical clinic at a particular tine. The ubiquity of

| ocation information may al so increase the risks of stal king and
domestic violence if perpetrators are able to use (or abuse)

| ocati on-based services to gain access to |location information about
their victins.

Location information is also of particular interest to governments
and | aw enforcers around the world. The existence of detail ed
records of individuals’ novenents should not autonatically facilitate
the ability for governnents to track their citizens, but in sone
jurisdictions, laws dictating what governnent agents nust do to
obtain location data are either non-existent or out of date.

Barnes, et al. Best Current Practice [ Page 5]



RFC 6280 Internet Location Architecture July 2011

1.3. Privacy Paradi gns

Traditionally, the extent to which data about individuals enjoys
privacy protections on the Internet has |largely been decided by the
reci pients of the data. Internet users may or may not be aware of
the privacy practices of the entities with whomthey share data.
Even if they are aware, they have generally been linited to naking a
bi nary choi ce between sharing data with a particular entity or not
sharing it. Internet users have not historically been granted the
opportunity to express their own privacy preferences to the

reci pients of their data and to have those preferences honored.

This paradigmis problematic because the interests of data recipients
are often not aligned with the interests of data subjects. Wile
both parties may agree that data should be collected, used,

di scl osed, and retained as necessary to deliver a particular service
to the data subject, they may not agree about how the data shoul d
otherw se be used. For exanple, an Internet user nmay gladly provide
his enmail address on a Wb site to receive a newsletter, but he may
not want the Web site to share his emai|l address w th marketers,
whereas the Wb site may profit fromsuch sharing. Neither providing
the address for both purposes nor deciding not to provide it is an
optimal option fromthe Internet user’s perspective.

The Geopriv nodel departs fromthis paradigmfor privacy protection
As expl ai ned above, |ocation information can be uniquely sensitive.
And as | ocation-based services energe and proliferate, they

i ncreasingly require standardi zed protocols for comunicating

| ocation information between services and entities. Recognizing both
of these dynanmics, Geopriv gives data subjects the ability to express
their choices with respect to their own location information, rather
than allowing the recipients of the information to define how it will
be used. The conbi nati on of hei ghtened privacy risk and the need for
standardi zati on conpell ed the Geopriv designers to shift away from
the prevailing Internet privacy nodel, instead enpowering users to
express their privacy preferences about the use of their |ocation

i nformation.

Ceopriv does not, by itself, provide technical neans through which it
can be guaranteed that users’ location privacy rules will be honored
by recipients. The privacy protections in the Geopriv architecture
are largely provided by virtue of the fact that recipients of

| ocation information are inforned of relevant privacy rules, and are
expected to only use location information in accordance with those
rules. The distributed nature of the architecture inherently limts
the degree to which conpliance can be guaranteed and verified by
techni cal nmeans. Section 5 describes how sonme security nechani sns
can address this to a linted extent.
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By binding privacy rules to location infornation, however, Ceopriv
provi des val uabl e i nfornmati on about users’ privacy preferences, so
that non-technical forces such as legal contracts, governnental
consumer protection authorities, and marketpl ace feedback can better
enforce those privacy preferences. |If a conmercial recipient of

| ocation information, for exanple, violates the location rules bound
to the information, the recipient can in a grow ng nunber of
countries be charged with violating consuner or data protection | aws.
In the absence of a binding of rules with |ocation information,
consumer protection authorities would be I ess able to protect

i ndi vi dual s whose location information has been abused.

2. Term nol ogy Conventi ons

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [1].

Thr oughout the renmainder of this docunent, capitalized terns defined
in Section 7 refer to CGeopriv-specific roles and fornats; the sane
terms used in all lowercase refer generically to those terns.

3. Overview of the Architecture

This section provides an overview of the Geopriv architecture for the
secure and private distribution of location information on the
Internet. W describe the three phases of the "location life cycle"
-- positioning, distribution, and use -- and discuss how the
components of the architecture fit within each phase. The next
section provides additional detail about how each phase can be
achieved in a private and secure nmanner.

The risks discussed in the previous section all arise from
unaut hori zed di scl osure or usage of location information. Thus, the
Ceopriv architecture has two fundanental privacy goals:

1. Ensure that location information is distributed only to
aut hori zed entities, and

2. Provide information to those entities about how they are
aut hori zed to use the |ocation information.

If these two goals are net, all parties that receive |ocation
information will also receive directives about how they can use that
information. Privacy-preserving entities will only engage in

aut hori zed uses, and entities that violate privacy will do so

know ngly, since they have been infornmed of what is authorized (and
thus, inplicitly, of what is not).
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Privacy rules and their distribution are thus the central technica
components of the privacy system since they informlocation
reci pi ents about how they are authorized to use that information
The two goals in the precedi ng paragraph are enabled by two cl asses
of rules:

1. Access control rules: Rules that describe which entities may
receive location information and in what form

2. Usage rules: Rules that describe what uses of |ocation
i nformation are authorized

Wthin this framework for privacy, security nechani snms provide
support for the application of privacy rules. For exanple,

aut henti cati on mechani snms validate the identities of entities
requesting a location (so that authorization and access-contro
policies can be applied), and confidentiality nmechanisns protect

| ocation information en route between privacy-preserving entities.
Security nechani sns can al so provide assurances that are outside the
purvi ew of privacy by, for exanple, assuring |location recipients that
I ocation information has been faithfully transmtted to themby its
creator.

3.1. Basic Geopriv Scenario

As |location information is transnitted anong I nternet hosts, it goes
through a "location life cycle": first, the location is conputed
based on sonme external information (positioning), and then it is
transmtted fromone host to another (distribution) until finally it
is used by a recipient (use).

For exanpl e, suppose Alice is using a nobile device, she | earns of
her location froma wireless |location service, and she wi shes to
share her location privately with her friends by way of a presence
service. Alice clearly needs to provide the presence server with her
| ocation and rul es about which friends can be provided with her

|l ocation. To enable Alice’'s friends to preserve her privacy, they
need to be provided with privacy rules. Alice nay tell some of her
friends the rules directly, or she can have the presence server
provide the rules to her friends when it provides themw th her

location. In this way, every friend who receives Alice’s location is
authorized by Alice to receive it, and every friend who receives it
knows the rules. Good friends will obey the rules. |If a bad friend

breaks themand Alice finds out, the bad friend cannot claimthat he
was unaware of the rules.
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Some of Alice's friends will be interested in using Alice' s |location
only for their own purposes, for exanple, to neet up with her or plot
her location over tine. The usage rules that they receive direct
them as to what they can or cannot do (for example, Alice m ght not
want them keepi ng her |ocation for nore than, say, two weeks).

Consi der one friend, Bob, who wants to send Alice’'s location to sone
of his friends. To operate in a privacy-protective way, Bob needs
not only usage rules for hinself, but also access control rules that
descri be who he can send information to and rules to give to the
recipients. |If the rules he received fromthe presence server
authorize himto give Alice’s location to others, he may do so;
otherwise, he will require additional rules fromAlice before he is
authorized to distribute her location. |f recipients who receive
Alice’s location fromBob want to distribute the |ocation information
further, they nust go through the sanme process as Bob

The whole exanple is illustrated in the follow ng figure:
[ T +
| Wreless |
| Location
| Service | Retrieve
R + Access Control Rul es
| - +
| | b + o
Locati on | | Access | |
| | | Control Rules %
| || oo
| | | | Bob |
| | | | +---+-->
| || He-o - > | PC ||
........... v | +4- - - ++
| +------ +| [ TS + |
| | Mobile|+--Location-> Presence |--Location-->| R +
| | Phone || | Server | |---->] Friend-1
| +------ ++- - - Rul es- - - >| | ---Rul es---->| R +
| Alice | S + |
| o | |
|71\ | | Hoemne +
| 7\ | +---->| Friend-2
L ’ Fomm e - +

Figure 1: Basic Ceopriv Scenario
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3.2. Roles and Data Formats

The above exanple illustrates the six basic roles in the Geopriv
architecture

Tar get : An individual or other entity whose location is sought in
the Geopriv architecture. |In many cases, the Target will be the
human user of a Device, but it can also be an object such as a
vehi cl e or shipping container to which a Device is attached. In
sonme instances, the Target will be the Device itself. The Target
is the entity whose privacy Ceopriv seeks to protect. Alice is
the Target in Figure 1.

Devi ce: The physical device, such as a nobile phone, PC, or
enmbedded micro-controller, whose |location is tracked as a proxy
for the location of a Target. Alice s nobile phone is the Device

in Figure 1.
Rul e Maker (RM: Perfornms the role of creating rul es governing
access to location information for a Target. In sone cases, the

Target perforns the Rule Maker role (as is the case with Alice),
and in other cases they are separate. For exanple, a parent may
serve as the Rul e Maker when the Target is his child, or a
corporate security officer may serve as the Rul e Maker for devices
owned by the corporation but used by enployees. The Rule Mker is
al so not necessarily the owner of the Device. For exanple, a
corporation nmay provide a Device to an enpl oyee but permt the
enpl oyee to serve as the Rule Maker and set her own privacy rules.

Location Generator (LG: Perforns the roles of initially
determ ning or gathering the location of the Device and providing
it to Location Servers. Location Cenerators may be any sort of
software or hardware used to obtain the Device’'s |ocation
Exanpl es i nclude G obal Positioning System (GPS) chips and
cellular networks. A Device nmay even performthe Location
CGenerator role for itself; Devices capabl e of unassisted
satellite-based positioning and Devices that accept manual ly
entered location infornmation are two exanples. The wreless
| ocation service plays the Location Generator role in Figure 1

Locati on Server (LS): Performs the roles of receiving | ocation
information and rules, applying the rules to the |ocation
information to determ ne what other entities, if any, can receive
| ocation information, and providing the location to Location
Reci pients. Location Servers receive location information from
Location Generators and rules from Rul e Makers, and then apply the
rules to the location information. Location Servers may not
necessarily be "servers" in the colloquial sense of hosts in
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renote data centers servicing requests. Rather, a Location Server
can be any software or hardware conponent that distributes
location informati on. Exanples include a server in an access
network, a presence server, or a Wb browser or other software
running on a Device. The above exanple includes three Location
Servers: Alice’'s nobile phone, the presence service, and Bob's PC

Location Recipient (LR): Performs the role of receiving |ocation
information. A Location Recipient may ask for a |ocation
explicitly (by sending a query to a Location Server), or it may
receive a location asynchronously. The presence service, Bob
Friend-1, and Friend-2 are Location Recipients in Figure 1.

In general, these roles nmay or nmay not be perfornmed by physically
separate entities, as denonstrated by the entities in Figure 1, many
of which performnultiple roles. It is not uncommon for the sane
entity to performboth the Location Generator and Location Server
roles, or both the Location Recipient and Location Server roles. A
single entity may take on nmultiple roles sinply by virtue of its own
capabilities and the perm ssions provided to it.

Al t hough in the above exanple there is only a single Location
Cenerator and a single Rule Maker, in sone cases a Location Server
may receive Location objects fromnultiple Location Generators or
Rules fromnultiple Rule Makers. Likew se, a single Location
Cenerator may publish location information to nultiple Location
Servers, and a single Location Recipient may receive Location Objects
frommultiple Location Servers

There is a close relationship between a Target and its Device. The
term "Device" is used when discussing protocol interactions, whereas
the term"Target" is used when discussing generically the person or
obj ect being located and its privacy. Wile in the exanpl e above
there is a one-to-one rel ationship between the Target and the Device,
Ceopriv can also be used to convey |ocation information about a
device that is not directly linked to a single individual or object,
such as a Device shared by nultiple individuals.

Two data formats are necessary within this architecture:

Locati on hject (LO: An obj ect used to convey | ocation information
together with Privacy Rules. Geopriv supports both geodetic
| ocation data (latitude, longitude, altitude, etc.) and civic
| ocation data (street, city, state, etc.). Either or both types
of location information may be present in a single LO (see the
considerations in [5] for LOs containing nmultiple |ocations).
Location hjects typically include sone sort of identifier of the
Tar get ..
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Privacy Rul e: A directive that regulates an entity's activities
with respect to location information, including the collection,
use, disclosure, and retention of the location information.
Privacy Rul es describe which entities may obtain |ocation
information in what form (access control rules) and how | ocation
i nformati on may be used by an entity (usage rules).

The whol e exanple, using Geopriv roles and formats, is illustrated in
the followi ng figure:

oo+
| LG |
+o-- -4
N

Posi ti oni ng

Dat a
|
| e Privacy Rules------------------ S+----+
| | +----> LR |[-->
| | | | LS |
v | | ERpp—
f + |
| Target | o foe oo+
| Device |[--------------- > LR |-----mmmmmao - +---->| LR |
| RM | LO | LS | LO | Hooo ot
| LS | PR |
Fomm e m - + |
| +--- -+
+---->] LR
S p—

Fi gure 2: Basic Ceopriv Scenario
4. The Location Life Cycle

The previous section gave an exanple of how an individual’'s |ocation
can be distributed through the Internet. In general, the |ocation
life cycle breaks down into three phases:

1. Positioning: A Location Generator determ nes the Device's
| ocati on.

2. Distribution: Location Servers send |ocation information to
Location Recipients, which may in turn act as Location Servers
and further distribute the location to other Location Recipients,
possi bly several tines.
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3. Use: A Location Recipient receives the |ocation and uses it.

Each of these phases involves a different set of Geopriv roles, and
each has a different set of privacy and security inplications. The
Ceopriv roles are mapped onto the location life cycle in the figure

bel ow.
[ T +
| Rule | +
| Maker(s)]
Posi ti oni ng | |
Dat a Fomme - +|
| S SRR +
| | Rules
| |
| |
Y Y
Fomm e - + Fomm e - + Fomm e - +
| Location | Location | Location |+ LO | Locati on
| Generator |--------------- > Server(s)||-------------- >| Reci pi ent
| | | | | |
[ TS + [ TS +| [ TS +
Fom e e - +
o e e e e e e e e > e m e e e e e e e e e e oo oo S<e e m e m e o >
Posi ti oni ng Di stribution Use

Figure 3: Location Life Cycle
4.1. Positioning

Positioning is the process by which the physical |ocation of the
Device is conputed, based on sone observations about the Device's
situation in the physical world. (This process goes by several other
nanes, including Location Deternination or Sighting.) The input to
the positioning process is sone information about the Device, and the
outconme is that the LG knows the | ocation of the Device

In this section, we give a brief taxononmy of current positioning

systens, their requirenents for protocol support, and the privacy and
security requirenments for positioning.
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4.1.1. Determ nation Mechani sns and Protocol s

Whil e the specific positioning mechanisns that can be applied for a
gi ven Device are strongly dependent on the physical situation and
capabilities of the Device, these nmechanisns generally fall into the
three categories described in detail bel ow

o Device-based
o Networ k- based
o Networ k- assi st ed

As suggested by the above nanes, a positioning schenme can rely on the
Devi ce, an Internet-accessible resource (not necessarily a network
operator), or a conbination of the two. For a given schenme, the
nature of this reliance will dictate the protocol mnechani sns needed
to support it.

Wth Device-based positioning nmechani snms, the Device is capabl e of
determining its location by itself. This is the case for a manually
entered location or for (unassisted) satellite-based positioning
using a G obal Navigation Satellite System (GNSS). 1In these cases
the Device acts as its own LG and there are no protocols required to
support positioning beyond those that transnit the positioning data
fromthe satellite to the user

I n network-based positioning schemes, an external LG (an Internet
host other than the Device) has access to sufficient information
about the Device, through out-of-band channels, to establish the
position of the Device. The nost conmon exanples of this type of LG
are entities that have a physical relationship to the Device (such as
ISPs). In wired networks, wremap-based location is a network-based
technique; in wireless networks, tining and signal-strength-based
techni ques that use measurenents from base stations are considered to
be network-based. Large-scale |P-to-geo databases (for exanple,
those based on WHO S data or |atency neasurenments) are al so

consi dered to be network-based positioning nechani sns.

For network-based positioning as for Device-based, no protocols for
communi cati on between the Device and the LG are strictly necessary to
support positioning, since positioning information is collected
outside of the location distribution system (at |ower |ayers of the
network stack, for exanple). This does not rule out the use of other
Internet protocols (like the Sinple Network Managenment Protoco
(SNMP)) to collect inputs to the positioning process. Rather, since
these inputs can only be used by certain LGs to determine |ocation
they are not controlled as private information. Network-based

Barnes, et al. Best Current Practice [ Page 14]



RFC 6280 Internet Location Architecture July 2011

positioning often provides location information to protocols by which
the network infornms a Device of its own location. These are known as
Location Configuration Protocols; see Section 4.2.2 for further

di scussi on.

Net wor k- assi st ed systens account for the greatest nunber and
diversity of positioning schenes. In these systens, the work of
positioning is divided between the Device and an external LG via
some conmuni cati on (possibly over the Internet), typically in one of
two ways:

0o The Device provides neasurenents to the LG or
0 The LG provides assistance data to the Device.

"Measurenents" are understood to be observations about the Device's
environnment, ranging fromwrel ess signal strengths to the Media
Access Control (MAC) address of a first-hop router. "Assistance" is
the conpl enent to nmeasurenent, nanely the positioning information
that enabl es the conputation of |ocation based on neasurenents. A
set of wireless base station locations (or wireless calibration

i nformati on) woul d be an assistance datum as would be a table that
maps routers to buildings in a corporate canpus.

For exanple, wireless and wired networks can serve as the basis for
net wor k- assi sted positioning. In several current 802.11 positioning
systens, the Device sends neasurenents (e.g., MAC addresses and
signal strengths) to an LG and the LG returns a location to the
client. In wired networks, the Device can send its MAC address to
the LG which can query the MAC-| ayer infrastructure to deternmine the
switch and port to which that MAC address is connected, then query a
wire map to determine the location at which the wire connected to
that port termnates.

As an aside, the conmon phrase "assisted GPS' ("assisted GNSS' nore
broadly) actually enconpasses techniques that transmt both

measur enents and assi stance data. Systens in which the Device
provides the LG with GNSS nmeasurenents are neasurenent-based, while
those in which the assistance server provides epheneris or al nanac
data are assistance-based in the above term nology. (Those fanili ar
with GNSS positioning will note that there are of course cases in
whi ch both of these interactions occur within a single |ocation
determ nati on protocol, so the categories are not nutually

excl usive.)

Natural ly, the exchange of measurenent or positioning data between

the Device and the LG requires a protocol over which the information
is carried. The structure of this protocol will depend on which of

Barnes, et al. Best Current Practice [ Page 15]



RFC 6280 Internet Location Architecture July 2011

the two patterns a network-assisted schene foll ows. Conversely, the
structure of the protocol will deterni ne which of the two parties
(the Device, the LG or both) is aware of the Device' s location at
the end of the protocol interaction

4.1.2. Privacy Considerations for Positioning

Positioning is the first point at which | ocation my be associ ated
with a particular Device and nay be associated with the Target’s
identity. VLocal identifiers, unlinked pseudonynms, or private
identifiers that are not linked to the real identity of the Target
shoul d be used as forns of identity whenever possible. This provides
privacy protection by disassociating the |ocation fromthe Target's
identity before it is distributed.

At the conclusion of the positioning process, the entity acting as
the LG has the Device’'s location. |If the Device is performng the LG
role, then both the Device and LG have it. |If the entity acting as
the LG al so perfornms the role of LS, the privacy considerations in
Section 4.2.4 apply.

In sone depl oynment scenarios, positioning functions and distribution
functions nmay need to be provided by separate entities, in which case
the LG and LS roles will not be perfornmed by the same entity. In
this situation, the LG acts as a "dunmb", non-privacy-aware
positioning resource, and the LS provides the privacy |ogic necessary
to support distribution (possibly with multiple LSes using the sane
LG. In order to allow the privacy-unaware LG to distribute | ocation
information to these LSes while maintaining privacy, the rel ationship
between the LG and its set of LSes MJUST be tightly constrained
(effectively "hard-wired"). That is, the LG MJST only provide
location information to a snmall fixed set of LSes, and each of these
LSes MUST conply with the requirenments of Section 4.2.4.

4.1.3. Security Considerations for Positioning

Mani pul ati on of the positioning process can expose |ocation
i nformati on through two nechani sns:

1) Athird party could guess or derive neasurenents about a specific
device and use themto get the | ocation of that Device. To mtigate
this risk, the LG SHOULD be able to authenticate and authorize

devi ces providing neasurenents and, if possible, verify that the
presented neasurenents are likely to be the actual physical val ues
measured by that client. These security procedures rely on the type
of positioning being done, and may not be technically feasible in all
cases.
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2) By eavesdropping, a third party nmay be able to obtain neasurenents
sent by the Device itself that indicate the rough position of the
Device. To nmitigate this risk, protocols used for positioning MJST
provide confidentiality and integrity protections in order to prevent
observation and nodification of transmtted positioning data while en
route between the Target and the LG

If an LG or a Target chooses to act as an LS, it inherits the
security requirements for an LS, described in Section 4.2.5.

4. 2. Location Distribution

When an entity receives location information (froman LG or an LS)
and redistributes it to other entities, it acts as an LS. Location
Distribution is the process by which one or nore LSes provide LGs to
LRs in a privacy-preserving manner.

The role of an LS is thus two-fold: First, it must collect |ocation
information and Rules that control access to that information. Rules
can be comunicated within an LO within a protocol that carries LGs,
or through a separate protocol that carries Rules. Second, the LS
must process requests for location information and apply the Rules to
these requests in order to deternmine whether it is authorized to
fulfill themby returning location infornation

An LS thus has at least two types of interactions with other hosts,
nanely receiving and sending LOs. An LS nay optionally inplenment a
third interaction, allowing Rule Makers to provision it with Rules.
The di stinction between these two cases is inportant in practice,
because it determ nes whether the LS has a direct relationship with a
Rul e Maker: An LS that accepts Rules directly froma Rul e Maker has
such a relationship, while an LS that acquires all its Rules through
LCs does not.

4.2.1. Privacy Rules

Privacy Rules are the central nechanismin Geopriv for naintaining a
Target’'s privacy, because they provide a recipient of an LO (an LS or
LR) with information on how the LO nay be used.

Thr oughout the Geopriv architecture, Privacy Rules are comuni cat ed
in rules languages with a defined syntax and semantics. For exanple,
the Conmon Policy rul es | anguage has been defined [6] to provide a
framework for broad-based rule specifications. Geopriv Policy [7]
defines a | anguage for creating location-specific rules. The XM
Configuration Access Protocol (XCAP) [8] can be used as a protocol to
install rules in both of these formats.
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Privacy Rules follow a default-deny pattern: an enpty set of Rules
inmplies that all requests for location information should be denied,
except requests made by the Target itself. Each Rule adds to the
set, granting a specific perm ssion. Adding a Rule can only augnent
privacy protections because all Rules are positive grants of

per mi ssi on.

The followi ng are exanpl es of Privacy Rul es governing |location
di stribution:

0 Retransmt |ocation information when requested from exanpl e.com
0 Retransnmit only city and country.

0 Retransnmit location information with no | ess than a 100-neter
radi us of uncertainty.

0 Retransmt location information only for the next two weeks.
LSes enforce Privacy Rules in two ways: by denying requests for
location information, or by transforming the |ocation information

before retransmitting it.

LSes may al so receive Rules governing location retention, such as

"Retain location only for 48 hours". Such Rules are sinply
directives about how long the Target’s location informtion can be
retai ned.

Privacy Rul es can govern the behavior of both LSes and LRs. Rules
that direct LSes about howto treat a Target’s location infornation
are known as Local Rules. Local Rules are used internally by the LS
to handl e requests fromLRs. They are not distributed to LRs.

Forwarded Rul es, on the other hand, travel inside LOs and direct LSes
and LRs about how to handle the location information they receive.
Because the Rul es thenselves nay reveal potentially sensitive

i nformati on about the Target, only the mninmal subset of Forwarded
Rul es necessary to handle the LO is distributed.
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An exanple can illustrate the interaction between Local Rules and
Forwarded Rul es. Suppose Alice provides the follow ng Local Rules to
an LS

0o The LS may retransnmit Alice's precise location to Bob, who in turn
is pernmitted to retain the location information for one nonth.

0o The LS may retransnmit Alice's city, state, and country to Steve,
who in turnis permitted to retain the location information for
one hour.

0 The LS may retransnit Alice’'s country to a photo-sharing Wb site,
which in turn is pernitted to retain the location information for
one year and retransnit it to any requesters.

When Steve asks for Alice’'s location, the LS can transnit to Steve
the limted |l ocation information (city, state, and country) along
with Forwarded Rules instructing Steve to (a) not further retransmt
Alice’s location information, and (b) only retain the location
information for one hour. By only sending these specifically
appl i cabl e Forwarded Rules to Steve (as opposed to the full set of
Local Rules), the LS is protecting Alice’ s privacy by not disclosing
to Steve that (for exanple) Alice allows Bob to obtain nore precise
location information than Alice allows Steve to receive

Ceopriv is designed to be usable even by devices with constrai ned
processing capabilities. To ensure that Forwarded Rul es can be
processed on constrained devices, LOs are required to carry only a
limted set of Forwarded Rules, with an option to reference a nore
robust set of external Rules. The linmted Rule set covers two
privacy aspects: how long the Target’'s location nmay be retained
("Retention"), and whether or not the Target’s |ocation may be
retransmtted ("Retransnmission"). An LO nmay contain a pointer to
nmore robust Rules, such as those shown in the set of four Rules at
the begi nning of this section

4.2.2. Location Configuration

Some entities perfornming the LG role are designed only to provide
Targets with their own | ocations, as opposed to distributing a
Target’s location to others. The process of providing a Target with
its own location is known within Geopriv as Location Configuration
The term "Location Information Server" (LIS) is often used to
describe the entity that perforns this function. However, a LIS may
al so performother functions, such as providing a Target’s | ocation
to other entities.
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A Location Configuration Protocol (LCP) [9] is one nechanismthat can
be used by a Device to discover its owmn location froma LIS. LCPs
provide functions in the way they obtain, transport, and deliver

| ocation requests and responses between a LIS and a Devi ce such that
the LIS can trust that the location requests and responses handl ed
via the LCP are in fact fronfto the Target. Several LCPs have been
devel oped within Geopriv [10] [11] [12] [13].

A LI S whose sol e purpose is to perform Location Configuration need
only follow a sinple privacy-preserving policy: transnmt a Target's
|l ocation only to the Target itself. This is known as the "LCP
policy".

Inmportantly, if an LS is also serving in the role of LG and it has
not been provisioned with Privacy Rules for a particular Target, it
MUST follow the LCP policy, whether it is a LIS or not. |In the

posi tioni ng phase, an entity serving the roles of both LG and LS that
has not received Privacy Rules nust followthis policy. The sane is
true for any LS in the distribution phase.

4.2.3. Location References

The | ocation distribution process occurs through a series of

transm ssions of LOs: transnissions of |location "by value". Location
"by val ue" can be expressed in terns of geodetic |ocation data
(latitude, longitude, altitude, etc.) and civic location data
(street, city, state, etc.).

A location can al so be distributed "by reference", where a reference
is represented by a URI that can be dereferenced to obtain the LO
Thi s docunent summarizes the properties of |ocation-by-reference that
are discussed at length in [14].

Distribution of location-by-reference (distribution of |ocation URIS)
of fers several benefits. Location URIs are a nore conpact way of
transmitting location information, since URIs are usually snaller
than LCs. A recipient of location information can nmake nultiple
requests to a URI over tine to receive updated | ocation information
if the URI is configured to provide a fresh location rather than a
singl e "snapshot".

From a positioning perspective, |ocation-by-reference can offer the
additional benefit of "just in time" positioning. If a locationis
distributed by reference, an entity acting as a conbined LG LS only
needs to perform positioning operations when a recipient dereferences
a previously distributed URI
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From a privacy perspective, distributing a location as a URl instead
of as an LO can help protect privacy by forcing each recipient of the
| ocation to request location information fromthe referenced LS,

whi ch can then apply access controls individually to each recipient.
But the benefit provided here is contingent on the LS applying access
controls. |If the LS does not apply an access control policy to
requests for a location URI (in other words, if it enforces the
"possession nodel" defined in [14]), then transmitting a | ocation UR
presents the sane privacy risks as transmitting the LOitself.
Moreover, the use of location URIs wthout access controls can

i ntroduce additional privacy risks: If URIs are predictable, an
attacker to whomthe URI has not been sent may be able to guess the
URI and use it to obtain the referenced LO. To mitigate this,
location URIs without access controls need to be constructed so that
they contain a random conponent with sufficient entropy to nmake
guessi ng i nfeasi bl e.

4.2.4. Privacy Considerations for Distribution

Location informati on MUST be acconpani ed by Rul es throughout the
distribution process. Oherwise, a recipient will not know what uses
are authorized, and will not be able to use the LO Consequently,
LOs MUST be able to express Rules that convey appropriate

aut hori zati ons.

An LS MUST only accept Rules from authorized Rule Makers. For an LS
that receives Rules exclusively in LOs and has no direct relationship
with a Rule Maker, this requirenent is net by applying the Rules
provided in an LOto the distribution of that LO For an LS with a
direct relationship to a Rule Maker, this requirenent neans that the
LS MUST be configurable with an RM aut horization policy. An LS
SHOULD define a prescribed set of RV that nay provide Rules for a
given Target or LO  For exanple, an LS may only allow the Target to
set Rules for itself, or it might allow an RMto set Rules for

several Targets (e.g., a parent for children, or a corporate security
of ficer for enpl oyees).

No nmatter how Rules are provided to an LS, for each LOit receives,
it MJUST conbine all Rules that apply to the LOinto a Rule set that
defines which transm ssions are authorized, and it MJST transmt

| ocation information only in ways that are authorized by these Rules.

An LS that receives Rules exclusively through LOs MJUST exani ne the
Rul es that acconpany a given LOin order to determ ne how the LS may
use the LO If any Rules are included by reference, the LS SHOULD

attenpt to download them If the LOincludes no Rules that allow the
LSto transnmt the LOto another entity, then the LS MJUST NOT
transmit the LO If the LO contains no Rules at all -- for exanple,
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if it isinaformt with no Rules syntax -- then the LS MIST del ete
it. Emergency services provide an exception in that Rules can be
implicit; see [15]). |If the LO included Rules by reference, but
these Rul es were not obtained for any reason, the LS MJUST NOT
transmit the LO and MJST adhere to the provided value in the
retention-expires field.

An LS that receives Rules both directly fromone or nore Rul e Makers
and through LOs MJST conbine the Rules in a given LOwith Rules it
has received fromthe RVs. The strategy the LS uses to conbi ne these
sets of Rules is a matter for local policy, depending on the relative
priority that the LS grants to each source of Rules. Sone exanple
policies are:

Uni on: A transmi ssion of location information is authorized if it
is authorized by either a rule in the LO or an RM provided rule.

I ntersection: A transm ssion of |location information is authorized
if it is authorized by both a rule in the LO and an RM provi ded
rul e.

RM Overri de: A transm ssion of location information is authorized
if it is authorized by an RvMprovided rule, regardless of the LO
Rul es.

LO Overri de: A transm ssion of location information is authorized
if it is authorized by an LO provided rule, regardl ess of the RM
Rul es.

The default conbination policy for an LS that receives nmultiple rule
sets is to conbine themaccording to procedures in Section 10 of

RFC 4745 [6]. Privacy rules always grant access; i.e., the default
is to deny access, and rules specify conditions under which access is
all oned. Thus, when an LS is provided nore than one policy docunent
that applies to a given LO it has been instructed to provide access
when any of the rules apply. That is, the "Union" policy is the
default policy for an LS with nultiple sources of policy. An LS MAY
choose to apply a nore restrictive policy by ignoring some of the
grants of permission in the privacy rules provided. The
"Intersection"” policy and both "Override" policies |isted above are
of this latter character.

Protocols that are used for managing rules should allow an RMto
retrieve fromthe LS the set of rules that will ultimtely be
applied. For exanple, in the basic HITP-based protocol defined in
[16], an RM can use a CGET request to retrieve the policy being
applied by the LS and a PUT request to specify new rul es.
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Different policies may be applicable in different scenarios. In
cases where an external RMis nore trusted than the source of the LO
the "RM Override" policy may be suitable (for exanple, if the
external RMis the Target and the LOis provided by a third party).
Conversely, the "LO Override" policy is better suited to cases where
the LO provider is nore trusted than the RM for exanple, if the RM
is the user of a nobile device LS and the LO contains Rules fromthe
RM s parents or corporate security office. The "Intersection" policy
takes the strictest view of the permi ssion grants, giving equa

weight to all RvMs (including the LO creator).

Each of these policies will also have different privacy consequences
Fol l owi ng the "Intersection" policy ensures that the nost privacy-
protective subset of all RVs’ rules will be followed. The "Union"
policy and both "Override" policies nay defy the expectations of any
RM (i ncluding, potentially, the Target) whose policy is not foll owed.
For exanple, if a Target acting as an RMsets Rules and those Rul es
are overridden by the application of a nore pernissive LO Override
policy that has been set by the Target’'s parent or enployer acting as
an RM the retransmission or retention of the Target’'s data may cone
as a surprise to the Target. For this reason, it is RECOMVENDED t hat
LSes provide a way for Rvs to be able to find out which policy wll
be applied to the distribution of a given LO

4.2.5. Security Considerations for Distribution

An LS s decisions about how to transnit a location are based on the
identities of entities requesting informati on and ot her aspects of
requests for a location. 1In order to ensure that these decisions are
made properly, the LS needs assurance of the reliability of
information on the identities of the entities with which the LS
interacts (including LRs, LSes, and RMs) and other information in the
request.

Protocols to convey LGs and protocols to convey Rul es MIUST provide
information on the identity of the recipient of location infornation
and the identity of the RM respectively. In order to ensure the
validity of this information, these protocols MJST allow for nutua
aut hentication of both parties, and MJUST provide integrity protection
for protocol nmessages. These security features ensure that the LG
has sufficient information (and sufficiently reliable information) to
make privacy deci sions.
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As they travel through the Internet, LOs necessarily pass through a
sequence of intermediaries, ranging fromlayer-2 switches to IP
routers to application-layer proxies and gateways. The ability of an
LS to protect privacy by maki ng access control decisions is reduced
if these internedi aries have access to an LO as it travel s between
privacy-preserving entities.

Ideally, LOs SHOULD be transmitted with confidentiality protection
end-to-end between an LS that transnits location information and the

LR that receives it. |In some cases, the protocol conveying an LO
provides confidentiality protection as a built-in security solution
for its signaling (and potentially its data traffic). |In this case,

carrying an unprotected LO within such an encrypted channel is
sufficient. Many protocols, however, are offering comrunication
nodes where nessages are either unprotected or protected on a hop-by-
hop basis (for exanple, between intermediaries in a store-and-forward
protocol). In such a case, it is RECOWENDED that the protocol allow
for the use of encrypted LOs, or for the transm ssion of a reference
to a location in place of an LO [14].

4.3. Location Use

The primary privacy requirenment of an LRis to constrain its usage of
|l ocation information to the set of uses authorized by the Rules in an
LO If an LR only uses an LOin ways that have mninal privacy

i mpact -- specifically, if it does not transnit the LOto any other
entity, and does not retain the LO for longer than is required to
complete its interaction with the LS -- then no further action is

necessary for the LRto conply with Geopriv requirenents.

As an exanple of this sinplest case, if an LR (a) receives a

| ocation, (b) inmediately provides to the Target information or a
service based on the location, (c) does not retain the information
and (d) does not retransmit the location to any other entity, then
the LRwill conply with any set of Rules that are pernissible under
CGeopriv. Thus, a service that, for exanple, only provides directions
to the closest bookstore in response to an input of a |ocation, and
pronptly then discards the input location, will be in conpliance wth
any Geopriv Rule set.

LRs that make other uses of an LO (e.g., those that store LOs or send
themto other service providers to obtain |ocation-based services)
MUST neet the requirenents below to assure that these uses are

aut hori zed.
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4.3.1. Privacy Considerations for Use

The principal privacy requirenent for LRs is to foll ow usage rules.
Any LR that wants to retransmit or retain the LOis REQJRED to
examne the rules included with that LO Any usage the LR makes of
the LO MUST be explicitly authorized by these Rules. Since Rules are
positive grants of perm ssion, any action not explicitly authorized
is denied by default.

4.3.2. Security Considerations for Use

Since the LR rol e does not involve transnission of |ocation
information, there are no protocol security considerations required
to support privacy, other than ensuring that data does not |eak

uni ntentionally due to security breaches.

Aside from privacy, LRs often require sone assurance that an LOis
reliable (assurance of the integrity, authenticity, and validity of
an LO, since LRs use LGCs in order to deliver |ocation-based
services. Threats against this reliability, and correspondi ng
mtigations, are discussed in "Security Considerations" bel ow

5. Security Considerations

Security considerations related to the privacy of LGCs are discussed
t hroughout this document. |In this section, we sunmarize those
concerns and consider security risks not related to privacy.

The life cycle of an LO often consists of a series of |ocation
transm ssions. Protocols that carry location informati on can provide
strong assurances, but only for a single segnent of the LOs life
cycle. In particular, a protocol can provide integrity protection
and confidentiality for the data exchanged, and nutual authentication
of the parties involved in the protocol, by using a secure transport
such as | PSec [17] or Transport Layer Security (TLS) [18].

Additionally, if (1) the protocol provides nutual authentication for
every segnent, and (2) every entity in the location distribution
chai n exchanges information only with entities with whomit has a
trust relationship, entities can transitively obtain assurances
regarding the origin and ultimte destination of the LO O course,
direct assurances are always preferred over assurances requiring
transitive trust, since they require fewer assunptions

Usi ng protocol mechanisns alone, the entities can receive assurances
only about a single hop in the distribution chain. For exanple,

suppose that an LR receives location information froman LS over an
integrity- and confidentiality-protected channel. The LR knows that
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the transmitted LO has not been nodified or observed en route.
However, the assurances provided by the protocol do not guarantee
that the transnitted LO was not corrupted before it was sent to the
LS (by a previous LS, for exanple). Likew se, the LR can verify that
the LOwas transmitted by the LS, but cannot verify the origin of the
LOif it did not originate with the LS.

Security nechanisns in protocols are thus unable to provide direct
assurances over multiple transnissions of an LO However, the
transm ssion of a location "by reference" can be used to effectively
turn multi-hop paths into single-hop paths. If the multiple

transm ssions of an LO are replaced by nmultiple transm ssions of a
URI (a multi-hop dissenination channel), the LO need only traverse a
singl e hop, nanely the dereference transaction between the LR and the
dereference server. The requirenents for securing a | ocation passed
by reference [14] are applicable in this case.

The major threats to the security of LOs can be grouped into two
categories. First, threats against the integrity and authenticity of
LGCs can expose entities that rely on LOs. Second, threats agai nst
the confidentiality of LOs can all ow unauthorized access to | ocation
i nformati on.

An LO contains four essential types of information: identifiers for
the described Target, location infornmation, tinmestanps, and Rul es.

By grouping values of these various types together within a single
structure, an LO encodes a set of bindings anong them That is, the
LO asserts that the identified Target was present at the given

| ocation at the given tinme and that the given Rul es express the
Target’'s desired policy at that tine for the distribution of his

| ocation. Below, we provide a description of the assurances required
by each party involved in the location distribution in order to
mtigate the possible attacks on these bindings.

Rul e Maker: The Rule Maker is responsible for creating the Target’s
Privacy Rules and for uploading themto the LSes. The prinary
assurance required by the Rule Maker is that the Target’'s Privacy
Rul es are correctly associated with the Target’s identity when
they are conveyed to each LS that handles the LO  Ensuring the
integrity of the Privacy Rules distributed to the LSes prevents
rul e-tanpering attacks. In many circunstances, the privacy policy
of the Target may itself be sensitive information; in these cases,
the Rul e Maker al so requires the assurance that the binding
between the Target’'s identity and the Target’'s Privacy Rules are
not deduci bl e by anyone other than an authorized LS.
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Location Server: The Location Server is responsible for enforcing
the Target’s Privacy Rules. The first assurance required by the
LS is that the binding between the Target’s Privacy Rules and the
Target’'s identity is authentic. Authenticating and authori zing
the Rul e Maker who creates, updates, and deletes the Privacy Rul es
prevents rul e-tanpering attacks. The LS has to ensure that the
aut hori zation policies are not exposed to third parties, if so
desired by the Rul e Maker and when the rules thenselves are
privacy-sensitive.

Locati on Reci pient: The Location Recipient is the consuner of the
LO. The LR thus requires assurances about the authenticity of the
bi ndi ngs between the Target’s location, the Target’'s identity, and
the tine. Ensuring the authenticity of these bindings helps to
prevent various attacks, such as falsifying the location
nmodi fying the timestanp, faking the identity, and replaying LGs.

Locati on Generator: The prinmary assurance required by the Location
Cenerator is that the LS to which the LOis initially published is
one that is trusted to enforce the Target’s Privacy Rul es.

Aut henticating the trusted LS mitigates the risk of server

i npersonation attacks. Additionally, the LGis responsible for
the | ocation determ nation process, which is also sensible froma
security perspective because wong input provided by externa
entities can lead to undesirabl e disclosure or access to |ocation
i nformation.

Assurances as to the integrity and confidentiality of a Location

hj ect can be provided directly through the LO format. RFC 4119 [19]
provi des a description for the usage of Secure/ Multipurpose Internet
Mai | Extensions (S/MME) to integrity and confidentiality protection
Al t hough such direct, end-to-end assurances are desirable, and these
nmechani snms shoul d be used whenever possible, there are nany

depl oynent scenarios where directly securing an LOis inpractical

For exanple, in sone deploynment scenarios a direct trust relationship
may not exist between the creator of the Location Object and the
recipient. Additionally, in a scenario where nany recipients are

aut horized to receive a given LO the creator of the LO cannot
guarantee end-to-end confidentiality wi thout know ng precisely which
recipient will receive the LO Many of these cases can, however, be
addressed by the usage of a | ocation-by-reference mechani sm possibly
conbi ned with an LO
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6.

6.

Exanpl e Scenari os

This section contains a set of exanples of how the Geopriv
architecture can be deployed in practice. These exanples are meant
to illustrate key points of the architecture, rather than to form an
exhaustive set of use cases

For convenience and clarity in these exanples, we assune that the
Privacy Rules that an LO carries are equivalent to those in a
Presence Informati on Data Format Location Object (PIDF-LO [19] --
nanely, that the principal Rules that can be set are limts on the
retransm ssion and retention of the LO Wile these two Rules are
the nost well -known and i nportant exanples, the specific types of
Rules an LS or LR nust consider will in general depend on the types
of LCs it processes.

1. M ni mal Scenari o

One of the sinplest scenarios in the Geopriv architecture is when a
Device determines its own |ocation and uses that LO to request a
service (e.g., by including the LOin an HTTP POST request [20] or
SIP INVITE nmessage [21]), and the server delivers that service

i medi ately (e.g., in a 200 K response in HITP or SIP), w thout
retaining or retransmtting the Device's location. The Device acts
as an LG by using a Devi ce-based positioning algorithm(e.g., manual
entry) and as an LS by interpreting the rule and transnitting the LO
The Target acts as a Rule Maker by specifying that the | ocation
shoul d be sent to the server. The server acts as an LR by receiving
and using the LO

In this case, the privacy of location information is maintained in
two steps: The first step is that the location is only transnmitted as
directed by the single Rule Maker, nanely the Target. The second
step is sinmply the fact that the server, as LR does not do anything
that creates a privacy risk -- it does not retain or retransmt the

| ocation. Because the server linmts its behavior in this way, it
does not need to read the Rules in the LO even though they were
provided -- no Rule would prevent it fromusing the location in this
saf e manner.

The follow ng outline summarizes this scenario:
o Positioning: Device-based, Device=LG

o Distribution hop 1: HITP User Agent (UA) --> Epheneral Wb
service, privacy via user indication
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Bar

o Use: Epheneral Wb service delivers response wi thout retaining or
retransmtting |ocation

0 Key point:

* LRs that do not behave in ways that risk privacy are Geopriv-
compliant by default. No further action is necessary.

Locati on- Based Wb Servi ces

Many | ocati on-based services are delivered over the Wb, using
Javascript code to orchestrate a series of HITP requests for

| ocation-specific infornmation. To support these applications,
browser extensions have been devel oped t hat support Device-based
positioning (manual entry and G obal Positioning System (GPS)) and
net wor k- assi sted positioning (via Assisted GPS (AGPS), and
multilateration with 802.11 and cellul ar signals), exposing a

| ocation to Wb pages through Javascript APIs.

In this scenario, we consider a Target that uses a browser with a
net wor k- assi st ed positioning extension. Wen the Target uses this
browser to request |ocation-based services froma Wb page, the
browser pronpts the user to grant the page permi ssion to access the
user’'s location. |If the user grants pernission, the browser

ext ensi on sends 802. 11 signal strength neasurenents to a positioning
server, which then returns the position of the host. The extension
constructs an LOwith this location and Rul es set by the user, then
passes the LOto the page through its Javascript API. The page then
obtains location-relevant information using an XM.Htt pRequest [22] to
a server in the sane donamin as the page and renders this information
to the user.

At first blush, this scenario seens rmuch nore conplicated than the
m ni mal scenari o above. However, nobst of the privacy considerations
are actually the sane.

The positioning phase in this scenario begins when the browser
extension contacts the positioning server. The positioning server
acts as an LG

The distribution phase actually occurs entirely within the Target
host. This phase begi ns when the positioning server, now acting as
an LS, follows the LCP policy by providing the location only to the
Target. The next hop in distribution occurs when the browser
extension (an entity under the control of the Target) passes an LOto
the Web page (an entity under the control of its author). 1In this
phase, the browser extension acts as an LS, with the Target as the
sole Rule Maker; the user interface for rule-making is effectively a
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protocol for conveying Rules, and the extension's APl effectively
defines a way to conmunicate LOs and an LO format. The Wb site acts
as an LR when the Web page accepts the LO

The use phase enconpasses the Wb site’s use of the LO In this
context, the phrase "Wb site" enconpasses not only the Wb page, but
al so the dedicated supporting logic behind it. Considering the
entire Web site as a recipient, rather than a single page, it becones
clear that sending the LOin an XM.HttpRequest to a back-end server
is like passing it to a separate conponent of the LR as opposed to
retransmtting it to another entity. Thus, even in this case, where
| ocation-relevant information is obtained froma back-end server, the
LR does not retain or retransnit the location, so its behavior is
"privacy-safe" -- it doesn't need to interpret the Rules in the LO

However, consider a variation on this scenario where the Wb page
requests additional information (a map, for instance) froma third-
party site. 1In this case, since location information is being
transmitted to a third party, the Wb site (either in the Wb page or
in a back-end server) would need to verify that this transmission is
allowed by the LOs Privacy Rules. Sinilarly, if the site wanted to
log the user’s location information, then it would need to exam ne
the LOto determne how long this information can be retained. In
such a case, if the LR needs to do sonething that is not allowed by
the Rules, it nay have to deny service to the user, while hopefully
providing a nessage with the reason. Nonetheless, if the Rules
permit retention or retransmi ssion, even if this retransmssion is
limted by access control rules, then the LR may do so to the extent
the Rul es all ow

The followi ng outline sumrmari zes this scenari o:
0o Positioning: Network-assisted, positioning server=LG

o Rule installation: RM (=Target) gives perm ssion to sites and sets
LO Rul es

o Distribution hop 1: positioning server=LS --> Target, privacy via
LCP policy

o Distribution hop 2: Browser=LS --> Wb site=LR privacy via user
confirmation

0o Use: Back-end server delivers |ocation-relevant information

wi thout further retransm ssion, then deletes location; privacy via
saf e behavi or
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0 Key points:

* Privacy in this scenario is provided by a conbi nati on of
explicit user direction and Rules in an LO

* Distribution can occur within a host, between conponents that
do not trust each other.

* Sone transmi ssions of the location are actually internal to
an LR

* LRs that do things that might be constrained by Rules need to
verify that these actions are allowed for a particular LO

6.3. Enmergency Calling

Support for enmergency calls by Voice-over-1P devices is a critica
use case for location information about Internet hosts. The details
of the Internet architecture for enmergency calling are described in
[23] [24]. In this architecture, there are three critical steps in
t he placenent of an energency call, each involving | ocation

i nformation:

1. Determne the location of the caller

2. Determine the proper Public Safety Answering Point (PSAP) for the
caller’s location.

3. Send a SIP INVITE nessage, including the caller’s location, to
t he PSAP.

The first step in an energency call is to deternine the |ocation of
the caller. This step is the positioning phase of the location life
cycle. The location is determ ned by whatever neans are available to
the caller’s device, or to the network, if this step is being done by
a proxy. The entity doing the positioning, whether the caller or a
proxy, acts as an LS, preserving the privacy of location infornation
by only including it in energency calls.

The second step in an energency call enconpasses |ocation
distribution and use. The entity that is routing the enmergency cal
sends | ocation information through the Location-to-Service

Transl ation (LoST) Protocol [15] to a mapping server. |In this role,
the routing entity acts as an LS and the LoST server acts as an LR
The LO format within LoST does not allow Rules to be sent along with
the | ocation, but because LoST is an application-specific protocol
the sending of the location within a LoST nessage authorizes the LoST
server to use the location to conplete the protocol, nanely to route
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the nmessage as necessary through the LoST mapping architecture [25].
That is, the LoST server is authorized to conplete the LoST protocol
but to do nothing el se.

The third step in an energency call is again a conbination of
di stribution and use. The caller, or another entity that inserts the
caller’s location, acts as an LS, and the PSAP acts as an LR In

this specific exanple, the caller’s location is transnmitted either as
a PIDF-LO or as a reference that returns a PIDF-LO, or both; in the

| atter case, the reference should be appropriately protected so that
only the PSAP has access. In any case, the receipt of an LOinplies
that the PSAP should obey the Rules in those LGCs in order to preserve
privacy. Depending on the regulatory environnent, the PSAP may have
the option to ignore those constraints in order to respond to an
energency, or it nmay be bound to respect these Rules in spite of the
energency situation

The followi ng outline summarizes this scenario:
o Positioning: Any

o Distribution/use hop 1: Target=LS --> LoST infrastructure (no
Rul es), privacy via authorization inplicit in protoco

o Distribution/use hop 2: Target=LS --> PSAP, privacy via Rul es
in LO

0 Use: PSAP uses location to deliver emergency services
0 Key points:
* Privacy in this scenario is provided by a conbi nation of
explicit user direction, inplicit authorization particular to a

protocol, and Rules in an LO

* LRs nmay be constrained to respect or ignore Privacy Rules by
| ocal regul ation.

6.4. Conbi nati on of Services

In nodern Internet applications, users frequently receive information

via one channel and broadcast it via another. |In this sense, both
users and channels (e.g., Wb services) becone LSes. Here we
consider a nore conplex exanple that illustrates this pattern across

mul ti ple | ogical hops.
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Suppose Alice as the Target subscribes to a wireless ISP that

determi nes her | ocation using a network-based positioning technique,
e.g., via the location of the base station serving the Target, and
provides that information directly to a | ocation-enhanced presence
provider. This presence provider mght use SIP, the Extensible
Messagi ng and Presence Protocol (XWMPP) [26], or another protocol).
The | ocati on-enhanced presence provider allows Alice to specify Rules
for how this location is distributed: which friends should receive
Alice’s location and what Rules they should get with it. Alice uses
a few other |ocation-enhanced services as well, so she sends Rul es
that allow her location to be shared with those services, and that
al l ow those services to retain and retransnit her |ocation

Bob is one of Alice's friends, and he receives her location via this
| ocati on-enhanced presence service. Noting that she’'s at their
favorite coffee shop, Bob wants to upload a photo of the two of them
at the coffee shop to a photo-sharing site, along with an LO t hat
marks the location. Bob checks the Rules in Alice’s LO and verifies
that the photo-sharing site is one of the services that Alice

aut horized. Seeing that Alice has authorized himto give the LOto
t he photo-sharing site, he attaches it to the photo and uploads it.

Once the geo-tagged photo is upl oaded, the photo-sharing site reads
the Rules in the LO and verifies that the site is authorized to store
the photo and to share it with others. Since Alice has allowed the
site to retransmt and retain without any constraints, the site
fulfills Bob's request to make the geo-tagged photo publicly
accessi bl e.

Eve, another user of the photo-sharing site, downl oads the photo of
Alice and Bob at the coffee shop and receives Alice’s LO along with
it. Eve posts the photo and | ocation to her public page on a socia
networ ki ng site w thout checking the Rules, even though the LO
doesn’t allow Eve to send the | ocation anywhere else. The socia
networ ki ng site, however, observes that no retransm ssion or
retention are allowed, both of which it needs for a public posting,
and rejects the upload.

In terms of the location life cycle, this scenario consists of a
positioning step, followed by four distribution hops and use.
Positioning is the sinplest step: An LGin Alice’s ISP nonitors her
location and transnits it to the presence service, naintaining
privacy by only transmtting the location infornmation to a single
entity to which Alice has del egated privacy responsibilities.
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The first distribution hop occurs when the presence server sends the
location to Bob. 1In this transaction, the presence server acts as an
LS, Alice acts as an RM and Bob acts as an LR  The privacy of this
transaction is assured by the fact that Alice has installed Rules on
the presence server that dictate who it nay all ow to access her

| ocation. The second distribution hop is when Bob uploads the LOto
the photo-sharing site. Here Bob acts as an LS, preserving the
privacy of location information by verifying that the Rules in the LO
allow himto upload it. The third distribution hop is when the

phot o-sharing site sends the LOto Eve, likewi se follow ng the Rules
-- but a different set of Rules than for Bob, since an LO can specify
different Rule sets for different LSes.

Eve is the fourth LS in the chain, and fails to conmply with Geopriv
by not checking the Rules in the LO prior to uploading the LOto the
soci al networking site. The site, however, is a responsible LR -- it
checks the Rules in the LO sees that they don't allowit to use the
|ocation as it needs to, and discards the LO

The followi ng outline sumuarizes this scenario:

o Positioning: Network-based, LG in network, privacy via exclusive
relati onship with presence service

o Distribution/use hop 1: Presence server --> Bob, privacy via
Alice's access control rules

o Distribution/use hop 2: Bob --> photo-sharing site, privacy via
Rules for Bob in LO

o Distribution/use hop 3: Photo-sharing site --> Eve, privacy via
Rules for site in LO

o Distribution/use hop 4: Eve --> Social networking site, violates
privacy by retransmtting

o Use: Social networking site, privacy via checking Rules and
di scardi ng

0 Key points:
* Privacy can be preserved through multiple hops.
* An LO can specify different Rules for different entities.

* An LS can still disobey the Rules, but even then, the
architecture still works in sonme cases.

Barnes, et al. Best Current Practice [ Page 34]



RFC 6280 Internet Location Architecture July 2011

7.

d ossary

Various security-related ternms not defined here are to be understood
in the sense defined in RFC 4949 [27].

$ Access Control Rule

A rule that describes which entities may receive |ocation
informati on and in what form

$ civic |ocation

The geographic position of an entity in terns of a postal address
or civic landmark. Exanples of such data are room nunber, street
nunber, street name, city, postal code, county, state, and
country.

$ Device

The physical device, such as a nobile phone, PC, or enbedded
nmcro-controller, whose location is tracked as a proxy for the
| ocation of a Target.

$ geodetic |l ocation

The geographic position of an entity in a particular coordinate
system for exanple, a latitude-longitude pair.

$ Local Rule

A Privacy Rule that directs a Location Server about howto treat a
Target’s location information. Local Rules are used internally by
a Location Server to handle requests from Location Reci pients.
They are not distributed to Location Recipients.

$ Location Generator (LG

Performs the role of initially determ ning or gathering the
location of a Target. Location Generators nay be any sort of
software or hardware used to obtain a Target’'s location. Exanples
i nclude GPS chips and cel |l ul ar networks.
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$ Location Information Server (LIS)

An entity responsible for providing devices within an access
network with information about their own | ocations. A Location

I nformation Server uses know edge of the access network and its
physi cal topology to generate and distribute |ocation information
to devices

$ Location Object (LO

A data unit that conveys location information together with
Privacy Rules within the Geopriv architecture. A Location Object
may convey geodetic |ocation data (latitude, |ongitude, altitude),
civic location data (street, city, state, etc.), or both.

$ Location Recipient (LR

An ultinmate end-point entity to which a Location bhject is
distributed. Location Recipients request |ocation infornation
about a particular Target froma Location Server. |If allowed by
the appropriate Privacy Rules, a Location Recipient will receive
Locati on hjects describing the Target's location fromthe
Locati on Server

$ Location Server (LS)

An entity that receives Location Cbjects from Locati on Generators,
Privacy Rules from Rul e Makers, and |ocation requests from
Location Recipients. A Location Server applies the appropriate
Privacy Rules to a Location Object received froma Location
Cenerator and may di scl ose the Location Object, in conpliance with
the Rules, to Location Recipients.

Location Servers may not necessarily be "servers" in the
col I oqui al sense of hosts in renpte data centers servicing
requests. Rather, a Location Server can be any software or

har dwar e conponent that receives and distributes |ocation

i nformati on. Exanples include a positioning server (with a
location interface) in an access network, a presence server, or
a Web browser or other software running on a Target’s device
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$ Privacy Rule

A directive that regulates an entity's activities with respect to
a Target’s location information, including the collection, use,

di scl osure, and retention of the location information. Privacy
Rul es descri be how | ocation informati on nmay be used by an entity,
the I evel of detail with which location infornmation may be
described to an entity, and the conditions under which |ocation

i nformati on may be disclosed to an entity. Privacy Rules are
communi cated from Rul e Makers to Location Servers and conveyed in
Locati on hjects throughout the Geopriv architecture.

$ Rule
See Privacy Rule.
$ Rul e Maker (RM

An individual or entity that is authorized to set Privacy Rul es
for a Target. |In sonme cases, a Rule Maker and a Target will be
the same individual or entity, and in other cases they will be
separate. For exanple, a parent may serve as the Rul e Maker when
the Target is his child. The Rule Maker is also not necessarily
the owner of a Target device. For exanple, a corporation nay own
a device that it provides to an enpl oyee but pernmt the enpl oyee
to serve as the Rul e Maker and set her own Privacy Rules. Rule
Makers provide the Privacy Rules associated with a Target to
Location Servers

$ Forwarded Rul e

A Privacy Rule that travels inside a Location Object. Forwarded
Rul es direct Location Recipients about how to handle the | ocation
i nformati on they receive. Because the Forwarded Rul es thensel ves
may reveal potentially sensitive information about a Target, only
the m ni mal subset of Forwarded Rul es necessary for a Location
Reci pient to handle a Location Object is distributed to the
Locati on Reci pi ent.

$ Tar get
An individual or other entity whose location is sought in the
Ceopriv architecture. |In nmany cases, the Target will be the hunan
user of a Device, or it may be an object such as a vehicle or
shi pping container to which a Device is attached. In sone
i nstances, the Target will be the Device itself. The Target is

the entity whose privacy Geopriv seeks to protect.
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$ Usage Rul e

A rule that describes what uses of location information are
aut hori zed.
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