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Abstr act

Thi s docunent specifies the conventions for using the United States
National Security Agency’'s Suite B algorithms in Secure/ Miltipurpose
Internet Mail Extensions (S/M M) as specified in RFC 5751. This
docunent obsol etes RFC 5008.

Status of This Meno

This docunent is not an Internet Standards Track specification; it is
published for informational purposes.

This docunent is a product of the Internet Engi neering Task Force
(IETF). It represents the consensus of the I ETF comunity. |t has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Group (IESG. Not all docunents
approved by the | ESG are a candi date for any |evel of Internet

St andard; see Section 2 of RFC 5741.

I nformation about the current status of this docunent, any errata,

and how to provide feedback on it nay be obtained at
http://ww. rfc-editor.org/info/rfc6318

Housl ey & Sol i nas I nf or mat i onal [ Page 1]



RFC 6318 Suite Bin S/IM M June 2011

Copyright Notice

Copyright (c) 2011 I ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunent is subject to BCP 78 and the I ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this document. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided wi thout warranty as
described in the Sinplified BSD License.

Thi s docunent may contain material from|ETF Docunents or |ETF
Contributions published or made publicly avail abl e before Novenber
10, 2008. The person(s) controlling the copyright in sonme of this
material may not have granted the I ETF Trust the right to all ow

nodi fications of such material outside the | ETF Standards Process.
Wt hout obtaining an adequate |icense fromthe person(s) controlling
the copyright in such materials, this docunent may not be nodified
out side the | ETF Standards Process, and derivative works of it may
not be created outside the | ETF Standards Process, except to fornmat
it for publication as an RFC or to translate it into |anguages other
t han Engli sh.

Tabl e of Contents

1. IntroduCti ON ... 3
1.1, Termnol Ogy . ..ot 4
N 4
1.3. Suite B Security Levels ... ... . 4

2. SHA-256 and SHA- 384 Message Digest Algorithms ................... 5

3. ECDSA Signature Algorithm ...... ... . . .. e 6

4, Key MANAgeIm BNt ..o 7
4.1. ECDH Key Agreenent Algorithm............... ... ... .. ........ 7
4.2, AES Key W ap ... 8
4.3. Key Derivation FUNCtioNnNs .......... ... ... 9

5. AES CBC Content ENCryption .......... .. .. ... 11

6. Security Considerati ONS ... .. ... ... 12

7. Ref erences ... .. 13
7.1. Normative References ......... ... 13
7.2. Informative References ........ ... ... . . . . . . . .. i 14

Housl ey & Sol i nas I nf or mat i onal [ Page 2]



RFC 6318 Suite Bin S/IM M June 2011

1. Introduction

The Fact Sheet on National Security Agency (NSA) Suite B Cryptography
[ NSA] states:

A Cryptographic Interoperability Strategy (ClIS) was devel oped to
find ways to increase assured rapid sharing of information both
within the U S. and between the U S. and her partners through the
use of a comon suite of public standards, protocols, algorithns
and nodes referred to as the "Secure Sharing Suite" or S.3. The

i npl ementation of CISwll facilitate the devel opnent of a broader
range of secure cryptographic products which will be available to
a wide custoner base. The use of selected public cryptographic
standards and protocols and Suite Bis the core of CS.

I n 2005, NSA announced Suite B Cryptography which built upon the
National Policy on the use of the Advanced Encryption Standard
(AES) to Protect National Security Systens and National Security
Information. In addition to the AES algorithm Suite B includes
cryptographic algorithns for key exchanges, digital signatures and
hashing. Suite B cryptography has been sel ected from cryptography
that has been approved by N ST for use by the U S. Governnent and
specified in N ST standards or reconmendati ons.

Thi s docunent specifies the conventions for using the United States
National Security Agency’'s Suite B algorithms [NSA] in
Secure/ Mul ti purpose Internet Mail Extensions (SSMME) [MSGF. S/MME
makes use of the Cryptographic Message Syntax (CM5) [CM5]. In
particul ar, the signed-data and the envel oped-data content types are
used. This docunent only addresses Suite B conpliance for S/M M.

O her applications of CM5 are outside the scope of this docunent.

Since many of the Suite B algorithnms enjoy uses in other environnents
as well, the majority of the conventions needed for the Suite B
algorithns are already specified in other docunents. This docunent
references the source of these conventions, with sone rel evant
details repeated to aid devel opers that choose to support Suite B

Thi s specification obsoletes RFC 5008 [ SU TEBSM ME]. The prinary
reason for the publication of this docunent is to allow greater
flexibility in the use of the Suite B Security Levels as discussed in
Section 1.3. It also renoves sone duplication between this docunent
and referenced RFCs.
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1.1. Termnol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ STDWORDS] .

1.2. ASN 1

CMS val ues are generated using ASN. 1 [ X 208-88], the Basic Encodi ng
Rul es (BER) [X. 209-88], and the D stingui shed Encodi ng Rul es (DER)
[ X. 509-88] .

1.3. Suite B Security Levels

Suite B offers two suites of algorithms for key agreenent, key
derivation, key wap and content encryption, and two possible

conmbi nations of hash and signing algorithm Suite B algorithns are
defined to support two mninumlevels of cryptographic security: 128
and 192 bits.

For S/IM ME signed nessages, Suite B follows the direction set by
RFC 5753 [CVMBECC] and RFC 5754 [SHA2]. Suite B uses these

conmbi nati ons of nessage digest (hash) and signature functions (Sig
Sets):

Sig Set 1 Sig Set 2
Message Di gest: SHA- 256 SHA- 384
Si gnat ur e: ECDSA wi th P-256 ECDSA wi th P-384

For S/IM ME encrypted nessages, Suite B follows the direction set by
RFC 5753 [ CMBECC] and foll ows the conventions set by RFC 3565
[ CMBAES] .

Suite B uses these key establishnment (KE) algorithms (KE Sets):

KE Set 1 KE Set 2
Key Agreenent: ECDH wi th P-256 ECDH with P-384
Key Derivation: SHA- 256 SHA- 384
Key W ap: AES- 128 Key Wap AES- 256 Key W ap
Content Encryption: AES- 128 CBC AES- 256 CBC
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The two elliptic curves used in Suite B are specified in [DSS], and
each appear in the literature under two different nanmes. For the
sake of clarity, we list both nanes bel ow

Curve Nl ST Nare SECG Nane O D |[Dss]
ni st p256 P- 256 secp256r1l 1.2.840.10045.3.1. 7
ni st p384 P- 384 secp384r1 1.3.132.0. 34

If configured at a mininumlevel of security of 128 bits, a Suite B
compliant S/M ME system perform ng encryption MUST use either KE
Set 1 or KE Set 2, with KE Set 1 being the preferred suite. A
digital signature, if applied, MJST use either Sig Set 1 or Sig Set
2, independent of the encryption choice.

Arecipient in an S/M M system configured at a minimum | evel of
security of 128 bits MJIST be able to verify digital signatures from
Sig Set 1 and SHOULD be able to verify digital signatures fromSig
Set 2.

Note that for S/M ME systens configured at a nininmumlevel of
security of 128 bits, the algorithmset used for a signed-data
content type is independent of the algorithmset used for an
envel oped-data content type.

If configured at a minimum]level of security of 192 bits, a Suite B
conmpliant S/M ME system perform ng encryption MUST use KE Set 2. A
digital signature, if applied, MJST use Sig Set 2.

Arecipient in an SIM M system configured at a mninmum /|l evel of
security of 192 bits MJST be able to verify digital signatures from
Sig Set 2.

2. SHA-256 and SHA- 384 Message Di gest Al gorithns

SHA- 256 and SHA-384 are the Suite B nessage di gest al gorithns.
RFC 5754 [ SHA2] specifies the conventions for using SHA-256 and
SHA- 384 with the Cryptographic Message Syntax (CMB). Suite B
conmpliant S/M ME i npl enentati ons MIUST foll ow the conventions in
RFC 5754. Relevant details are repeated bel ow

Wthin the CMS signed-data content type, nessage digest algorithm
identifiers are located in the SignedData digestAl gorithnms field and
the Signerinfo digestAlgorithmfield.

The SHA- 256 and SHA-384 nessage digest algorithms are defined in FIPS

Pub 180-3 [ SHA2FIPS]. The algorithmidentifiers for SHA-256 and
SHA- 384 are defined in [SHA2] and are repeated here:

Housl ey & Sol i nas I nf or mat i onal [ Page 5]



RFC 6318 Suite Bin S/IM M June 2011

i d-sha256 OBJECT IDENTIFIER ::= { joint-iso-itu-t(2)
country(16) us(840) organization(1l) gov(101) csor(3)
ni stal gorithm(4) hashalgs(2) 1}

i d-sha384 OBJECT IDENTIFIER ::= { joint-iso-itu-t(2)
country(16) us(840) organization(1l) gov(101) csor(3)
ni stal gorithn(4) hashal gs(2) 2}

For both SHA-256 and SHA-384, the Algorithm dentifier paraneters
field is OPTIONAL, and if present, the paraneters field MJUST contain
a NULL. Inplenentations MIUST accept SHA-256 and SHA- 384
Algorithmdentifiers with absent paraneters. |nplenentations MJST
accept SHA-256 and SHA-384 Al gorithmidentifiers with NULL paraneters.
As specified in RFC 5754 [ SHA2], inplenmentati ons MJST generate

SHA- 256 and SHA-384 Algorithmdentifiers with absent paraneters.

3. ECDSA Signature Algorithm

In Suite B, public key certificates used to verify S/M ME signatures
MJUST be conpliant with the Suite B Certificate Profile specified in
RFC 5759 [ SU TEBCERT] .

The Elliptic Curve Digital Signature Algorithm (ECDSA) is the Suite B
digital signature algorithm RFC 5753 [CVBECC] specifies the
conventions for using ECDSA with the Cryptographic Message Syntax
(CvB). Suite B conpliant S/M ME i npl enentations MJUST fol |l ow the
conventions in RFC 5753. Relevant details are repeated bel ow.

Wthin the CM5 signed-data content type, signature algorithm
identifiers are located in the Signerlinfo signatureAlgorithmfield of
SignedData. |In addition, signature algorithmidentifiers are |ocated
in the Signerinfo signatureAlgorithmfield of countersignature
attributes.

RFC 5480 [PKI-ALG defines the signature algorithmidentifiers used
in CMS for ECDSA with SHA-256 and ECDSA with SHA-384. The
identifiers are repeated here:

ecdsa-wi th-SHA256 OBJECT IDENTIFIER ::= { iso(1l) menber-body(2)
us(840) ansi-X9-62(10045) signatures(4) ecdsa-w th-sha2(3) 2 }

ecdsa-wi t h-SHA384 OBJECT IDENTIFIER ::= { iso(1l) nmenber-body(2)
us(840) ansi-X9-62(10045) signatures(4) ecdsa-wi th-sha2(3) 3}

Wien either the ecdsa-w th-SHA256 or the ecdsa-w th-SHA384 al gorithm

identifier is used, the Algorithmdentifier parameters field MJST be
absent .
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When signing, the ECDSA al gorithm generates two val ues, conmonly
called r and s. To transfer these two val ues as one signature, they
MUST be encoded using the ECDSA-Si g- Val ue type specified in RFC 5480
[ PKI - ALG :

ECDSA- Si g-Val ue ::= SEQUENCE {
r | NTEGER
s | NTEGER }

4. Key Managenent

CMs accommpdat es the foll owi ng general key nanagenent techni ques: key
agreenent, key transport, previously distributed synmetric key-
encryption keys, and passwords. |In Suite B for S/M M, epheneral -
static key agreement MJUST be used as described in Section 4.1.

When a key agreenent algorithmis used, a key-encryption algorithmis
al so needed. In Suite B for SIM Mg the Advanced Encrypti on Standard
(AES) Key Wap, as specified in RFC 3394 [SH and [ AESWRAP], MJST be
used as the key-encryption algorithm AES Key Wap is discussed
further in Section 4.2. The key-encryption key used with the AES Key
Wap algorithmis obtained froma key derivation function (KDF). In
Suite B for SSMME, there are two KDFs -- one based on SHA-256 and
one based on SHA-384. These KDFs are discussed further in

Section 4. 3.

4.1. ECDH Key Agreenent Al gorithm

Elliptic Curve Diffie-Hellman (ECDH) is the Suite B key agreenent
al gorithm

SIMME is used in store-and-forward conmuni cations, which neans that
epheneral -static ECDH i s always enployed. This neans that the

nmessage origi nator possesses an epheneral ECDH key pair and that the
message reci pi ent possesses a static ECDH key pair whose public key
is represented by an X 509 certificate. In Suite B, the certificate
used to obtain the recipient’s public key MJST be conpliant with the
Suite B Certificate Profile specified in RFC 5759 [ SUl TEBCERT] .

Section 3.1 of RFC 5753 [ CMSECC] specifies the conventions for using
ECOH with the CM5. Suite B conpliant S/M ME i npl enent ati ons MJST
foll ow these conventions. Relevant details are repeated bel ow

Wthin the CM5 envel oped-data content type, key agreenent al gorithm

identifiers are located in the Envel opedData Reci pi entl nfos
KeyAgr eeReci pi ent | nfo keyEncrypti onAl gorithm field.
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keyEncrypti onAl gorithm MUST be one of the two algorithmidentifiers
listed below, and the algorithmidentifier paraneter field MJST be
present and identify the key wap algorithm The key wap algorithm
denotes the symetric encryption algorithmused to encrypt the
content-encryption key with the pairw se key-encryption key generated
usi ng the epheneral -static ECDH key agreenent algorithm (see

Section 4.3).

When inplenmenting KE Set 1, the keyEncryptionAl gorithm MJST be

dhSi ngl ePass- st dDH sha256kdf - schene, and t he keyEncrypti onAl gorithm
paraneter MJUST be a KeyW apAl gorithm containing id-aesl28-wap (see
Section 4.2). Wen inplenenting KE Set 2, the keyEncrypti onAl gorithm
MUST be dhSi ngl ePass- st dDH sha384kdf - schene, and the

keyEncrypti onAl gorithm paraneter MJIST be a KeyWapAl gorithm

cont ai ni ng i d-aes256-w ap.

The algorithmidentifiers for dhSi ngl ePass-stdDH sha256kdf - schene and
dhSi ngl ePass- st dDH sha384kdf - schene, repeated from Section 7.1.4 of
[ CVBECC], are:

dhSi ngl ePass- st dDH sha256kdf - schene  OBJECT | DENTI FI ER
{ iso(l) identified-organization(3) certicom 132)
schenes(1) 11 1 }

dhSi ngl ePass- st dDH sha384kdf - schenme OBJECT | DENTI FI ER
{ iso(l) identified-organization(3) certicom 132)
schemes(1) 11 2}

Both of these algorithmidentifiers use KeyWapAl gorithmas the type
for their paraneter:

KeyW apAl gorithm ::= Al gorithm dentifier
4.2. AES Key Wap

The AES Key Wap key-encryption algorithm as specified in RFC 3394
[SH and [ AESWRAP], is used to encrypt the content-encryption key
with a pairw se key-encryption key that is generated using epheneral -
static ECDH. Section 8 of RFC 5753 [ CMSECC] specifies the
conventions for using AES Key Wap with the pairw se key generated
wi th epheneral -static ECDH with the CVM5. Suite B conpliant S/M M

i npl enentati ons MJUST foll ow these conventions. Relevant details are
repeat ed bel ow.

When inplenmenting KE Set 1, the KeyWapAl gorithm MJST be

i d-aes128-wrap. \When inplenmenting KE Set 2, the KeyWapAl gorithm
MUST be i d-aes256-w ap.
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Wthin the CM5 envel oped-data content type, key wap algorithm
identifiers are located in the KeyWapAl gorithm paraneters within the
Envel opedDat a Reci pi ent | nf os KeyAgr eeReci pi ent | nfo

keyEncryptionAl gorithmfield.

The algorithmidentifiers for AES Key Wap are specified in RFC 3394
[SH, and the ones needed for Suite B conpliant S/IM M=
i mpl erent ati ons are repeated here:

i d-aes128-wrap OBJECT IDENTIFIER ::= { joint-iso-itu-t(2)
country(16) us(840) organization(1l) gov(101) csor(3)
nistAlgorithnm(4) aes(1l) 5}

i d-aes256-wap OBJECT IDENTIFIER ::= { joint-iso-itu-t(2)
country(16) us(840) organization(1l) gov(101) csor(3)
ni st Al gorithm(4) aes(1l) 45}

4.3. Key Derivation Functions

KDFs based on SHA-256 and SHA-384 are used to derive a pairw se key-
encryption key fromthe shared secret produced by epheneral -static
ECDH. Sections 7.1.8 and 7.2 of RFC 5753 [ CMSECC] specify the
conventions for using the KDF with the shared secret generated with
epheneral -static ECDH with the CM5. Suite B conpliant S/M ME

i mpl enentations MJUST foll ow these conventions. Relevant details are
repeat ed bel ow.

When inpl enmenting KE Set 1, the KDF based on SHA- 256 MUST be used.
VWhen i npl enenting KE Set 2, the KDF based on SHA-384 MUST be used.

As specified in Section 7.2 of RFC 5753 [ CMBECC], using ECDH with the
CMB envel oped-data content type, the derivation of key-encryption
keys nmakes use of the ECC- CM5- Sharedlnfo type, which is repeated

her e:

ECC- CMB- Sharedl nfo  ::= SEQUENCE {
keyl nfo Al gorithmdentifier,
entityUnfo [0] EXPLICI T OCTET STRI NG OPTI ONAL,
suppPublnfo [2] EXPLICIT OCTET STRI NG }
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In Suite B for SMME, the fields of ECC-CVMS-Sharedl nfo are used as
f ol |l ows:

keyl nfo contains the object identifier of the key-encryption
algorithmused to wap the content-encryption key. 1In Suite B
for SMME, if the AES-128 Key Wap is used, then the keylnfo
will contain id-aesl28-wap, and the paraneters will be absent.
In Suite Bfor SSMM, if AES-256 Key Wap is used, then the
keylnfo will contain id-aes256-wrap, and the paraneters will be
absent .

entityU nfo optionally contains a random val ue provi ded by the
message originator. |If the user keying nmaterial (ukn) is
present, then the entityU nfo MJST be present, and it MJST
contain the ukmvalue. |If the ukmis not present, then the
entityU nfo MJUST be absent.

suppPubl nfo contains the Iength of the generated key-encryption
key, in bits, represented as a 32-bit unsigned nunber, as
described in RFC 2631 [CVvBDH]. When a 128-bit AES key is used,
the I ength MJUST be 0x00000080. When a 256-bit AES key is used,
the I ength MUST be 0x00000100.

ECC- CMB- Sharedl nfo is DER encoded and used as input to the key
derivation function, as specified in Section 3.6.1 of [SEC1]. Note
t hat ECC- CVs- Sharedlnfo differs fromthe Gtherinfo specified in
[CVvBDH]. Here, a counter value is not included in the keylnfo field
because the KDF specified in [SECl] ensures that sufficient keying
data is provided.

The KDF specified in [ SECL] provides an al gorithmfor generating an
essentially arbitrary amount of keying material (KM fromthe shared

secret produced by epheneral -static ECDH, which is called Z for the
remai nder of this discussion. The KDF can be summari zed as:

KM= Hash ( Z || Counter || ECC-CV5-Sharedlnfo )
To generate a key-encryption key (KEK), one or nore KM bl ocks are
generated, incrementing Counter appropriately, until enough materia
has been generated. The KM bl ocks are concatenated left to right:
KEK = KM ( counter=1) || KM ( counter=2)
The el ements of the KDF are used as foll ows:
Hash is the one-way hash function. |If KE Set 1 is used, the

SHA- 256 hash MJUST be used. If KE Set 2 is used, the SHA-384
hash MJUST be used.
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Z is the shared secret val ue generated by epheneral -static ECDH
Leading zero bits MJST be preserved. |In Suite Bfor SSIMME, if
KE Set 1 is used, Z MJST be exactly 256 bits. In Suite B for
SSIMME, if KE Set 2 is used, Z MIST be exactly 384 bits.

Counter is a 32-bit unsigned nunber, represented in network byte
order. Its initial value MJST be 0x00000001 for any key
derivation operation. In Suite Bfor SSMM, wth both KE
Set 1 and KE Set 2, exactly one iteration is needed; the
Counter is not increnented.

ECC- CMB- Sharedl nfo is conposed as descri bed above. It MJUST be DER
encoded.

To generate a key-encryption key, one KM block is generated, with a
Count er val ue of 0x00000001

KEK = KM ( 1) = Hash ( Z || Counter=1 || ECC-CMB-Sharedinfo )

In Suite B for SSM M, when KE Set 1 is used, the key-encryption key
MJUST be the nost significant 128 bits of the SHA-256 output val ue.
In Suite B for SSM M, when KE Set 2 is used, the key-encryption key
MUST be the nost significant 256 bits of the SHA-384 output val ue.

Note that the only source of secret entropy in this conputation is Z
The effective key space of the key-encryption key is limted by the
size of Z, in addition to any security |level considerations inposed
by the elliptic curve that is used. However, if entityUnfo is
different for each nessage, a different key-encryption key will be
generated for each nessage

5. AES CBC Content Encryption

AES [AES] in Cipher Block Chaining (CBC) node [MODES] is the Suite B

for SIM ME content-encryption algorithm RFC 3565 [ CMSAES] specifies
the conventions for using AES with the CM5. Suite B conpliant S/IM M
i mpl enentations MJUST foll ow these conventions. Relevant details are

repeat ed bel ow.

In Suite B for SMM, if KE Set 1 is used, AES-128 in CBC node MJST
be used for content encryption. In Suite B for SSMM, if KE Set 2
is used, AES-256 in CBC nbde MJST be used.

Wthin the CM5 envel oped-data content type, content-encryption
algorithmidentifiers are located in the Envel opedDat a

Encrypt edCont ent I nfo content Encrypti onAl gorithmfield. The content-
encryption algorithmis used to enci pher the content located in the
Envel opedDat a Encrypt edContentlnfo encryptedContent field.

Housl ey & Sol i nas I nf or mat i onal [ Page 11]



RFC 6318 Suite Bin S/IM M June 2011

The AES CBC content-encryption algorithmis described in [AES] and
[MODES]. The algorithmidentifier for AES-128 in CBC node is:

i d-aes128-CBC OBJECT IDENTIFIER ::= { joint-iso-itu-t(2)
country(16) us(840) organization(1l) gov(101) csor(3)
nistAlgorithnm(4) aes(1l) 2}

The algorithmidentifier for AES-256 in CBC node is:

i d-aes256-CBC OBJECT IDENTIFIER ::= { joint-iso-itu-t(2)
country(16) us(840) organization(1l) gov(101) csor(3)
ni stAlgorithnm(4) aes(1) 42 }

The Al gorithm dentifier parameters field MIST be present, and the
paraneters field nmust contain AES-1V:

AES-IV ::= OCTET STRI NG (Sl ZE(16))

The 16-octet initialization vector is generated at random by the
originator. See [RANDOM for guidance on generation of random
val ues.

6. Security Considerations
Thi s docunent specifies the conventions for using the NSA's Suite B
algorithms in SMMe Al of the algorithns and al gorithm
identifiers have been specified in previous docunents.
Two m ninmum | evel s of security may be achieved using this
specification. Users nust consider their risk environnent to
determi ne which level is appropriate for their own use.
See [ RANDOM for gui dance on generation of random val ues.

The security considerations in RFC 5652 [CMS] discuss the CMS as a
met hod for digitally signing data and encrypting data.

The security considerations in RFC 3370 [ CMBALGE di scuss
cryptographic algorithminplementation concerns in the context of the
Ccvs

The security considerations in RFC 5753 [ CMBECC] di scuss the use of
elliptic curve cryptography (ECC) in the CVB

The security considerations in RFC 3565 [ CMBAES] di scuss the use of
AES in the CMVS
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