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Abstr act

This meno describes problenms with the DI GEST-MD5 Sinpl e

Aut hentication and Security Layer (SASL) mechani smas specified in
RFC 2831. It marks DI GEST-MD5 as OBSOLETE in the | ANA Registry of
SASL mechani snms and noves RFC 2831 to Historic status

Status of This Meno

This docunent is not an Internet Standards Track specification; it is
published for informational purposes.

This docunent is a product of the Internet Engi neering Task Force
(IETF). It represents the consensus of the I ETF comunity. |t has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Group (IESG. Not all docunents
approved by the | ESG are a candi date for any |evel of Internet

St andard; see Section 2 of RFC 5741.

I nformation about the current status of this docunent, any errata,
and how to provide feedback on it nay be obtained at
http://ww. rfc-editor.org/info/rfc6331

Copyright Notice

Copyright (c) 2011 I ETF Trust and the persons identified as the
document authors. All rights reserved.

This docunent is subject to BCP 78 and the | ETF Trust’s Lega
Provisions Relating to | ETF Documents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunment. Code Conponents extracted fromthis docunent nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided wthout warranty as
described in the Sinplified BSD License.
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This docunent nay contain material from | ETF Docunents or |ETF
Contributions published or nmade publicly avail abl e before Novenber
10, 2008. The person(s) controlling the copyright in some of this
materi al may not have granted the I ETF Trust the right to all ow
nmodi fi cations of such material outside the | ETF Standards Process.
Wt hout obtaining an adequate |license fromthe person(s) controlling
the copyright in such materials, this docunent may not be nodified
outside the | ETF Standards Process, and derivative works of it may
not be created outside the | ETF Standards Process, except to format
it for publication as an RFC or to translate it into |anguages other
than Engli sh.
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1. Introduction and Overview
[ RFC2831] defines how HTTP Di gest Authentication [ RFC2617] can be
used as a Sinple Authentication and Security Layer (SASL) [ RFC4422]
nmechani smfor any protocol that has a SASL profile. It was intended
both as an inprovenent over CRAM MD5 [ RFC2195] and as a conveni ent
way to support a single authentication nechanismfor web, email, the

Li ghtwei ght Directory Access Protocol (LDAP), and other protocols.
While it can be argued that it is an inprovenent over CRAM MD5, nany
i mpl ementors conmented that the additional conplexity of DI GEST- MD5
makes it difficult to inplenent fully and securely.

Below is an inconplete list of problens with the DI GEST-MD5 nechani sm
as specified in [ RFC2831]:

1. The mechani sm has too many options and nodes. Sonme of themare
not well described and are not widely inplemented. For exanple,
DI GEST-MD5 al l ows the "qop" directive to contain nultiple val ues,
but it also allows for nultiple gop directives to be specified.
The handling of nultiple options is not specified, which results
in mnor interoperability problens. Sone inplenentations
amal gamate nul ti ple gop values into one, while others treat
mul ti pl e gops as an error. Another exanple is the use of an
enpty authorization identity. |In SASL, an enpty authorization
identity means that the client is willing to authorize as the
authentication identity. The docunent is not clear on whether
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the authzid nmust be omitted or if it can be specified with an
enpty value to convey this. The requirenent for backward
compatibility with HTTP Di gest nmeans that the situation is even
worse. For exanple, DI GEST-MD5 requires all usernanes/passwords
that can be entirely represented in the 1SO 8859-1 charset to be
down converted from UTF-8 [RFC3629] to | SO 8859-1 [I SO 8859-1].
Anot her exanple is the use of quoted strings. Handling of
characters that need escaping is not properly described, and the
DI GEST- MD5 docunent has no exanpl es to denonstrate correct
behavi or .

2. The DI GEST- MD5 docunent uses ABNF from RFC 822 [ RFC0822], which
all ows an extra construct and allows for "inplied folding
whi t espace" to be inserted in nmany places. The difference froma
nmore conmon ABNF defined in [ RFC5234] is confusing for sone
i npl ementors. As a result, nmany inplenentations do not accept
fol di ng whitespace in many places where it is allowed.

3. The DI GEST- MD5 docunent uses the concept of a "realn to define a
coll ection of accounts. A DI GEST-MD5 server can support one or
nore real ms. The DI GEST- MD5 docunent does not provide any
gui dance on how real ns shoul d be naned and, nore inportantly, how
they can be entered in User Interfaces (Us). As a result, many
DI GEST-MD5 clients have confusing Us, do not allow users to
enter a realm and/or do not allow users to pick one of the
server-supported real ns.

4. Use of username in the inner hash is problematic. The inner hash
of DI GEST-MD5 is an MD5 hash of col on-separated usernanme, realm
and password. |Inplenentations may choose to store inner hashes
i nstead of clear text passwords. This has sone usefu
properties, such as protection from conprom se of authentication
dat abases contai ning the sane usernanme and password on ot her
servers if a server with the usernane and password is
conmprom sed; however, this is rarely done in practice. First,
the inner hash is not conpatible with widely deployed Unix
password dat abases, and second, changing the usernane woul d
i nval i date the inner hash

5. Description of DES/3DES [DES] and RCA security |layers are
i nadequate to produce independently devel oped interoperable
i mpl enentations. In the DES/ 3DES case, this is partly a problem
with existing DES APIs.

6. DI GEST-MD5 outer hash (the value of the "response" directive)
does not protect the whole authentication exchange, which makes
the mechani sm vul nerable to "man-in-the-nmddle" (MTM attacks,
such as nodification of the Iist of supported qops or ciphers.
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7. The following features are mssing from DI GEST- MD5, naking it
i nsecure or unsuitable for use in protocols:

A.  Channel bindings [ RFC5056].

B. Hash agility (i.e., no easy way to replace the MD5 hash
function w th anot her one).

C. Support for SASLPrep [RFC4013] or any other type of Unicode
character normalization of usernanmes and passwords. The
original DI GEST-MD5 docunent predates SASLPrep and does not
recommend any Uni code character nornalization

8. The cryptographic primtives in DIGEST-MD5 are not up to today’s
standards, in particular:

A.  The MD5 hash is sufficiently weak to nmake a brute force
attack on DI GEST-MD5 easy with conmon hardware [ RFC6151].

B. The RC4 algorithmis prone to attack when used as the
security layer without discarding the initial key stream
out put [ RFC6229].

C. The DES cipher for the security layer is considered insecure
due to its snall key space [ RFC3766].

Note that nost of the problens |listed above are already present in
the HTTP Di gest authentication mechani sm

Because DI GEST-MD5 is defined as an extensible nechanism it is
possible to fix nost of the problens |isted above. However, this
woul d i ncrease inplenmentation conplexity of an al ready conpl ex
nmechani sm even further, so the effort is not worth the cost. In
addition, an inplementation of a "fixed" DI GEST-MD5 specification
woul d l'ikely either not interoperate with any existing inplenentation
of [RFC2831] or would be vul nerable to various downgrade attacks.

Not e that despite DI GEST- MD5 seeing sone depl oynent on the |nternet,
this specification recomends obsol eting DI GEST- MD5 because DI GEST-
MD5, as inplenented, is not a reasonable candidate for further
standardi zati on and shoul d be deprecated in favor of one or nore new
passwor d- based nechani sns currently bei ng desi gned

The Salted Chal | enge Response Aut hentication Mechani sm (SCRAM fanily

of SASL mechani snms [ RFC5802] has been devel oped to provide simlar
features as DI GEST-MD5 but with a better design
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2.

5.

5.

1.

2.

Security Considerations
Security issues are discussed throughout this docunent.
| ANA Consi derations

| ANA has changed the "I ntended usage" of the DI GEST- MD5 nechani sm
registration in the SASL nechanismregistry to OBSOLETE. The SASL
mechani smregistry is specified in [RFC4422] and is currently
avail abl e at:

http://ww. i ana. or g/ assi gnnent s/ sasl - nechani sns
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