I nt ernet Engi neering Task Force (I ETF) A. Begen

Request for Comments: 6332 E. Friedrich
Cat egory: Standards Track Ci sco
| SSN: 2070-1721 July 2011

Mul ticast Acquisition Report Block Type for
RTP Control Protocol (RTCP) Extended Reports (XRs)

Abst r act

In nost RTP-based nulticast applications, the RTP source sends inter-
related data. Due to this interdependency, randomy joining RTP
recei vers usually cannot start consunming the nulticast data right
after they join the session. Thus, they often experience a random
acquisition delay. An RTP receiver can use one or nore different
approaches to achieve rapid acquisition. Yet, due to various
factors, performance of the rapid acquisition nmethods usually varies.
Furt hernmore, in sone cases, the RTP receiver can do a sinple
multicast join (in other cases, it is conpelled to do so). For
quality reporting, nonitoring, and diagnostic purposes, it is
important to collect detailed information fromthe RTP receivers
about their acquisition and presentation experiences. This docunent
addresses this issue by defining a new report block type, called the
Mul ticast Acquisition (MA) report block, within the franmework of RTP
Control Protocol (RTCP) Extended Reports (XRs) (RFC 3611). This
docunent al so defines the necessary signaling of the new MA report

bl ock type in the Session Description Protocol (SDP)

Status of This Meno
This is an Internet Standards Track docunent.

This docunent is a product of the Internet Engi neering Task Force
(IETF). It represents the consensus of the I ETF comunity. |t has
recei ved public review and has been approved for publication by the
I nternet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741.

I nformation about the current status of this docunent, any errata,

and how to provide feedback on it nmay be obtai ned at
http://ww. rfc-editor.org/info/rfc6332
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Copyright Notice

Copyright (c) 2011 I ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunent is subject to BCP 78 and the I ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this document. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided wi thout warranty as
described in the Sinplified BSD License.
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1

I ntroduction

The RTP Control Protocol (RTCP) is the out-of-band control protoco
for applications that use the Real -tine Transport Protocol (RTP) for
medi a transport [RFC3550]. In addition to providing mniml contro
functionality to RTP entities, RTCP al so enables a basic-1eve

nmoni toring of RTP sessions via sender and receiver reports. Mre
statistically detailed nonitoring as well as application-specific
nmonitoring are usually achi eved through the RTCP Extended Reports
(XRs) [RFC3611].

In nost RTP-based nulticast applications such as the ones carrying
vi deo content, the RTP source sends inter-rel ated data.
Consequently, the RTP application may not be able to decode and
present the data in an RTP packet before decoding the data in one or
nmore earlier RTP packets and/or before acquiring sone Reference

I nformati on about the content itself. Thus, RTP receivers that are
randonmy joining a nulticast session often experience a random
acquisition delay. 1In order to reduce this delay, [RFC6285] proposes
an approach where an auxiliary unicast RTP session is established
between a retransni ssion server and the joining RTP receiver. Over
this uni cast RTP session, the retransni ssion server provides the

Ref erence Information, which is all the information the RTP receiver
needs to rapidly acquire the nmulticast stream This nethod is
referred to as the Rapid Acquisition of Miulticast RTP Sessions
(RAMS). However, depending on the variability in the Source
Filtering G oup Managenent Protocol (SFGW) processing tinmes, the
availability of network resources for rapid acquisition, and the
nature of the RTP data, not all RTP receivers can acquire the

mul ticast streamin the sane amount of tine. The perfornmance of
rapi d acquisition may vary not only for different RTP receivers but
al so over tinme.

To increase the visibility of the nulticast service provider inits
networ k, to diagnose slow multicast acquisition issues, and to

coll ect the acquisition experiences of the RTP receivers, this
docunent defines a new report bl ock type, which is called the

Mul ticast Acquisition (MA) report block, within the franework of RTCP
XR. RTP receivers that use the nethod described in [ RFC6285] may use
this report every tinme they join a new multicast RTP session. RTP
receivers that use a different nmethod for rapid acquisition or those
that do not use any nethod but rather do a sinple nulticast join nmay
al so use this report. This way, the nulticast service provider can
quantitatively conpare the inprovenents achi eved by different

nmet hods.
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2.

Requi rements Notation

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in

[ RFC2119] .

Definitions

Thi s docunent uses the acronyns and definitions from Section 3 of
[ RFC6285] .

Mul ticast Acquisition (MA) Report Bl ock

This section defines the format of the MA report block. The base
report is payl oad i ndependent. An extension nmechanismis provided
where further optional payl oad-independent and payl oad-specific

i nformati on can be included in the report as desired.

The OPTI ONAL extensions that are defined in this docunent are
primarily devel oped for the nethod presented in [RFC6285]. O her
nmet hods that provide rapid acquisition can define their own
extensions to be used in the MA report bl ock

The packet fornmat for the RTCP XR is defined in Section 2 of

[ RFC3611]. Each XR packet has a fixed-length field for version

paddi ng, reserved bits, payload type (PT), length, synchronization
source (SSRC) of packet sender as well as a variable-length field for
report blocks. 1In the XR packets, the PT field is set to XR (207).

It is better to send the MA report block after all the necessary
information is collected and conputed. Partial reporting is
generally not useful as it cannot give the full picture of the

mul ticast acquisition, and it causes additional conplexity in terns
of report block matching and correlation. The MA report block is
only sent as a part of an RTCP conpound packet, and it is sent in the
primary multicast session.

The need for reliability of the MA report block is not any greater
than ot her report blocks or types. |If desired, the report block
could be repeated for redundancy purposes while respecting the RTCP
schedul i ng al gorit hns.

Following the rules specified in [ RFC3550], all integer fields in the
base report and extensions defined below are carried in network-byte
order, that is, nost significant byte (octet) first, also known as

bi g-endi an. Unl ess otherw se stated, nuneric constants are in

deci nal (base 10).
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4.1. Base Report
The base report format is shown in Figure 1.

0 1 2 3
01234567890123456789012345678901
T T i e i i e T e b s S S SN S

| BT=11 | MA Met hod | Bl ock Length

T T i i o e e e R e s s i S SR TR R R S
| SSRC of the Primary Multicast Stream

B T e o i S I i i S S N iy St S I S S
| St at us | Rsvd. |
e e i i e i S S e e

Figure 1: Base Report Format for the MA Report Bl ock

o BT (8 bits): Field that denotes the type for this block format.
The MA report block is identified by the constant 11.

o MA Method (8 bits): Field that denotes the type of the MA nethod
(e.g., sinple join, RAMS, etc.). See Section 7.3 for the val ues
regi stered with | ANA

o Block Length (16 bits): The length of this report block, including
t he header, in 32-bit words minus one.

0 SSRC of the Primary Multicast Stream (32 bits): Field that denotes
the SSRC of the primary nulticast stream

0 Status (16 bits): Field that denotes the status code for the MA
operation.

Thi s docunent defines several status codes and registers themwth

IANA in Section 7.5. |f a new vendor-neutral status code wll be
defined, it MJST be registered with I ANA according to the
gui del ines specified in Section 7.5. |If the new status code is

i ntended to be used privately by a vendor, there is no need for
| ANA managenment. Section 4.2.2 defines how a vendor defines and
uses private extensions to convey its nessages.

To indicate use of a private extension, the RTP receiver MJST set
the Status field to zero. A private extension MJST NOT be used in
an XR unl ess the RTP receiver knows from out-of-band nethods that
the entity that will receive and process the XR understands the
private extension.

0 Rsvd. (16 bits): The RTP receiver MJST set this field to zero.
The recipient MIST ignore this field when received.
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If the multicast join was successful, neaning that at |east one
mul ti cast packet was received, some additional information MJST be
appended to the base report as described in Section 4.2.1.

4.1.1. Status Code Rules for New MA Met hods

D fferent MA nethods usually use different status codes, although

some status codes (e.g., a code indicating that nulticast join has
failed) can be comon anong multiple MA nethods. The status code

reported in the base report MJST al ways be within the scope of the
particul ar MA nethod specified in the MA Method fi el d.

In certain MA nethods, the RTP receiver can generate a status code
for its nulticast acquisition attenpt or can be told by another
networ k el ement or RTP endpoint what the current status is via a
response code. |In such cases, the RTP receiver MAY report the val ue
of the received response code as its status code if the response code
has a higher priority. Each MA nethod needs to outline the rules
pertaining to its response and status codes so that RTP receiver

i mpl ement ati ons can determ ne what to report in any given scenario.

4.1.2. Status Code Rules for the RAMS Met hod

In this section, we provide the status code rules for the RAMS net hod
described in [ RFC6285].

Section 11.6 of [RFC6285] defines several response codes. The 1xx-
and 2xx-1evel response codes are informational and success response

codes, respectively. |If the RTP receiver receives a 1xx- or 2xx-
| evel response code, then the RTP receiver MJST use one of the 1xxx-
| evel status codes defined in Section 7.5 of this docunment. |f the

RTP receiver receives a 4xx- or 5xx-level response code (indicating
receiver-side and server-side errors, respectively), then the RTP
recei ver MJST use the response code as its status code. In other
words, the 4xx- and 5xx-level response codes have a higher priority
than the 1xxx-level status codes.

4.2. Extensions
To inprove the reporting scope, it nmight be desirable to define new
fields in the MA report block. Such fields are to be encoded as TLV
el ements as described bel ow and sketched in Figure 2:

0 Type: A single-octet identifier that defines the type of the
paraneter represented in this TLV el ement.
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0 Length: A two-octet field that indicates the length (in octets) of
the TLV el enent excluding the Type and Length fields and the 8-bit
Reserved field between them Note that this | ength does not
i ncl ude any paddi ng that is needed for alignnent.

0 Value: Variable-size set of octets that contains the specific
val ue for the paraneter.

In the extensions, the Reserved field MJST be set to zero and ignored

on reception. |If a TLV elenent does not fall on a 32-bit boundary,
the I ast word MUST be padded to the boundary using further bits set
to zero.

In the MA report block, the RTP receiver MJST place any vendor -
neutral or private extension after the base report.

0 1 2 3
01234567890123456789012345678901
I S S S T i S S S T 3
| Type | Reserved | Length |
T S i T i S S S e i s
: Val ue :
B T e o i S I i i S S N iy St S I S S

Figure 2: Structure of a TLV El enent

4.2.1. Vendor-Neutral Extensions

If the goal in defining new TLV elenents is to extend the report
bl ock in a vendor-neutral nmanner, they need to be registered with
| ANA according to the guidelines provided in Section 7.4.

Thi s docunent defines several vendor-neutral extensions. First, we
present the TLV elenents that can be used by any RTP-based nulti cast
appl i cation.

0 RTP Seqnum of the First Milticast Packet (16 bits): TLV el enent
t hat specifies the RTP sequence nunber of the first nulticast
packet received for the primary multicast stream |If the
mul ticast join was successful, this element MJUST be included. |If
no mul ti cast packet has been received, this el ement MJST NOT exi st
in the report bl ock.

Type: 1
0o SFGW Join Time (32 bits): TLV elenent that denotes the greater of

zero or the tine difference (in ns) between the instant the SFGW
Join message was sent and the instant the first packet was
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received in the nulticast session. |If the nmulticast join was
successful, this element MJUST be included. |f no nulticast packet
has been received, this elenent MJUST NOT exist in the report

bl ock.

Type: 2

0 Application Request-to-Milticast Delta Time (32 bits): OPTI ONAL
TLV el enrent that denotes the tinme difference (in nms) between the
instant the application becane aware it would join a new nulticast
session and the instant the first RTP packet was received fromthe
primary nmulticast stream |f no such packet has been received,
this el enent MJUST NOT exist in the report block

Type: 3

0 Application Request-to-Presentation Delta Tinme (32 bits): OPTI ONAL
TLV el enent that denotes the tinme difference (in nms) between the
instant the application becane aware it would join a new nulticast
session and the instant the nmedia was first presented. |f the RTP
recei ver cannot successfully present the nedia, this el enent MJST
NOT exist in the report bl ock

Type: 4

We next present the TLV el enents that can be used when the RTP
receiver supports and uses the RAMS nmet hod described in [ RFC6285].
However, if the RTP receiver does not send a rapid acquisition
request, the follow ng TLV el enments MJUST NOT exist in the MA report
bl ock. Sone elenents may or may not exist dependi ng on whether or
not the RTP receiver receives any packet fromthe unicast burst
and/or the primary nulticast stream These are expl ai ned bel ow.

0 Application Request-to-RAMS Request Delta Tinme (32 bits): OPTI ONAL
TLV el enment that denotes the tinme difference (in ns) between the
instant the application becane aware it would request a rapid
acquisition and the instant the rapid acquisition request was
actual ly sent by the application.

Type: 11
0 RAMS Request-to-RAMS Information Delta Tinme (32 bits): OPTI ONAL

TLV el enent that denotes the tinme difference (in nms) between the
instant the rapid acquisition request was sent and the instant the
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first RAMB Information nessage was received in the unicast
session. |If no such nessage has been received, this el enent MJST
NOT exist in the report block

Type: 12
0 RAMS Request-to-Burst Delta Tinme (32 bits): OPTIONAL TLV el enent

that denotes the tine difference (in ns) between the instant the
rapi d acquisition request was sent and the instant the first burst

packet was received in the unicast session. |f no burst packet
has been received, this elenment MJUST NOT exist in the report

bl ock.

Type: 13

0 RAMS Request-to-Milticast Delta Tinme (32 bits): OPTIONAL TLV
el ement that denotes the tine difference (in nms) between the
instant the rapid acquisition request was sent and the instant the
first RTP packet was received fromthe primary nulticast stream
I f no such packet has been received, this el enent MUST NOT exi st
in the report bl ock.

Type: 14

0 RAMS Request-to-Burst-Conpletion Delta Tinme (32 bits): OPTI ONAL
TLV el enent that denotes the tinme difference (in nms) between the
instant the rapid acquisition request was sent and the instant the
| ast burst packet was received in the unicast session. |If no
burst packet has been received, this elenment MJST NOT exist in the
report bl ock.

Type: 15

0 Number of Duplicate Packets (32 bits): OPTIONAL TLV el enent that
denotes the nunber of duplicate packets due to receiving the sane

packet in both unicast and primary nmulticast RTP sessions. If no
RTP packet has been received fromthe primary multicast stream
this el enment MUST NOT exist. |If no burst packet has been received
in the unicast session, the value of this elenment MJST be set to
zero.

Type: 16

0 Size of Burst-to-Miulticast Gap (32 bits): OPTIONAL TLV el enent
that denotes the greater of zero or the difference between the
sequence nunmber of the first nulticast packet (received fromthe
primary multicast strean) and the sequence nunber of the I|ast
burst packet mnus 1 (considering the wapping of the sequence
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nunbers). |If no burst packet has been received in the unicast
session or no RTP packet has been received fromthe primary
nmul ticast stream this el ement MJUST NOT exist in the report bl ock.

Type: 17
4,2.2. Private Extensions

It is desirable to allow vendors to use private extensions in TLV
format. The range of [128-254] of TLV Types is reserved for private
extensions. | ANA managenent for these extensions is unnecessary;
they are the responsibility of individual vendors.

| mpl enent ati ons use the structure depicted in Figure 3 for private
extensions. Here, the private enterprise nunbers are used from
http://ww.iana.org. This will ensure the uni queness of the private
ext ensi ons and avoid any collision.

0 1 2 3

01234567890123456789012345678901
i T o T e e e et o S s S R R SR
| Type | Reserved | Length |
B T e o i S I i i S S N iy St S I S S
| Ent erpri se Number |
T e e i i e e S el ko i NI SR S
: Val ue :
i T o T e e e et o S s S R R SR

Figure 3: Structure of a Private Extension
5. Session Description Protocol Signaling
A new unil ateral paraneter is defined for the MA report block to be
used with the Session Description Protocol (SDP) [RFC4566]. |In the
foll owi ng ABNF [ RFC5234], xr-format is used as defined in [ RFC3611].

xr-format =/ nulticast-acqg-ext
mul ticast-acqg-ext = "multicast-acq"

Refer to Section 5.1 of [RFC3611] for a detail ed description and the
full syntax of the "rtcp-xr’ attribute.
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6. Security Considerations

The security considerations of [RFC3611] apply in this docunent as
wel |

The information contained in MA reports could be stolen as with any
other RTCP reports if proper protection nechanisn(s) are not in
place. |If desired, simlar to other RTCP XRs, the MA reports MAY be
protected by using Secure RTP (SRTP) and Secure RTP Control Protoco
(SRTCP) [RFC3711].

Mal i ci ous sniffing or otherw se obtaining MA report bl ocks can reveal
performance characteristics of the RTP service and underlying
network. This information is nostly available to an observer with
the ability to capture RTP and RTCP session traffic. The contents
and val ue of any private extension need to be studi ed when
considering the necessity to secure the MA reports since application-
| evel performance data night be present that is not otherw se

avail able to an attacker, as with the required fields and vendor-
neutral extensions.

Using the MA reports to provide feedback into the acquisition of the
mul ti cast streans can introduce possible additional security
inplications. |If a forged or otherwi se nodified MA report is
received for an earlier acquisition attenpt, invalid data can be used
as input in later rapid acquisition attenpts. For exanpl e,
incorrectly small SFGW join tines could cause the unicast burst to
be too short, leading to gaps in sequence nunbers in the approach

di scussed in [RFC6285]. Additionally, forged reports could give the
appearance that rapid acquisition is performng correctly when it is
in fact failing, or vice versa. Wile integrity protection can be
achieved in different ways, we RECOVWEND the use of SRTCP [ RFC3711].

7. | ANA Consi der ati ons

The following contact information is provided for all registrations
in this docunent:

Al'i Begen
abegen@i sco. com

7.1. RTCP XR Bl ock Type

Type value 11 has been registered with | ANA for the "Milticast
Acqui sition Report Block" in the RTCP XR Bl ock Type Registry.
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7. 2. RTCP XR SDP Par anet er

The SDP [ RFC4566] paraneter 'nulticast-acq for the 'rtcp-xr’
attribute has been registered in the RTCP XR SDP Paraneters Registry.

7.3. Milticast Acquisition Method Registry

A new | ANA registry for the MA nethods has been created. The
registry is called the "Miulticast Acquisition Method Registry". This
registry is to be managed by | ANA according to the Specification
Required policy of [RFC5226].

The Il ength of the MA Method field is a single octet, allow ng 256
values. The registry is initialized with the follow ng entries:

MA Met hod Descri ption Ref er ence
0 Reserved [ RFC6332]
1 Sinmple join (No explicit nethod) [ RFC6332]
2 RAMS [ RFC6285]
3-254 Unassi gned Speci ficati on Required
255 Reserved [ RFC6332]

The MA Met hod values 0 and 255 are reserved for future use.

Any registration for an unassigned val ue needs to contain the
follow ng information:

0o Contact information of the one doing the registration, including
at |east name, address, and enail.

0 A detailed description of howthe MA nmethod works.

7.4. Milticast Acquisition Report Block TLV Space Registry
A new | ANA TLV space registry for the MA report bl ock extensions has
been created. The registry is called the "Milticast Acquisition
Report Bl ock TLV Space Registry". This registry is to be nanaged by
the | ANA according to the Specification Required policy of [RFC5226].
The I ength of the Type field in the TLV elenents is a single octet,

all owi ng 256 values. The registry is initialized with the foll ow ng
entries:
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7.

Type Description Ref er ence
0 Reserved [ RFC6332]
1 RTP Segnum of the First Milticast Packet [ RFC6332]
2 SFGW Join Tine [ RFC6332]
3 Application Request-to-Milticast Delta Tine [ RFC6332]
4 Application Request-to-Presentation Delta Tine [ RFC6332]
5-10 Unassi gned Speci ficati on Required
11 Appl i cati on Request-to-RAMS Request Delta Tinme [ RFC6332]
12 RAMS Request-to-RAMS Information Delta Tinme [ RFC6332]
13 RAMS Request-to-Burst Delta Tine [ RFC6332]
14 RAMB Request-to-Milticast Delta Tine [ RFC6332]
15 RAMB Request-to-Burst-Conpletion Delta Tine [ RFC6332]
16 Number of Duplicate Packets [ RFC6332]
17 Size of Burst-to-Milticast Gap [ RFC6332]
18-127 Unassi gned Speci ficati on Required
128- 254 Reserved for private extensions [ RFC6332]
255 Reserved [ RFC6332]

The Type values 0 and 255 are reserved for future use. The Type
val ues between (and including) 128 and 254 are reserved for private
ext ensi ons.

Any registration for an unassi gned Type val ue needs to contain the
followi ng information:

0o Contact information of the one doing the registration, including
at | east nane, address, and email .

0 A detailed description of what the new TLV el enent represents and
how it is interpreted.

Mul ticast Acquisition Status Code Space Registry

A new | ANA TLV space registry for the status codes has been created
The registry is called the "Miulticast Acquisition Status Code Space
Registry". This registry is to be nmanaged by the | ANA according to
the Specification Required policy of [RFC5226].

The length of the Status field is two octets, allow ng 65536 codes.
However, the status codes have been registered to allow for an easier
classification. For exanple, the val ues between (and including) 1
and 1000 are primarily used by the MA nethod of sinple join. The

val ues between (and including) 1001 and 2000 are used by the MA

nmet hod described in [ RFC6285]. Whien registering new status codes for
the existing MA nethods or newy defined MA nethods, registrants are
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encouraged to allocate sufficient continuous space. Note that
because of the limted space, not every MA nethod can be assignhed
1000 different values for its status codes.

The status code 65535 is reserved for future use. The registry is
initialized with the followi ng entries:

Code Description Ref er ence
0 A private status code is included in the nessage [ RFC6332]
1 Mul ticast join was successful [ RFC6332]
2 Multicast join has failed [ RFC6332]
3 A presentation error has occurred [ RFC6332]
4 An unspecified RTP receiver internal error has

occurred [ RFC6332]
5-1000 Unassi gned
1001 RAMS has been successfully conpl eted [ RFC6332]
1002 No RAMB- R nessage has been sent [ RFC6332]
1003 Invalid RAMS-1 nessage syntax [ RFC6332]
1004 RAMB- | message has tined out [ RFC6332]
1005 RAMS uni cast burst has tined out [ RFC6332]
1006 An unspecified RTP receiver internal error has

occurred during RAMS [ RFC6332]
1007 A presentation error has occurred during RAMS [ RFC6332]
1008- 65534 Unassi gned
65535 Reserved [ RFC6332]

Any registration for an unassi gned status code needs to contain the
followi ng information:

0 Contact information of the one doing the registration, including
at | east nane, address, and email .

0 A detailed description of what the new status code describes and
how it is interpreted.
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