I nt ernet Engi neering Task Force (I ETF) M Cotton

Request for Comments: 6335 | CANN
BCP: 165 L. Eggert
Updat es: 2780, 2782, 3828, 4340, 4960, 5595 Noki a
Category: Best Current Practice J. Touch
| SSN. 2070-1721 usc | Sl
M Westerl und

Eri csson

S. Cheshire

Appl e

August 2011

I nternet Assigned Numbers Authority (1ANA) Procedures for the Managenent
of the Service Nane and Transport Protocol Port Number Registry

Abst r act

Thi s docunent defines the procedures that the Internet Assigned
Numbers Authority (1 ANA) uses when handling assi gnnent and ot her
requests related to the Service Nanme and Transport Protocol Port
Nunber registry. It also discusses the rationale and principles
behi nd these procedures and how they facilitate the | ong-term
sustainability of the registry.

Thi s docunment updates | ANA's procedures by obsol eting the previous
UDP and TCP port assignnent procedures defined in Sections 8 and 9.1
of the 1ANA Allocation Guidelines, and it updates the | ANA service
nane and port assignnent procedures for UDP-Lite, the Datagram
Congestion Control Protocol (DCCP), and the Stream Contro

Transm ssion Protocol (SCTP). It also updates the DNS SRV
specification to clarify what a service nane is and howit is

regi stered.

Status of This Meno
This meno docunents an |Internet Best Current Practice.

This docunment is a product of the Internet Engi neering Task Force
(IETF). It represents the consensus of the I ETF comunity. |t has
recei ved public review and has been approved for publication by the
I nternet Engineering Steering Goup (IESG. Further information on
BCPs is available in Section 2 of RFC 5741.

I nformation about the current status of this docunent, any errata,

and how to provide feedback on it nay be obtained at
http://ww. rfc-editor.org/info/rfc6335
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include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided wi thout warranty as
described in the Sinplified BSD License.

Thi s docunent may contain material from|ETF Docunents or |ETF
Contributions published or made publicly avail abl e before Novenber
10, 2008. The person(s) controlling the copyright in sonme of this
material may not have granted the I ETF Trust the right to all ow

nodi fications of such material outside the | ETF Standards Process.
Wt hout obtaining an adequate |icense fromthe person(s) controlling
the copyright in such materials, this docunent may not be nodified
out side the | ETF Standards Process, and derivative works of it may
not be created outside the | ETF Standards Process, except to fornmat
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1. Introduction

For many years, the assignment of new service nanes and port number
val ues for use with the Transm ssion Control Protocol (TCP) [RFC0793]
and the User Datagram Protocol (UDP) [RFC0768] has had | ess than

clear guidelines. New transport protocols have been added -- the
Stream Control Transnission Protocol (SCTP) [ RFC4960] and the
Dat agr am Congesti on Control Protocol (DCCP) [RFC4342] -- and new

mechani sms |i ke DNS SRV records [ RFC2782] have been devel oped, each
Wi th separate registries and separate guidelines. The community also
recogni zed the need for additional procedures beyond just assignnment;
not ably nodification, revocation, and rel ease.

A key el enent of the procedural streanmlining specified in this
docunment is to establish identical assignment procedures for all |ETF
transport protocols. This document brings the | ANA procedures for
TCP and UDP in line with those for SCTP and DCCP, resulting in a
single process that requesters and | ANA follow for all requests for
all transport protocols, including future protocols not yet defined.

In addition to detailing the | ANA procedures for the initial

assi gnnent of service names and port nunbers, this docunent al so
speci fi es post-assignnment procedures that until now have been handl ed
in an ad hoc manner. These include procedures to de-assign a port
nunber that is no longer in use, to take a port nunber assigned for
one service that is no longer in use and reuse it for another
service, and the procedure by which I ANA can unilaterally revoke a
prior port nunber assignment. Section 8 discusses the specifics of

t hese procedures and processes that requesters and | ANA foll ow for

all requests for all current and future transport protocols.

I ANA is the authority for assigning service names and port nunbers.
The registries that are created to store these assignnents are

mai nt ai ned by | ANA. For protocols devel oped by | ETF worki ng groups,
I ANA now al so offers a nethod for the "early assignment” [RFC4020] of
service nanmes and port nunbers, as described in Section 8.1.

Thi s docunent updates | ANA's procedures for UDP and TCP port nunbers
by obsol eting Sections 8 and 9.1 of the | ANA All ocation Cuidelines

[ RFC2780]. (Note that other sections of the | ANA All ocation
Cuidelines, relating to the protocol field values in |Pv4 headers,
were al so updated in February 2008 [ RFC5237].) This docunent al so
updates the | ANA assi gnnent procedures for DCCP [ RFC4340] [ RFC5595]
and SCTP [ RFC4960] .
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The Li ghtwei ght User Datagram Protocol (UDP-Lite) shares the port
space with UDP. The UDP-Lite specification [RFC3828] says: "UDP-Lite
uses the sanme set of port nunber val ues assigned by the | ANA for use
by UDP'. An update of the UDP procedures therefore also results in a
correspondi ng update of the UDP-Lite procedures.

Thi s docunent also clarifies what a service nane is and how it is
assigned. This will inpact the DNS SRV specification [ RFC2782],
because that specification nerely nmakes a brief nmention that the
synbol i ¢ names of services are defined in "Assigned Nunbers”

[ RFC1700], without stating to which section it refers within that
230- page docunent. The DNS SRV specification nmay have been referring
to the list of Port Assignnments (known as /etc/services on Unix), or
to the "Protocol And Service Names" section, or to both, or to sone
ot her section. Furthernore, "Assigned Numbers" [RFC1700] has been
obsol et ed [ RFC3232] and has been replaced by on-line registries

[ PORTREG [ PROTSERVRE(F .

The devel opnent of new transport protocols is a najor effort that the
| ETF does not undertake very often. |If a new transport protocol is
standardi zed in the future, it is expected to follow these guidelines
and practices around using service names and port nunbers as nuch as
possi bl e, for consistency.

At the time of witing of this docunent, the internal procedures of
"Expert Review' teans, including that of 1ANA's port review team are
not docunented in any RFC and this docunent doesn’t change that.

2. Moti vati on

I nformation about the assignnent procedures for the port registry has
existed in three locations: the forns for requesting port nunber
assignnents on the 1 ANA web site [ SYSFORM [USRFORM, an introductory
text section in the file listing the port nunber assignments

t hensel ves (known as the port nunbers registry) [PORTREG, and two
brief sections of the I ANA Al l ocati on Quidelines [ RFC2780].

Similarly, the procedures surroundi ng service names have been
historically unclear. Service nanes were originally created as
menoni ¢ identifiers for port nunbers wi thout a well-defined syntax,
apart fromthe 14-character linmt nentioned on the | ANA website

[ SYSFORM [USRFORM . Even that length Iimt has not been
consistently applied, and sone assigned service nanes are 15
characters long. When service identification via DNS SRV Resource
Records (RRs) was introduced [RFC2782], it becanme useful to start
assigni ng service nanes al one, and because | ANA had no procedure for
assigning a service nane w thout an associated port nunber, this |led
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to the creation of an infornmal tenporary service nane registry
outside of the control of | ANA, which now contains roughly 500
servi ce nanes [ SRVREQF .

Thi s docunent aggregates all this scattered information into a single
reference that aligns and clearly defines the managenent procedures
for both service nanes and port nunbers. It gives nore detailed

gui dance to prospective requesters of service nanes and ports than

t he existing docunentation, and it streamlines the | ANA procedures
for the managenent of the registry, so that requests can be conpleted
in atinely manner.

Thi s docunent defines rules for assignnment of service nanes without
associ ated port nunbers, for such usages as DNS SRV records

[ RFC2782], which was not possible under the previous | ANA procedures.
The docunent al so merges service nane assignments fromthe non-1 ANA
ad hoc registry [SRVREG and fromthe | ANA Protocol and Service Nanes
registry [PROTSERVREG into the | ANA Service Nane and Transport
Protocol Port Nunber registry [ PORTREG, which fromhere on is the
single authoritative registry for service names and port nunbers.

An additional purpose of this docunent is to describe the principles
that guide the 1ETF and IANA in their role as the long-termjoint
stewards of the service nane and port nunber registry. TCP and UDP
have had renarkabl e success over the |ast decades. Thousands of
applications and application-level protocols have service names and
port nunbers assigned for their use, and there is every reason to
believe that this trend will continue into the future. It is hence
extremely inportant that nanagement of the registry follow principles
that ensure its |long-termuseful ness as a shared resource. Section 7
di scusses these principles in detail.

3. Background

The Transmi ssion Control Protocol (TCP) [RFC0793] and the User

Dat agram Protocol (UDP) [ RFCO768] have enjoyed a renarkabl e success
over the decades as the two nost widely used transport protocols on
the Internet. They have relied on the concept of "ports" as |ogica
entities for Internet comunication. Ports serve two purposes:
first, they provide a denultiplexing identifier to differentiate
transport sessions between the same pair of endpoints, and second,
they may al so identify the application protocol and associ ated
service to which processes connect. Newer transport protocols, such
as the Stream Control Transnission Protocol (SCTP) [ RFC4960] and the
Dat agr am Congesti on Control Protocol (DCCP) [RFC4342], have al so
adopt ed the concept of ports for their communi cati on sessions and use
16-bit port nunbers in the same way as TCP and UDP (and UDP-Lite

[ RFC3828], a variant of UDP).
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Port nunmbers are the original and nost wi dely used neans for
application and service identification on the Internet. Ports are
16-bit nunbers, and the conbination of source and destination port
nunbers together with the I P addresses of the comunicating end
systens uniquely identifies a session of a given transport protocol
Port nunbers are al so known by their associated service nanes such as
"telnet" for port nunber 23 and "http" (as well as "www' and

"www http") for port nunmber 80.

Al'l involved parties -- hosts running services, hosts accessing
services on other hosts, and internedi ate devices (such as firewalls
and NATs) that restrict services -- need to agree on which service

corresponds to a particular destination port. Although this is
ultimately a | ocal decision with neaning only between the endpoints
of a connection, it is conmon for nmany services to have a default
port upon which those servers usually listen, when possible, and
these ports are recorded by the Internet Assigned Nunbers Authority
(I ANA) through the service nane and port nunber registry [ PORTREG.

Over time, the assunption that a particular port nunber necessarily
inmplies a particular service may becone | ess true. For exanple,

mul tiple instances of the sane service on the same host cannot
generally listen on the sanme port, and multiple hosts behind the same
NAT gat eway cannot all have a nmapping for the sanme port on the
external side of the NAT gateway, whether using static port mappings
configured by hand by the user, or dynanic port nappings configured
automatically using a port mapping protocol like the NAT Port Mappi ng
Protocol [NAT-PMP] or Internet Gateway Device [| QD

Applications may use port nunbers directly, |ook up port nunbers
based on service nanes via systemcalls such as getservbynane() on
UNI X, 1 ook up port nunbers by perform ng queries for DNS SRV records
[ RFC2782] [DNS-SD], or determine port nunmbers in a variety of other
ways |ike the TCP Port Service Miltiplexer (TCPMJX) [ RFC1078].

Desi gners of applications and application-Ilevel protocols may apply
to I ANA for an assigned service nane and port nunber for a specific
application, and nay -- after assignnment -- assune that no other
application will use that service name or port number for its
communi cati on sessions. Application designers also have the option
of requesting only an assigned service name w thout a corresponding
fixed port nunber if their application does not require one, such as
applications that use DNS SRV records to | ook up port nunbers

dynam cally at run-time. Because the port nunmber space is finite
(and therefore conservation is an inportant goal), the alternative of
usi ng service names instead of port numbers i s RECOMVENDED whenever
possi bl e.
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4.

Conventions Used in This Docunment

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
"Key words for use in RFCs to Indicate Requirenent Levels" [RFC2119].

Thi s docunent uses the term"assignnment" to refer to the procedure by
whi ch | ANA provi des service nanmes and/or port nunmbers to requesting
parties; other RFCs refer to this as "allocation" or "registration"
Thi s docunment assunes that all these terns have the sane neani ng, and
wWill use terns other than "assignment" only when quoting from or
referring to text in these other docunents.

Servi ce Nanes

Service names are the unique key in the Service Nane and Transport
Prot ocol Port Nunber registry. This unique synbolic nane for a
service may al so be used for other purposes, such as in DNS SRV
records [RFC2782]. Wthin the registry, this unique key ensures that
di fferent services can be unanbi guously distinguished, thus
preventing nanme collisions and avoi di ng confusi on about who is the
Assignee for a particular entry.

There nay be nore than one service nane associated with a particul ar
transport protocol and port. There are three ways that such port
nurmber overl oadi ng can occur

0 Overloadi ng occurs when one service is an extension of another
service, and an in-band nmechanismexists for determining if the
extension is present or not. One exanple is port 3478, which has
the service nane aliases "stun" and "turn". Traversal Using
Rel ays around NAT (TURN) [RFC5766] is an extension to the Session
Traversal Utilities for NAT (STUN) [ RFC5389] service. TURN
enabled clients wishing to | ocate TURN servers could attenpt to
di scover "stun" services and then check in-band if the server also
supports TURN, but this would be inefficient. Enabling themto
directly query for "turn" servers by nane is a better approach
(Note that TURN servers in this case should al so be | ocatable via
a "stun" discovery, because every TURN server is also a STUN
server.)

0 By historical accident, the service nanme "http" has two synonyns
"ww' and "www http". When used in SRV records [RFC2782] and
simlar service discovery nmechani sns, only the service nanme "http"

shoul d be used, not these additional nanes. |If a server were to
advertise "ww', it would not be discovered by clients browsing
for "http". Advertising or browsing for the aliases as well as
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the primary service nane is inefficient, and achi eves nothing that
is not already achieved by using the service nanme "http"
excl usivel y.

0 As indicated in this docunent in Section 10.1, overloadi ng has
been used to create replacenent nanmes that are consistent with the
syntax this docunment prescribes for |egacy nanes that do not
conformto this syntax already. For such cases, only the new nane
shoul d be used in SRV records, to avoid the sane issues as with
historical cases of nultiple nanes, and al so because the | egacy
nanes are inconpatible with SRV record use

Assi gnnent requests for new nanes for existing registered services
will be rejected, as a result. Inplenenters are requested to inform
| ANA i f they discover other cases where a single service has nmultiple
nanes, so that one name nmay be recorded as the primary nane for
service discovery purposes.

Service nanmes are assigned on a "first conme, first served" basis, as
described in Section 8.1. Names should be brief and informative,
avoi di ng words or abbreviations that are redundant in the context of
the registry (e.g., "port", "service", "protocol", etc.) Nanes
referring to discovery services, e.g., using nulticast or broadcast
to identify endpoints capable of a given service, SHOULD use an
easily identifiable suffix (e.g., "-disc").

5.1. Service Nanme Syntax
Valid service nanes are hereby normatively defined as foll ows:

0 MJST be at least 1 character and no nore than 15 characters | ong

0 MJST contain only US-ASCI| [ANSI. X3.4-1986] letters "A - 'Z and
'a’ - 'z, digits 'O’ - "9, and hyphens ('-', ASCI| 0x2D or
deci mal 45)

0 MJST contain at |east one letter (A - 'Z or 'a - 'z")

0 MJIST NOT begin or end with a hyphen
o hyphens MJUST NOT be adjacent to other hyphens

The reason for requiring at least one letter is to avoid service
nanes |ike "23" (could be confused with a nuneric port) or "6000-
6063" (could be confused with a nuneric port range). Although
service names may contain both upper-case and | ower-case letters
case is ignored for conparison purposes, so both "http" and "HTTP"
denote the sane service
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5.2

Cot

Service nanmes are purely opaque identifiers, and no senantics are

i mplied by any superficial structure that a given service nane nay
appear to have. For exanple, a conpany called "Exanple" may choose
to register service nanes "Exanpl e- Foo" and "Exanple-Bar" for its
"Foo" and "Bar" products, but the "Exanple" conpany cannot claimto
"own" all service nanes beginning with "Exanple-"; they cannot
prevent soneone el se fromregistering "Exanpl e-Baz" for a different
service, and they cannot prevent other developers from using the
"Exanpl e- Foo" and "Exanpl e-Bar" service types in order to
interoperate with the "Foo" and "Bar" products. Technically
speaki ng, in service discovery protocols, service nanes are nerely a
series of byte values on the wire; for the menonic conveni ence of
hunman devel opers, it can be convenient to interpret those byte val ues
as human-readabl e ASCI| characters, but software should treat them as
purely opaque identifiers and not attenpt to parse themfor any
addi ti onal enbedded neani ng.

As of August 5, 2009, approximtely 98% of the so-called "Short
Nanes" [ SYSFORM [USRFORM for existing port nunber assignnments

[ PORTREG already net the rules for |egal service nanes stated in
Section 8.1, and hence for these services their service name is
exactly the sane as their historical "Short Name". |n approximtely
2% of cases, the new "service nane" is derived based on the old
"Short Name" as described below in Section 10. 1.

The rules for valid service nanmes, excepting the limt of 15
characters maxi nrum are al so expressed bel ow (as a non-nornative
conveni ence) using ABNF [ RFC5234].

SRVNAME = *(1*DI G T [HYPHEN]) ALPHA *([ HYPHEN] ALNUM
ALNUM = ALPHA / DIGT . A-Z a-z, 0-9

HYPHEN = %2D o

ALPHA = 9%41-5A /| 9%61-7A ; A-Z | a-z [RFC5234]
DGT = %30-39 © 0-9 [ RFC5234]

Service Name Usage in DNS SRV Records

The DNS SRV specification [ RFC2782] states that the Service Labe

part of the owner name of a DNS SRV record includes a "Service"

el ement, described as "the synbolic nane of the desired service", but
as discussed above, it is not clear precisely what this neans.

Thi s docunent clarifies that the Service Label MJST be a service nane
as defined herein with an underscore prepended. The service nane
SHOULD be registered with | ANA and recorded in the Service Nane and
Transport Protocol Port Number registry [ PORTREG.
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The details of using Service Names in SRV Service Labels are
specified in the DNS SRV specification [ RFC2782].

6. Port Number Ranges

TCP, UDP, UDP-Lite, SCTP, and DCCP use 16-bit nanmespaces for their
port nunber registries. The port registries for all of these
transport protocols are subdivided into three ranges of nunbers

[ RFC1340], and Section 8.1.2 describes the | ANA procedures for each
range in detail:

o the System Ports, also known as the Well Known Ports, from 0-1023
(assigned by | ANA)

o the User Ports, also known as the Registered Ports, from 1024-
49151 (assigned by | ANA)

o the Dynamic Ports, also known as the Private or Epheneral Ports,
from 49152- 65535 (never assi gned)

O the assignable port ranges (System Ports and User Ports, i.e.
port nunbers 0-49151), individual port nunbers are in one of three
states at any given tine:

0 Assigned: Assigned port numbers are currently assigned to the
service indicated in the registry.

0 Unassigned: Unassigned port nunbers are currently avail able for
assi gnnent upon request, as per the procedures outlined in this
docunent .

0 Reserved: Reserved port nunbers are not available for regular
assignnent; they are "assigned to | ANA" for special purposes.
Reserved port nunbers include values at the edges of each range,
e.g., 0, 1023, 1024, etc., which may be used to extend these
ranges or the overall port nunber space in the future.

In order to keep the size of the registry manageable, |1 ANA typically
only records the Assigned and Reserved service nanmes and port nunbers
in the registry. Unassigned values are typically not explicitly
listed. (There are very many Unassigned service nanmes and
enunerating themall would not be practical.)

As a data point, when this document was witten, approximately 76% of
the TCP and UDP System Ports were assigned, and approximtely 9% of
the User Ports were assigned. (As noted, Dynanmic Ports are never
assigned.)
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6.1. Service Names and Port Nunbers for Experinentation

O the System Ports, two TCP and UDP port numnbers (1021 and 1022),
together with their respective service nanmes ("expl" and "exp2"),
have been assigned for experimentation with new applications and
application-layer protocols that require a port nunber in the
assigned ports range [ RFC4727].

Pl ease refer to Sections 1 and 1.1 of "Assigning Experinmental and
Testing Nunmbers Considered Useful" [RFC3692] for how these
experinental port nunbers are to be used.

Thi s docunent assigns the sane two service nanes and port numbers for
experinentati on with new application-layer protocols over SCTP and
DCCP in Section 10.2.

Unfortunately, it can be difficult to limt access to these ports.
Users SHOULD take neasures to ensure that experinmental ports are
connecting to the intended process. For exanple, users of these
experinental ports night include a 64-bit nonce, once on each segnent
of a message-oriented channel (e.g., UDP), or once at the beginning
of a byte-stream (e.g., TCP), which is used to confirmthat the port
is being used as intended. Such confirmation of intended use is
especially inportant when these ports are associated with privileged
(e.g., systemor adnministrator) processes.

7. Principles for Service Name and Transport Protocol Port Nunber
Regi stry Managenent

Managenment procedures for the Service Name and Transport Protoco

Port Number registry include assignnment of service nanmes and port
numbers upon request, as well as managenent of information about

exi sting assignnents. The latter includes maintaining contact and
description information about assignments, revoking abandoned
assignnents, and redefining assignments when needed. O these
procedures, careful port nunmber assignnent is nost critical, in order
to continue to conserve the remaining port nunbers.

As noted earlier, only about 9% of the User Port space is currently
assigned. The current rate of assignment is approximtely 400 ports
per year, and has renmai ned steady for the past 8 years. At that
rate, if simlar conservation continues, this resource will sustain
anot her 85 years of assignnent - without the need to resort to
reassi gnnent of rel eased val ues or revocation. The namespace
avai l abl e for service names is nuch larger, which allows for sinpler
nmanagenent procedur es.
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7. 1.

Cot

Past Principles

The principles for service nane and port nunber managenent are based
on the recomendati ons of the | ANA "Expert Review' team Unti
recently, that teamfollowed a set of informal guidelines devel oped
based on the revi ew experience from previ ous assi gnment requests.
These original guidelines, although infornmal, had never been publicly
documented. They are recorded here for historical purposes only; the
current guidelines are described in Section 7.2. These guidelines
previously were:

0 TCP and UDP ports were sinultaneously assigned when either was
requested

0o Port nunmbers were the primary assignment; service names were
informative only, and did not have a well-defined syntax

0 Port nunbers were conserved informally, and sonetines
i nconsistently (e.g., sone services were assigned ranges of nany
port nunbers even where not strictly necessary)

0 SCTP and DCCP service nane and port nunber registries were managed
separately fromthe TCP/ UDP registries

0 Service nanes could not be assigned in the old ports registry
wi t hout assigning an associ ated port nunmber at the sane tine

Updat ed Princi pl es

This section sunmarizes the current principles by which I ANA both
handl es the Service Name and Transport Protocol Port Nunber registry
and attenpts to conserve the port number space. This descriptionis
i ntended to informapplicants requesting service names and port
nunbers. 1 ANA has flexibility beyond these principles when handling
assi gnnent requests; other factors may conme into play, and exceptions
may be nade to best serve the needs of the Internet. Applicants
shoul d be aware that | ANA decisions are not required to be bound to
these principles. These principles and general advice to users on
port use are expected to change over tine.

| ANA strives to assign service nanmes that do not request an

associ ated port nunber assignnent under a sinple "First Cone First
Served" policy [RFC5226]. | ANA MAY, at its discretion, refer service
nane requests to "Expert Review' in cases of nmass assignment requests
or other situations where | ANA believes "Expert Review' is advisable
[ RFC5226]; use of the "Expert Review' helps advise ANA informally in
cases where "I ETF Review' or "IESG Approval” is used, as w th nost

| ETF protocols.
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The basic principle of service nane and port nunber registry
managenent is to conserve use of the port space where possible.
Extensi ons to support larger port nunber spaces would require
changi ng many core protocols of the current Internet in a way that
woul d not be backward conpatible and interfere with both current and
| egacy applications.

Conservation of the port nunber space is required because this space
is alimted resource, so applications are expected to participate in
the traffic denultiplexing process where feasible. The port nunbers
are expected to encode as little information as possible that wll
still enable an application to performfurther denultiplexing by
itself. In particular, the principles forma goal that | ANA strives
to achieve for new applications (with exceptions as deened
appropriate, especially as for extensions to | egacy services) as
fol | ows:

0 |ANA strives to assign only one assigned port nunber per service
or application.

Note: At the tinme of witing of this docunent, there is no | ETF
consensus on when it is appropriate to use a second port for an
i nsecure version of a protocol

0 |ANA strives to assign only one assigned port nunber for al
variants of a service (e.g., for updated versions of a service).

0 | ANA strives to encourage the depl oynent of secure protocols.

o0 |ANA strives to assign only one assigned port nunber for al
different types of devices using or participating in the sane
service.

0 |ANA strives to assign port nunbers only for the transport
protocol (s) explicitly naned in an assi gnnent request.

o0 | ANA rmay recover unused port nunbers, via the new procedures of
de- assi gnnent, revocation, and transfer

Where possible, a given service is expected to demultiplex nessages
if necessary. For exanple, applications and protocols are expected
to include in-band version information, so that future versions of
the application or protocol can share the sane assigned port.
Applications and protocols are also expected to be able to
efficiently use a single assigned port for nultiple sessions, either
by denmultiplexing nultiple streans within one port or by using the
assigned port to coordinate using dynanmic ports for subsequent
exchanges (e.g., in the spirit of FTP [ RFC0959]).
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Ports are used in various ways, notably:
0 as endpoint process identifiers

o as application protocol identifiers
o for firewall-filtering purposes

Both the process-identifier and the protocol-identifier uses suggest
that anything a single process can denultiplex, or that can be
encoded into a single protocol, should be. The firewall-filtering
use suggests that sone uses that could be nultiplexed or encoded
could instead be separated to allow for easier firewall nanagenent.
Note that this latter use is nuch | ess sound, because port nunbers
have nmeaning only for the two endpoints involved in a connection, and
drawi ng concl usi ons about the service that generated a given fl ow
based on observed port nunbers is not always reliable.

Effective with the publication of this docunent, I ANA will begin

assi gning port nunmbers for only those transport protocols explicitly
included in an assignnment request. This ends the |ong-standing
practice of automatically assigning a port nunber to an application
for both TCP and UDP, even if the request is for only one of these
transport protocols. The new assignnent procedure conserves
resources by assigning a port nunber to an application for only those
transport protocols (TCP, UDP, SCTP, and/or DCCP) it actually uses
The port nunber will be marked as Reserved -- instead of Assigned --
in the port nunber registries of the other transport protocols. Wen
applications start supporting the use of sone of those additiona
transport protocols, the Assignee for the assignnent MJST request
that | ANA convert these reserved ports into assignnents. An
application MJUST NOT assune that it can use a port nunber assigned to
it for use with one transport protocol w th another transport

protocol without | ANA converting the reservation into an assignment.

When t he avail abl e pool of unassigned nunbers has run out in a port
range, it will be necessary for | ANA to consider the Reserved ports
for assignment. This is part of the notivation for not automatically
assigning ports for transport protocols other than the requested
one(s). This will allow nore ports to be available for assignnment at
that point. To help conserve ports, application devel opers SHOULD
request assignment of only those transport protocols that their
application currently uses.

Conservation of port numbers is inproved by procedures that all ow
previ ously assigned port nunbers to becone Unassigned, either through
de- assi gnnent or through revocation, and by a procedure that lets
application designers transfer an assigned but unused port nunber to
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a new application. Section 8 describes these procedures, which unti
now were undocunented. Port nunber conservation is also inproved by
recomendi ng that applications that do not require an assigned port
shoul d register only a service nane w thout an associ ated port
nunber.

8. | ANA Procedures for Managing the Service Nane and Transport Protoco
Port Number Registry

This section describes the process for handling requests associ at ed
with I ANA's managenent of the Service Name and Transport Protoco
Port Number registry. Such requests include initial assignnent, de-
assi gnnent, reuse, and updates to the contact infornation or
description associated with an assignnment. Revocation is an

addi tional process, initiated by | ANA

8.1. Service Nane and Port Nunber Assignnent

Assignnent refers to the process of providing service nanes or port
nunbers to applicants. Al such assignnents are nade from service
names or port nunbers that are Unassigned or Reserved at the tine of
t he assi gnment.

0 Unassigned nanmes and nunbers are assigned according to the rules
described in Section 8.1.2 bel ow

0 Reserved nunbers and nanes are generally only assigned by a
"Standards Action" or "IESG Approval ", and MJST be acconpani ed by
a statenment explaining the reason a Reserved nunber or name is
appropriate for this action. The only exception to this rule is
that the current Assignee of a port nunber MAY request the
assi gnnent of the correspondi ng Reserved port nunber for other
transport protocols when needed. IANA will initiate an "Expert
Revi ew' [ RFC5226] for such requests.

When an assignnent for one or nore transport protocols is approved,
the port nunber for any non-requested transport protocol (s) will be
mar ked as Reserved. | ANA SHOULD NOT assign that port nunber to any
other application or service until no other port nunbers renain
Unassigned in the requested range. It is anticipated that at such
time a new docunent will be published specifying | ANA procedures for
assi gnnent of such ports.
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8.1.1. Ceneral Assignnent Procedure

A service name or port number assignment request contains the
following information. The service name is the unique identifier of
a given service:

Servi ce Name (REQUI RED)

Transport Protocol (s) (REQU RED)

Assi gnee ( REQUI RED)

Cont act ( REQUI RED)

Descri ption ( REQUI RED)

Ref erence ( REQUI RED)

Port Number (OPTI ONAL)

Servi ce Code (REQUI RED for DCCP only)
Known Unaut hori zed Uses (OPTI ONAL)
Assi gnnent Notes (OPTI ONAL)

0 Service Nane: A desired unique service nane for the service
associ ated with the assignnent request MJST be provided. This
name may be used with various service selection and di scovery
mechani sms (i ncluding, but not linted to, DNS SRV records
[ RFC2782]). The name MJST be conpliant with the syntax defined in
Section 5.1. In order to be unique, they MIUST NOT be identical to
any currently assigned service nane in the | ANA registry
[ PORTREG. Service names are case-insensitive; they nmay be
provided and entered into the registry with nixed case for
clarity, but case is ignored otherw se.

o Transport Protocol (s): The transport protocol (s) for which an
assignnent is requested MJST be provided. This field is currently
limted to one or nore of TCP, UDP, SCTP, and DCCP. Requests
wi t hout any port assignment and only a service nanme are still
required to indicate which protocol the service uses.

0 Assignee: Nanme and emmil address of the party to whomthe
assignnent is made. This is REQU RED. The Assignee is the
organi zati on, conpany or individual person responsible for the
initial assignment. For assignnents done through RFCs published
via the "I ETF Docurment Streant [RFC4844], the Assignee will be the
| ESG <i esg@etf.org>.

0 Contact: Nane and enmil address of the Contact person for the
assignnent. This is REQU RED. The Contact person is the
responsi bl e person for the Internet comunity to send questions
to. This person is also authorized to subnit changes on behal f of
the Assignee; in cases of conflict between the Assignee and the
Cont act, the Assignee decisions take precedence. Additiona
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address information MAY be provided. For assignnents done through
RFCs published via the "I ETF Docunment Streanm [RFC4844], the
Contact will be the |ETF Chair <chair@etf.org>.

0 Description: A short description of the service associated with
the assignment request is REQURED. It should avoid all but the
nost wel | - known acronyns.

0 Reference: A description of (or a reference to a docunent
describing) the protocol or application using this port. This is
REQUI RED. The description nmust state whether the protocol uses
| P-1 ayer broadcast, multicast, or anycast conmuni cation

For assignments requesting only a Service Nane, or a Service Nane
and User Port, a statenent that the protocol is proprietary and
not publicly docunented is also acceptable, provided that the
required information regarding the use of |P broadcast, nulticast,
or anycast is given.

For any assignment request that includes a User Port, the

assi gnnent request MJST explain why a port number in the Dynamic
Ports range (discovered by clients dynamically at run-tinme) is
unsuitable for the given application

For any assi gnnent request that includes a System Port, the

assi gnnent request MJST explain why a port number in the User
Ports or Dynamic Ports ranges is unsuitable, and a reference to a
stabl e protocol specification document MJST be provided.

| ANA MAY accept early assignment [ RFC4020] requests (known as
"early allocation" therein) fromI|ETF working groups that
reference a sufficiently stable Internet-Draft instead of a
publ i shed Standards-Track RFC

o Port Number: If assignnment of a port nunber is desired, either the
port nunber the requester suggests for assignnent or indication of
port range (user or systen) MJST be provided. |If only a service
name is to be assigned, this field is left enpty. If a specific
port nunber is requested, |IANA is encouraged to assign the
requested nunber. |If a range is specified, ANA will choose a
sui tabl e number fromthe User or System Ports ranges. Note that
the applicant MJUST NOT use the requested port in inplenentations
depl oyed for use on the public Internet prior to the conpletion of
the assignment, because there is no guarantee that | ANA will
assign the requested port.

Cotton, et al. Best Current Practice [ Page 18]



RFC 6335 Service Name and Port Nunber Procedures August 2011

0 Service Code: If the assignnent request includes DCCP as a
transport protocol, then the request MJST include a desired unique
DCCP service code [ RFC5595], and MJUST NOT include a requested DCCP
service code otherwi se. Section 19.8 of the DCCP specification
[ RFCA340] defines requirenents and rul es for assignment, updated
by this docunent. Note that, as per the DCCP Service Codes
docunent [ RFC5595], sone service codes are not assigned; zero
(absence of a meani ngful service code) and 4294967295 ( OxFFFFFFFF;
invalid service code) are permanently reserved, and the Private
servi ce codes 1056964608- 1073741823 (0x3F000000- Ox3FFFFFFF; i.e.
32-bit values with the high-order byte equal to a value of 63
(Ox3F), corresponding to the ASCII character '?') are not
central ly assigned.

0 Known Unaut horized Uses: A list of uses by applications or
organi zati ons who are not the Assignee. This is OPTIONAL. This
list may be augnented by | ANA after assignment when unauthori zed
uses are reported.

o Assignment Notes: Indications of owner/nanme change, or any other
assignnent process issue. This is OPTIONAL. This list nmay be
updated by | ANA after assignnent to help track changes to an
assignnent, e.g., de-assignnent, owner/nanme changes, etc.

If the assignnent request is for the addition of a new transport
protocol to a previously assigned service nane and the requester is
not the Assignee or Contact for the previously assigned service nang,
| ANA needs to confirmwith the Assignee for the existing assignnent
whet her this addition is appropriate.

If the assignnent request is for a new service nane sharing the sanme
port as a previously assigned service nane (see port nunber
overloading in Section 5), |IANA needs to confirmwi th the Assignee
for the existing service nane and ot her appropriate experts whether
the overloading is appropriate.

When | ANA receives an assi gnnent request -- containing the above
information -- that is requesting a port nunber, | ANA SHALL initiate
an "Expert Review' [RFC5226] in order to determnmi ne whether an

assi gnnent should be made. For requests that are not seeking a port
nunber, | ANA SHOULD assign the service nane under a sinple "First
Come First Served" policy [RFC5226].
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8.1.2. Variances for Specific Port Nunber Ranges

Section 6 describes the different port number ranges. It is
important to note that | ANA applies slightly different procedures
when nmanagi ng the different port ranges of the service nanme and port
nunber registry:

o0 Ports in the Dynanic Ports range (49152-65535) have been
specifically set aside for |local and dynam c use and cannot be
assigned through I ANA. Application software may sinply use any
dynami c port that is available on the |ocal host, w thout any sort
of assignnent. On the other hand, application software MJUST NOT
assune that a specific port nunber in the Dynanmic Ports range wll
al ways be available for comunication at all tines, and a port
nunber in that range hence MJUST NOT be used as a service
identifier.

0 Ports in the User Ports range (1024-49151) are avail able for
assi gnnent through | ANA, and MAY be used as service identifiers
upon successful assignment. Because assigning a port nunber for a
specific application consunes a fraction of the shared resource
that is the port nunber registry, ANA will require the requester
to docunent the intended use of the port nunmber. For nost |ETF
protocols, ports in the User Ports range will be assigned under
the "I ETF Review' or "IESG Approval " procedures [ RFC5226] and no
further docunmentation is required. Were these procedures do not
apply, then the requester mnust input the docunmentation to the
"Expert Review' procedure [RFC5226], by which IANA will have a
techni cal expert review the request to determ ne whether to grant
the assignnent. Regardless of the path ("I ETF Review', "I|ESG
Approval ", or "Expert Review'), the submitted docunentation is
expected to be the sane, as described in this section, and MJST
explain why using a port nunmber in the Dynanmic Ports range is
unsuitable for the given application. Further, |ANA MAY utilize
the "Expert Review' process informally to informtheir position in
participating in "I ETF Review' and "I ESG Approval ".

0 Ports in the System Ports range (0-1023) are also avail able for
assi gnnent through | ANA. Because the System Ports range is both
the small est and the nost densely assigned, the requirenments for
new assi gnnents are nore strict than those for the User Ports
range, and will only be granted under the "I ETF Review' or "IESG
Approval " procedures [ RFC5226]. A request for a System Port
nunber MUST document *both* why using a port nunber fromthe
Dynamic Ports range is unsuitable *and* why using a port nunber
fromthe User Ports range is unsuitable for that application
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8.2. Service Name and Port Nunber De-Assi gnnent

The Assignee of a granted port nunber assignment can return the port
nunber to IANA at any tinme if they no | onger have a need for it. The
port nunber will be de-assigned and will be narked as Reserved. |ANA
shoul d not reassign port nunbers that have been de-assigned until al
unassi gned port nunbers in the specific range have been assi gned.

Before proceeding with a port nunber de-assignnment, |ANA needs to
reasonably establish that the value is actually no |longer in use.

Because there is nuch | ess danger of exhausting the service nane

space conpared to the port nunber space, it is RECOMWENDED that a
gi ven service name renmi n assigned even after all associated port
number assi gnments have becone de-assigned. Under this policy, it

will appear in the registry as if it had been created through a
service name assignnent request that did not include any port
nunbers.

On rare occasions, it may still be useful to de-assign a service
name. I n such cases, ANA will mark the service nane as Reserved.
IANA wi Il involve their |ESG appointed expert in such cases

IANA will include a comment in the registry when de-assi gnnent

happens to indicate its historic usage.
8.3. Service Nanme and Port Nunber Reuse

If the Assignee of a granted port number assignnent no | onger has a
need for the assigned nunber, but would like to reuse it for a
different application, they can subnmit a request to IANA to do so.

Logi cally, port nunber reuse is to be thought of as a de-assignnent
(Section 8.2) followed by an i medi ate (re-)assignment (Section 8.1)
of the sane port nunber for a new application. Consequently, the

i nformati on that needs to be provided about the proposed new use of
the port nunber is identical to what would need to be provided for a
new port nunber assignment for the specific ports range.

Because there is much | ess danger of exhausting the service nane
space conpared to the port nunber space, it is RECOWENDED that the
original service nane associated with the prior use of the port
nunber remai ns assigned, and a new service nane be created and
associated with the port nunber. This is again consistent with
Viewi ng a reuse request as a de-assignment foll owed by an inedi ate
(re-)assignment. Reusing an assigned service name for a different
application is NOT RECOMVENDED
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| ANA needs to carefully review such requests before approving them
In sone instances, the Expert Reviewer will deternine that the
application the port nunmber was assigned to has found usage beyond
the original Assignee, or that there is a concern that it nay have
such users. This determ nation MJST be made quickly. A conmunity
call concerning revocation of a port nunber (see below) MAY be
considered, if a broader use of the port nunber is suspected.

8.4. Service Nane and Port Nunber Revocation

A port nunber revocation can be thought of as an IANA-initiated de-
assignnent (Section 8.2), and has exactly the sane effect on the
registry

Sonetines, it will be clear that a specific port nunber is no |onger
in use and that |1 ANA can revoke it and mark it as Reserved. At other
times, it may be uncl ear whether a given assigned port nunber is
still in use sonewhere in the Internet. |n those cases, |ANA nust
carefully consider the consequences of revoking the port nunber, and
SHOULD only do so if there is an overwhel m ng need.

Wth the help of their | ESG appoi nted Expert Reviewer, |ANA SHALL
fornmulate a request to the IESG to issue a four-week comunity cal
concerni ng the pending port nunber revocation. The |ESG and | ANA
with the Expert Reviewer’s support, SHALL determine pronptly after
the end of the comunity call whether revocation should proceed, and
then comunicate their decision to the community. This procedure
typically involves simlar steps to de-assignnent except that it is
initiated by | ANA

Because there is nmuch | ess danger of exhausting the service nane
space conpared to the port number space, revoking service names is
NOT RECOMVENDED.

8.5. Service Nane and Port Nunber Transfers

The val ue of service nanes and port nunbers is defined by their
careful managenent as a shared Internet resource, whereas enabling
transfer allows the potential for associated nonetary exchanges. As
a result, the | ETF does not permt service name or port numnber
assignnents to be transferred between parties, even when they are
nmut ual Iy consenti ng.

The appropriate alternate procedure is a coordi nated de-assi gnnent
and assignnment: The new party requests the service nane or port
nunber via an assignnent and the previous party releases its
assignnent via the de-assignnment procedure outlined above.
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Wth the help of their | ESG appoi nted Expert Reviewer, | ANA SHALL
carefully deternine if there is a valid technical, operational, or
manageri al reason to grant the requested new assi gnment.

8. 6. Mai nt enance | ssues

In addition to the fornmal procedures described above, updates to the
Descri ption and Contact information are coordinated by ANA in an

i nformal manner, and may be initiated by either the Assignee or by

| ANA, e.g., by the latter requesting an update to current Contact
information. (Note that the Assignee cannot be changed as a separate
procedure; see instead Section 8.5 above.)

8.7. Disagreenents

In the case of disagreenents around any request, there is the
possibility of appeal follow ng the normal appeals process for | ANA
assignnents as defined by Section 7 of "Quidelines for Witing an

| ANA Considerations Section in RFCs" [RFC5226].

9. Security Considerations

The 1 ANA gui del i nes described in this docunent do not change the
security properties of UDP, TCP, SCTP, or DCCP

Assignnent of a service nanme or port nunber does not in any way inply
an endorsenment of an application or product, and the fact that
network traffic is flowing to or froman assigned port nunber does
not nmean that it is "good" traffic, or even that it is used by the
assigned service. Firewall and system adninistrators should choose
how to configure their systens based on their know edge of the
traffic in question, not based on whether or not there is an assigned
servi ce nane or port nunber.

Services are expected to include support for security, either as
default or dynam cally negotiated in-band. The use of separate
service nanme or port nunber assignnments for secure and insecure
variants of the same service is to be avoided in order to discourage
t he depl oynment of insecure services.

Cotton, et al. Best Current Practice [ Page 23]



RFC 6335 Service Name and Port Nunber Procedures August 2011

10. | ANA Consi derations

Thi s docunent obsol etes Sections 8 and 9.1 of the March 2000 | ANA
Al'l ocation Cuidelines [ RFC2780].

Upon approval of this docunent for publication as an RFC, | ANA worked
with Stuart Cheshire, nmaintainer of the independent service nane
registry [SRVREG, to nmerge the contents of that private registry
into the official 1ANA registry. The independent registry web page
has been updated with pointers to the ANA registry and to this RFC

| ANA created a new service nane entry in the service nane and port
nunber registry [PORTREG for all entries in the Protocol and Service
Names registry [ PROTSERVREG that did not already have one assi gned.

| ANA al so indicates in the Assignment Notes for "www' and "www http"
that they are duplicate terns that refer to the "http" service, and
shoul d not be used for discovery purposes. For this conceptua
service (human-readabl e web pages served over HITP), the correct
service name to use for service discovery purposes is "http" (see
Section 5).

10.1. Service Nanme Consi stency

Section 8.1 defines which character strings are well-forned service
names, which until now had not been clearly defined. The definition
in Section 8.1 was chosen to all ow maxi mum conpatibility of service
nanes with current and future service di scovery mechani sns.

As of August 5, 2009, approximtely 98% of the so-called "Short
Nanmes" from existing port number assignnents [PORTREG net the rules
for legal service names stated in Section 8.1, and hence for these
services their service nane is exactly the same as their "Short
Nane" .

The renai ning approxi mately 2% of the existing "Short Nanmes" are not
suitable to be used directly as well-forned service nanes because
they contain illegal characters such as asterisks, dots, pluses,

sl ashes, or underscores. All existing "Short Nanes" conformto the
I ength requirenment of 15 characters or fewer. For these 96
unsuitabl e "Short Nanes", listed in the table bel ow, the service nane
is the Short Nane with any illegal characters replaced by hyphens.

| ANA added an entry to the registry that uses the new well-forned
primary service name for the existing service and that otherw se
duplicates the original assignnent information. |In the description
field of this newentry giving the primary service nane, | ANA
recorded that it has assigned a well-fornmed service nane for the
previ ous service and references the original assignnent. 1In the
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|
|
|
|
boks_servc |
bues_service
cl/1 |
CSC_proxy |
dec_dl'm |
dsneter _iatc |
elvin_client
er unbook_agent
Et herNet/ 1 P-1
flr_agent |
i ceedcp_rx |
i di g_nux |
i nstl _boots |
| an900 _renote
Li ebDevignt _DM |
nmdbs_daenon
nburn_id |
netmap_|I m |
novel | -1 u6. 2
ocs_amu |
pra_el nd |
redstormfind
resource_ngr |
sai _sentlm |
shi va_confsrvr
st m pproc |
uni verse_suite
Vi si on_server

s++" is "whoispp",

et al.

acmai nt _dbd
avanti _cdp
bdir_priv
bnt_patrol db
boks_servm
canit_store
cont amac_i cm
cvc_hostd

dl _agent
dsx_noni t or
el vin_server

erunbook_server

Et her Net /1 P- 2
gds_db

i ceedcp_tx

ife icorp
intel rci

Li ebDevignt _A
mapper -ws_et hd
nmenandmi ce_noh
ncr_ccl

nnms_t opo_serv
nuts_boot p
ocs_cmu
printer_agent
redstorminfo

rnoni tor_secure

sge_execd

sql *net
subntbcst _tftp
veritas_pbx
WS registry

Best Current Practice

acnmai nt _transd
badm pri v
bdi r _pub

boks _clntd
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t

n

t he service nane for
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There were four names recorded in | ANA's Port Nunber Registry
[ PORTREG that conflicted with nanes previously recorded in the ad
hoc SRV nane registry [ SRVREG : esp, hydra, recipe, and xnp.

The nane conflicts were resol ved am cably:

The |1 ANA Port Nunber Registry Short Nane "esp" had been registered by
Andrew Chernow, and he infornmed the authors that the port was no

I onger in use and the registration was no |longer required. The SRV
registry entry for "esp" remains in effect.

The SRV nane "hydra" for SubEthaEdit had already been retired in
favor of the new SRV nane "see". The | ANA Port Nunber Registry entry
for "hydra" remains in effect.

The SRV nane "recipe" was in use in an open source project that had
not yet been packaged for distribution, and the regi strant Dani el
Taylor was willing to change to a different service nane. Thanks to
Dani el Taylor for accommodating this change. The | ANA Port Nunber
Registry entry for "recipe" remains in effect.

The 1 ANA Port Nunber Registry Short Name "xnmp" had been registered by
Bobby Krupczak, but since his registration included an assi gned port
nunber (which is still in use and renains unaffected by this change),
he was willing to switch to a different service nane. Thanks to
Bobby Krupczak for accomopdating this change. The SRV registry entry
for "xmp" remains in effect.

10.2. Port Numbers for SCTP and DCCP Experinmentation

Two System UDP and TCP ports, 1021 and 1022, have been reserved for
experinental use [RFC4727]. This docunent assigns the same port
nunbers for SCTP and DCCP, updates the TCP and UDP assi gnnents, and
al so instructs IANA to automatically assign these two port nunbers
for any future transport protocol with a simlar 16-bit port nunber
namespace

Note that these port numbers are neant for tenporary experimentation
and devel opnent in controlled environments. Before using these port
nunbers, carefully consider the advice in Section 6.1 in this
docunent, as well as in Sections 1 and 1.1 of "Assigning Experinental
and Testing Nunbers Considered Useful" [RFC3692]. Most inportantly,
application devel opers nmust request a pernanent port nunber
assignnent from | ANA as described in Section 8.1 before any kind of
non- experimental depl oynent.
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| Service Nane | expl |
| Transport Protocol | DCCP, SCTP, TCP, UDP |
| Assignee | 1ESG <iesg@etf.org> |
| Contact | TETF Chair <chair@etf.org> |
| | |
| | |
| | |

Description RFC3692-styl e Experinent 1

Ref er ence [ RFCA727] [ RFC6335]
Port Number 1021
Fmm e e e o +
e e e a - o e e e e e e e e e e - +
Servi ce Name exp2

| | |
| Transport Protocol | DCCP, SCTP, TCP, UDP |
| Assignee | IESG <iesg@etf.org> |
| Contact | 1ETF Chair <chair@etf.org> |
| Description | RFC3692-style Experinment 2 |
| Reference | [RFC4A727] [ RFC6335] |
| Port Number | 1022 |

10.3. Updates to DCCP Registries

Thi s docunment updates the | ANA assignnent procedures for the DCCP
Port Number and DCCP Service Codes Registries [RFC4340].

10.3.1. DCCP Service Code Registry

Service codes are assigned on a "first cone, first served" basis
according to Section 19.8 of the DCCP specification [RFC4340]. This
docunent updates that section by extending the guidelines given there
in the followi ng ways:

o | ANA MAY assign new service codes without seeking "Expert Review
using their discretion, but SHOULD seek "Expert Review' if a
request asks for nore than five service codes.

0 | ANA should feel free to contact the DCCP Expert Reviewer with any
questions related to requests for DCCP-rel ated codepoints.
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10.

11.

12.

3.2. DCCP Port Nunmbers Registry

The DCCP ports registry is defined by Section 19.9 of the DCCP
specification [ RFC4340]. Assignments in this registry require prior
assignnent of a service code. Not all service codes require | ANA-
assigned ports. This docunent updates that section by extending the
gui delines given there in the follow ng way:

0 | ANA should nornally assign a value in the range 1024-49151 to a
DCCP server port. |ANA requests to assign port nunbers in the
System Ports range (O through 1023) require an "I ETF Revi ew'

[ RFC5226] prior to assignnent by | ANA [ RFC4340].

o | ANA MUST NOT assign nore than one DCCP server port to a single
servi ce code val ue.

o The assignnment of nultiple service codes to the sane DCCP port is
al | oned, but subject to "Expert Review'.

0 The set of service code val ues associated with a DCCP server port
shoul d be recorded in the service name and port nunber registry.

0 A request for additional service codes to be associated with an
al ready assigned port number requires "Expert Review'. These
requests will nornmally be accepted when they originate fromthe
contact associated with the port assignnment. |In other cases,
these applications will be expected to use an unassi gned port,
when this is avail able.

The DCCP specification [ RFC4340] notes that a short port name MJST be
associ ated with each DCCP server port that has been assigned. This
docunent clarifies that this short port name is the service name as
defined here, and this name MJST be unique.

Contri butors

Al fred Hoenes (ah@r-sys.de) and Al lison Mankin (manki n@sg.con) have
contributed text and ideas to this docunent.

Acknow edgrent s

The text in Section 10.3 is based on a suggestion originally proposed
as a part of the DCCP Service Codes docunent [RFC5595] by CGorry
Fai r hur st .

Lars Eggert is partly funded by the Trilogy Project [TRILOGY], a
research project supported by the European Conmi ssion under its
Sevent h Framewor k Program

Cotton, et al. Best Current Practice [ Page 28]



RFC 6335 Service Name and Port Nunber Procedures August 2011

13. References

13.1. Normative References

[ ANSI . X3. 4- 1986]

[ RFC0768]

[ RFC0793]

[ RFC2119]

[ RFC2780]

[ RFC2782]

[ RFC3828]

[ RFC4020]

[ RFC4340]

[ RFCA727]

[ RFC4960]

[ RFC5226]

Cotton, et al.

Anerican National Standards Institute, "Coded
Character Set - 7-bit Anerican Standard Code for
I nformation | nterchange", ANSI X3.4, 1986.

Postel, J., "User Datagram Protocol", STD 6,
RFC 768, August 1980.

Postel, J., "Transnission Control Protocol", STD 7,
RFC 793, Septenber 1981.

Bradner, S., "Key words for use in RFCs to Indicate
Requi rement Level s", BCP 14, RFC 2119, March 1997.

Bradner, S. and V. Paxson, "I ANA Allocation
Cui del i nes For Values In the Internet Protocol and
Rel at ed Headers", BCP 37, RFC 2780, March 2000.

@l brandsen, A., Vixie, P., and L. Esibov, "A DNS
RR for specifying the |location of services (DNS
SRV)", RFC 2782, February 2000.

Larzon, L-A., Degermark, M, Pink, S., Jonsson,
L-E., and G Fairhurst, "The Lightweight User
Dat agram Protocol (UDP-Lite)", RFC 3828, July 2004.

Konpella, K and A Zinin, "Early | ANA Al l ocation
of Standards Track Code Points", BCP 100, RFC 4020,
February 2005.

Kohler, E., Handley, M, and S. Floyd, "Datagram
Congestion Control Protocol (DCCP)", RFC 4340,
March 2006.

Fenner, B., "Experinmental Values In |Pv4, |Pv6,
| CMPv4, | CWPv6, UDP, and TCP Headers", RFC 4727,
Novenber 2006.

Stewart, R, "Stream Control Transm ssion
Protocol ", RFC 4960, Septenber 2007.

Narten, T. and H Al vestrand, "Quidelines for

Witing an | ANA Consi derations Section in RFCs",
BCP 26, RFC 5226, My 2008.

Best Current Practice [ Page 29]



RFC 6335 Service Name and Port Nunber Procedures August 2011
[ RFC5234] Crocker, D. and P. Overell, "Augnented BNF for
Synt ax Specifications: ABNF', STD 68, RFC 5234,
January 2008.
[ RFC5595] Fairhurst, G, "The Datagram Congestion Control
Prot ocol (DCCP) Service Codes", RFC 5595,
Sept enber 2009.
13.2. Informative References
[ DNS- SDJ Cheshire, S. and M Krochnal, "DNS-Based Service
Di scovery", Work in Progress, February 2011.
[ 1A UPnP Forum "Internet Gateway Device (1GD) V 1.0",
Novenber 2001.
[ NAT- PMP] Cheshire, S., "NAT Port Mapping Protocol (NAT-
PMP)", Work in Progress, April 2008.
[ PORTREG I nternet Assigned Nunmbers Authority (1 ANA),

[ PROTSERVREG]

[ RFC0959]

[ RFCL078]

[ RFC1340]

[ RFCL700]

[ RFC2957]

[ RFC3232]

Cotton, et al.

"Service Name and Transport Protocol Port Nunber
Regi stry",
<htt p: //ww. i ana. or g/ assi gnnent s/ port - nunber s>.

I nternet Assigned Nunbers Authority (1 ANA),
"Protocol and Service Names Registry",
<http://ww. i ana. or g/ assi gnnent s/ servi ce- names>.

Postel, J. and J. Reynolds, "File Transfer
Protocol ", STD 9, RFC 959, Cctober 1985.

Lottor, M, "TCP port service Miltiplexer
(TCPMUX) ", RFC 1078, Novenber 1988.

Reynol ds, J. and J. Postel, "Assigned Numbers",
RFC 1340, July 1992.

Reynol ds, J. and J. Postel, "Assigned Numbers",
RFC 1700, Cctober 1994.

Daigle, L. and P. Faltstrom "The application/
whoi spp- query Content-Type", RFC 2957,
Cct ober 2000.

Reynol ds, J., "Assigned Nunmbers: RFC 1700 is

Repl aced by an On-line Database", RFC 3232,
January 2002.

Best Current Practice [ Page 30]



RFC 6335

[ RFC3692]

[ RFC4342]

[ RFC4844]

[ RFC5237]

[ RFC5389]

[ RFC5766]

[ SRVREG

[ SYSFORM

[ TRI LOGY]

[ USRFORM

Cotton, et al.

Service Name and Port Nunber Procedures August 2011

Narten, T., "Assigning Experinental and Testing
Nunmber s Consi dered Useful", BCP 82, RFC 3692,
January 2004.

Fl oyd, S., Kohler, E, and J. Padhye, "Profile for
Dat agr am Congesti on Control Protocol (DCCP)
Congestion Control ID 3: TCP-Friendly Rate Control
(TFRO)", RFC 4342, March 2006.

Daigle, L. and Internet Architecture Board, "The
RFC Series and RFC Editor", RFC 4844, July 2007.

Arkko, J. and S. Bradner, "I ANA Allocation
Cui del ines for the Protocol Field', BCP 37,
RFC 5237, February 2008.

Rosenberg, J., Mahy, R, Matthews, P., and D. Wng,
"Session Traversal Utilities for NAT (STUN)",
RFC 5389, COctober 2008.

Mahy, R, Matthews, P., and J. Rosenberg,
"Traversal Using Relays around NAT (TURN): Rel ay
Extensions to Session Traversal Utilities for NAT
(STUN)", RFC 5766, April 2010.

"DNS SRV Service Types Registry",
<htt p: //wwmv. dns-sd. or g/ Servi ceTypes. htnl >.

I nternet Assigned Nunbers Authority (1 ANA),
"Application for System (Well Known) Port Nunber",
<http://ww. i ana. org/ >.

"Trilogy Project",
<http://ww.tril ogy-project.org/>.

I nternet Assigned Nunbers Authority (1 ANA),

"Application for User (Registered) Port Number",
<http://ww.iana. org/ >.

Best Current Practice [ Page 31]



RFC 6335 Service Name and Port Nunber Procedures August 2011

Aut hors’ Addr esses

M chell e Cotton

Internet Corporation for Assigned Nanes and Numbers
4676 Admiralty Way, Suite 330

Marina del Rey, CA 90292

USA

Phone: +1 310 823 9358

EMail: michelle.cotton@cann.org
URI : http://ww.iana. org/

Lars Eggert

Noki a Research Center
P. O. Box 407

Noki a Group 00045

Fi nl and

Phone: +358 50 48 24461
EMai | . | ars. eggert @oki a. com
URI : http://research. noki a. com peopl e/ | ars_eggert/

Joe Touch

usc/ | Sl

4676 Admiralty Wy

Marina del Rey, CA 90292
USA

Phone: +1 310 448 9151
EMBi | : touch@si.edu
URI : http://ww.isi.edu/touch

Magnus Westerl und
Eri csson

Far ogat an 6

St ockhol m 164 80
Sweden

Phone: +46 8 719 0000
EMai | : magnus. westerl und@ri csson. com

Cotton, et al. Best Current Practice [ Page 32]



RFC 6335 Service Name and Port Nunber Procedures August 2011

Stuart Cheshire
Appl e Inc.

1 Infinite Loop
Cupertino, CA 95014
USA

Phone: +1 408 974 3207

EMai | : cheshire@ppl e. com
URI : http://stuartcheshire. org/

Cotton, et al. Best Current Practice [ Page 33]



