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Abstr act

Thi s docunent defines a sinple enhancenent to support RTP sessions
wi th forward-shifted redundant encodi ngs, i.e., redundant data sent
before the corresponding primary data. Forward-shifted redundancy
can be used to conceal |osses of a | arge nunber of consecutive nedia
franmes (e.g., consecutive |loss of seconds or even tens of seconds of
medi a) .

Status of This Meno
This is an Internet Standards Track docunent.

This docunent is a product of the Internet Engi neering Task Force
(IETF). It represents the consensus of the |IETF comunity. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Group (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741.

I nformation about the current status of this docunent, any errata,
and how to provide feedback on it nay be obtained at
http://ww. rfc-editor.org/info/rfc6354.

Copyright Notice

Copyright (c) 2011 I ETF Trust and the persons identified as the
document authors. All rights reserved.

This docunent is subject to BCP 78 and the | ETF Trust’s Lega
Provisions Relating to | ETF Documents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunment. Code Conponents extracted fromthis docunent nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided wthout warranty as
described in the Sinplified BSD License.
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1. Introduction

Thi s docunent defines a sinple enhancenment to RFC 2198 [ RFC2198] to
support RTP sessions with forward-shifted redundant encodi ngs, i.e.
redundant data sent before the corresponding prinary data.

Forwar d- shi fted redundancy can be used to conceal |osses of a |arge
nunber of consecutive nmedia franes (e.g., consecutive |oss of seconds
of media). Such capability is highly desirable, especially in

Wi rel ess nobil e conmmuni cation environnments where the radio signal to
a nobile wireless nedia receiver can be tenporarily bl ocked by tal
bui | di ngs, nountains, tunnels, etc. |n other words, the receiver
enters into a shadow of the radio coverage. No new data will be
recei ved when the receiver is in a shadow
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In sone extrene cases, the receiver may have to spend seconds or even
tens of seconds in a shadow. The traditional backward-shifted
redundant encodi ng schene (i.e., redundant data is sent after the
primary data), as currently supported by RFC 2198 [ RFC2198], does not
address such consecutive franme | osses.

In contrast, the forward-shifted redundancy schenme all ows one to
apply effective anti-shadow | oss nanagenent at the receiver (as
illustrated in Appendix A), thus preventing service interruptions
when a nobile receiver runs into such a shadow.

Anti - shadow | oss conceal ment as described in this docunment can be
readily applied to the streami ng of pre-recorded nedia. Because of
the need of generating the forward-shifted anti-shadow redundant
stream to apply anti-shadow | oss conceal nent to the streamning of
live media will require the insertion of a delay equal to or greater
than the anmount of forward-shifting at the source of nedia.

1.1. Sending Redundant Data | nband vs. Qut-of-Band

Regardl ess of the direction of time shift (e.g., forward-shifting, or
backward-shifting as in RFC 2198) or the encodi ng schene (e.g.
Forward Error Correction (FEC), or non-FEC), there is always the
option of sending the redundant data and the prinary data either in
the sane RTP session (i.e., inband) or in separate RTP sessions
(i.e., out-of-band). There are pros and cons for either approach, as
outlined bel ow.

I nband Appr oach:

0o Pro: Asingle RTP session is faster to set up and easier to
nmanage

o0 Pro: A single RTP session presents a sinpler problemfor NAT/
firewall traversal

o Pro: Less overall overhead -- one source of RTP/UDP/IP overhead.

0 Con: Lack of flexibility -- difficult for middl e boxes such as
gat eways to add/renove the redundant data.

0 Con: Need nore specification -- special payload formats need to be
defined to carry the redundant data inband.
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Qut - of - Band Appr oach:

0 Pro: Flexibility -- redundant data can be nore easily added,
renoved, or replaced by a nmiddl e box such as a gateway.

o Pro: Little or no specification -- no new payload format is
needed.

o Con: Miltiple RTP sessions nay take longer to set up and nmay be
nore conpl ex to nanage.

0 Con: Miltiple RTP sessions for NAT/firewall traversal are harder
to address.

o Con: Bigger overall overhead -- nore than one source of RTP/UDP/IP
over head.

It is noteworthy that the specification of inband payload fornmats, as
described in this docunent and in RFC 2198, does not preclude a

depl oynent from using the out-of-band approach. Rather, it gives the
depl oynent the choice to use whi chever approach is deened nost
beneficial under a given circunstance.

Conventi ons

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

Al'l owi ng Forwar d- Shi fted Redundant Data

In RFC 2198, the tinmestanp offset in the additional header
corresponding to a redundant block is defined as a 14-bit unsigned
of fset of the timestanp relative to the tinmestanp given in the RTP
header. As stated in RFC 2198:

The use of an unsigned offset inplies that redundant data nust be
sent after the primary data, and is hence a tine to be subtracted
fromthe current tinestanp to deternine the tinmestanp of the data
for which this block is the redundancy.

This effectively prevents RFC 2198 from bei ng used to support
forward-shifted redundant bl ocks.
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In order to support the use of forward-shifted redundant bl ocks, the
medi a type "fwdred", which allows a paraneter called "forwardshift",
is introduced to indicate the capability of and willingness to use
forward-shifted redundancy and the base val ue of tinestanp forward-
shifting. The base value of "forwardshift" is an integer equal to or
greater than "0 in RTP tinestanp units.

In an RTP session that uses forward-shifted redundant encodi ngs, the
ti mestanp of a redundant block in a received RTP packet is determ ned
as foll ows:
ti mestanp of redundant block = tinmestanp in RTP header
- tinestanp offset in additional header
+ forward-shift base val ue

Note that generally, in a forward-shifted session, the tinmestanp
of fset in the additional header is set to 'O

The sender MUST NOT change the contents of a packet that appears in a
forward-shifted streamwhen it is tinme to send it in the nmain stream

Regi stration of Media Type "fwdred"
The definition is based on nedia type "red" defined in RFC 2198
[ RFC2198] and RFC 4102 [ RFC4102], with the addition of the
"forwardshi ft" paraneter.
Type nanes: audi o, text
Subt ype nanes: fwdred
Requi red paraneters
rate: as defined in [ RFC4102].
pt: as defined in [ RFC4102].
forwardshift: An unsigned integer can be specified as the val ue.
If this paraneter has a value greater than "0, it indicates
that the sender of this paraneter will use forward-shifting

with a base value as specified when sendi ng out redundant data.
This value is in RTP tinmestanp units.

If this paraneter has a value of "0, it indicates that the
sender of this parameter will not use forward-shifting when
sending its redundant data; i.e., the sender will have the sane

behavi ors as defined in RFC 2198.
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Optional paraneters
ptine: as defined in [ RFC4102] [ RFC4566] .
maxptinme: as defined in [RFC4102] [ RFC4867].

Encodi ng consi derati ons:
This media type is franmed binary data (see RFC 4288, Section 4.8)
and is only defined for transfer of RTP redundant data franes
specified in RFC 2198.

Security considerations: See Section 6 of RFC 2198.

Interoperability considerations: none.

Publ i shed specification:
RTP redundant data frane format is specified in RFC 2198.

Applications that use this nedia type:
It is expected that real-tinme audi o/video, text streanm ng, and
conferencing tool s/applications that want protection agai nst
| osses of a |arge nunber of consecutive frames will be interested
in using this type.

Addi tional information: none.

Person & enmmil address to contact for further information:
Q aobi ng Xi e <Q aobi ng. Xi e@nmi | . con>

I nt ended usage: COVVON

Restrictions on usage:
This nedia type depends on RTP framing, and hence is only defined
for transfer via RTP (RFC 3550 [RFC3550]). Transfer within other
fram ng protocols is not defined at this tine.

Aut hor :
Q aobing Xi e

Change controller:

| ETF Audi o/ Vi deo Transport working group del egated fromthe | ESG
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5. Mapping Media Type Paraneters into SDP
The information carried in the nmedia type specification has a
specific mapping to fields in the Session Description Protocol (SDP)
[ RFC4566], which is comonly used to describe RTP sessions. Wen SDP
is used to specify sessions enploying the forward-shifted redundant
format, the mapping is as foll ows:
o The nedia type ("audio") goes in SDP "m=" as the nedi a nane.

o The nedia subtype ("fwdred") goes in SDP "a=rtprmap" as the
encodi ng nane.

o The required paraneter "forwardshift" goes in the SDP "a=fntp"
attribute by copying it directly fromthe nmedia type string as
"forwardshi ft=val ue".

The following is an exanpl e of usage that indicates forward-shifted
(by 5.1 sec) redundancy:

mraudi o 12345 RTP/ AVP 121 0 5
a=rtpmap: 121 fwdred/ 8000/ 1
a=fmtp: 121 0/5 forwardshift=40800

The following is an exanpl e of usage that indicates sending
redundancy without forward-shifting (equivalent to RFC 2198):

mraudi 0 12345 RTP/ AVP 121 0 5

a=rtpmap: 121 fwdred/ 8000/ 1

a=fmp: 121 0/5 forwardshi ft=0
6. Usage in O fer/Answer

The "forwardshift" SDP paraneter specified in this docunent is
decl arative, and all reasonable values are expected to be supported.

7. | ANA Consi derations
| ANA nade the assignments descri bed bel ow per this docunent.
0 | ANA added the following to the "Audio Media Types" registry:
fwdr ed [ RFC6354]
0 | ANA added the following to the "Text Media Types" registry:

fwdr ed [ RFC6354]
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Security Considerations

Security considerations discussed in Section 6 of [RFC2198],
Section 4 of [RFC4856], and Sections 9 and 14 of [RFC3550] apply to
this specification. |In addition, to prevent denial-of-service
attacks, a receiver SHOULD be prepared to ignore a 'forwardshift’
paraneter declaration if it considers the offset value in the

decl aration excessive. |In such a case, the receiver SHOULD al so

i gnore the redundant streamin the resultant RTP session.
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Appendi x A.  Anti-Shadow Loss Conceal nent Usi ng Forward- Shifted
Redundancy

(This Appendi x is included for Informational purposes.)

It is not unusual in a wireless nobile conmuni cation environnent that
the radio signal to a nobile wireless nedia receiver can be
tenporarily blocked by tall buildings, mountains, tunnels, etc. for a
period of time. |In other words, the receiver enters into a shadow of
the radi o coverage. When the receiver is in such a shadow, no new
data will be received. |In sone extrene cases, the receiver may have
to spend seconds or even tens of seconds in such a shadow.

Wt hout special design considerations to conpensate for the |oss of
data due to shadowi ng, a nobile user may experience an unacceptabl e
| evel of service interruptions. Traditional redundant encoding
schenes (including RFC 2198 and nost FEC schenes) are known to be
ineffective in dealing with such | osses of consecutive franes.

However, the enploynent of forward-shifted redundancy, in conbination
with the anti-shadow | oss conceal nent at the receiver, as described
here, can effectively prevent service interruptions due to the effect
of shadowi ng.

A. 1. Sender-Side Operations

For anti-shadow | oss nanagenent, the RTP sender sinply adds a
forward-shifted redundant stream (call ed anti-shadow or AS strean)
while transmtting the primary nedia stream The anount of forward-
shifting, which should remain constant for the duration of the
session, will determ ne the nmaxi mal | ength of shadows that can be
conmpl etely conceal ed at the receiver, as explained bel ow.

Except for the fact that the redundant streamis forward-shifted
relative to the primary stream (i.e., the redundant data is sent
ahead of the corresponding prinmary data), the design decision and
trade-offs on the quality, encoding, bandw dth overhead, etc. of the
redundant streamare not different fromthe traditional RTP payl oad
redundant schene.

The following diagramillustrates a segnent of the transm ssion
sequence of a forward-shifted redundant RTP session, in which the AS
streamis forward-shifted by 155 franmes. |If, for sinplicity here, we

assume that the value of the tinmestanp is increnented by 1 between
two consecutive frames, this forward-shifted redundancy can then be
i ndi cated with:

f orwar dshi ft =155
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and the setting of the tinestanp offset to O in all the additional
headers. This can nean 3.1 seconds of forward-shifting if each frane
represents 20 nms of original nedia.
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Figure 1: An Exanpl e of Forward-Shifted Redundant RTP Packet
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A. 2. Receiver-Side Qperations

The anti-shadow receiver is illustrated in the follow ng di agram
Fomm e e o +
normal node swl | nedia | medi a
Primary stream 0___o==>| decoder |===> out put
AS stream ---- Fomeee - + devi ce
| AS node o
| RS +
| | anti - | |
——————— >| shadow |----
| buffer
[ TS +
|
Y
expired franes
di scar ded

Figure 2: Anti-Shadow RTP Recei ver

The anti-shadow recei ver operates between two nodes -- "normal node"
and "AS node". Wien the receiver is not in a shadow (i.e., when it
still receives new data), it operates in the normal node. O herwi se

it operates in the AS node.
A.2.1. Nornal - Mbde Qperation

In the normal node, after receiving a new RTP packet that contains
the primary data and forward-shifted AS data, the receiver passes the
primary data directly to the appropriate nedia decoder for play-out
(a de-jittering buffer nay be used before the play-out, but for
sinplicity we assune that none is used here), while the received AS
data is stored in an anti-shadow buffer.

Moreover, data stored in the anti-shadow buffer will be continuously
checked to determine whether it has expired. |f any redundant data
in the anti-shadow buffer is found to have a tinmestanp ol der (i.e.
smaller) than that of the last primary frame passed to the nedia
decoder, it will be considered expired and be purged fromthe

ant i - shadow buf fer.

The following exanple illustrates the operation of the anti-shadow
buffer in normal node. W use the same assunption as in Figure 1
and assune that the initial tinestanp value is 103 when the session
starts.
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Ti mest anp Ti mest anp
Ti me bei ng of media in
(in ms) played out AS buf fer Not e
t <0 -- (buffer enpty)
t=0 103 258 (hold 1 AS frane)
t =20 104 258- 259 (hold 2 AS franes)
t =40 105 258- 260 (hold 3 AS franes)
t=3080 257 258- 412 (full, hold 155 AS franes)
t=3100 258 259-413 (full, frane 258 purged)
t=3120 259 260-414 (full, franme 259 purged)
t =6240 415 416-570 (al ways holds 3.1 sec

wort h of redundant data)

Fi gure 3: Exanple of Anti-Shadow Buffer Operation in Nornal Mde

Bef ore the begi nning of the session (t<0), the anti-shadow buffer
will be enpty. Wen the first prinmary frane is received, the play-
out will start immediately, and the first received AS frane is stored
in the anti-shadow buffer. Wth the arrival of nore forward-shifted
redundant frames, the anti-shadow buffer will gradually be filled up

For the exanple shown in Figure 3, after 3.08 seconds (the anount of
the forward-shifting mnus one frane) fromthe start of the session
the anti-shadow buffer will be full, holding exactly 3.1 seconds
worth of redundant data, with the ol dest frame corresponding to
t=3.1 sec and the youngest franme corresponding to t=6.18 sec.

It is not difficult to see that in nornmal node, because of the
continuous purge of expired frames and the addition of new franes,
the anti-shadow buffer will always be full, holding the next
"forwardshift’ amount of redundant franes.

A . 2.2. Anti-Shadow Mode Operation

When the receiver enters a shadow (or any other conditions that
prevent the receiver fromgetting new nedia data), the receiver
switches to the anti-shadow node, in which it sinply continues the
pl ay-out fromthe forward-shifted redundant data stored in the
anti - shadow buf fer.
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For the exanple in Figure 3, if the receiver enters a shadow at
t=3120, it can continue the play-out by using the forward-shifted
redundant frames (ts=260-414) fromthe anti-shadow buffer. As |ong
as the receiver can nove out of the shadow by t=6240, there will be
no service interruption.

When t he shadow condition ends (neaning new data starts to arrive
again), the receiver immediately switches back to the normal node of
operation, playing out fromnewy arrived primary franes. At the
same tinme, the arrival of new AS franmes will start to re-fill the
anti - shadow buf fer.

However, if the duration of the shadow is |onger than the anount of
forward-shifting, the receiver will run out of nedia franes fromits
anti-shadow buffer. At that point, service interruption will occur.
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