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Abst r act

The Poi nt-to-Point Protocol (PPP) defines a Link Control Protoco
(LCP) and a nethod for negotiating the use of nultiprotocol traffic
over point-to-point links. This docunent describes PPP support for
the Transparent Interconnection of Lots of Links (TRILL) Protocol

all owi ng direct communicati on between Routing Bridges (RBridges) via
PPP 1i nks.

Status of This Meno
This is an Internet Standards Track docunent.

This docunent is a product of the Internet Engi neering Task Force
(IETF). It represents the consensus of the |IETF comunity. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Group (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741.

I nformation about the current status of this docunent, any errata,
and how to provide feedback on it may be obtai ned at
http://ww. rfc-editor.org/info/rfc6361

Copyright Notice

Copyright (c) 2011 I ETF Trust and the persons identified as the
docunment authors. All rights reserved.

This docunent is subject to BCP 78 and the I ETF Trust’s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunment. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided wi thout warranty as
described in the Sinplified BSD License.
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1. I nt roducti on

The TRILL Protocol [RFC6325] defines a set of nechanisns used to
communi cat e between RBridges. These devices can bridge together
| arge 802 networks using link-state protocols in place of the
tradi ti onal spanning tree mechani snms [ RFC5556] .

Over Ethernet, TRILL uses two separate Ethertypes to distinguish

bet ween encapsul ati on headers, which carry user data, and link-state
messages, which conpute network topology using a protocol based on
[1S-1S] [RFC6326]. These two protocols rnust be distinguished from
one anot her, and segregated fromall other traffic.

In a network where PPP [ RFC1661] is used to interconnect routers
(often over teleconmunications links), it nmay be advantageous to be
able to bridge between Ethernet segnents over those PPP |inks, and
thus integrate renpote networks with an existing TRILL cloud. The
exi sting Bridging Control Protocol (BCP) [RFC3518] allows direct
bridgi ng of Ethernet frames over PPP. However, this mechanismis
inefficient and i nadequate for TRILL, which can be optim zed for use
over PPP |inks.

To interconnect these devices over PPP |inks, three protocol nunbers
are needed, and are reserved as foll ows:

Value (in hex) Protocol Nane

005d TRILL Network Protocol (TNP)
405d TRILL Link State Protocol (TLSP)
805d TRILL Network Control Protocol (TNCP)
The usage of these three protocols is described in detail in the

foll owi ng section.
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The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunment are to be interpreted as described in [RFC2119].

2. PPP TRILL Negotiation

The TRILL Network Control Protocol (TNCP) is responsible for
negotiating the use of the TRILL Network Protocol (TNP) and TRILL
Link State Protocol (TLSP) on a PPP link. TNCP uses the same option
negoti ati on nechani sm and state machi ne as described for LCP
(Section 4 of [RFC1661]).

TNCP packets MJUST NOT be exchanged until PPP has reached the Network-
Layer Protocol phase. Any TNCP packets received when not in that
phase MJST be silently ignored.

The encapsul ated network | ayer data, carried in TNP packets, and
topol ogy information, carried in TLSP packets, MJST NOT be sent
unless TNCP is in the Opened state. |If a TNP or TLSP packet is
recei ved when TNCP is not in the Opened state and LCP is in the
Opened state, an inplenentation MIST silently discard the unexpected
TNP or TLSP packet.

2.1. TNCP Packet For mat

Exactly one TNCP packet is carried in the PPP Information field, with
the PPP Protocol field set to hex 805d (TNCP). A sumary of the TNCP
packet format is shown below The fields are transmitted fromleft
to right.

0 1 2 3
01234567890123456789012345678901
T I T S S Tk it S S S S Sk L T T SR A s

| Code | Ildentifier | Length
B T e o i S I i i S S N iy St S I S S
| Data ...

+- - - -+

Code
Only LCP Code values 1 through 7 (Configure-Request,
Confi gure- Ack, Configure-Nak, Configure-Reject, Term nate-Request,
Term nat e- Ack, and Code-Reject) are used. Al other codes SHOULD
result in a TNCP Code- Reject reply.

Identifier and Length

These are as docunented for LCP
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Dat a

This field contains data formatted as described in Section 5 of
[ RFC1661]. Codes 1-4 use Type-Length-Data sequences, Codes 5
and 6 use uninterpreted data, and Code 7 uses a Rejected-Packet,
all as described in [ RFC1661].

Because no Configuration Options have been defined for TNCP,
negotiating the use of the TRILL Protocol with IS 1S for the link
state protocol is the default when no options are specified. A
future docunent may specify the use of Configuration Options to
enabl e different TRILL operating nodes, such as the use of a
different link state protocol.

2.2. TNP Packet For mat

When TNCP is in the Opened state, TNP packets are sent by setting the
PPP Protocol field to hex 005d (TNP) and placing TRILL-encapsul ated
data representing exactly one encapsul ated packet in the PPP

I nformation field.

A summary of this format is provided bel ow

0 1 2 3
01234567890123456789012345678901
Bl e e e e R TR oE
| Egress (RB2) N cknane |
R e i T I S S i S S
| I'nner Destination MAC ...
R e e T e S e e h et T S TR SRR e e

This is identical to the TRILL Ethernet format (Section 4.1 of

[ RFC6325], "Ethernet Data Encapsul ation"), except that the Quter MAC
(Medi a Access Control) header and Ethertype are replaced by the PPP
headers and Protocol Field, and the Ethernet Franme Check Sequence
(FCS) is not present. Both user data and End-Stati on Address
Distribution Information (ESADI) packets are encoded in this fornat.

The PPP FCS follows the encapsul ated data on |inks where the PPP FCS
is in use.

Unli ke the TRILL Ethernet encapsul ation, PPP nodes do not have MAC
addresses, so no outer MAC is present. (High-Level Data Link Control
(HDLC) addresses MAY be present in some situations; such usage is
outside the scope of this docunent.)
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2.

3.

3. TLSP Packet For nat

Wien TNCP is in the Opened state, TLSP packets are sent by setting
the PPP Protocol field to hex 405d (TLSP) and pl aci ng exactly one

I S-1S Payl oad (Section 4.2.3 of [RFC6325], "TRILL IS 1S Franes") in
the PPP I nformation field.

Note that point-to-point 1S 1S links have only an arbitrary circuit
I D, and do not use MAC addresses for identification

TRI LL PPP Behavi or

1. On a PPP link, TRILL always uses point-to-point (P2P) Hell os.
There is no need for TRILL-Hell o franmes, nor is per-port
configuration necessary. P2P Hello nessages, per "Point-to-Point
ISto IS hello PDU' (Section 9.7 of [IS1S]), do not use Nei ghbor
IDs in the sane manner as on Ethernet. However, per
Section 4.2.4.1 of [RFC6325], the three-way |S-1S handshake using
extended circuit IDs is required on point-to-point Iinks, such
as PPP.

2. RBridges are never appointed forwarders on PPP links. [If an
i npl enent ati on includes BCP [ RFC3518], then it MJST ensure that
only one of BCP or TNCP is negotiated on a link, and not both. |If
the peer is an RBridge, then there is no need to pass
unencapsul ated frames, as the link can have no TRILL-ignorant peer
to be concerned about. |If the peer is not an RBridge, then TNCP
negotiation fails and TRILL is not used on the link

3. An inplenentation that has only PPP |inks m ght have no
Organi zationally Unique Identifier (QU) that can forman IS IS
System I D. Resolving that issue is outside the scope of this
docunent; however, it is strongly RECOMVENDED that all TRILL
i npl enent ati ons have at | east one zero-configuration nmechanismto
obtain a valid SystemID. Refer to ISOIEC 10589 [IS-1S]
regardi ng System | D uni queness requirenents.

4. TRILL MIU- probe and TRILL MIU-ack nessages (Section 4.3.2 of
[ RFC6325]) are not needed on a PPP link. |nplenentations MJST NOT
send MIU-probe nmessages and SHOULD NOT reply to these nessages.
The MIU conputed by LCP SHOULD be used instead. Negotiating an
LCP MIU of at |east 1524, to allow for an inner Ethernet payl oad
of 1500 octets, is RECOMVENDED
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4.

Security Considerations

Exi sting PPP and |S-1S security nmechani snms may play inportant roles
in a network of RBridges interconnected by PPP links. At the TRILL
IS-1S layer, the I1S-1S authentication nmechani sm[RFC5304] [RFC5310]
prevents fabrication of link-state control nessages.

Not all inplenentations need to include specific security nechani sns
at the PPP layer, for exanple if they are designed to be depl oyed
only in cases where the networking environnment is trusted or where

ot her |ayers provide adequate security. A conplete enuneration of
possi bl e depl oynent scenari os and associated threats and options is
not possible and is outside the scope of this docunment. For
applications involving sensitive data, end-to-end security should

al ways be considered in addition to link security to provide security
i n depth.

However, in case a PPP | ayer authentication nechanismis needed to
protect the establishment of a link and identify a link with a known
peer, inplenmentation of the PPP Chal |l enge Handshake Aut hentication
Protocol (CHAP) [RFC1994] is RECOMWENDED. Should greater flexibility
than that provided by CHAP be required, the Extensible Authentication
Protocol (EAP) [RFC3748] is a good alternative

If TRILL-over-PPP packets also require confidentiality, the PPP
Encryption Control Protocol (ECP) link encryption mechani sns

[ RFC1968] can protect the confidentiality and integrity of al
packets on the PPP |ink.

And when PPP is run over tunneling nechani sns, such as the Layer Two
Tunnel ing Protocol (L2TP) [RFC3931], tunnel security protocols may be
avai | abl e.

For general TRILL protocol security considerations, see [RFC6325].
| ANA Consi derati ons

| ANA has assigned three PPP Protocol field val ues, 005d, 405d, and
805d, as described in Section 1 of this docunent.

| ANA has created a new "PPP TNCP Configuration Option Types" registry
in the PPP-Nunbers registry, using the sane format as the existing
"PPP LCP Configuration Option Types" registry.

Al'l TNCP Configuration Option Types except 0 are "Unassigned" and
avail abl e for future use, based on "I ETF Review', as described in

BCP 26 [ RFC5226]. Option O is allocated for use with Vendor-Specific
Options, as described in [ RFC2153].
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