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Abstr act

Thi s docunent proposes four cryptographic user interface suites
("U suites") for IP Security (lIPsec), sinilar to the two suites
specified in RFC 4308. The four new suites provide conpatibility
with the United States National Security Agency’'s Suite B
specifications. This docunent obsol etes RFC 4869, which presented
earlier versions of these suites.

Status of This Meno

This docunent is not an Internet Standards Track specification; it is
published for infornational purposes.

This docunent is a product of the Internet Engi neering Task Force
(IETF). It represents the consensus of the |IETF comunity. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Group (IESG. Not all docunents
approved by the I ESG are a candi date for any |evel of Internet

St andard; see Section 2 of RFC 5741.

I nformation about the current status of this docunent, any errata,
and how to provide feedback on it may be obtai ned at
http://ww. rfc-editor.org/info/rfc6379

Copyright Notice

Copyright (c) 2011 I ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunent is subject to BCP 78 and the I ETF Trust’s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this document. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided wi thout warranty as
described in the Sinplified BSD License.
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1. Introduction

[ RFC4A308] proposes two optional cryptographic user interface suites
("U suites") for IPsec. The two suites, VPN-A and VPN-B, represent
commonly used present day corporate VPN security choi ces and
anticipated future choices, respectively. [RFC4869] proposed four
new U suites based on inplenentations of the United States Nationa
Security Agency’'s Suite B algorithns (see [SuiteB]).

As with the VPN suites, the Suite B suites are sinply collections of
val ues for sone options in IPsec. Use of U suites does not change
the I Psec protocols in any way.

Thi s docunent reduces the scope of the suites in [ RFC4869] while
retaining the original suite nanes. A detailed list of the changes
is given in Section 6. This docunment obsol etes RFC 4869.

2. Requirenments Term nol ogy

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
document are to be interpreted as described in [ RFC2119].

3. New U Suites

Each of the following U suites provides choices for ESP (see

[ RFC4303]) and for Internet Key Exchange (1 KEv2) (see [RFC5996]).
The four suites are differentiated by the choice of cryptographic
al gorithm strengths, and a choice of whether the Encapsul ating
Security Payload (ESP) is to provide both confidentiality and
integrity or integrity only. The suite names are based on the
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Advanced Encryption Standard [ AES] node and AES key length specified
for ESP.

| Psec inplenmentations that use these U suites MJST use the suite
nanes listed here. |[|Psec inplenentations SHOULD NOT use nanes
different than those listed here for the suites that are descri bed,
and MJUST NOT use the nanes |listed here for suites that do not natch
t hese values. These requirenments are necessary for interoperability.

3.1. Suite "Suite-B-CCM 128"

This suite provides ESP integrity protection and confidentiality
using 128-bit AES-GCM (see [RFC4106]). This suite or the follow ng

suite shoul d be used when ESP integrity protection and encryption are
bot h needed.

ESP:

Encryption AES with 128-bit keys and 16-octet Integrity
Check Value (ICV) in GCM node [ RFC4106]

Integrity NULL

| KEv2:
Encryption AES with 128-bit keys in CBC node

[ RFC3602]

Pseudo-random functi on HMAC- SHA- 256 [ RFC4868]
Integrity HMAC- SHA- 256- 128 [ RFC4868]
Diffie-Hellman group 256-bit random ECP group [ RFC5903]

3.2. Suite "Suite-B-CCM 256"

This suite provides ESP integrity protection and confidentiality
using 256-bit AES-GCM (see [RFC4106]). This suite or the preceding

suite shoul d be used when ESP integrity protection and encryption are
bot h needed.

ESP:
Encryption AES with 256-bit keys and 16-octet |ICV in GCM node
[ RFC4106]
Integrity NULL
| KEv2:
Encryption AES with 256-bit keys in CBC node
[ RFC3602]
Pseudo-random functi on HMAC- SHA- 384 [ RFC4868]
Integrity HVAC- SHA- 384- 192 [ RFC4868]
Diffie-Hellman group 384-bit random ECP group [ RFC5903]
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3.3. Suite "Suite-B-GVAC 128"

This suite provides ESP integrity protection using 128-bit AES- GVAC
(see [ RFCA543]) but does not provide confidentiality. This suite or
the follow ng suite should be used only when there is no need for ESP
encryption.

ESP:
Encryption NULL
Integrity AES with 128-bit keys in GVAC node [ RFC4543]
| KEv2:
Encryption AES with 128-bit keys in CBC node
[ RFC3602]
Pseudo-random functi on HMAC- SHA- 256 [ RFC4868]
Integrity HVAC- SHA- 256- 128 [ RFC4868]
Diffie-Hellman group 256-bit random ECP group [ RFC5903]

3.4. Suite "Suite-B-GVAC 256"

This suite provides ESP integrity protection using 256-bit AES- GVAC
(see [ RFCA543]) but does not provide confidentiality. This suite or
the preceding suite should be used only when there is no need for ESP
encryption.

ESP:
Encryption NULL
Integrity AES with 256-bit keys in GVAC node [ RFC4543]
| KEv2:
Encryption AES with 256-bit keys in CBC node
[ RFC3602]
Pseudo-random functi on HMAC- SHA- 384 [ RFC4868]
Integrity HVAC- SHA- 384- 192 [ RFC4868]
Diffie-Hellman group 384-bit random ECP group [ RFC5903]

4. Security Considerations

This docunent inherits all of the security considerations of the
| Psec and | KEv2 docunents.

Some of the security options specified in these suites may be found

in the future to have properties significantly weaker than those that
were believed at the tinme this docunent was produced.
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5. | ANA Consi derati ons

| ANA maintains a registry called "Cryptographic Suites for |KEv1,

| KEv2, and | Psec" (see [IANA-Suites]). The registry consists of a
text string and an RFC nunber that lists the associated transforns.
The four suites in this document have been listed with this docunent
as the RFC reference. These entries will be updated upon approval of
t hi s docunent.

The updated values for the registry are:

I dentifier Defined in
Sui t e- B- GCM 128 RFC 6379
Sui t e- B- GCM 256 RFC 6379
Sui t e- B- GVAC- 128 RFC 6379
Sui t e- B- GVAC- 256 RFC 6379

6. Changes from RFC 4869
The changes from [ RFC4869] are:
1. Renoved definitions of the suites for | KEv].

2. Renoved | KE aut hentication nethods fromthe suite definitions.
These now appear in [ RFC6380].

3. Renoved the requirenents on rekeying in | KEv2.
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