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1. Introduction

Thi s docunent defines a reference peering architecture for the
Session Initiation Protocol (SIP) [RFC3261], it’s functiona
components and interfaces in the context of session peering for
mul ti medi a i nterconnects. |In this process, we define the peering
reference architecture and its functional conponents, and peering
interface functions fromthe perspective of a SIP Service Provider’s
(SSP’'s) [RFC5486] network. Thus, it also describes the conponents
and the steps necessary to establish a session between two SSP
peeri ng domai ns.

An SSP nmay al so be referred to as an Internet Tel ephony Service
Provider (1TSP). Wiile the terms | TSP and SSP are frequently used
i nterchangeably, this docunent and other subsequent SIP peering-
rel ated docunents should use the term SSP. SSP nore accurately
depicts the use of SIP as the underlying Layer 5 signaling protocol

This architecture enables the interconnection of two SSPs in Layer 5
peering, as defined in the SIP-based session peering requirenments
[ RFC6271] .

Layer 3 peering is outside the scope of this docunent. Hence, the
figures in this docunent do not show routers so that the focus is on
Layer 5 protocol aspects.

Thi s docunent uses terninology defined in "Session Peering for

Mul tinedia I nterconnect (SPEERM NT) Ter m nol ogy" [RFC5486]. In
addition to normative references included herein, readers may al so
find [ RFC6405] informative.

2. New Ter m nol ogy

[ RFC5486] is a key reference for the mgjority of the SPEERM NT-
related term nol ogy used in this docunment. However, some additiona
new terns are used here as follows in this section

2.1. Session Border Controller (SBC

A Session Border Controller (SBC) is referred to in Section 5. An
SBC can contain a Signaling Function (SF), Signaling Path Border

El enrent (SBE) and Data Path Border Elenent (DBE), and may performthe
Lookup Function (LUF) and Location Routing Function (LRF), as
described in Section 3. Whether the SBC perfornms one or nore of
these functions is, generally speaking, dependent upon how a SIP
Service Provider (SSP) configures such a network elenment. 1In
addition, requirenents for an SBC can be found in [ RFC5853].
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2.2. Carrier-of-Record

A carrier-of-record, as used in Section 6.1.2.2, is defined in

[ RFC5067]. That document describes the termas referring to the
entity having discretion over the domain and zone content and acting
as the registrant for a tel ephone nunber, as represented in ENUM
This can be as foll ows:

0o the service provider to which the E 164 nunber was allocated for
end user assignnment, whether by the National Regulatory Authority
(NRA) or the International Tel ecomrunication Union (ITU), for
i nstance, a code under "lInternational Networks" (+882) or
"Uni versal Personal Tel ecommunications (UPT)" (+878), or

o if the nunmber is ported, the service provider to which the nunber
was ported, or

0 where nunbers are assigned directly to end users, the service
provi der that the end user nunber assignee has chosen to provide a
Public Switched Tel ephone Network / Public Land Mobil e Network
(PSTN PLMN) poi nt-of -i nterconnect for the nunber

It is understood that the definition of "carrier-of-record" within a
given jurisdiction is subject to nodification by nationa
authorities.

3. Reference Architecture

The following figure depicts the architecture and | ogical functions
that form peering between two SSPs.

For further details on the elenments and functions described in this
figure, please refer to [RFC5486]. The follow ng terns, which appear
in Figure 1 and are docunented in [ RFC5486], are reproduced here for

simplicity.

o Data Path Border Elenment (DBE): A data path border el enent (DBE)
is located on the adninistrative border of a domain through which
the medi a associated with an inter-domain session flows.
Typically, it provides nedia-related functions such as deep packet
i nspection and nodification, nmedia relay, and firewall-traversa
support. The DBE nmay be controlled by the SBE

o E. 164 Nunber Mapping (ENUM: See [ RFC6116].

o Fully Qualified Dormain Nanme (FQDN): See [ RFC1035].
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(o]

Location Routing Function (LRF): The Location Routing Function
(LRF) deternines, for the target domain of a given request, the

| ocation of the SF in that domain, and optionally devel ops ot her
Session Establishnent Data (SED) required to route the request to
that domain. An exanple of the LRF nmay be applied to either
exanple in Section 4.3.3 of [RFC5486]. Once the ENUM response or
SIP 302 redirect is received with the destination’s SIP URI, the
LRF rmust derive the destination peer’s SF fromthe FQDN in the
domain portion of the URI. |In sone cases, sone entity (usually a
third party or federation) provides peering assistance to the
Oiginating SSP by providing this function. The assisting entity
may provide information relating to direct (Section 4.2.1 of

[ RFC5486]) or indirect (Section 4.2.2 of [RFC5486]) peering as
necessary.

Lookup Function (LUF): The Lookup Function (LUF) determnes, for a
gi ven request, the target domain to which the request should be
routed. An exanple of an LUF is an ENUM [4] | ook-up or a SIP

I NVI TE request to a SIP proxy providing redirect responses for
peers. In sonme cases, sone entity (usually a third party or
federation) provides peering assistance to the Originating SSP by
providing this function. The assisting entity may provide
information relating to direct (Section 4.2.1 of [RFC5486]) or
indirect (Section 4.2.2 of [RFC5486]) peering as necessary.

Real -time Transport Protocol (RTP): See [RFC3550].
Session Initiation Protocol (SIP): See [RFC3261].

Signaling Path Border Elenent (SBE): A signaling path border

el ement (SBE) is |ocated on the adninistrative border of a donmain
t hrough whi ch inter-domain session-1layer nessages will flow
Typically, it provides Signaling Functions such as protocol inter-
wor king (for exanple, H. 323 to SIP), identity and topol ogy hiding,
and Session Adm ssion Control for a domain.

Si gnaling Function (SF): The Signaling Function (SF) perforns
routing of SIP requests for establishing and maintaining calls and
in order to assist in the discovery or exchange of paranmeters to
be used by the Media Function (MF). The SF is a capability of SIP
processing el ements such as SIP proxies, SBEs, and User Agents.

SIP Service Provider (SSP): A SIP Service Provider (SSP) is an
entity that provides session services utilizing SIP signaling to
its customers. In the event that the SSP is also a function of
the SP, it may al so provide nedia streams to its custonmers. Such
an SSP may additionally be peered with other SSPs. An SSP may

al so interconnect with the PSTN
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Ref erence Architecture
Figure 1
4. Procedures of Inter-Domain SSP Session Establishnent

Thi s docunent assumes that in order for a session to be established

froma User Agent (UA) in the Oiginating (or Indirect) SSP' s network

toa UAin the Target SSP's network the following steps are taken

1. Determine the Target or Indirect SSP via the LUF. (Note: If the
target address represents an intra-SSP resource, the behavior is
out of scope with respect to this docunent.)

2. Determne the address of the SF of the Target SSP via the LRF.

3. Establish the session

4. Exchange the nedia, which could include voice, video, text, etc.

5. End the session (BYE)
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The Originating or Indirect SSP would performsteps 1-4, the Target
SSP woul d performstep 4, and either one can performstep 5.

In the case that the Target SSP changes, steps 1-4 would be repeated.
This is reflected in Figure 1, which shows the Target SSP with its
own peering functions.

5. Rel ationshi ps between Functions/El enents
Pl ease also refer to Figure 1

0 An SBE can contain a Signaling Function (SF).

0 An SF can performa Lookup Function (LUF) and Location Routing
Function (LRF).

0 As an additional consideration, a Session Border Controller, can
contain an SF, SBE and DBE, and may act as both an LUF and LRF.

o The follow ng functions may comunicate as follows in an exanple
SSP network, dependi ng upon various real-world inplenmentations:

* SF may communi cate with the LUF, LRF, SBE, and SF

*  LUF may comuni cate with the SF and SBE

* LRF may conmunicate with the SF and SBE

6. Recommended SSP Procedures

This section describes the functions in nore detail and provides sone
reconmendations on the role they would play in a SIP call in a Layer
5 peering scenario.
Some of the information in this section is taken from|[RFC6271] and
is included here for continuity purposes. It is also inportant to
refer to Section 3.2 of [RFC6404], particularly with respect to the
use of | Psec and TLS.

6.1. Oiginating or Indirect SSP Procedures

This section describes the procedures of the Originating or indirect
SSP.
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6.1.1. The Lookup Function (LUF)

The purpose of the LUF is to determine the SF of the target domai n of
a given request and optionally to devel op Session Establishnment Data.
It is inmportant to note that the LUF may utilize the public el64. arpa
ENUM root, as well as one or nore private roots. Wen private roots
are used, specialized routing rules nmay be inplenented; these rules
may vary dependi ng upon whether an Originating or Indirect SSP is
queryi ng the LUF.

6.1.1.1. Target Address Analysis

When the Originating (or Indirect) SSP receives a request to

communi cate, it analyzes the target URI to determ ne whether the cal
needs to be routed internally or externally to its network. The
analysis nethod is internal to the SSP; thus, outside the scope of
SPEERM NT.

If the target address does not represent a resource inside the
Oiginating (or Indirect) SSP's administrative domain or federation
of domains, then the Originating (or Indirect) SSP perfornms a Lookup
Function (LUF) to determne a target address, and then it resol ves
the call routing data by using the Location Routing Function (LRF).

For exanple, if the request to comunicate is for an im or pres: UR
type [ RFC3861] [RFC3953], the Oiginating (or Indirect) SSP foll ows
the procedures in [RFC3861]. |If the highest priority supported UR
schene is sip: or sips:, the Originating (or Indirect) SSP skips to
SIP DNS resolution in Section 5.1.3. Likewise, if the target address
is already a sip: or sips: URl in an external domain, the Originating
(or Indirect) SSP skips to SIP DNS resolution in Section 6.1.2. 1.
This may be the case, to use one exanple, wth

"si ps: bob@i | oxi . exanpl e. coni'.

If the target address corresponds to a specific E. 164 address, the
SSP nay need to perform sone form of nunber plan mapping according to
| ocal policy. For exanple, in the United States, a dial string

begi nning "011 44" could be converted to "+44"; in the United

Ki ngdom "00 1" could be converted to "+1". Once the SSP has an

E. 164 address, it can use ENUM

6.1.1.2. ENUM Lookup

If an external E.164 address is the target, the Originating (or
Indirect) SSP consults the public "User ENUM' rooted at el64. arpa,
according to the procedures described in [RFC6116]. The SSP nust
query for the "E2U+si p" enunservice as described in [RFC3764], but
may check for other enunservices. The Oiginating (or Indirect) SSP
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may consult a cache or alternate representation of the ENUM dat a

rat her than actual DNS queries. Also, the SSP nay skip actual DNS
queries if the Oiginating (or Indirect) SSP is sure that the target
address country code is not represented in el64. arpa.

If an im or pres: URl is chosen based on an "E2U+i nf [ RFC3861] or
"E2U+pres" [ RFC3953] enumserver, the SSP foll ows the procedures for
resolving these URIs to URIs for specific protocols such as SIP or
Ext ensi bl e Messagi ng and Presence Protocol (XMPP) as described in the
previ ous section.

The Nanming Authority Pointer (NAPTR) response to the ENUM | ookup nay
be a SIP address of record (AOR) (such as "sips: bob@xanpl e. cont') or

SIP URI (such as "sips:bob@bel. bi |l oxi.exanple.com'). In the case
when a SIP URI is returned, the Oiginating (or Indirect) SSP has
sufficient routing information to locate the Target SSP. In the case

of when a SIP AoR is returned, the SF then uses the LRF to detern ne
the URI for nore explicitly locating the Target SSP

6.1.2. Location Routing Function (LRF)

The LRF of an Originating (or Indirect) SSP anal yzes target address
and target domain identified by the LUF, and discovers the next-hop
Signaling Function (SF) in a peering relationship. The resource to
deternmine the SF of the target donain m ght be provided by a third
party as in the assisted-peering case. The follow ng sections define
nmechani sms that may be used by the LRF. These are not in any
particul ar order and, inportantly, not all of them have to be used.

6.1.2.1. DNS Resol ution

The Originating (or Indirect) SSP uses the procedures in Section 4 of
[ RFC3263] to determine how to contact the receiving SSP. To
summari ze the [ RFC3263] procedure: unless these are explicitly
encoded in the target URI, a transport is chosen using NAPTR records,
a port is chosen using SRV records, and an address is chosen using A
or AAAA records.

When communi cating with another SSP, entities conpliant to this
docunent should select a TLS-protected transport for communication
fromthe Oiginating (or Indirect) SSP to the receiving SSP if
avai | abl e, as described further in Section 6.2.1.

6.1.2.2. Routing Table
If there are no End User ENUM records and the Originating (or

Indirect) SSP cannot discover the carrier-of-record or if the
Oiginating (or Indirect) SSP cannot reach the carrier-of-record via
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SIP peering, the Oiginating (or Indirect) SSP nmay deliver the cal
to the PSTN or reject it. Note that the Oiginating (or Indirect)
SSP may forward the call to another SSP for PSTN gateway termni nation
by prior arrangenment using the local SIP proxy routing table.

If so, the Oiginating (or Indirect) SSP rewites the Request-URl to
address the gateway resource in the Target SSP's donai n and nay
forward the request on to that SSP using the procedures described in
the renmai nder of these steps.

6.1.2.3. LRF to LRF Routing

Communi cati ons between the LRF of two interconnecting SSPs nay use
DNS or statically provisioned | P addresses for reachability. O her
inputs to determine the path may be code-based routing, method-based
routing, time of day, |east cost and/or source-based routing.

6.1.3. The Signaling Path Border El enent (SBE)

The purpose of the Signaling Function is to performrouting of SIP
nmessages as well as optionally inplenent security and policies on SIP
messages and to assist in discovery/exchange of paraneters to be used
by the Media Function (MF). The Signaling Function perfornms the
routing of SIP nessages. The SBE nmay be a back-to-back user agent
(B2BUA) or it may act as a SIP proxy. Optionally, an SF nay perform
addi tional functions such as Session Adnission Control, SIP Denial-
of - Service protection, SIP Topology H ding, SIP header normalization
SIP security, privacy, and encryption. The SF of an SBE can al so
process SDP payl oads for nedia information such as nedi a type,
bandwi dt h, and type of codec; then, communicate this information to
the media function.

6.1.3.1. Establishing a Trusted Rel ati onship

Dependi ng on the security needs and trust rel ationshi ps between SSPs,
different security nechanisns can be used to establish SIP calls.
These are discussed in the foll owi ng subsections.

6.1.3. 2. | Psec

In certain deploynents, the use of |Psec between the Signaling
Functions of the originating and term nating donains can be used as a
security nechanisminstead of TLS. However, such |Psec use should be
t he subject of a future document as additional specification is
necessary to use | Psec properly and effectively.
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6.1.3.3. Co-Location

In this scenario, the SFs are co-located in a physically secure

| ocation and/or are nenbers of a segregated network. In this case,
messages between the Originating and Term nating SSPs coul d be sent
as clear text (unencrypted). However, even in these sem -trusted co-
|l ocation facilities, other security or access control nechani sns nmay
be appropriate, such as |IP access control lists or other nechanisns.

6.1.3.4. Sending the SIP Request

Once a trust relationship between the peers is established, the
Oiginating (or Indirect) SSP sends the request.

6.2. Target SSP Procedures
This section describes the Target SSP Procedures.
6.2.1. TLS

The section defines the usage of TLS between two SSPs [ RFC5246]

[ RFC5746] [ RFC5878]. \When the receiving SSP receives a TLS client
hello, it responds with its certificate. The Target SSP certificate
should be valid and rooted in a well-known certificate authority.
The procedures to authenticate the SSP's originating domain are
specified in [ RFC5922].

The SF of the Target SSP verifies that the Identity header is valid,
corresponds to the nessage, corresponds to the ldentity-Info header
and that the domain in the From header corresponds to one of the
domains in the TLS client certificate.

As noted above in Section 6.1.3.2, sone deploynments may utilize |IPsec
rat her than TLS

6.2.2. Receive SIP Requests

Once a trust relationship is established, the Target SSP is prepared
to receive inconming SIP requests. For new requests (dialog forming
or not), the receiving SSP verifies if the target (Request-URI) is a
domain for which it is responsible. For these requests, there should
be no remmi ning Route header field values. For in-dialog requests,
the receiving SSP can verify that it corresponds to the top-nost
Rout e header field val ue.
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The receiving SSP may reject incomng requests due to | ocal policy.
When a request is rejected because the Originating (or Indirect) SSP
is not authorized to peer, the receiving SSP should respond with a
403 response with the reason phrase "Unsupported Peer".

6.3. Data Path Border El enent (DBE)

The purpose of the DBE [ RFC5486] is to perform nedi a-rel ated
functions such as nedia transcoding and nmedi a security inplenmentation
bet ween two SSPs.

An exanple of this is to transforma voice payl oad from one codec
(e.g., G711) to another (e.g., EVRC). Additionally, the M- nmay
perform media relaying, nmedia security [RFC3711], privacy, and
encryption.

7. Address Space Consi derations

Peering nust occur in a comon |P address space, which is defined by
the federation, which nmay be entirely on the public Internet, or some
private address space [RFC1918]. The origination or termnination
networks may or may not entirely be in the sane address space. |If
they are not, then a Network Address Transl ation (NAT) or simlar may
be needed before the signaling or media is presented correctly to the
federation. The only requirenent is that all associated entities
across the peering interface are reachabl e.
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9. Security Considerations

The | evel (or types) of security nechani sns inplenented between
peering providers is, in practice, dependent upon on the underlying
physi cal security of SSP connections. This neans, as noted in
Section 6.1.3.3, whether peering equipnent is in a secure facility or
not may bear on other types of security nmechani snms that may be
appropriate. Thus, if two SSPs peered across public Internet |inks,
they are likely to use | Psec or TLS since the |link between the two
domai ns shoul d be consi dered untrusted.

Many detailed and highly rel evant security requirenents for SPEERM NT

have been docunented in Section 5 of [RFC6271]. As a result, that
docunent shoul d be considered required reading.
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10.

Addi tional and inportant security considerations have been docunented
separately in [ RFC6404]. This docunent describes the many rel evant
security threats to SPEERM NT, as well the rel evant counterneasures
and security protections that are reconmended to conbat any potenti al
threats or other risks. This includes a wi de range of detail ed
threats in Section 2 of [RFC6404]. It also includes key requirenents
in Section 3.1 of [RFC6404], such as the requirenment for the LUF and
LRF to support mutual authentication for queries, anong other

requi renents which are related to [ RFC6271]. Section 3.2 of

[ RFC6404] explains how to neet these security requirenents, and then
Section 4 explores a wi de range of suggested counterneasures.
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