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Abst r act

This docunent clarifies the Zero Wndow Probes (ZWPs) described in
RFC 1122 ("Requirenents for Internet Hosts -- Communication Layers").
In particular, it clarifies the actions that can be taken on
connections that are experiencing the ZWP condition. Rather than
maki ng a change to the standard, this docunent clarifies what has
been until now a misinterpretation of the standard as specified in
RFC 1122.

Status of This Meno

This docunent is not an Internet Standards Track specification; it is
publ i shed for informational purposes.

This docunent is a product of the Internet Engi neering Task Force
(ITETF). It represents the consensus of the |IETF community. It has
recei ved public review and has been approved for publication by the
I nternet Engineering Steering Group (IESG. Not all docunents
approved by the | ESG are a candi date for any |evel of Internet

St andard; see Section 2 of RFC 5741.

I nformation about the current status of this docunent, any errata,

and how to provide feedback on it nmay be obtai ned at
http://ww. rfc-editor.org/infol/rfc6429

Bashyam et al. I nf or mat i onal [ Page 1]



RFC 6429 TCP Persist Condition Decenber 2011

Copyright Notice

Copyright (c) 2011 I ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunent is subject to BCP 78 and the I ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this document. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided wi thout warranty as
described in the Sinplified BSD License.
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1. Introduction

Section 4.2.2.17 of "Requirenments for Internet Hosts -- Comuni cation

Layers" [RFCl122] says:

"A TCP MAY keep its offered receive wi ndow cl osed indefinitely.
As long as the receiving TCP continues to send acknow edgnents in
response to the probe segnents, the sending TCP MJUST all ow the
connection to stay open.

DI SCUSSI ON
It is extrenely inportant to renenber that ACK (acknow edgnent)

segnments that contain no data are not reliably transmtted by
TCP".
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Theref ore, zero wi ndow probing needs to be supported to prevent a
connection from hanging forever if ACK segnents that re-open the

wi ndow are lost. The condition where the sender goes into the Zero
W ndow Probe (ZWP) node is typically known as the ’persist

condi tion’

This guidance is not intended to preclude resource nmanagenent by the
operating system or application, which nmay request that connections
be aborted regardl ess of whether or not they are in the persist
condition. The TCP inplenentati on needs to, of course, conply by
aborting such connections. |If such resource managenent is not
perforned external to the protocol inplenentation, TCP

i mpl enentations that msinterpret Section 4.2.2.17 of [RFC1122] have
the potential to nmake systens vul nerable to denial-of-service (DoS)

[ RFCA732] scenarios where attackers tie up resources by keeping
connections in the persist condition

Rat her than nmaking a change to the standard, this docunent clarifies
what has been until now a misinterpretation of the standard as
specified in RFC 1122 [ RFC1122].

Section 2 of this docunent describes why inplenentations night not
cl ose connections merely because they are in the persist condition
yet need to still allow such connections to be closed on conmand.
Section 3 outlines a sinple attack on systens that do not

suf ficiently manage connections in this state. Section 4 concludes
with a requirenments-1language clarification to the RFC 1122
requirenent.

1.1. Requirenents Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in

[ RFC2119] .

2. Discussion of RFC 1122 Requi renent

Per [RFC1122], as long as the ACKs are being received for w ndow
probes, a connection can continue to stay in the persist condition
This is an inmportant feature, because applications typically would
want the TCP connection to stay open unless an application explicitly
cl oses the connection

For exanple, take the case of a user running a network print job
during which the printer runs out of paper and is waiting for the
user to reload the paper tray (user intervention). The printer may
not be reading data fromthe printing application during this tine.
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Al though this nay result in a prolonged ZWP state, it would be
premature for TCP to take action on its own and close the printer
connection nerely due to its lack of progress. Once the printer’s
paper tray is rel oaded (which may be m nutes, hours, or days later),
the print job needs to be able to continue uninterrupted over the
sanme TCP connecti on.

However, systens that misinterpret Section 4.2.2.17 of [RFC1122] may
fall victimto DoS attacks by not supporting sufficient nechanisns to
all ow rel ease of systemresources tied up by connections in the
persist condition during tinmes of resource exhaustion. For exanple,
take the case of a busy server where nultiple (attacker) clients can
advertise a zero wi ndow forever (by reliably acknow edgi ng the ZWps).
This could eventually lead to resource exhaustion in the server
system In such cases, the application or operating system would
need to take appropriate action on the TCP connection to reclaim
their resources and continue to maintain legitimte connections.

The problemis applicable to TCP and TCP-derived flowcontrolled
transport protocols such as the Stream Control Transmni ssion Protoco
( SCTP)

Clearly, a systemneeds to be robust to such attacks and al | ow
connections in the persist condition to be aborted in the sane way as
any other connection. Section 4 of this docunent provides the
requisite clarification to pernmt such resource managenent.

3. Description of One Sinple Attack

To illustrate a potential DoS scenario, consider the case where nany
client applications open TCP connections with an HTTP [ RFC2616]
server, and each sends a GET request for a |arge page and stops
readi ng the response partway through. This causes the client’s TCP

i npl ementation to advertise a zero windowto the server. For every

| arge HTTP response, the server is left holding on to the response
data in its sending queue. The anobunt of response data held will
depend on the size of the send buffer and the advertised wi ndow. |If
the clients never read the data in their receive queues and therefore
do not clear the persist condition, the server will continue to hold
that data indefinitely. Since there may be a linit to the operating
system kernel nenory available for TCP buffers, this may result in
DoS to legitimate connections by |ocking up the necessary resources.
If the above scenario persists for an extended period of tinme, it

will lead to starvation of TCP buffers and connection bl ocks, causing
l egitimate existing connections and new connection attenpts to fail

A clever application needs to detect such attacks wi th connections
that are not nmaking progress, and could close these connecti ons.
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However, sone applications mght have transferred all the data to the
TCP socket and subsequently cl osed the socket, |eaving the
connections with no controlling process; such connections are
referred to as orphaned connections. These orphaned connecti ons

m ght be left holding the data indefinitely in their sending queue.

The US Conput er Enmergency Readi ness Team (CERT) has rel eased an
advisory in this regard [VU723308] and is naking vendors aware of
this DoS scenari o.

4. Cdarification Regarding RFC 1122 Requirenents

As stated in [RFC1122], a TCP inplenentati on MUST NOT cl ose a
connection nerely because it seens to be stuck in the ZWP or persist
condition. Though unstated in RFC 1122, but inplicit for system
robust ness, a TCP inpl enentati on needs to all ow connections in the
ZWP or persist condition to be closed or aborted by their
applications or other resource nanagenent routines in the operating
system

An interface that allows an application to inform TCP on what to do
when the connection stays in the persist condition, or that allows an
application or other resource nanager to query the health of the TCP
connection, is considered outside the scope of this docunent. Al
such techni ques, however, are in conplete conpliance with TCP

[ RFC0793] and [ RFC1122].

5. Security Considerations

Thi s docunent di scusses one system security consideration that is
listed in "Quidelines for Witing RFC Text on Security

Consi derations" [RFC3552]. |In particular, it describes an

i nappropriate use of a systemthat is acting as a server for many
users. That use and a possible DoS attack are discussed in
Section 3.

This docunent limts itself to clarifying RFC 1122. It does not

di scuss what can happen with orphaned connections and other possible
mtigation techni ques, as these are considered outside the scope of
thi s docunent.
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