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Abstr act

The United States governnent has published guidelines for "NSA Suite
B Crypt ography" that define cryptographic algorithmpolicy for

nati onal security applications. This docunment defines a profile of
Transport Layer Security (TLS) version 1.2 that is fully conpliant
with Suite B.
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Internet Engineering Steering Group (IESG. Not all docunents
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1. Introduction

This docunent specifies the conventions for using National Security
Agency (NSA) Suite B Cryptography [SuiteB] with the Transport Layer
Security (TLS) protocol, and the Datagram Transport Layer Security
(DTLS) protocol

Thi s docunent does not define any new ci pher suites; instead, it
defines a Suite B conpliant profile for use with TLS version 1.2

[ RFC5246], DITLS version 1.2 [RFC6347], and the cipher suites defined
in [RFC5289]. This profile uses only Suite B algorithmns.
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RFC 5430 defined an additional transitional profile for use with TLS
versions 1.0 [ RFC2246] and 1.1 [RFC4346] or with DTLS version 1.0

[ RFC4347] and the cipher suites defined in [ RFC4492]. \hen either
the client or the server does not support TLS version 1.2 and DTLS
version 1.2, the transitional profile can be used to achieve
interoperability that is not Suite B conpliant. The description for
the transitional profile appears in Annex A of this docunent.

2. Conventions Used in This Docunent

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "COPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

W will use the notation "ECDSA-256" to represent the use of the
Elliptic Curve Digital Signature Al gorithm (ECDSA) with the P-256
curve and the SHA-256 hash function. Simlarly, "ECDSA-384" will
represent the use of the ECDSA with the P-384 curve and the SHA-384
hash functi on.

3. Suite B Requirenents

The Fact Sheet on Suite B Cryptography requires key establishment and
aut hentication algorithns based on Elliptic Curve Cryptography and
encryption using AES [AES]. Suite B algorithns are defined to
support two nininmumlevels of security: 128 and 192 bits.

In particular, Suite B includes the foll ow ng:

Encryption: Advanced Encryption Standard (AES) [ AES] --
FIPS 197 (with key sizes of 128 and 256 bits)

Digital Signature: Elliptic Curve Digital Signature Al gorithm
(ECDSA) [DSS] - FIPS 186-3 (using the curves
wi th 256- and 384-bit prinme noduli)

Key Exchange: Elliptic Curve Diffie-Hellman (ECDH) - N ST
Speci al Publication 800-56A [ PMKE] (using the
curves with 256- and 384-bit prime noduli)

The two elliptic curves used in Suite B each appear in the literature
under two different names. For sake of clarity, we list both nanes
bel ow.

Curve NI ST nare [ SECG nane

P- 256 ni st p256 secp256r1
P- 384 ni st p384 secp384rl
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The purpose of this docunent is to specify the requirenents for a
Suite B conpliant inplenentation of TLS (hereafter referred to as
"Suite B TLS").

3.1. MnimmLevels of Security (mnLGOS) for Suite B TLS

Suite B provides two |levels of cryptographic security, nanely a
128-bit mininmumlevel of security (mnLOS_128) and a 192-bit mnini num
| evel of security (minLGOS _192). Each level defines a m ninmum
strength that all cryptographic algorithms nust provide

The follow ng conbination of algorithns and key sizes are used in
Suite B TLS:

Suite B Conbination 1 Suite B Combi nation 2

AES with 128-bit key in GCM node AES with 256-bit key in GCM node

ECDH using the 256-bit prine ECDH using the 384-bit prine
nodul us curve P-256 [ DSS] nodul us curve P-384 [ DSS]

TLS PRF with SHA-256 [ SHS] TLS PRF with SHA-384 [ SHS]

Suite B TLS configured at a minimumlevel of security of 128 bits
MUST use a TLS ci pher suite satisfying either SuiteB Conbination_1 in
its entirety or SuiteB Conbination 2 inits entirety.

Suite B TLS configured at a mininmumlevel of security of 192 bits
MUST use a TLS ci pher suite satisfying SuiteB Conmbination_2 in its
entirety.

The specific Suite B conpliant cipher suites for each conbination are
listed in Section 4.

For Suite B TLS, ECDH uses the Epheneral Unified Mbdel Scherme with
cofactor set to 1 (see Section 6.1.2.2 in [PWKE]).

To accommodat e backward conpatibility, a Suite B TLS client or server
MAY be configured to accept a cipher suite that is not part of Suite
B. However, whenever a Suite B TLS client and a Suite B TLS server
establish a TLS version 1.2 session, Suite B algorithns MJST be

enpl oyed.
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3.2 Suite B TLS Authentication

Suite B TLS MUST use ECDSA for digital signatures; authentication

nmet hods ot her than ECDSA- 256 and ECDSA- 384 MUST NOT be used for TLS
aut hentication. |If a relying party receives a signature based on any
other authentication nethod, it MJST return a TLS error and stop the
TLS handshake.

A systemconpliant with the Suite B TLS and configured at a mini num

| evel of security of 128 bits MJIST use either ECDSA-256 or ECDSA- 384
for client or server authentication. One party can authenticate with
ECDSA- 256 when the other party authenticates with ECDSA-384. This
flexibility allows interoperation between a client and a server that
have ECDSA aut hentication keys of different sizes.

Cients and servers in a systemconfigured at a m ni mum | evel of
security of 128 bits MJST be able to verify ECDSA-256 signatures and
SHOULD be able to verify ECDSA-384 signatures unless it is absolutely
certain that the inplenentation will never need to verify
certificates originating froman authority that uses an ECDSA- 384

si gni ng key.

A systemconpliant with the Suite B TLS and configured at a m ni num
| evel of security of 192 bits MJST use ECDSA-384 for client and
server authentication.

Clients and servers in a systemconfigured at a mnininum]level of
security of 192 bits MJST be able to verify ECDSA-384 signatures.

In all cases, the client MJST authenticate the server. The server
MAY aut henticate the client, as needed by the specific application

4. Suite B Conpliance and Interoperability Requiremnments

TLS versions 1.1 [RFCA346] and earlier do not support Galois/ Counter
Mode (GCM cipher suites [RFC5289]. However, TLS version 1.2

[ RFC5246] and later do support GCM For Suite B TLS, GCM ci pher
suites MUST be used; therefore, a Suite B TLS client MJST inpl enent
TLS version 1.2 or later.

A Suite B TLS client configured at a m nimm|evel of security of 128
bits MUST offer the TLS_ECDHE_ECDSA W TH_AES 128_GCM SHA256 or the
TLS ECDHE ECDSA W TH _AES 256 GCM SHA384 ci pher suite in the
CientHell o nessage. The TLS ECDHE ECDSA W TH AES 128 GCM SHA256

ci pher suite is preferred; if offered, it MJST appear before the
TLS_ECDHE_ECDSA W TH_AES 256_GCM SHA384 ci pher suite.
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If configured at a mninum|level of security of 192 bits, the client
MUST offer the TLS ECDHE ECDSA W TH AES 256 GCM SHA384 ci pher suite
and MJUST NOT offer the TLS ECDHE ECDSA W TH AES 128 GCM SHA256 ci pher
suite.

One of these two cipher suites MJUST be the first (nost preferred)

ci pher suites in the dientHello nessage. A Suite B TLS client that
offers interoperability with servers that are not Suite B conpliant
MAY of fer additional cipher suites, but any additional cipher suites
MUST appear after the two Suite B conpliant cipher suites in the
CientHell o nmessage.

A Suite B TLS server MJUST inplenment TLS version 1.2 or |ater

A Suite B TLS server configured at a mininumlevel of security of 128
bits MJST accept either the TLS ECDHE ECDSA W TH AES 128 GCM SHA256
ci pher suite or the TLS ECDHE ECDSA W TH_AES 256 GCM SHA384 ci pher
suite if it is offered in the CientHello nessage, with the

TLS ECDHE ECDSA W TH AES 128 GCM SHA256 ci pher suite being preferred

A Suite B TLS server configured at a mininumlevel of security of 192
bits MJUST accept the TLS ECDHE_ECDSA W TH_AES 256_GCM SHA384 ci pher
suite if it is offered in the CientHello nessage.

If the server is not offered either of the Suite B cipher suites, and
interoperability with clients that are not Suite B conpliant is
desired, then the Suite B TLS server MAY accept another offered

ci pher suite that is considered acceptable by the server

admi ni strator.

4.1. Acceptable Curves

RFC 4492 defines a variety of elliptic curves. Suite B TLS
connecti ons MJST use secp256r1(23) or secp384r1(24). These are the
same curves that appear in FIPS 186-3 [DSS] as P-256 and P-384,
respectively. Secp256rl MJST be used for the key exchange in al

ci pher suites in this specification using AES-128; secp384rl1l MJUST be
used for the key exchange in all cipher suites in this specification
usi ng AES-256. RFC 4492 requires that the unconpressed(0) form be
supported. The ansi X962_conpressed_prinme(1l) point format MAY al so be
support ed.

Cients desiring to negotiate only a Suite B TLS connecti on MJST
generate a "Supported Elliptic Curves Extension" containing only the
all owed curves. dCients operating at a mnimmlevel of security of
128 bits MJST include secp256rl1 and SHOULD i ncl ude secp384rl in the
extension. Clients operating at a m ninmum |l evel of security of 192
bits MJST include secp384rl in the extension. 1In order to be able to
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verify ECDSA signhatures, a client and server in a system configured
at a minimumlevel of security of 128 bits MJST support secp256rl and
SHOULD support secp384rl1l unless it is absolutely certain that the
client and server will never need to use or verify certificates
originating froman authority which uses an ECDSA- 384 signing key. A
client and server in a systemconfigured at a mninmum |l evel of 192
bits MJST support secp384rl

TLS connections that offer options that are both conpliant and non-
compliant with Suite B MAY onit the extension, or they MAY send the
extension but offer other curves as well as the appropriate Suite B
ones.

Servers desiring to negotiate a Suite B TLS connecti on SHOULD check
for the presence of the extension, but they MJUST NOT select a curve
that is not Suite B even if it is offered by the client. This allows
aclient that is willing to do either Suite B or non-Suite B TLS
connections to interoperate with a server that will only do Suite B
TLS. If the client does not advertise an acceptable curve, the
server MJUST generate a fatal "handshake_failure" alert and terminate
the connection. dients MJST check the chosen curve to make sure
that it is one of the Suite B curves.

4,2. Certificates

Server and client certificates used to establish a Suite B TLS
connection MJST be signed with ECDSA and MJST be conpliant with the
"Suite B Certificate and Certificate Revocation List (CRL) Profile",
[ RFC5759] .

4.3. signature_al gorithns Extension

The signature_algorithnms extension is defined in Section 7.4.1.4.1 of
TLS version 1.2 [RFC5246]. A Suite B TLS version 1.2 or later client
MUST i nclude the signature_algorithnms extension. A Suite B TLS
client configured at a mninumlevel of security of 128 bits MJST

of fer SHA-256 with ECDSA and SHOULD of fer ECDSA with SHA-384 in the
signature_al gorithns extension unless it is absolutely certain that a
client will never need to use or verify certificates originating from
an authority that uses an ECDSA-384 signing key. A Suite B TLS
client configured at a mininumlevel of 192 bits MJST of fer ECDSA
with SHA-384 in the signature_al gorithnms extension

Fol l owi ng the guidance in [RFC5759], Suite B TLS connections MJST
only accept signature algorithns ECDSA with either SHA-256 or SHA- 384
for certification path validation. (Note that this is a change from
[ RFC5430] .)
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O her offerings MAY be included to indicate the acceptable signature
algorithms in cipher suites that are offered for interoperability
with servers not conpliant with Suite B and to indicate the signature
al gorithnms that are acceptable for certification path validation in
non- conpliant Suite B TLS connecti ons.

4.4, CertificateRequest Message

A Suite B TLS server configured at a mininumlevel of security of 128
bits MJST include ECDSA with SHA-256 and SHOULD i ncl ude ECDSA with
SHA-384 in the supported_signature_algorithns field of the
CertificateRequest nessage unless it is absolutely certain that a
server will never need to verify certificates originating froman
authority that uses an ECDSA-384 signing key. A Suite B TLS server
configured at a mininmmlevel of security of 192 bits MJIST include
ECDSA with SHA-384 in the supported_signature_algorithns field.

4.5, CertificateVerify Message

Using the definitions found in Section 3.2, a Suite B TLS client MJST
use ECDSA-256 or ECDSA-384 for the signature in the CertificateVerify
message. A Suite B TLS client configured at a minimum security |evel
of 128 bits MJST use ECDSA-256 or ECDSA-384. A Suite B TLS client
configured at a mninumsecurity level of 192 bits MJST use

ECDSA- 384.

4.6. Server KeyExchange Message Signhature

In the TLS ECDHE ECDSA-col | ection of cipher suites, the server sends
its ephenmeral ECDH public key and a specification of the
correspondi ng curve in the ServerKeyExchange nmessage. These
paraneters MJST be signed with ECDSA using the server’'s private key,
whi ch corresponds to the public key in the server’s certificate.

A Suite B TLS server MJST sign the ServerKeyExchange nessage using
ei ther ECDSA- 256 or ECDSA-384. A systemconfigured at a m ni num

| evel of security of 128 bits MJIST use either ECDSA-256 or ECDSA- 384
A system configured at a mninum|level of security of 192-bits MJST
use ECDSA- 384.

5. Security Considerations
Most of the security considerations for this docunent are described
in "The Transport Layer Security (TLS) Protocol Version 1.2"

[ RFC5246], "Hliptic Curve Cryptography (ECC) G pher Suites for
Transport Layer Security (TLS)" [RFC4492], "AES Gal ois Counter Mbde
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7.

7.

(GCM Cipher Suites for TLS' [RFC5288], and "TLS Elliptic Curve
Ci pher Suites with SHA-256/384 and AES Gal oi s Counter Mde (GCM"
[ RFC5289]. Readers should consult those documents.

In order to neet the goal of a consistent security level for the
entire cipher suite, Suite B TLS i npl enentati ons MJUST ONLY use the
curves defined in Section 4.1. Qherwise, it is possible to have a
set of symretric algorithns with nuch weaker or stronger security
properties than the asymetric (ECC) al gorithms.
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Annex A. A Transitional Suite B Profile for TLS 1.1 and 1.0

A transitional profile is described for use with TLS version 1.0

[ RFC2246], TLS version 1.1 [RFC4346], or DILS version 1.0 [ RFC4347]
and the cipher suites defined in [RFC4492]. This profile uses the
Suite B cryptographic algorithns to the greatest extent possible and
provi des backward conpatibility. Wile the transitional profile is
not a Suite B Conpliant inplenmentation of TLS, it provides a
transitional path towards the Suite B conpliant Profile.

The follow ng conbination of algorithns and key sizes are defined for
use with the Suite B TLS transitional profile:

Transitional Suite B Conbination 1 Transitional Suite B Conbination 2

AES with 128-bit key in CBC node AES with 256-bit key in CBC node

ECDH using the 256-bit prine ECDH using the 384-bit prine
nodul us curve P-256 [ DSS] nodul us curve P-384 [ DSS]

Standard TLS PRF Standard TLS PRF
(with SHA-1 and MD5) (with SHA-1 and MD5)

HVAC with SHA-1 for nessage HVAC with SHA-1 for nessage
aut henti cati on aut henti cati on

A Transitional Suite B TLS system configured at a m ninum|evel of
security of 128 bits MJST use a TLS cipher suite satisfying either
Transitional Suite B Conmbination 1 in its entirety or Transitiona
Suite B Conmbination 2 in its entirety.

A Transitional Suite B TLS system configured at a mnimum|evel of
security of 192 bits MJST use a TLS cipher suite satisfying
Transitional Suite B Conbination 2 in its entirety.

TLS ECDHE _ECDSA W TH_AES 128 CBC _SHA and

TLS_ECDHE _ECDSA W TH_AES 256 _CBC SHA satisfy the requirenments of
Transitional Suite B Conbination 1 and Transitional Suite B
Conbi nation 2, respectively.

A Transitional Suite B TLS client MJST inplement TLS version 1.1 or
earlier.

A Transitional Suite B TLS system configured at a mnimum|evel of
security of 128 bits, MJST offer the
TLS_ECDHE_ECDSA W TH_AES 128 CBC_SHA ci pher suite and/or the
TLS_ECDHE_ECDSA W TH_AES 256_CBC_SHA ci pher suite in the
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CientHell o nessage. The TLS ECDHE ECDSA W TH _AES 128 CBC SHA ci pher
suite is preferred; if it is offered, it MJST appear before the
TLS_ECDHE_ECDSA W TH_AES 256_CBC_SHA ci pher suite (if present).

A Transitional Suite B TLS system configured at a m nimum | evel of
security of 192 bits MJST offer the

TLS ECDHE ECDSA W TH _AES 256 CBC SHA ci pher suite in the dientHello
nessage

One of these Transitional Suite B cipher suites MIST be the first
(nmost preferred) in the CientHell o nessage.

A Transitional Suite B client that offers interoperability with
servers that are not Suite B transitional MAY offer additional cipher
suites. |If any additional cipher suites are offered, they MJST
appear after the Transitional Suite B cipher suites in the
CientHell o nmessage.

A Transitional Suite B TLS server MJST inplenment TLS version 1.1 or
earlier.

A Transitional Suite B TLS server configured at a m nimum | evel of
security of 128 bits MJIST accept the

TLS ECDHE ECDSA W TH AES 128 CBC SHA ci pher suite (preferred) or the
TLS ECHDE ECDSA W TH _AES 256 _CBC SHA ci pher suite if offered in the
ClientHell o nessage.

A Transitional Suite B TLS server configured at a m nimum | evel of
security of 192 bits MJIST accept the

TLS ECHDE ECDSA W TH _AES 256 _CBC SHA ci pher suite if offered in the
CdientHell o nessage.

If a Transitional Suite B TLS server is not offered the Transitiona
Suite B cipher suites and interoperability with non-Transitiona
Suite Bclients is desired, then the server MAY accept another

of fered cipher suite that is considered acceptable by the server
admi ni strator.

A Transitional Suite B TLS server MJIST sign the ServerKeyExchange
message using ECDSA with SHA-1. The Transitional Suite B profile
does not inpose any additional restrictions on the server certificate
signature or the signature schenes used el sewhere in the
certification path. Likewise, the Transitional Suite B Profil e does
not inpose restrictions on signature schenmes used in the
certification path for the client’s certificate when nutua

aut henti cation i s enpl oyed.
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Annex B. Changes since RFC 5430

The changes from RFC 5430 [ RFC5430] are as foll ows:

The transitional profile for use with TLS version 1.0, TLS version
1.1, and DTLS version 1.0 was noved to an annex.

The requirenent of Section 4 of RFC 5430 that a Suite B TLS 1.2
Client offer the TLS ECDHE ECDSA W TH _AES 128 CBC SHA256 or
TLS ECDHE ECDSA W TH _AES 256 _CBC SHA384 ci pher suites was renoved

A Suite B TLS systemconfigured at a m ninmum | evel of security of
128 bits MJUST use either TLS ECDHE ECDSA W TH AES 128 GCM SHA256
or TLS ECDHE_ECDSA W TH _AES 256 _GCM SHA384, with the first being
preferred.

A Suite B TLS system configured at a m ninmum | evel of security of
128 bits MJUST use either ECDSA on the secp256rl curve with SHA- 256
or ECDSA on the secp384rl1 curve with SHA-384. One party can

aut henticate with ECDSA on the secp256rl1 curve and SHA- 256 when
the other party authenticates with ECDSA on the secp384rl curve
and SHA- 384.

A systemdesiring to negotiate a Suite B TLS connection at a

m ni mum | evel of security of 128 bits MJST generate a "Supported
Elliptic Curves Extension", MJIST include secp256rl in the
extension, and SHOULD incl ude secp384rl1l in the extension

A client and server, in order to verify digital signatures in a
Suite B TLS system configured at a mninum | evel of security of
128 bits, MJST support secp256rl1l and SHOULD support secp384rl

A Suite B TLS client configured at a mininuml|evel of security of
128 bits MJUST of fer SHA-256 with ECDSA and SHOULD of f er SHA- 384
with ECDSA in the signature_al gorithnms extension.

Certification path validation MUST only include certificates
cont ai ni ng an ECDSA public key on the secp256rl1 curve or on the
secp384r1 curve. The ECDSA public keys used in the certification
pat h MJUST be in non-descendi ng order of size fromthe end entity
public key to the root public key.

A Suite B TLS server configured at a mninmum | evel of security of
128 bits MJIST include ECDSA with SHA-256 and SHOULD i ncl ude ECDSA
with SHA-384 in the supported_signature_algorithnms field of the
Certificat eRequest nessage.
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- ASuite BTLS client configured at a mininumlevel of security of
128 bits MJST use ECDSA on the secp256rl curve and SHA- 256 or
ECDSA on the secp384rl curve and SHA- 384.

- A Suite B TLS server configured at a mninumlevel of security of
128 bits MJUST use either ECDSA on the secp256rl curve and SHA- 256
or ECDSA on the secp384rl1 curve and SHA- 384 when signing the
Ser ver KeyExchange nessage
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