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Abstract

This meno defines a portion of the Proxy Mobile | Pv6 Managenent
Informati on Base (M B) for use with network nanagenent protocols in
the Internet community. |In particular, the Proxy Mbile | Pv6 MB can
be used to nonitor and control the nobile access gateway (MAG and
the I ocal nobility anchor (LMA) functions of a Proxy Mbile | Pv6

(PM Pv6) entity.

Status of This Meno
This is an Internet Standards Track docunent.

This docunment is a product of the Internet Engi neering Task Force
(ITETF). It represents the consensus of the I ETF comunity. |t has
recei ved public review and has been approved for publication by the
I nternet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741.

I nformation about the current status of this docunent, any errata,

and how to provide feedback on it nmay be obtai ned at
http://ww.rfc-editor.org/info/rfc6475.
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Copyri
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Copyright (c) 2012 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi

s docunent is subject to BCP 78 and the | ETF Trust’'s Lega

Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions with respect

to

this docunent. Code Conponents extracted fromthis docunent nust

include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided wi thout warranty as
described in the Sinplified BSD License.
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1.

2.

2.

The I nternet-Standard Managenent Framewor k

For a detailed overview of the documents that describe the current
I nt er net - St andard Managenent Framework, please refer to section 7 of
RFC 3410 [ RFC3410].

Managed objects are accessed via a virtual information store, terned
t he Managenent |Informati on Base or MB. MB objects are generally
accessed through the Sinple Network Managenent Protocol (SNWP).

hjects in the MB are defined using the mechani sns defined in the
Structure of Managenent Information (SM). This neno specifies a MB
nodul e that is conpliant to the SMv2, which is described in STD 58,
RFC 2578 [ RFC2578], STD 58, RFC 2579 [RFC2579] and STD 58, RFC 2580

[ RFC2580] .

Overvi ew
1. The Proxy Mobile IPv6 Protocol Entities

Proxy Mobile I Pv6 (PM Pv6) [RFC5213] is an extension to the Mbile
| Pv6 (M Pv6) protocol that facilitates network-based | ocalized
mobi l ity managenent (NETLMM) for | Pv6 nodes in a PM Pv6 domai n.
There are three types of entities envisaged by the PM Pv6 protocol.

nmobil e node (M\): In the PMPv6 context, this termis used to refer
to an I P host or router whose nobility is nanaged by the network.

| ocal nobility anchor (LMA): Local Mbobility Anchor is the home agent
for the nobile node in a Proxy Mbile IPv6 domain. It is the

t opol ogi cal anchor point for the nobile node’s hone network
prefix(es) and is the entity that manages the nobil e node’s binding
state. The local nobility anchor has the functional capabilities of
a hone agent as defined in the Mbile I Pv6 base specification

[ RFC6275] with the additional capabilities required for supporting
the Proxy Mobile I Pv6 protocol as defined in the PM Pv6 specification
[ RFC5213] .

nmobi | e access gateway (MAG: Mobile Access Gateway is the entity on
an access router that nanages the nobility-related signaling for a
nmobi |l e node that is attached to its access link. It is responsible
for tracking the nobile node’'s novenents to and fromthe access |ink
and for signaling the nobile node’'s |ocal nobility anchor.

Thi s docunent defines a set of managed objects (MXs) that can be used
to nmonitor and control PM Pv6 entities.
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2.2. Term nol ogy

The term nol ogy used in this docunent is consistent with the
definitions used in the Mbile I Pv6 protocol specification [ RFC6275]
and in the NETLMM goal s docunent [RFC4831].

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14, RFC 2119 [RFC2119].

3. Proxy Mobile IPv6 Mnitoring and Control Requirenents

For managing a PM Pv6 entity, it is necessary to nonitor the
fol | owi ng:

capabilities of PMPv6 entities

signaling traffic due to PM Pv6 signaling
bi ndi ng-rel ated details (at LMA and MAG

bi ndi ng-rel ated statistics (at LMA and MAG

(el elelNe]

4. M B Design

The basic principle has been to keep the MB as sinple as possible
and, at the sane tine, to nake it effective enough so that the
essential needs of nonitoring and control are net.

The Proxy Mobile |1 Pv6 Managenent | nformation Base (PM PV6-M B)
extends the Mbile | Pv6 Managenent Information Base (M PV6-M B)

[ RFC4295]. It is assunmed that PM PV6-MB wi Il always be inpl enent ed
in conjunction with the MOBI LEI PV6-M B [ RFC4295]. The PM PV6-M B
uses the textual conventions defined in the | NET- ADDRESS- M B

[ RFC4001] and | P-M B [ RFC4293].

The PM PV6-M B is conmposed of the follow ng groups of definitions:

- pmi p6Core: a generic group containing objects that are conmon to
all the Proxy Mbile IPv6 entities. Objects belonging to this
group will be inplenented on the correspondi ng Proxy Mbile | Pv6
entity. pm p6Bi ndi ngCacheTabl e bel ongs to this group.

- pmi p6Mag: this group nodels the nobile access gateway service.
bj ects belonging to this group have the "pnm p6Mag" prefix and
will be inplenmented on the correspondi ng MAG

- pmip6Lma: this group nodels the local nobility anchor service.

hj ects belonging to this group have the "pm p6Lma" prefix and
will be inplenented on the correspondi ng LNMA
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- pmip6Notifications: defines the set of notifications that wll
be used to asynchronously nonitor the Proxy Mbile | Pv6
entities.

The tables contained in the above groups are as foll ows:

- pm p6Bi ndi ngCacheTabl e: nodel s t he Bi nding Cache on the | ocal
nmobi lity anchor.

- pmi p6MagPr oxyCOATabl e: nodel s the Proxy Care-of Addresses
configured on the egress interfaces of the nobile access
gat enay.

- pmi p6MagWnl dentifierTabl e: provides a mapping fromthe MAG
i nternal pni p6Maghhl ndex to the nobile node identifier.

- pmi p6MagWnLLI dentifierTabl e: provides a mapping fromthe MAG
i nternal pni p6MagMWhLLI ndex to the corresponding interface of the
nmobi | e node |ink-layer identifier.

- pni p6MagHonmeNet wor kPr ef i xTabl e: contai ns the home network
prefixes assigned to interfaces of all nobile nodes attached to
the MAG Each interface is distinguished by the attached nobile
node identifier (MN-Identifier) and the link-1ayer identifier
(MN-LL-Identifier).

- pmi p6MagBLTabl e: nodel s the Binding Update List (BL) that
i ncludes PM Pv6-related information and is maintained by the
nmobi | e access gat eway.

- pmi p6MagWnProfil eTabl e: contains the nobile node’'s policy
profile that includes the essential operational paraneters that
are required by the network entities for managi ng the nobile
node’s nobility service.

- pm p6LmaLMAATabl e: contains the LMA Addresses (LMAAs) that are
configured on the local mobility anchor. Each LMA Address acts
as a transport endpoint of the tunnel between the local nobility
anchor and the nobil e access gateway.

- pmi p6Lmainl dentifierTabl e: provides a mapping fromthe LMA-
i nternal pni p6Bi ndi nghvhl ndex to the nobile node identifier.

- pmi p6LmaMhLLI dentifierTabl e: provides a mapping fromthe LNMA-

i nternal pmi p6Bi ndi ngMvhLLI ndex to the corresponding interface of
the nmobil e node link-layer identifier.
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- pmi p6LmaHoneNet wor kPr ef i xTabl e: contains the list of home
network prefixes assigned to the connected interfaces of the
nmobi | e nodes anchored on an LMA

4.1. Textual Conventions

A Proxy Mbile | Pv6 Textual Conventions M B nodul e contai ni ng
Textual Conventions to represent commonly used Proxy Mobile | Pv6
managenment information is defined. The intent is that these
TEXTUAL CONVENTIONS (TCs) will be inported and used in

PM Pv6-rel ated M B nodul es that woul d ot herw se define their own
representation(s). This MB nodul e includes references to RFC
4283 [ RFC4283] and RFC 5213 [ RFC5213].

5. M B Definitions

5.1. Proxy Mbile IPv6 Textual Conventions MB
PM PV6-TC-M B DEFINITIONS :: =
| MPORTS

MODULE- | DENTI TY, mi b-2, Unsigned32

BEG N

FROM SNVPv2- SM -- [ RFC2578]
TEXTUAL- CONVENTI ON
FROM SNVPv2- TC; -- [RFC2579]
pni p6TCM B MODULE- | DENTI TY
LAST- UPDATED " 201205070000Z" --  7th May, 2012

ORGANI ZATI ON "1 ETF NETLMM Wor ki ng G- oup"
CONTACT- | NFO
" d enn Mansfield Keeni

Postal : Cyber Sol utions, Inc.
6-6-3, M nam Yoshinari
Aoba- ku, Sendai, Japan 989- 3204.
Tel : +81-22-303-4012
Fax: +81-22-303-4015
EMai | : gl enn@ysol s. com
Sri GQundavel |i
Postal : Cisco Systens
170 W Tasnan Dri ve,
San Jose, CA 95134
USA
Tel : +1-408-527-6109
EMai | : sgundave@i sco. com
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Kazuhi de Koi de
Postal : KDDI Corporation
GARDEN Al R TONER 3-10-10, |idabashi
Chi yoda- ku, Tokyo 102- 8460, Japan.
Tel : +81-3-6678-3378
EMai | : ka- koi de@ddi . com

Ryuj i Waki kawa
Postal : TOYOTA | nfoTechnol ogy Center, U S. A, Inc.
465 Ber nardo Avenue
Mountain View, CA
94043
USA
EMai | : ryuji @s.toyota-itc.com
Support Group EMail: netlnm@etf.org

DESCRI PTI ON
"This MB nodul e provides textual conventions for
Proxy Mobile |1 Pv6 Managenent i nformation.

Copyright (c) 2012 | ETF Trust and the persons
identified as authors of the code. All rights
reserved.

Redi stribution and use in source and binary forns,
with or without nodification, is permtted pursuant
to, and subject to the license terns contained in,
the Sinplified BSD License set forth in Section 4.c
of the IETF Trust’s Legal Provisions Relating to | ETF
Docunents (http://trustee.ietf.org/license-info).

REVI SI ON "201205070000Z" --  7th May, 2012
DESCRI PTI ON

"The initial version, published as RFC 6475."
:={ mb-2 205}

-- Textual Conventions

Pmi p6Ti meSt anp64 :: = TEXTUAL- CONVENTI ON
DI SPLAY- HI NT "6d: 2d"
STATUS current
DESCRI PTI ON
"A 64-bit unsigned integer field containing a tinestanp.
The val ue indicates the el apsed tinme since January 1,
1970, 00:00 UTC, by using a fixed-point format. In this

Keeni, et al. St andards Track [ Page 7]



RFC 6475 PM PV6- M B May 2012

format, the integer nunber of seconds is contained in
the first 48 bits of the field, and the remaining 16
bits indicate the nunber of 1/65536 fractions of a
second.
REFERENCE
"RFC 5213: Section 8.8"
SYNTAX OCTET STRING (SIZE (8))

Pmi p6MWhl dentifier ::= TEXTUAL- CONVENTI ON
DI SPLAY- HI NT "255a"
STATUS current
DESCRI PTI ON
"The identity of a nobile node in the Proxy Mbile | Pv6
domain. This is the stable identifier of a nobile node
that the nmobility entities in a Proxy Mbile I Pv6 domain
can always acquire and use for predictably identifying
a nobile node. Various fornms of identifiers can be used
to identify a nobile node (MN). Two exanples are a
Net wor k Access ldentifier (NAI) and an opaque
identifier applicable to a particular application
REFERENCE
"RFC 4283: Section 3"
SYNTAX OCTET STRING (Sl ZE (0..255))
Prmi p6MWhLLI dentifier ::= TEXTUAL- CONVENTI ON
DI SPLAY- HI NT "255a"
STATUS current
DESCRI PTI ON
"An identifier that identifies the attached interface of
a nobil e node.
REFERENCE
"RFC 5213: Section 8.6"
SYNTAX OCTET STRING (Sl ZE (0..255))

Pri p6MVhl ndex :: = TEXTUAL- CONVENTI ON
DI SPLAY- HI NT "d"
STATUS current
DESCRI PTI ON

"A uni que integer value, greater than zero, assigned to
each nobile node that is currently attached to the
Proxy Mobile | Pv6 domai n by the nmanagenent system
It is recommended that the values are assigned in a
nonotoni cal ly increasing order starting from1. It may
wrap after reaching its maxi numval ue. The value for
each nobil e node nust remain constant at |east from one
re-initialization of the entity’'s network nmanagenent
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systemto the next re-initialization

SYNTAX Unsi gned32 (1..4294967295)
P p6MhLLI ndex ::= TEXTUAL- CONVENTI ON

DI SPLAY-HI NT "d"

STATUS current

DESCRI PTI ON

"A uni que integer value, greater than zero, assigned to
each interface of a nobile node that is currently
attached to the Proxy Mbile | Pv6 domain by the
managenent system
It is reconmmended that the values are assigned in a
nmonot oni cally increasing order starting from1. It nmay
wap after reaching its maxi mumvalue. The value for
each interface of a nobile node nust remain constant at
| east fromone re-initialization of the entity’s network
managenent systemto the next re-initialization

SYNTAX Unsi gned32 (1..4294967295)
Pri p6Wnl nt er f aceATT ::= TEXTUAL- CONVENTI ON

STATUS current

DESCRI PTI ON

"The object specifies the access technol ogy that
connects the nobile node to the access link on the
nobi | e access gat eway.

The enunerated val ues and the correspondi ng access
technol ogy are as foll ows:
reserved (0): Reserved (Not used)
| ogi cal Networkl nterface (1): Logical network interface
poi nt ToPoi ntI nterface (2): Point-to-point interface

et her net (3): Ethernet interface

wirel essLan (4): Wreless LAN interface

W max (5): Wnax interface

t hr eeGPPGERAN (6): 3GPP GERAN

t hr eeGPPUTRAN (7): 3GPP UTRAN

t hr eeGPPEUTRAN (8): 3GPP E- UTRAN

t hr eeGPP2eHRPD (9): 3GPP2 eHRPD

t hr eeGPP2HRPD (10): 3GPP2 HRPD

t hr eeGPP21xXRTT (11): 3GPP2 1xRTT

t hr eeGPP2UVB (12): 3GPP2 UMB
REFERENCE

"RFC 5213: Section 8.5,
Mobil e | Pv6 paraneters registry on
http://ww.iana. org/ nobility-paraneters"”

SYNTAX | NTEGER
{
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reserved (0),
| ogi cal Net wor kl nt erface(1),
poi nt ToPoi ntInterface (2),

et her net (3),
W rel essLan (4),
Wi max (5),
t hr ee GPPGERAN (6),
t hr eeGPPUTRAN (7),
t hr eeGPPEUTRAN (8),
t hr eeGPP2eHRPD (9),
t hr eeGPP2HRPD (10),
t hr eeGPP21xRTT (11),
t hr eeGPP2UMVB (12)

5.2. The Proxy Mobile I1Pv6 MB

PM PV6-M B DEFINITIONS ::= BEG N
| MPORTS

MODULE- | DENTI TY, nib-2, Integer32, Counter32, Gauge32,
Unsi gned32, OBJECT-TYPE, NOTI FI CATI ON- TYPE

FROM SNWPv2- SM -- RFC 2578
PhysAddress, Ti nmeStanp,
Trut hVal ue

FROM SNWPv2- TC -- RFC 2579
MODULE- COVPLI ANCE, OBJECT- GROUP, NOTI FI CATI ON- GROUP

FROM SNWPv 2- CONF -- RFC 2580
| net Addr essType, | net Address, | net AddressPrefixLength

FROM | NET- ADDRESS- M B -- RFC 4001
| pv6AddressifldentifierTC

FROM | P-M B -- RFC 4293
nm p6VnBLEntry, m p6Bi ndi ngCacheEntry

FROM MOBI LEI PV6- M B -- RFC 4295
Pm p6Ti meSt anp64, Pm p6Whl dentifi er,

Pri p6MhLLI dentifier, Pm p6Ml ndex, Pm p6WnLLI ndex,
Pri p6Mhl nt er f aceATT
FROM PM PV6- TC-M B -- RFC 6475

pm p6M B MODULE- | DENTI TY

Keeni, et al. St andards Track [ Page 10]
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Tel :
Fax:
EMai | :

Post al :

Tel :
EMai | :

Post al :

Tel :

EMi | :

Post al :

EMai | :

Support G oup EMail:

DESCRI PTI ON

PM PV6- M B

+81- 22-303- 4012
+81- 22-303- 4015
gl enn@ysol s. com

Kazuhi de Koi de

KDDI Cor por ati on

GARDEN Al R TONER 3-10-10, |idabashi
Chi yoda- ku, Tokyo 102-8460, Japan.
+81- 3-6678-3378

ka- koi de@ddi . com

Sri @undavel | i

Ci sco

170 W Tasnman Dri ve,
San Jose, CA 95134
USA

+1-408-527- 6109
sgundave@i sco. com

Ryuj i Waki kawa

TOYOTA | nf oTechnol ogy Center,
465 Bernardo Avenue

Mountain View, CA

94043

USA

ryuji @is.toyota-itc.com

netl m@etf.org"

US A,

May 2012

I nc.

"The M B nodule for nonitoring and controlling PM Pv6

entities.

Copyright (c) 2012 | ETF Trust and the persons

identified as authors of the code.

reserved.

Al'l rights

Redi stribution and use in source and binary fornms,

with or without nodification,
and subject to the license terns contained in,

to,

is permitted pursuant

the Sinplified BSD License set forth in Section 4.c

of the IETF Trust’'s Legal
Docunents (http://trustee.ietf.org/license-info).

REVI SI ON

"201205070000Z" --
DESCRI PTION "I niti al

7th May 2012
ver si on,

;= { mb-2 206 }

Keeni, et al.

St andards Track

Provisions Relating to | ETF

publ i shed as RFC 6475."

[ Page 11]



RFC 6475 PM PV6- M B May 2012

-- The PMPv6 MB has the following 5 primary groups

pmi p6Noti fications OBJECT IDENTIFIER ::= { pnip6MB 0 }
pmi p6Qbj ect s OBJECT IDENTIFIER ::= { pnip6MB 1 }
pm p6Conf or mance OBJECT IDENTIFIER ::= { pnmip6MB 2 }
pm p6Cor e OBJECT IDENTIFIER ::= { pnip6Cbjects 1 }
pm p6Mag OBJECT IDENTIFIER ::= { pnip6Cbjects 2 }
pmi p6Lma OBJECT IDENTIFIER ::= { pnip6Cbjects 3}

-- The sub groups

pm p6Syst em OBJECT IDENTIFIER ::= { pnip6Core 1 }
pm p6Bi ndi ngs OBJECT IDENTIFIER ::= { pnip6Core 2 }
pmi p6Conf OBJECT IDENTIFIER ::= { pmip6Core 3}
pri p6St at s OBJECT IDENTIFIER ::= { pmip6Core 4 }
pm p6MagSyst em OBJECT IDENTIFIER ::= { pmip6Mag 1 }
pm p6MagConf OBJECT IDENTIFIER ::= { pmip6Mag 2 }
pm p6MagRegi strati on OBJECT IDENTIFIER ::= { pmni p6Mag 3 }
pni p6LMmaSyst em OBJECT IDENTIFIER ::= { pmip6Lma 1}
pm p6LmaConf OBJECT IDENTIFIER ::= { pmni p6Lma 2 }
-- The pmi p6Stats group has the followi ng sub groups

pm p6Bi ndi ngRegCount ers OBJECT I DENTIFIER ::= { pmip6Stats 1 }

-- pm p6System group
pmi p6Capabi lities OBJECT- TYPE
SYNTAX BI TS {
nmobi | i t yAccessGat eway (0),
| ocal Mobi |'i tyAnchor (1)

}

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"This object indicates the PM Pv6 functions that

are supported by this managed entity. Miltiple
Proxy Mobile I Pv6 functions may be supported by
a single entity.
nmobi | it yAccessGat eway(0) indicates the availability
of the nobility access gateway function.
| ocal Mobi l'ityAnchor (1) indicates the availability
of the local nobility anchor function.

Keeni, et al. St andards Track [ Page 12]



RFC 6475 PM PV6- M B May 2012

REFERENCE
"RFC 6275: Sections 3.2, 4.1"
::={ pm p6System1 }

pm p6Mobi | eNodeGener at edTi nest anpl nUse OBJECT- TYPE
SYNTAX Trut hval ue
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON
"This flag indicates whether or not the
MN- generated tinestanp nechanismis in use in that
Proxy Mobile | Pv6 domain.
true(l) indicates that the local nobility anchors and
nmobi | e access gateways in that Proxy Mobile |IPv6
domai n apply the MN-generated tinestanp considerations.
fal se(0) indicates that the M\-generated timnmestanp
mechanismis not in use in that Proxy Mbile | Pv6
donai n.
The default value for this flag is 'false’
REFERENCE
"RFC 5213: Sections 5.5, 9.3"
DEFVAL { false }
.= { pmp6Conf 1}
pm p6Fi xedMagLi nkLocal Addr essOnAl | AccessLi nksType OBJECT- TYPE
SYNTAX | net Addr essType
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON
"The | net AddressType of the
pm p6Fi xedMagLi nkLocal Addr essOnAl | AccessLi nks
that foll ows.

2= { pmp6Conf 2 }

pm p6Fi xedMvagLi nkLocal Addr essOnAl | AccessLi nks OBJECT- TYPE

SYNTAX | net Addr ess

MAX- ACCESS read-wite

STATUS current

DESCRI PTI ON
"This variable indicates the |link-local address val ue
that all the nobil e access gateways should use on
any of the access links shared with any of the
nobi |l e nodes in that Proxy Mbile IPv6 domain. |If
this variable is initialized with all zeroes, it
inplies that the use of fixed link-1ocal address node
is not enabled for that Proxy Mbbile I Pv6 donain."
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REFERENCE
"RFC 5213: Sections 2.2, 6.8, 6.9.1.1, 6.9.3, 9. 3"
c:={ pmip6Conf 3}

pm p6Fi xedMVagLi nkLayer Addr essOnAl | AccessLi nks OBJECT- TYPE
SYNTAX PhysAddr ess
MAX- ACCESS read-write
STATUS current
DESCRI PTI ON
"This variable indicates the link-1ayer address val ue
that all the nobil e access gateways should use on
any of the access links shared with any of the nobile
nodes in that Proxy Mbile | Pv6 donmain. For access
technol ogi es where there is no link-1layer address,
this variable MJST be initialized with all zeroes.
REFERENCE
"RFC 5213: Sections 6.9.3, 9.3"
.= { pmp6Conf 4 }
pmi p6MagSt at us OBJECT- TYPE
SYNTAX | NTEGER { enabl ed(1), disabled(2) }
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON
"This object indicates whether the PM Pv6 nobile
access gateway function is enabled for the nanaged
entity.

Changi ng the status from enabl ed(1) to disabl ed(2)
will ternminate the PM Pv6 npbil e access gateway
function. On the other hand, changing the status
fromdisabl ed(2) to enabled(1) will start the PM Pv6
nmobi | e access gateway function.

The value of this object MJST renmai n unchanged
across reboots of the nanaged entity.

DEFVAL { disabled }
::={ pmi p6MagSystem 1 }

pm p6MagPr oxy COATabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Pni p6MagPr oxyCOAENt ry
MAX- ACCESS not-accessi bl e

STATUS current

DESCRI PTI ON

"This table nodels the Proxy Care-of Addresses
configured on the egress interfaces of the nobile access
gateway. This address is the transport endpoint of the
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tunnel between the local nobility anchor and the nobile
access gateway.

Entries in this table are not required to survive
a reboot of the managed entity.
REFERENCE
"RFC 5213: Sections 2.2, 6.10"
::={ pmi p6MagSystem 2 }
pm p6MagPr oxyCOAEnt ry OBJECT- TYPE
SYNTAX Pm p6MagPr oxy COAENnt ry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"This entry represents a conceptual row in the
Proxy-CoA table. It represents a Proxy Care-of
Address on the nobil e access gateway.

| npl enenters need to be aware that if the total
nunber of octets in pni p6MagPr oxyCOA
exceeds 113, then O Ds of colum
instances in this rowwll have nore than 128
sub-identifiers and cannot be accessed using
SNMPv1, SNMPv2c, or SNWPv3.
| NDEX { pmi p6MagPr oxyCOAType, pm p6MagPr oxyCOA }
::= { pmip6MagProxyCOATable 1 }

Pm p6MagPr oxyCOAEntry :: =

SEQUENCE {
pmi p6MagPr oxy COAType | net Addr essType,
pm p6MagPr oxy COA | net Addr ess,

pmi p6MagPr oxyCOASt at e | NTEGER

pm p6MagPr oxy COAType OBJECT- TYPE
SYNTAX | net Addr essType
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"The | net AddressType of the pm p6MagPr oxyCOA
that foll ows.
c:= { pmip6MagProxyCOAEntry 1 }
pri p6MagPr oxy COA OBJECT- TYPE

SYNTAX | net Addr ess
MAX- ACCESS not -accessi bl e
STATUS current
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DESCRI PTI ON
"The Proxy-CoA configured on the egress interface of the
nobi | e access gat eway.

The type of the address represented by this object
is specified by the correspondi ng
pm p6MagPr oxy COAType obj ect.
REFERENCE
"RFC 5213: Sections 2.2, 6.10"
::={ pm p6MagProxyCOAEntry 2 }

pm p6MagPr oxyCOASt ate OBJECT- TYPE
SYNTAX | NTEGER {
unknown( 1),
activated(2),
tunnel ed(3)

}
MAX- ACCESS read-only

STATUS current
DESCRI PTI ON
"This object indicates the state of the Proxy-CoA
unknown -- The state of the Proxy-CoA
cannot be determ ned.
activated -- The Proxy-CoA is ready to establish

a tunnel. This state SHOULD be
i ndi cated when the MAG is up but has
no nobil e node.
tunnel ed -- Bidirectional tunnel is established
usi ng the Proxy- CoA
c:= { pmip6MagProxyCOAEntry 3 }
pmi p6MagEnabl eMagLocal Routi ng OBJECT- TYPE

SYNTAX Tr ut hval ue
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON

"This flag indicates whether or not the nobile access
gateway is allowed to enable local routing of the
traffic exchanged between a visiting nobile node and
a correspondent node that is locally connected to one
of the interfaces of the nobile access gateway.

The correspondent node can be another visiting nobile
node as well, or a local fixed node.

true(l) indicates that the nobile access gateway routes
the traffic locally.

false(0) indicates that the nobile access gateway
reverse tunnels all the traffic to the nobile node’s
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| ocal nobility anchor.

The default value for this flag is 'false'.

REFERENCE
"RFC 5213: Section 9.2" DEFVAL { false }
::={ pmi p6MagConf 1 }

prmi p6Maginl denti fi er Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Pri p6Maginl dentifierEntry
MAX- ACCESS not -accessi bl e

STATUS current

DESCRI PTI ON

"Atable containing the identifiers of nobile nodes
attached to the MAG
Entries in this table are not required to survive
a reboot of the managed entity.

REFERENCE
"RFC 5213: Sections 2.2, 6.1"

::={ pmip6MagConf 2 }

pm p6MaghWnl denti fierEntry OBJECT- TYPE
SYNTAX Pri p6Magivnl dentifierEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"An entry in the nobile node identifier table.

| NDEX { pmi p6MagBLMnI ndex
}
::={ pmip6MagWnldentifierTable 1 }

Pmi p6Magivnl dentifierEntry :: =
SEQUENCE {
pm p6Magwnl denti fier Pri p6Mhl denti fi er

pmi p6Magnl denti fier OBJECT- TYPE

SYNTAX P p6MWhl denti fi er

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The identity of a nobile node in the Proxy Mbile | Pv6
donai n.
REFERENCE
"RFC 5213: Sections 2.2, 6.1"
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::={ pmi p6MagWnldentifierEntry 1 }

pm p6MagWnLLI dentifi er Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Pri p6MaginLLI dentifierEntry
MAX- ACCESS not -accessi bl e

STATUS current

DESCRI PTI ON

"Atable containing the link-layer identifiers
of the interfaces of the nobile nodes attached
to the MAG
Entries in this table are not required to survive
a reboot of the managed entity.

REFERENCE
"RFC 5213: Sections 2.2, 6.1"

::={ pm p6MagConf 3 }

pm p6MagWnLLI dentifierEntry OBJECT- TYPE
SYNTAX Pri p6MagivnLLI dentifierEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"An entry in the nobile node link-layer identifier
tabl e.

I NDEX { pni p6MagBLMhI ndex, pmni p6MagBLMiLLI ndex
}
::={ pmi p6MagWnhLLIdentifierTable 1 }

Pmi p6MagivnLLI dentifierEntry ::=
SEQUENCE {
pm p6MagWnLLI denti fier Prmi p6MhLLI denti fier

pm p6MagWhLLI dentifier OBJECT- TYPE
SYNTAX Pmi p6MhLLI denti fier
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The link-layer identifier of the nobile node’s
connected interface on the access |ink.
REFERENCE
"RFC 5213: Sections 2.2, 6.1"
c:= { pmip6MagWhLLl dentifierEntry 1 }

pm p6MagHoneNet wor kPr ef i xTabl e OBJECT- TYPE
SYNTAX SEQUENCE OF Pni p6MagHoneNet wor kPrefi xEntry
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MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"A table representing the home network prefixes
assigned to the connected interfaces of nobile nodes
attached to the MAG
REFERENCE
"RFC 5213: Sections 2, 6.1, 6.2"
::={ pm p6MagConf 4 }

pm p6MagHoneNet wor kPr ef i xEntry OBJECT- TYPE
SYNTAX Pri p6MagHoneNet wor kPrefi XEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"An entry in the home network prefixes table.

| npl enenters need to be aware that if the total
nunber of octets in pm p6MagHoneNet wor kPrefi x
exceeds 111, then O Ds of colum instances in

this roww |l have nore than 128 sub-identifiers
and cannot be accessed using SNWPv1l, SNMPv2c, or
SNWVPV 3.

I NDEX { pmi p6MagBLMhI ndex, pni p6MagBLMLLI ndex,
pmi p6MagHoneNet wor kPr ef i xType,
pmi p6MagHoneNet wor kPrefi x }

::={ pm p6MagHoneNet wor kPrefi xTable 1 }

Prmi p6MagHoneNet wor kPrefi xEntry :: =
SEQUENCE {
pmi p6MagHoneNet wor kPr ef i xType | net Addr essType,
pmi p6MagHoneNet wor kPr ef i x | net Addr ess,
pm p6MagHoneNet wor kPr ef i xLengt h I net Addr essPrefi xLengt h,
pm p6MagHoneNet wor kPr ef i xLi feTi ne  Unsi gned32

}

pmi p6MagHoneNet wor kPr ef i xType OBJECT- TYPE
SYNTAX | net Addr essType
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"The | net AddressType of the pm p6MagHoneNet wor kPr ef i x
that follows.

::={ pm p6MagHoneNet wor kPrefi xEntry 1 }
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pm p6MagHoneNet wor kPr ef i x OBJECT- TYPE

SYNTAX | net Addr ess

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"The nobile network prefix that is delegated to the

nmobi | e node. The type of the address represented by
this object is specified by the correspondi ng
pmi p6MagHoneNet wor kPr ef i xType obj ect.

REFERENCE
"RFC 5213: Section 2"
;.= { pm p6MagHoneNet wor kPrefi xEntry 2 }

prmi p6MagHormeNet wor kPr ef i xLengt h OBJECT- TYPE
SYNTAX | net Addr essPrefi xLength
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The prefix length of the hone network prefix.

::={ pm p6MagHoneNet wor kPrefi xEntry 3 }

pm p6MagHoneNet wor kPr ef i xLi f eTi ne OBJECT- TYPE
SYNTAX Unsi gned32
UNI TS "seconds"
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The lifetinme paraneter (in seconds) that will be
advertised in Router Advertisenents by the MAG for
this home network prefix.
REFERENCE
"RFC 5213: Sections 6.2, 6.7"
;.= { pm p6MagHoneNet wor kPrefi xEntry 4 }

pm p6MagBLTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Pri p6MagBLENt ry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"This table corresponds to the Binding Update List (BL)
that includes PM Pv6-related information and is

mai nt ai ned by the nobile access gateway.

Entries fromthe table are deleted as the lifetine of
t he bi ndi ng expires.
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REFERENCE
"RFC 6275: Sections 4.5, 11.1
RFC 5213: Section 6. 1"
::={ pmi p6MagRegi stration 1 }
pm p6MagBLEntry OBJECT- TYPE
SYNTAX Prmi p6MagBLENt ry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"An entry containing additional information from
a Binding Update sent by the nobile access gateway
to the local nobility anchor.
AUGMVENTS {ni p6WnBLEnt ry}
::={ pmip6MagBLTable 1 }

Pmi p6MagBLENntry ::= SEQUENCE {
pm p6MagBLFI ag Tr ut hval ue,
pm p6MagBLMWnI ndex Pni p6Mhl ndex,
pm p6MagBLhLLI ndex Pri p6MhLLI ndex,
prmi p6MagBLMagLi nkLocal Addr essType | net Addr essType,
pmi p6MagBLMagLi nkLocal Addr ess | net Addr ess,
pm p6MagBLMagl f I denti fi er Tovh | pv6AddressifldentifierTC,
pm p6MagBLTunnel | fldentifier | pv6AddresslifldentifierTC,

pm p6MagBLWnI nt er f aceATT P p6Wni nt er f aceATT,
pmi p6MagBLTi neRecent | yAccept ed Pri p6Ti meSt anp64
}

pm p6MagBLFl ag OBJECT- TYPE
SYNTAX Trut hval ue
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"true(l) indicates that the nobile access gateway sent
the Proxy Binding Update with Proxy Registration Fl ag
that indicates to the local nobility anchor that the
registration is the Proxy Binding Update and is froma
nmobi | e access gat eway.
fal se(0) inplies that the nobile access gateway is
behavi ng as a sinple nmobil e node.
REFERENCE
"RFC 5213: Section 8.1"
::={ pmip6MagBLEntry 1 }

pmi p6MagBLIVnI ndex OBJECT- TYPE

SYNTAX Pmi p6Mnl ndex
MAX- ACCESS read-only
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STATUS current
DESCRI PTI ON
"The index to the identifier of the attached nobile
node in the pni p6Maghhl dentifi er Tabl e.
REFERENCE
"RFC 5213: Sections 2.2, 6.1, 8.1"
::={ pmip6MagBLEntry 2 }

pmi p6MagBLWNLLI ndex OBJECT- TYPE
SYNTAX Pmi p6MnLLI ndex
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The index to the link-layer identifier of the nobile
node’ s connected interface in the
pm p6MagWnLLI denti fi er Tabl e.

REFERENCE
"RFC 5213: Sections 2.2, 6.1, 8.1"
::={ pmip6MagBLEntry 3}

pm p6MagBLMagLi nkLocal Addr essType OBJECT- TYPE
SYNTAX | net Addr essType
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The | net AddressType of the pm p6MagBLMagLi nkLocal Addr ess
that foll ows.

::={ pmi p6MagBLEntry 4 }

pm p6MagBLMagLi nkLocal Address OBJECT- TYPE

SYNTAX | net Addr ess

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The link-1ocal address of the nobile access gateway on
the access link shared with the nobil e node.
This is the address that is present in the Link-Iocal
Address option of the corresponding Proxy Binding Update
nessage.

REFERENCE
"RFC 3963: Sections 4.1, 5.1"

::={ pmi p6MagBLEntry 5 }

pm p6MagBLMagl f I denti fi er Tovh OBJECT- TYPE
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SYNTAX | pv6AddressifldentifierTC

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The interface identifier (if-id) of the point-to-point
I ink between the nobile node and the nobile access
gateway. This is internal to the nobile access gateway
and is used to associate the Proxy Mbile | Pv6 tunnel
to the access link where the nobile node is attached.

REFERENCE
"RFC 5213: Sections 6.1, 8.1"

::={ pmi p6MagBLEntry 6 }

prmi p6MagBLTunnel I fldentifier OBJECT- TYPE
SYNTAX | pv6AddressifldentifierTC
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The tunnel interface identifier (tunnel-if-id) of the
bi directional tunnel between the nobile node’s | ocal
mobi l ity anchor and the nobile access gateway. This
is internal to the nobile access gateway. The tunnel
interface identifier is acquired during the tunnel
creation.
REFERENCE
"RFC 5213: Sections 6.1, 8.1"
::={ pm p6MagBLEntry 7 }

pm p6MagBLWNnI nt er f aceATT OBJECT- TYPE
SYNTAX Pri p6Mhl nt er f aceATT
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The type of the access technol ogy by which the nobile
node is currently attached to the nobile access gateway.
REFERENCE
"RFC 5213: Sections 6.9.1.1, 6.9.1.5, 8.1"
::={ pm p6MagBLEntry 8 }
pm p6MagBLTi neRecent | yAccept ed OBJECT- TYPE
SYNTAX Pri p6Ti meSt anp64
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The 64-bit tinestanp value of the nobst recently
accepted Proxy Bindi ng Update nessage sent for this
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nmobil e node. This is the tine of day on the nobile
access gateway, when the Proxy Bi ndi ng Acknow edgenent
nmessage with the Status field set to 0O
was received. |If the Tinmestanp option is not present
in the Proxy Binding Update nessage (i.e., when the
sequence- nunber - based schene is in use), the value MJST
be initialized with all zeroes.
REFERENCE
"RFC 5213: Sections 5.1, 8.1"
::={ pm p6MagBLEntry 9 }

pm p6MagWnProf i | eTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Pmi p6MagWnProfil eEntry
MAX- ACCESS not-accessi bl e

STATUS current

DESCRI PTI ON

"This table corresponds to the nobile node's policy
profile that includes the essential operationa
paraneters that are required by the network entities
for managi ng the nobile node’s nobility service.

It contains policy profiles of nobile nodes that are
connected to the nobil e access gateway.
Entries in this table are not required to survive
a reboot of the managed entity.
REFERENCE
"RFC 5213: Section 6.2"
::={ pm p6MagRegi stration 2 }

pm p6MagWnProfil eEntry OBJECT- TYPE

SYNTAX Pri p6MagWhProfi |l eEntry

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"An entry containing information about the
nmobi | e node's policy profile.

| NDEX { pni p6MagPr of Whl ndex }

::={ pmi p6MagWnhProfileTable 1 }

Pmi p6MagivhProfil eEntry ::=

SEQUENCE {
pm p6MagPr of Mhl ndex Pri p6Mhl ndex,
prmi p6MagPr of WMnl denti fi er Pni p6Wnl denti fier,
pmi p6MagPr of MhLocal Mobi | it yAnchor Addr essType

I net Addr essType,
pm p6MagPr of MhLocal Mobi | it yAnchor Addr ess | net Addr ess
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}
prmi p6MagPr of Mnl ndex OBJECT- TYPE
SYNTAX P p6MWhl ndex
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"The index for a nobile node in the Proxy Mbile |IPv6
donai n.

::={ pmi p6MagWnhProfileEntry 1 }

pm p6MagPr of Mhil denti fi er OBJECT- TYPE

SYNTAX Pni p6Wnl dentifier
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The identity of a nobile node in the Proxy Mbile | Pv6
donai n.
REFERENCE

"RFC 5213: Section 2.2"
::={ pm p6MagWhProfileEntry 2 }

pm p6MagPr of MhLocal Mobi | it yAnchor Addr essType OBJECT- TYPE
SYNTAX | net Addr essType
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The | net AddressType of the
pmi p6MagWnLocal Mobi |ityAnchor Address that foll ows.

c:= { pmip6MagWhProfil eEntry 3 }
pmi p6MagPr of MhLocal Mobi | it yAnchor Addr ess OBJECT- TYPE

SYNTAX | net Addr ess

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The gl obal address that is configured on the interface
of the local nobility anchor and is the transport
endpoi nt of the bidirectional tunnel established
between the local nobility anchor and the nobile access
gateway. This is the address to which the nobile
access gateway sends the Proxy Binding Update nessages.

REFERENCE
"RFC 5213: Section 2.2"
.= { pm p6MagWnProfil eEntry 4 }
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pm p6Bi ndi ngCacheTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Pmi p6Bi ndi ngCacheEnt ry
MAX- ACCESS not-accessi bl e

STATUS current

DESCRI PTI ON

"This table nodels the Binding Cache on the |oca
nmobi l ity anchor.

Entries fromthe table are deleted as the lifetine
of the binding expires.

Entries in this table are not required to survive
a reboot of the managed entity.
REFERENCE
"RFC 6275: Sections 4.5, 9.1, 10.1
RFC 5213: Section 5.1"
::={ pmp6Bindings 1 }

pm p6Bi ndi ngCacheEntry OBJECT- TYPE

SYNTAX Pni p6Bi ndi ngCacheEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"An entry containing additional information contained
in the Binding Cache table of the local nmobility anchor
AUGMENTS { mi p6Bi ndi ngCacheEntry}
::={ pm p6Bi ndi ngCacheTable 1 }

Pmi p6Bi ndi ngCacheEntry ::= SEQUENCE {
pm p6Bi ndi ngPBUFI ag Tr ut hval ue,
pmi p6Bi ndi ngivnl ndex Pni p6ivnl ndex,
pmi p6Bi ndi ngMhLLI ndex P p6MhLLI ndex,
pm p6Bi ndi ngMagLi nkLocal Addr essType | net Addr essType,
pm p6Bi ndi ngMagLi nkLocal Addr ess | net Addr ess,
pm p6Bi ndi ngTunnel | fldentifier | pv6AddresslifldentifierTC,

pm p6Bi ndi nghvhl nt er f aceATT
Pri p6MWhl nt er f aceATT,
ngTi meRecent | yAccept ed Pri p6Ti meSt anp64

pmi p6Bi nd
}

pm p6Bi ndi ngPBUFI ag OBJECT- TYPE
SYNTAX Tr ut hval ue
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"true(l) indicates that the local nobility anchor
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accepted the binding update with Proxy Registration
Flag froma nobile access gateway.

false(0) inplies that the binding cache is froma
mobil e node. |In this case, the remining objects wll
not be accessi bl e.

REFERENCE
"RFC 5213: Sections 5.1, 8.1"
::= { pmi p6Bindi ngCacheEntry 1 }

pm p6Bi ndi ngvhl ndex OBJECT- TYPE

SYNTAX Pnmi p6Mnl ndex
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"An index to the identifier of the registered nobile
node.
REFERENCE

"RFC 5213: Sections 2.2, 5.1, 8.1
RFC 4283: Section 3"
::={ pm p6Bi ndi ngCacheEntry 2 }
pm p6Bi ndi ngvhLLI ndex OBJECT- TYPE
SYNTAX Pri p6MhLLI ndex
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The index to the link-layer identifier of the nobile
node’s connected interface on the access |ink

REFERENCE
"RFC 5213: Sections 2.2, 5.1, 8.1"
::= { pmi p6Bi ndi ngCacheEntry 3 }

pm p6Bi ndi ngMagLi nkLocal Addr essType OBJECT- TYPE
SYNTAX | net Addr essType
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The | net AddressType of the
pm p6Bi ndi ngMagLi nkLocal Address that foll ows.

;2= { pmi p6Bindi ngCacheEntry 4 }

pmi p6Bi ndi ngMagLi nkLocal Address OBJECT- TYPE

SYNTAX | net Addr ess
MAX- ACCESS read-only
STATUS current
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DESCRI PTI ON
"The link-1ocal address of the nobile access gateway on
the point-to-point |ink shared with the nobile node.
This is generated by the local mobility anchor after
accepting the initial Proxy Binding Update nessage.
This is the address that is present in the Link-loca
Address option of the correspondi ng Proxy Binding
Acknow edgenent nessage.
REFERENCE
"RFC 5213: Sections 5.1, 6.9.1.2, 8.2"
;.= { pm p6Bi ndi ngCacheEntry 5 }

pm p6Bi ndi ngTunnel | fldentifier OBJECT- TYPE
SYNTAX | pv6AddressifldentifierTC
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The tunnel interface identifier (tunnel-if-id) of the
bi directional tunnel between the local nobility anchor
and the nobile access gateway where the nobile node is
currently anchored. This is internal to the |loca
mobi lity anchor. The tunnel interface identifier is
acquired during the tunnel creation.
REFERENCE
"RFC 5213: Sections 5.1, 8.1"
::={ pm p6Bi ndi ngCacheEntry 6 }

pm p6Bi ndi ngivhl nt er f aceATT OBJECT- TYPE
SYNTAX Pri p6Mhl nt er f aceATT
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The access technol ogy type by which the nobile node
is currently attached. This is obtained fromthe
Access Technol ogy Type option, present in the Proxy
Bi ndi ng Updat e nessage.

REFERENCE
"RFC 5213: Sections 5.1, 8.1"
;.= { pm p6Bi ndi ngCacheEntry 7 }

pm p6Bi ndi ngTi neRecent | yAccept ed OBJECT- TYPE
SYNTAX Pri p6Ti meSt anp64
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
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"The 64-bit tinestanp value of the nbst recently
accepted Proxy Bindi ng Update nessage sent for this
nobil e node. This is the time of day on the |oca
mobi l ity anchor, when the nessage was received. |If
the Tinestanp option is not present in the Proxy
Bi ndi ng Update nessage (i.e., when the sequence nunber
based schene is in use), the value MJST be initialized
with all zeroes.

REFERENCE
"RFC 5213: Sections 5.1, 8.1"
;.= { pm p6Bi ndi ngCacheEntry 8 }

--- pm p6Stats group

-- pm p6St ats: pni p6Bi ndi ngRegCount er s

pm p6M ssi nghhl dentifierOQption OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"Total nunber of Proxy Binding Update nessages

rejected by the local nmobility anchor with status

code in the Binding Acknow edgenent nessage indicating
"M ssing nobile node identifier option (Code 160).

Di scontinuities in the value of this counter can
occur at re-initialization of the nobile router
and at other times as indicated by the val ue of
pm p6Count er Di sconti nui tyTi ne.
REFERENCE
"RFC 5213: Sections 5.3.1, 8.9"
::={ pm p6Bi ndi ngRegCounters 1 }

pmi p6MagNot Aut hori zedFor ProxyReg OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"Total nunber of Proxy Bi nding Update nessages
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rejected by the local nmobility anchor with status

code in the Binding Acknow edgenent message indicating
"Not authorized to send Proxy Binding Updates

(Code 154).

Di scontinuities in the value of this counter can
occur at re-initialization of the nobile router
and at other tinmes as indicated by the val ue of
pri p6Count er Di sconti nui tyTi ne.

REFERENCE

"RFC 5213: Sections 5.3.1, 8.9"
;.= { pm p6Bi ndi ngRegCounters 2 }

pmi p6Not LMAFor Thi sMobi | eNode  OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"Total nunber of Proxy Binding Update nessages rejected
by the local nobility anchor with status code in the
Bi ndi ng Acknowl edgenent nessage i ndi cating
"Not local nobility anchor for this nobile node
(Code 153).

Di scontinuities in the value of this counter can
occur at re-initialization of the nanagenent system
and at other times as indicated by the val ue of

pm p6Count er Di scont i nui tyTi ne.

REFERENCE

"RFC 5213: Sections 5.3.1, 8.9"
::= { pmi p6Bi ndi ngRegCounters 3 }

pm p6Pr oxyRegNot Enabl ed OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

et al.

"Total nunber of Proxy Binding Update nessages rejected
by the local mobility anchor with status code in the
Bi ndi ng Acknowl edgenent nessage i ndicating
"Proxy Registration not enabl ed’” (Code 152).

Di scontinuities in the value of this counter can
occur at re-initialization of the nanagenent system
and at other times as indicated by the val ue of

pm p6Count er Di sconti nui tyTi ne.
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REFERENCE
"RFC 5213: Sections 5.3.1, 6.9.1.2, 8.9"
;= { pmi p6Bi ndi ngRegCounters 4 }
pmi p6M ssi ngHormeNet wor kPrefi xOpti on OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"Total nunber of Proxy Binding Update nessages rejected
by the local nmobility anchor with status code in the
Bi ndi ng Acknowl edgenent nessage i ndi cating
"M ssing hone network prefix option’ (Code 158).
Di scontinuities in the value of this counter can
occur at re-initialization of the nanagenent system
and at other times as indicated by the val ue of
pmi p6Count er Di sconti nui tyTi ne.
REFERENCE
"RFC 5213: Sections 5.3.1, 8.9"
;= { pmi p6Bi ndi ngRegCounters 5 }

pmi p6M ssi ngHandO f | ndi cat or Opti on OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"Total nunber of Proxy Binding Update nessages rejected
by the local nmobility anchor with status code in the
Bi ndi ng Acknowl edgenent nessage i ndi cating
"M ssing handoff indicator option’ (Code 161).
Di scontinuities in the value of this counter can
occur at re-initialization of the nanagenent system
and at other times as indicated by the val ue of
pm p6Count er Di sconti nui tyTi ne.
REFERENCE
"RFC 5213: Sections 5.3.1, 8.9"
::={ pm p6Bi ndi ngRegCounters 6 }

pmi p6M ssi ngAccessTechTypeOpti on OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"Total nunber of Proxy Binding Update nessages rejected

by the local nmobility anchor with status code in the
Bi ndi ng Acknowl edgenent nessage i ndi cating
"M ssing access technol ogy type option’ (Code 162).
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Di scontinuities in the value of this counter can
occur at re-initialization of the nanagenent system
and at other times as indicated by the val ue of

pm p6Count er Di sconti nui tyTi ne.

REFERENCE

RFC 5213: Sections 5.3.1, 8.9"
:= { pm p6Bi ndi ngRegCounters 7 }

pmi p6Not Aut hor i zedFor HoneNet wor kPr ef i x OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

Total nunber of Proxy Bindi ng Update nessages rejected
by the local nmobility anchor with status code in the
Bi ndi ng Acknowl edgenent nessage i ndi cating

" Mobi | e node not authorized for one or nore of the
requesting home network prefixes’ (Code 155).

Di scontinuities in the value of this counter can
occur at re-initialization of the managenment system
and at other times as indicated by the val ue of

pm p6Count er Di sconti nui tyTi ne.

REFERENCE

RFC 5213: Sections 5.3.2, 6.9.1.2, 8.9"
:= { pm p6Bi ndi ngRegCounters 8 }

pm p6Ti nest anpM smat ch OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

Total nunber of Proxy Bi nding Update nessages rejected
by the local nobility anchor with status code in the
Bi ndi ng Acknowl edgenent nessage i ndi cating

"Invalid tinmestanp value (the clocks are out of sync)’
(Code 156).

Di scontinuities in the value of this counter can

occur at re-initialization of the nmanagenment system
and at other times as indicated by the val ue of

pm p6Count er Di sconti nui tyTi ne.

REFERENCE

RFC 5213: Sections 5.5, 6.9.1.2, 8.9"

::={ pm p6Bi ndi ngRegCounters 9 }
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pm p6Ti nest anpLower ThanPr evAccept ed OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"Total nunber of Proxy Bi nding Update nessages rejected
by the local nobility anchor with status code in the
Bi ndi ng Acknowl edgenent nessage i ndi cating
"The tinestanp value is |lower than the previously
accepted val ue’ (Code 157).

Di scontinuities in the value of this counter can
occur at re-initialization of the nmanagenent system
and at other times as indicated by the val ue of
pmi p6Count er Di sconti nui tyTi ne.
REFERENCE
"RFC 5213: Sections 5.5, 6.9.1.2, 8.9"
;.= { pm p6Bi ndi ngRegCounters 10 }

pmi p6BcePbuPr ef i xSet DoNot Mat ch OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"Total nunber of Proxy Binding Update nessages rejected
by the local nobility anchor with status code in the
Bi ndi ng Acknowl edgenent nessage i ndi cating
"Al'l the home network prefixes listed in the Binding
Cache entry do not match all the prefixes in the
recei ved Proxy Binding Update' (Code 159).

Di scontinuities in the value of this counter can
occur at re-initialization of the nanagenent system
and at other times as indicated by the val ue of
pm p6Count er Di sconti nui tyTi ne.
REFERENCE
"RFC 5213: Sections 5.4.1.1, 8.9"
.= { pmi p6Bi ndi ngRegCounters 11 }

pmi p6l nitial Bi ndi ngRegi strati ons OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"Total nunber of Proxy Bindi ng Update nessages that
newly creates the Binding Cache entry.
Di scontinuities in the value of this counter can
occur at re-initialization of the nanagenent system
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and at other times as indicated by the val ue of
pmi p6Count er Di sconti nui tyTi ne.

REFERENCE
"RFC 5213: Sections 5.3.2"
;.= { pm p6Bi ndi ngRegCounters 12 }

pm p6Bi ndi ngLi f eTi mneExt ensi onNoHandCOf f OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"Total nunber of Proxy Binding Update nessages for
extending the binding lifetime, received fromthe
sanme nobil e access gateway that |ast updated the
bi ndi ng.
Di scontinuities in the value of this counter can
occur at re-initialization of the nanagenent system
and at other times as indicated by the val ue of
pmi p6Count er Di sconti nui tyTi ne.
REFERENCE
"RFC 5213: Sections 5.3.3"
;.= { pm p6Bi ndi ngRegCounters 13 }

pm p6Bi ndi ngLi f eTi neExt ensi onAft er HandOf f OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"Total nunber of Proxy Binding Update nessages for
extending the binding lifetime, received froma new
nmobi | e access gateway where the nobile node’s
mobility session is handed of f.
Di scontinuities in the value of this counter can
occur at re-initialization of the nmanagenent system
and at other times as indicated by the val ue of
pmi p6Count er Di sconti nui tyTi ne.
REFERENCE
"RFC 5213: Sections 5.3.4"
;.= { pm p6Bi ndi ngRegCounters 14 }

pm p6Bi ndi ngDeRegi strati ons OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
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"Total nunber of Proxy Binding Update nessages with
the lifetime value of zero

Di scontinuities in the value of this counter can
occur at re-initialization of the managenent system
and at other times as indicated by the val ue of

pm p6Count er Di sconti nui tyTi ne.

REFERENCE
"RFC 5213: Sections 5.3.5"
::={ pm p6Bi ndi ngRegCounters 15 }

pm p6Bi ndi ngBi ndi ngAcks OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"Total nunber of Proxy Bi ndi ng Acknow edgenent
nmessages.

Di scontinuities in the value of this counter can
occur at re-initialization of the nanagenent system
and at other times as indicated by the val ue of

pmi p6Count er Di sconti nui tyTi ne.

REFERENCE
"RFC 5213: Sections 5.3.5"
.= { pmi p6Bi ndi ngRegCounters 16 }

pmi p6Count er Di sconti nuityTi me OBJECT- TYPE

SYNTAX Ti meSt anp
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The val ue of sysUpTinme on the nobst recent occasion
at which any one or nore of this PMPv6 entity’s

gl obal counters, viz., counters with QD prefix

" pm p6Bi ndi ngRegCounters’ suffered a discontinuity.
I f no such discontinuities have occurred since the
last re-initialization of the |ocal nanagenent
subsystem then this object will have a zero val ue

::={ pm p6Bi ndi ngRegCounters 17 }

pm p6LnmasSt at us OBJECT- TYPE

SYNTAX | NTEGER { enabl ed(1), disabled(2) }
MAX- ACCESS read-wite

STATUS current

DESCRI PTI ON

"This object indicates whether the PM Pv6 | oca
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nmobi l ity anchor function is enabled for the nanaged
entity.

Changi ng the status from enabl ed(1) to disabl ed(2)
will termnate the PM Pv6 | ocal mobility anchor
function. On the other hand, changing the status
fromdisabled(2) to enabled(1) will start the PM Pv6
| ocal nobility anchor function.

The value of this object MJST renmai n unchanged
across reboots of the nanaged entity.

DEFVAL { disabled }
::={ pmp6LmaSystem 1 }

pm p6LmaLMAATabl e OBJECT- TYPE

SYNTAX SEQUENCE COF Pmi p6LmaLMAAENt ry
MAX- ACCESS not -accessi bl e

STATUS current

DESCRI PTI ON

"This table nodels the LMA Addresses confi gured
on the local nobility anchor. Each LMA Address acts as
a transport endpoint of the tunnel between the |oca
nmobi l ity anchor and the nobile access gateway and is
the transport endpoint of the tunnel between the |oca
nmobi l ity anchor and the nobile access gateway.

Entries in this table are not required to survive
a reboot of the managed entity.
REFERENCE
"RFC 5213: Sections 2.2, 5.6"
::= { pmip6LnaSystem 2 }

pmi p6LMALMAAENt ry OBJECT- TYPE

SYNTAX Prmi p6LmaLMAAENt ry
MAX- ACCESS not-accessi bl e
STATUS current
DESCRI PTI ON

"This entry represents a conceptual row in the
LMAA table. It represents each LMAA on the
| ocal nobility anchor.

| mpl ementers need to be aware that if the total
nunber of octets in pmi p6LmaLMAA exceeds 113,
then A Ds of colum instances in this row wll
have nore than 128 sub-identifiers and cannot
be accessed using SNWPv1l, SNWPv2c, or SNWVPv3.
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I NDEX { pm p6LmaLMAAType, pmi p6LmalMAA }
::= { pmip6LnaLMAATable 1 }

Pm p6LmaLMAAENtry :: =

SEQUENCE {
pm p6LmaLMAATYpe | net Addr essType,
pmi p6LmalMAA | net Addr ess,
pm p6LmaLMAASt at e | NTEGER

}

pm p6LmaLMAAType OBJECT- TYPE

SYNTAX | net Addr essType

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"The | net AddressType of the pm p6LmaLMAA
that foll ows.

c:={ pm p6LmaLMAAENtry 1 }

pm p6LmaLMAA OBJECT- TYPE
SYNTAX | net Addr ess
MAX- ACCESS not -accessi bl e
STATUS current
DESCRI PTI ON
"The LMAA configured on the local nobility anchor.

The type of the address represented by this object
is specified by the correspondi ng
pm p6LmaLMAAType obj ect.

REFERENCE
"RFC 5213: Sections 2.2, 5.6"
::={ pm p6LmaLMAAENtry 2 }

pm p6LmaLMAASt at e  OBJECT- TYPE
SYNTAX | NTEGER {
unknown( 1),
activated(2),
tunnel ed(3)

}
MAX- ACCESS read-only

STATUS current
DESCRI PTI ON
"This object indicates the state of the LMAA:
unknown -- The state of the LMAA

cannot be determ ned.
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activated -- The LMAA is ready to establish
a tunnel
tunnel ed -- The LMAA is used to set up the

bi di recti onal tunnel

o= { pm p6LmaLMAAENtry 3 }

pmi p6LmaM nDel ayBef or eBCEDel et e OBJECT- TYPE

SYNTAX I nteger32 (1..65535)
UNI TS "mlliseconds"

MAX- ACCESS read-wite

STATUS current

DESCRI PTI ON

"This variable specifies the length of time in
mlliseconds the local nobility anchor MJST wait before
it deletes a Binding Cache entry of a nobile node, upon
recei ving a Proxy Bindi ng Update nessage froma nobile
access gateway with a lifetinme value of 0.

During this wait time, if the local nmobility anchor
receives a Proxy Binding Update for the sanme nobility
binding, with a lifetime value greater than 0, then it
must update the Binding Cache entry with the accepted
bi nding values. By the end of this wait tinme, if the
I ocal nobility anchor did not receive any valid Proxy
Bi ndi ng Update nessage for that nobility binding, it
MJUST del ete the Binding Cache entry. This delay
essentially ensures that a nobile node's Binding Cache
entry is not deleted too quickly and allows sone tine
for the new nmobil e access gateway to conplete the
signaling for the nobil e node.
The default value for this variable is 10000
nmlliseconds.
REFERENCE
"RFC 5213: Sections 5.3.5, 9.1"
DEFVAL { 10000 }
::={ pm p6LmaConf 1 }

pm p6LmaMaxDel ayBef or eNewBCEAssi gn OBJECT- TYPE

SYNTAX I nt eger32 (1..65535)
UNI TS "mlliseconds”
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON
"This variable specifies the length of time in
mlliseconds the local nobility anchor MJST wait for

the de-registrati on message for an existing nobility
session before it decides to create a new nobility
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sessi on.

The default value for this variable is 1500
mlliseconds. Note that there is a dependency between
this value and the values used in the retransm ssion
al gorithm for Proxy Binding Updates. The
retransm ssi ons need to happen before
MaxDel ayBef or eNewBCEAssi gn runs out, as ot herw se there
are situations where a de-registration froma previous
nmobi | e access gateway may be | ost, and the |oca
mobi l ity anchor creates, needlessly, a new nobility
session and new prefixes for the nobile node. However,
this affects situations where there is no information
fromthe | ower |ayers about the type of a handoff or
ot her paraneters that can be used for identifying the
mobility session
REFERENCE
"RFC 5213: Sections 5.4.1.2, 5.4.1.3, 9.1"
DEFVAL { 1500 }
::={ pmip6LnmaConf 2 }
pmi p6LmaTi nest anpVal i di t yW ndow OBJECT- TYPE

SYNTAX I nt eger 32 (1..65535)
UNI TS "mlliseconds"”

MAX- ACCESS read-wite

STATUS current

DESCRI PTI ON

"This variable specifies the maxi numlength of tinme
difference in mlliseconds between the tinestanp in the
recei ved Proxy Bi nding Update nessage and the current
time of day on the local nobility anchor that is
all oned by the local nobility anchor for the received
nmessage to be considered valid.

The default value for this variable is 300 mlliseconds.
This variable nust be adjusted to suit the depl oynents.
REFERENCE
"RFC 5213: Sections 5.5, 9.1"
DEFVAL { 300 }
::={ pm p6LmaConf 3 }

pm p6Lnmanl denti fi er Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Pni p6Lnmainl dentifierEntry
MAX- ACCESS not-accessi bl e

STATUS current

DESCRI PTI ON

"A table containing the identifiers of nobile nodes
served by the LMA
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Entries in this table are not required to survive
a reboot of the managed entity.

REFERENCE
"RFC 5213: Sections 2, 6.1"

::={ pm p6LmaConf 4 }

pmi p6Lmawnl denti fierEntry OBJECT- TYPE
SYNTAX Pri p6Lmahl denti fierEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"An entry in the nobile node identifier table.

I NDEX { pmi p6Bi ndi ngivhl ndex
}
::={ pm p6LmaWhldentifierTable 1 }

Pmi p6Lmaivnl dentifierEntry ::=
SEQUENCE {
pmi p6Lmanl denti fi er Pni p6Wnl dentifier

pm p6Lmavnl dentifier OBJECT- TYPE
SYNTAX Pri p6Mhl denti fi er
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The identity of a nobile node in the Proxy Mbile | Pv6
donai n.
REFERENCE
"RFC 5213: Section 2.2"
::={ pm p6LmaWnldentifierEntry 1 }

pm p6LmaWnLLI denti fi er Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Pni p6LmainLLI dentifierEntry
MAX- ACCESS not-accessi bl e

STATUS current

DESCRI PTI ON

"A table containing the link-layer identifiers
of the interfaces of the nobile nodes served
by the LMA
Entries in this table are not required to survive
a reboot of the managed entity.
REFERENCE
"RFC 5213: Sections 2, 6.1"
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::={ pm p6LmaConf 5 }

pm p6LmanLLI dentifierEntry OBJECT- TYPE
SYNTAX P p6LmainLLI dentifierEntry
MAX- ACCESS not -accessi bl e
STATUS current
DESCRI PTI ON
"An entry in the nobile node |ink-layer identifier
tabl e.

I NDEX { pm p6Bi ndi ngivnl ndex, pm p6Bi ndi ngivhLLI ndex
}
::={ pmp6LmaWnLLIdentifierTable 1 }

Pnmi p6LmaMhLLI dentifierEntry ::=
SEQUENCE {
pm p6LmaMnLLI denti fier Pm p6MhLLI denti fi er

pm p6LmawnLLI dentifier OBJECT- TYPE
SYNTAX Pri p6WnLLI dentifier
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The link-layer identifier of the nobile node’s
connected interface on the access |ink.

::={ pm p6LmaWnLLIdentifierEntry 1 }

pm p6LmaHoneNet wor kPr ef i xTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Pni p6LnmaHoneNet wor kPrefi XEntry
MAX- ACCESS not-accessi bl e

STATUS current

DESCRI PTI ON

"A table representing the home network prefixes
assigned to the connected interfaces of all the
nobi | e nodes anchored at the LMNA

REFERENCE
"RFC 5213: Sections 2, 5.1, 5.2"
::={ pm p6LmaConf 6 }

pm p6LmaHoneNet wor kPr ef i xEntry OBJECT- TYPE
SYNTAX Pni p6LmaHonmeNet wor kPr ef i XEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"An entry in the honme network prefixes table.
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| npl enenters need to be aware that if the total
nunber of octets in pm p6LmaHoneNet wor kPrefi x
exceeds 111 then O Ds of colum instances in this

row will have nore than 128 sub-identifiers and
cannot be accessed using SNWPv1l, SNWPv2c, or
SNIVPv 3.

I NDEX { pmi p6Bi ndi ngivnl ndex, pni p6Bi ndi ngMnLLI ndex,
pri p6LmaHomeNet wor kPr ef i xType,
pmi p6LmaHoneNet wor kPrefi x }

::={ pm p6LmaHonmeNet wor kPrefi xTable 1 }

Pri p6LmaHoneNet wor kPrefi xEntry :: =

SEQUENCE {
pm p6LmaHoneNet wor kPr ef i xType | net Addr essType,
pmi p6LmaHonmeNet wor kPr ef i x | net Addr ess,
pm p6LmaHoneNet wor kPr ef i xLengt h I net Addr essPrefi xLengt h,

pm p6LmaHoneNet wor kPr ef i xLi feTi ne  Gauge32

pmi p6LmaHomeNet wor kPr ef i xType OBJECT- TYPE
SYNTAX | net Addr essType
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"The | net AddressType of the pm p6LmaHoneNet wor kPr ef i x
that foll ows.

::={ pm p6LmaHonmeNet wor kPrefi xEntry 1 }

pm p6LmaHoneNet wor kPr ef i x OBJECT- TYPE

SYNTAX | net Addr ess

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"The nobile network prefix that is delegated to the

nmobi | e node. The type of the address represented by
this object is specified by the correspondi ng
pmi p6LmaHoneNet wor kPr ef i xType obj ect.

REFERENCE
"RFC 5213: Section 2"

::= { pmi p6LmaHoneNet wor kPrefi xEntry 2 }
pmi p6LmaHoneNet wor kPr ef i xLengt h OBJECT- TYPE

SYNTAX I net Addr essPrefi xLength
MAX- ACCESS read-only
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STATUS current
DESCRI PTI ON
"The prefix length of the hone network prefix.

::={ pm p6LmaHonmeNet wor kPrefi xEntry 3 }

pm p6LmaHoneNet wor kPr ef i xLi f eTi ne OBJECT- TYPE
SYNTAX Gauge32
UNI TS "seconds"
MAX- ACCESS read-write
STATUS current
DESCRI PTI ON
"The lifetime (in seconds) granted to the nobile
node for this registration.
REFERENCE
"RFC 5213: Section 5.3"
;.= { pm p6LmaHonmeNet wor kPrefi xEntry 4 }

-- pm p6Notifications

pm p6MagHoneTunnel Est abl i shed NOTI FI CATI ON- TYPE
OBJECTS {
prmi p6MagBLTunnel | fldentifier,
pmi p6MagPr oxy COASt at e

STATUS current

DESCRI PTI ON
"This notification is sent by the Proxy Mbile | Pv6
entities every time the tunnel is established between
the I ocal nobility anchor and nobil e access gateway.

REFERENCE
"RFC 5213: Section 5.6.1"
::={ pmip6Notifications 1 }

pmi p6MagHoneTunnel Rel eased NOTI FI CATI ON- TYPE
OBJECTS {
pm p6MagBLTunnel | fldentifier,
pm p6MagPr oxy COASt at e

STATUS current

DESCRI PTI ON
"This notification is sent by the Proxy Mbile |IPv6
entities every tine the tunnel between the | ocal
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nmobi l ity anchor and nobil e access gateway is rel eased.
REFERENCE
"RFC 5213: Section 5.6.1"
::={ pm p6Notifications 2}

pm p6LmaHoneTunnel Est abl i shed NOTI FI CATI ON- TYPE
OBJECTS {
pmi p6Bi ndi ngTunnel | f1dentifier,
pmi p6LmaLMAASE at e

STATUS current
DESCRI PTI ON
"This notification is sent by the Proxy Mbile | Pv6
entities every time the tunnel is established between
the I ocal nobility anchor and nobil e access gateway.
REFERENCE
"RFC 5213: Section 5.6.1"
::={ pmip6Notifications 3}

pm p6LmaHoneTunnel Rel eased NOTI FI CATI ON- TYPE
OBJECTS {
pm p6Bi ndi ngTunnel | fldentifier,
pm p6LmaLMAASE at e

STATUS current
DESCRI PTI ON
"This notification is sent by the Proxy Mbile |IPv6
entities every tine the tunnel between the | ocal
nmobi l ity anchor and nobil e access gateway is rel eased.

REFERENCE
"RFC 5213: Section 5.6.1"
::={ pm p6Notifications 4}

-- Conformance information
pm p6G oups OBJECT | DENTI FI ER ::
pmi p6Conpl i ances OBJECT | DENTI FI ER : :

{ pm p6Conformance 1 }
{ pmi p6Confornmance 2 }

-- Units of conformance
pm p6Syst entar oup OBJECT- GROUP
OBJECTS {
pmi p6Capabilities,
pri p6Mobi | eNodeGener at edTi mest anpl nUse,
pmi p6Fi xedMagLi nkLocal Addr essOnAl | AccessLi nksType,
pm p6Fi xedVagLi nkLocal Addr essOnAl | AccessLi nks,
pm p6Fi xedMagLi nkLayer Addr essOnAl | AccessLi nks
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STATUS current
DESCRI PTI ON
" A collection of objects for basic PM Pv6
nmoni t ori ng. "
::={ pm p6Goups 1}

pm p6Bi ndi ngCacheG oup OBJECT- GROUP
OBJECTS {

pm p6Bi ndi ngPBUFI ag,
pm p6Bi ndi nghl ndex,
pm p6Bi ndi ngWhLLI ndex,
pm p6Bi ndi ngMagLi nkLocal Addr essType,
pm p6Bi ndi ngMagLi nkLocal Addr ess,
pmi p6Bi ndi ngTunnel | f 1 dentifier,
pmi p6Bi ndi nghl nt er f aceATT,
pm p6Bi ndi ngTi meRecent | yAccept ed,
pm p6Lmawnl denti fi er,
pm p6LmaMnLLI denti fier

STATUS current
DESCRI PTI ON
" A collection of objects for nonitoring the
PM Pv6 extensions of the Binding Cache."
.= { pm p6Goups 2 }

pmi p6St at sG oup OBJECT- GROUP
OBJECTS {
pm p6M ssi ngivhl denti fierQption,
pm p6MagNot Aut hori zedFor Pr oxyReg,
pmi p6Not LMAFor Thi sMobi | eNode,
pmi p6Pr oxyRegNot Enabl ed,
pm p6M ssi ngHomeNet wor kPr ef i xOpti on,
pmi p6M ssi ngHandO f | ndi cat or Opt i on,
pm p6M ssi ngAccessTechTypeQOpti on,
pm p6Not Aut hor i zedFor HoneNet wor kPr ef i x,
pmi p6Ti nest anpM smat ch,
pmi p6Ti nest anpLower ThanPr evAccept ed,
pri p6BcePbuPr ef i xSet DoNot Mat ch,
pmi p6l nitial Bi ndi ngRegi strati ons,
pm p6Bi ndi ngLi f eTi meExt ensi onNoHandOF f,
pm p6Bi ndi ngLi f eTi mneExt ensi onAft er HandOF f ,
pm p6Bi ndi ngDeRegi strati ons,
pm p6Bi ndi ngBi ndi ngAcks,
pmi p6Count er Di sconti nui tyTi ne

STATUS current
DESCRI PTI ON
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A collection of objects for basic PM Pv6
statistics nonitoring.

::={ pm p6Goups 3}

pm p6MagSyst entar oup OBJECT- GROUP
OBJECTS {
pmi p6MagSt at us,
pmi p6MagPr oxy COASt at e

STATUS current
DESCRI PTI ON
" A collection of objects for nonitoring the
PM Pv6-systemrel ated objects on a nobile router.”
::={ pm p6Goups 4 }

pm p6MagConfi gurati onG oup OBJECT- GROUP
OBJECTS {
pm p6MagHoneNet wor kPr ef i xLengt h,
pmi p6MagHoneNet wor kPr ef i xLi f eTi ne,
pm p6MagEnabl eMaglLocal Routi ng

STATUS current

DESCRI PTI ON
" A collection of objects for nonitoring the

configuration-related objects on a nobile access
gat ewnay.
2= { pm p6Goups 5}
pm p6MagRegi strati onG oup OBJECT- GROUP

OBJECTS {
pmi p6MagBLFI ag,
pri p6MagBLMI ndex,
pmi p6MagBLWhLLI ndex,
pm p6MagBLMagLi nkLocal Addr essType,
pm p6MagBLMagLi nkLocal Addr ess,
pm p6MagBLMagl f I denti fi er ToMh,
pm p6MagBLTunnel | fldentifier,
pmi p6MagBLWNhI nt er f aceATT,
pmi p6MagBLTi neRecent | yAccept ed,
pm p6MaghWnl denti fi er,
pm p6MagWnLLI dentifi er,
pm p6MagPr of Vhl denti fi er,
pm p6MagPr of MhLocal Mobi | i t yAnchor Addr essType,
pmi p6MagPr of MnLocal Mobi | i t yAnchor Addr ess

STATUS current
DESCRI PTI ON
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A collection of objects for nonitoring the
registration-related objects on a nobile access
gat enay.

::={ pm p6Goups 6 }

pm p6LnmaSyst entar oup OBJECT- GROUP
OBJECTS {
pmi p6LmasSt at us,
pmi p6LmaLMAASE at e

STATUS current
DESCRI PTI ON
" A collection of objects for nonitoring the
systemrel ated objects on an LMA "
::={ pm p6Goups 7 }

pm p6LnmaConfi gurati onG oup OBJECT- GROUP
OBJECTS {
pm p6LmaM nDel ayBef or eBCEDel et €,
pmi p6LmaMaxDel ayBef or eNewBCEAsSSI gn,
pm p6LmaTi nest anpVal i di t yW ndow,
pm p6LmaHoneNet wor kPr ef i xLengt h,
pm p6LnmaHoneNet wor kPr ef i xLi f eTi ne

STATUS current
DESCRI PTI ON
" A collection of objects for Mnitoring the
configuration-related objects on an LMA "
::={ pm p6Goups 8 }

pmi p6MagNot i fi cati onG oup NOTI FI CATI ON- GROUP
NOTI FI CATI ONS {
pmi p6MagHoneTunnel Est abl i shed,
pm p6MagHoneTunnel Rel eased

STATUS current

DESCRI PTI ON
"A collection of notifications froma hone agent
or correspondent node to the Manager about the
tunnel status of the nobile router.

::={ pm p6Goups 9 }

pmi p6LmaNoti fi cati onG oup NOTI FI CATI ON- GROUP
NOTI FI CATI ONS {
pm p6LmaHoneTunnel Est abl i shed,
pm p6LmaHonmeTunnel Rel eased
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STATUS current

DESCRI PTI ON
"A collection of notifications froma hone agent
or correspondent node to the Manager about the
tunnel status of the nobile router.

.= { pmi p6Goups 10 }

-- Compliance statenents
pm p6Cor eConpl i ance MODULE- COVPLI ANCE
STATUS current
DESCRI PTI ON
"The conpliance statenment for SNWP entities
that inplenment the PM PV6-M B.
There are a nunber of | NDEX objects that cannot be
represented in the formof OBJECT clauses in
SMv2, but for which there are conpliance
requi renents, expressed in OBJECT clause formin
this description:

-- OBJECT pm p6Bi ndi ngHomreAddr essType
-- SYNTAX I net Addr essType { ipv6(2) }
-- DESCRI PTI ON

-- This M B nodul e requires support for gl obal
-- i pv6 addresses for the pni p6Bi ndi ngHoneAddr ess
-- obj ect.

MODULE -- this nodule
MANDATORY- GROUPS { pmi p6Syst entar oup
}

::={ pm p6Conpliances 1 }

pm p6Conpl i ance2 MODULE- COMPLI ANCE
STATUS current
DESCRI PTI ON
"The conpliance statenent for SNWP entities
that inplenment the PM PV6-M B.

MODULE -- this nodul e
MANDATORY- GROUPS { pmi p6Syst enfs oup,
pm p6Bi ndi ngCacheG oup,
pm p6St at sG oup
}
::={ pm p6Conpliances 2 }

pm p6Cor eReadOnl yConpl i ance MODULE- COMPLI ANCE
STATUS current
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DESCRI PTI ON
"The conpliance statenment for SNWP entities
that inplenent the PM PV6-M B wi t hout support
for read-wite (i.e., in read-only node).
MODULE -- this nodul e
MANDATORY- GROUPS { pmi p6Syst entar oup

OBJECT pmi p6Mbobi | eNodeGener at edTi nest anpl nUse
M N- ACCESS read-only
DESCRI PTI ON
"Wite access is not required."
OBJECT pm p6Fi xedMagLi nkLocal Addr essOnAl | AccessLi nksType
M N- ACCESS read-only
DESCRI PTI ON
"Wite access is not required."
OBJECT pm p6Fi xedMagLi nkLocal Addr essOnAl | AccessLi nks
M N- ACCESS read-only
DESCRI PTI ON
"Wite access is not required.”
OBJECT pm p6Fi xedMagLi nkLayer Addr essOnAl | AccessLi nks
M N- ACCESS read-only
DESCRI PTI ON
"Wite access is not required."

::={ pmip6Conpliances 3}

pmi p6ReadOnl yConpl i ance2 MODULE- COVPLI ANCE

STATUS current
DESCRI PTI ON
"The conpliance statenent for SNWP entities
that inplenent the PM PV6-M B wi t hout support
for read-wite (i.e., in read-only node).
MODULE -- this nodule
MANDATORY- GROUPS { pmi p6Syst entar oup,
pm p6Bi ndi ngCacheG oup,
pm p6St at sG oup

}

OBJECT pm p6Mobi | eNodeGener at edTi nmest anpl nUse
M N- ACCESS read-only
DESCRI PTI ON

"Wite access is not required."
OBJECT pmi p6Fi xedMvagLi nkLocal Addr essOnAl | AccessLi nksType
M N- ACCESS read-only
DESCRI PTI ON

"Wite access is not required.”
OBJECT pm p6Fi xedMagLi nkLocal Addr essOnAl | AccessLi nks
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M N- ACCESS read-only
DESCRI PTI ON
"Wite access is not required."
OBJECT pm p6Fi xedMagLi nkLayer Addr essOnAl | AccessLi nks
M N- ACCESS read-only
DESCRI PTI ON
"Wite access is not required."

::={ pmip6Conpliances 4}

pm p6MagCor eConpl i ance MODULE- COVPLI ANCE
STATUS current
DESCRI PTI ON
"The conpliance statenment for SNWP entities
that inplenment the PM PV6-M B.

There are a nunber of |NDEX objects that cannot be
represented in the formof OBJECT clauses in
SMv2, but for which there are conpliance

requi renents, expressed in OBJECT clause formin
this description:

-- OBJECT pmi p6MagPr oxy COAType
-- SYNTAX I net Addr essType { ipv6(2) }
-- DESCRI PTI ON

-- This M B nodul e requires support for gl obal
-- | Pv6 addresses for the pni p6MagPr oxyCOATYype

-- obj ect.

-- OBJECT pm p6MagPr oxy COA

- - SYNTAX | net Address (Sl ZE(16))
-- DESCRI PTI ON

-- This M B nodul e requires support for gl obal
-- | Pv6 addresses for the pni p6MagPr oxyCOA
-- obj ect.

MODULE -- this nodul e
MANDATORY- GROUPS { pmi p6MagSyst enta oup

}
::={ pm p6Conpliances 5 }

pm p6MagConpl i ance2 MODULE- COVPLI ANCE
STATUS current
DESCRI PTI ON
"The conpliance statement for SNMP entities that
i mpl ement the PM PV6-M B for nonitoring configuration-
related information, registration details, and
statistics on a nobile access gateway.
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There are a nunber of | NDEX objects that cannot be
represented in the formof OBJECT clauses in
SMv2, but for which there are conpliance

requi renents, expressed in OBJECT clause formin
this description:

-- OBJECT pmi p6MagPr oxy COAType
- - SYNTAX | net AddressType { ipv6(2) }
-- DESCRI PTI ON

-- This M B nodul e requires support for gl obal
-- | Pv6 addresses for the pni p6MagPr oxyCOA

-- obj ect.

-- OBJECT pm p6MagPr oxy COA

- - SYNTAX | net Addr ess (Sl ZE(16))
-- DESCRI PTI ON

-- This M B nodul e requires support for gl obal
-- | Pv6 addresses for the pni p6MagPr oxyCOAType

-- obj ect.

-- OBJECT pmi p6MagHoneNet wor kPr ef | xType
-- SYNTAX I net Addr essType { ipv6(2) }

-- DESCRI PTI ON

-- This M B nodul e requires support for gl obal
-- | Pv6 addresses for the
-- pm p6MagHoneNet wor kPr ef i x obj ect.

-- OBJECT pmi p6MagHoneNet wor kPr ef i x
-- SYNTAX I net Address (SI ZE(16))
-- DESCRI PTI ON

-- This M B nodul e requires support for gl obal
-- | Pv6 addresses for the
-- prmi p6MagHomeNet wor kPr ef i x obj ect .

MODULE -- this nodul e
MANDATORY- GROUPS { pmi p6MagSyst entr oup,
pmi p6MagConfi gurati onGr oup,
prmi p6MagRegi strati onG oup

::={ pm p6Conpliances 6 }

pm p6MagCor eReadOnl yConpl i ance MODULE- COVPLI ANCE
STATUS current
DESCRI PTI ON
"The conpliance statenment for SNWP entities
that inplenment the PM PV6-M B wi t hout support
for read-write (i.e., in read-only node).
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There are a nunber of | NDEX objects that cannot be
represented in the formof OBJECT clauses in
SMv2, but for which there are conpliance

requi renents, expressed in OBJECT clause formin
this description:

-- OBJECT pm p6MagPr oxy COAType
-- SYNTAX | net AddressType { ipv6(2) }
-- DESCRI PTI ON

-- This M B nodul e requires support for gl obal
-- | Pv6 addresses for the pni p6MagProxyCOA

-- obj ect.

-- OBJECT pm p6MagPr oxy COA

-- SYNTAX | net Address (Sl ZE(16))
-- DESCRI PTI ON

-- This M B nodul e requires support for gl obal
-- | Pv6 addresses for the pni p6MagPr oxyCOAType

-- obj ect.

-- OBJECT pm p6MagHoneNet wor kPr ef | xType
- - SYNTAX | net Addr essType { ipv6(2) }
-- DESCRI PTI ON

-- This M B nodul e requires support for gl obal
-- | Pv6 addresses for the
-- pm p6MagHoneNet wor kPr ef i x obj ect.

MODULE -- this nodule
MANDATORY- GROUPS { pmi p6MagSyst ents oup
}

OBJECT pm p6MagsSt at us
M N- ACCESS read-only
DESCRI PTI ON
"Wite access is not required."
::={ pm p6Conpliances 7 }

pm p6MagReadOnl yConpl i ance2 MODULE- COMPLI ANCE
STATUS current
DESCRI PTI ON
"The conpliance statenment for SNWP entities that

i npl ement the PM PV6-M B wi t hout support for read-
wite (i.e., in read-only node) and with support
for nmonitoring configuration-related infornmation,
registration details, and statistics on a nobile
access gateway.

There are a nunber of |NDEX objects that cannot be
represented in the formof OBJECT clauses in
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SMv2, but for which there are conpliance
requi renents, expressed in OBJECT clause formin
this description:

-- OBJECT pm p6MagPr oxy COAType
- - SYNTAX | net Addr essType { ipv6(2) }
-- DESCRI PTI ON

-- This M B nodul e requires support for gl obal
-- | Pv6 addresses for the pni p6MagPr oxyCOA

-- obj ect.

-- OBJECT pm p6MagPr oxy COA

-- SYNTAX | net Address (Sl ZE(16))
-- DESCRI PTI ON

-- This M B nodul e requires support for gl obal
-- | Pv6 addresses for the pni p6MagPr oxyCOAType

-- obj ect.

-- OBJECT pm p6MagHoneNet wor kPr ef i xType
- - SYNTAX | net AddressType { ipv6(2) }
-- DESCRI PTI ON

-- This M B nodul e requires support for gl obal
-- | Pv6 addresses for the
-- pm p6MagHoneNet wor kPr ef i x obj ect.

-- OBJECT pm p6MagHoneNet wor kPr ef i x
- - SYNTAX | net Addr ess (Sl ZE(16))
-- DESCRI PTI ON

-- This M B nodul e requires support for gl obal
-- | Pv6 addresses for the
-- pm p6MagHoneNet wor kPr ef i x obj ect.

MODULE -- this nodule
MANDATORY- GROUPS { pmi p6MagSyst enx oup,
pm p6MagConfi gurati onG oup,
pm p6MagRegi st rati onG oup

OBJECT pm p6MagsSt at us
M N- ACCESS read-only

DESCRI PTI ON

"Wite access is not required."
OBJECT pm p6MagEnabl eMaglLocal Routi ng
M N- ACCESS read-only
DESCRI PTI ON

"Wite access is not required.”

::={ pm p6Conpliances 8 }

Keeni, et al. St andards Track [ Page 53]



RFC 6475 PM PV6- M B May 2012

pm p6LnmaCor eConpl i ance MODULE- COVPLI ANCE
STATUS current
DESCRI PTI ON
"The conpliance statenment for SNWP entities
that inplenment the PM PV6-M B.
There are a nunber of | NDEX objects that cannot be
represented in the formof OBJECT clauses in
SMv2, but for which there are conpliance
requi renents, expressed in OBJECT clause formin
this description:

-- OBJECT pm p6LmaLMAATYpe
- - SYNTAX | net Addr essType { ipv6(2) }
-- DESCRI PTI ON

-- This M B nodul e requires support for gl obal
-- | Pv6 addresses for the pm p6LnmaLMAA

-- obj ect.

-- OBJECT pm p6LmalLMAA

-- SYNTAX | net Address (Sl ZE(16))
-- DESCRI PTI ON

-- This M B nodul e requires support for gl obal
-- | Pv6 addresses for the pm p6LmaLMAA
-- obj ect.

MODULE -- this nodule
MANDATORY- GROUPS { pni p6LnmaSyst enta oup

}
::={ pm p6Conpliances 9 }

pmi p6LnmaConpl i ance2 MODULE- COMPLI ANCE
STATUS current
DESCRI PTI ON
"The conpliance statenment for SNWP entities that
i npl emrent the PM PV6-M B for nonitoring configuration-
related information, registration details, and
statistics on a nobile access gateway.

There are a nunber of | NDEX objects that cannot be
represented in the formof OBJECT clauses in
SMv2, but for which there are conpliance

requi renents, expressed in OBJECT clause formin
this description:

-- OBJECT pri p6LmaLMAATYpe
-- SYNTAX I net Addr essType { ipv6(2) }
-- DESCRI PTI ON

-- This M B nodul e requires support for gl obal
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-- | Pv6 addresses for the pm p6LnmaLMAA

-- obj ect.

-- OBJECT pmi p6LmaLMAA

-- SYNTAX I net Address (Sl ZE(16))
-- DESCRI PTI ON

-- This M B nodul e requires support for gl obal
-- | Pv6 addresses for the pm p6LnmaLMAA

-- obj ect.

-- OBJECT pm p6LmaHoneNet wor kPr ef i xType
- - SYNTAX | net Addr essType { ipv6(2) }
-- DESCRI PTI ON

-- This M B nodul e requires support for gl obal
-- | Pv6 addresses for the
-- pm p6LmaHoneNet wor kPr ef i x obj ect .

-- OBJECT pm p6LmaHoneNet wor kPr ef i x
-- SYNTAX | net Address (Sl ZE(16))
-- DESCRI PTI ON

-- This M B nodul e requires support for gl obal
-- | Pv6 addresses for the
-- pm p6LmaHoneNet wor kPr ef i x obj ect .

MODULE -- this nodul e
MANDATORY- GROUPS { pmi p6LmaSyst enty oup,
pm p6LmaConfi gurati onG oup

::={ pm p6Conpliances 10 }

pm p6LmaReadOnl yConpl i ance MODULE- COVPLI ANCE

STATUS current

DESCRI PTI ON
"The conpliance statenment for SNWVP entities
that inplenent the PM PV6-M B.
There are a nunber of | NDEX objects that cannot be
represented in the formof OBJECT clauses in
SMv2, but for which there are conpliance
requi renents, expressed in OBJECT clause formin
this description:

-- OBJECT pm p6LmaLMAATYpe
-- SYNTAX | net AddressType { ipv6(2) }
-- DESCRI PTI ON

-- This M B nodul e requires support for gl obal
-- | Pv6 addresses for the pm p6LmaLMAA
-- obj ect.
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-- OBJECT pm p6LmalMVAA
-- SYNTAX | net Address (Sl ZE(16))
-- DESCRI PTI ON

-- This M B nodul e requires support for gl obal
-- | Pv6 addresses for the pm p6LmaLMAA
-- obj ect.

MODULE -- this nodul e
MANDATORY- GROUPS { pmi p6LnmaSyst ent oup

}
OBJECT pm p6LnmasSt at us
M N- ACCESS read-only
DESCRI PTI ON
"Wite access is not required."
::={ pm p6Conpliances 11 }

pm p6LmaReadOnl yConpl i ance2 MODULE- COVPLI ANCE
STATUS current
DESCRI PTI ON
"The conpliance statement for SNMP entities that

i npl ement the PM PV6-M B wi t hout support
for read-wite (i.e., in read-only node) and for
noni toring configuration-related information,
registration details, and statistics on a nobile
access gateway.

There are a nunber of | NDEX objects that cannot be
represented in the formof OBJECT clauses in
SMv2, but for which there are conpliance

requi renents, expressed in OBJECT clause formin
this description:

-- OBJECT pmi p6LmalLMAATYpe
-- SYNTAX I net Addr essType { ipv6(2) }
-- DESCRI PTI ON

-- This M B nodul e requires support for gl obal
-- | Pv6 addresses for the pm p6LnmaLMAA

-- obj ect.

-- OBJECT pni p6LmaLMAA

-- SYNTAX | net Address (Sl ZE(16))
-- DESCRI PTI ON

-- This M B nodul e requires support for gl obal
-- | Pv6 addresses for the pm p6LmaLMAA
-- obj ect.

et al. St andards Track [ Page 56]



RFC 6475

PM PV6- M B May 2012
-- OBJECT pm p6LmaHoneNet wor kPr ef i xType
- - SYNTAX | net AddressType { ipv6(2) }
-- DESCRI PTI ON

-- This M B nodul e requires support for gl obal
-- | Pv6 addresses for the
-- pm p6LmaHoneNet wor kPr ef i x obj ect.

-- OBJECT pm p6LmaHoneNet wor kPr ef i x
- - SYNTAX | net Addr ess (Sl ZE(16))
-- DESCRI PTI ON

-- This M B nodul e requires support for gl obal
-- | Pv6 addresses for the
-- pm p6LmaHoneNet wor kPr ef i x obj ect.

MODULE -- this nodule
MANDATORY- GROUPS { pmi p6LmaSyst eny oup,
pm p6LnmaConfi gurati onG oup

OBJECT pm p6LnasSt at us
M N- ACCESS read-only
DESCRI PTI ON
"Wite access is not required.”
OBJECT pm p6LmaM nDel ayBef or eBCEDel et e
M N- ACCESS read-only
DESCRI PTI ON
"Wite access is not required."
OBJECT pmi p6LmaMaxDel ayBef or eNewBCEASSi gn
M N- ACCESS read-only
DESCRI PTI ON
"Wite access is not required."
OBJECT pm p6LnmaTi nest anpVal i di t yW ndow
M N- ACCESS read-only
DESCRI PTI ON
"Wite access is not required.”
OBJECT pm p6LnmaHoneNet wor kPr ef i xLi f eTi ne
M N- ACCESS read-only
DESCRI PTI ON
"Wite access is not required."

::={ pm p6Conpliances 12 }

pmi p6MagNot i fi cati onConpli ance MODULE- COVPLI ANCE

STATUS current
DESCRI PTI ON
"The conpliance statenment for SNWP entities that
i npl ement the PM PV6-M B and support notification
fromthe nobile access gateway.
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MODULE -- this nodule
MANDATORY- GROUPS { pmi p6MagNoti ficati onG oup
}

::={ pm p6Conpliances 13 }

pm p6LnmaNoti fi cati onConpli ance MODULE- COVPLI ANCE
STATUS current
DESCRI PTI ON
"The conpliance statenment for SNWP entities that

i npl ement the PM PV6-M B and support notification

fromthe LMA
MODULE -- this nodul e

MANDATORY- GROUPS { pmi p6LmaNoti ficati onG oup
}

::={ pm p6Conpliances 14 }
END
6. Security Considerations

There are a nunber of managenent objects defined in this MB nodul e
with a MAX- ACCESS cl ause of read-wite. Such objects may be

consi dered sensitive or vulnerable in some network environnents. The
support for SET operations in a non-secure environment w thout proper
protection can have a negative effect on network operations. These
are the tables and objects and the correspondi ng
sensitivity/vulnerability:

The value of the followi ng objects is used to enable or disable
the PM Pv6 functionality on the corresponding PMPv6 entity.
Access to these Ms nmay be abused to disrupt the communication
t hat depends on the PM Pv6 functionality.

pm p6MagSt at us

pm p6LnasSt at us

Access to the following M>» nmay be abused to nisconfigure PM Pv6
entities and di srupt communicati ons.

pmi p6Mobi | eNodeGener at edTi nest anpl nUse

pm p6Fi xedMVagLi nkLocal Addr essOnAl | AccessLi nksType

pm p6Fi xedMagLi nkLocal Addr essOnAl | AccessLi nks

pm p6Fi xedMagLi nkLayer Addr essOnAl | AccessLi nks

pm p6MagEnabl eMaglLocal Routi ng

prmi p6MagHormeNet wor kPr ef i xLi f eTi ne

pmi p6LmaM nDel ayBef or eBCEDel et e

pm p6LmaMaxDel ayBef or eNewBCEASSi gn

pm p6LnaTi nest anpVal i di t yW ndow
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pm p6LmaHoneNet wor kPr ef i xLi f eTi ne

Some of the readable objects in this MB nodule (i.e., objects with a
MAX- ACCESS ot her than not-accessible) may be considered sensitive or
vul nerabl e in sone network environnents. It is thus inportant to
control even CGET and/or NOTIFY access to these objects and possibly
to even encrypt the val ues of these objects when sending them over
the network via SNWP. These are the tables and objects and their
sensitivity/vulnerability:

The followi ng address-rel ated objects may be considered to be
particularly sensitive and/or private.

pm p6LmaHoneNet wor kPr ef | xType
pmi p6LmaHomeNet wor kPr ef i x
pmi p6LmaHoneNet wor kPr ef i xLengt h

The following MN Identifier-related Mos nmay be used to identify
users. These may be considered to be sensitive and/or private.

prmi p6Maghnl denti fi er

pmi p6MagWhLLI denti fier
pm p6Lmanl denti fier

pm p6LmaMnLLI denti fier
pmi p6MagPr of Mhl denti fi er

SNMP versions prior to SNVMPv3 did not include adequate security.

Even if the network itself is secure (for exanple by using I Psec),
even then, there is no control as to who on the secure network is

all owed to access and GET/ SET (read/change/create/del ete) the objects
in this MB nodul e.

It is RECOWENDED that inplenenters consider the security features as
provi ded by the SNWPv3 framework (see [ RFC3410], section 8),
including full support for the SNMPv3 crypt ographi c nechani sns (for
aut henti cation and privacy).

| mpl enent ati ons MUST provide the security features described by the
SNMPv3 franmework (see [RFC3410]), including full support for

aut hentication and privacy via the User-based Security Mdel (USM
[ RFC3414] with the AES cipher algorithm[RFC3826]. Inplenentations
MAY al so provide support for the Transport Security Mdel (TSM

[ RFC5591] in conbination with a secure transport such as SSH

[ RFC5592] or TLS/ DTLS [ RFC8353] .

Furt her, deploynment of SNMP versions prior to SNMPv3 is NOT

RECOMVENDED. Instead, it is RECOWENDED to depl oy SNMPv3 and to
enabl e cryptographic security. It is then a custoner/operator
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responsibility to ensure that the SNWMP entity giving access to an
instance of this MB nodule is properly configured to give access to
the objects only to those principals (users) that have legitimte
rights to indeed GET or SET (change/create/delete) them

7. | ANA Consi derations
| ANA has assigned the follow ng:

1. a base arc in the "mb-2" (Standards Track) O D tree for the
"pm p6TCM B' MODULE- | DENTI TY defined in the PM PV6-TC M B.

2. a base arc in the "mb-2" (Standards Track) O D tree for the
"pm p6M B' MODULE- | DENTI TY defined in the PM PV6-M B.
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