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Abst r act

Thi s docunent specifies the conventions for using Message

Aut henti cati on Code (MAC) encryption with the Cryptographi c Message
Syntax (CMS) authenticat ed-envel oped-data content type. This mirrors
the use of a MAC conbined with an encryption algorithmthat’ s already
enpl oyed in | Psec, Secure Socket Layer / Transport Layer Security
(SSL/TLS) and Secure SHell (SSH), which is widely supported in
existing crypto libraries and hardware and has been extensively

anal ysed by the crypto conmunity.

Status of This Meno
This is an Internet Standards Track docunent.

This docunent is a product of the Internet Engi neering Task Force
(IETF). It represents the consensus of the |IETF comunity. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Group (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741.

I nformation about the current status of this docunent, any errata,
and how to provide feedback on it may be obtai ned at
http://ww. rfc-editor.org/infol/rfc6476

Copyright Notice

Copyright (c) 2012 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunent is subject to BCP 78 and the I ETF Trust’s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this document. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided wi thout warranty as
described in the Sinplified BSD License.
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1. Introduction

Thi s docunent specifies the conventions for using MAC aut henti cat ed
encryption with the Cryptographi c Message Syntax (CMV5) authenti cat ed-
envel oped-data content type. This mrrors the use of a MAC conbi ned
with an encryption algorithmthat’'s already enployed in |IPsec, SSL/
TLS and SSH, which is widely supported in existing crypto libraries
and hardware and has been extensively anal ysed by the crypto

communi ty.

1.1. Conventions Used in This Docunent

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

2. Background

Integrity-protected encryption is a standard feature of session-
oriented security protocols like [IPsec], [SSH, and [TLS]. Unti
recently, however, integrity-protected encryption wasn’t avail able
for message-based security protocols |ike CV5, although [ OpenPGP]
added a formof integrity protection by encrypting a SHA-1 hash of
t he nmessage al ongsi de the nmessage contents to provi de authenticate-
and-encrypt protection. Usability studies have shown that users
expect encryption to provide integrity protection [Garfinkel],
creating cognitive di ssonance problens when the security mechani sns
don't in fact provide this assurance.
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3.

1

Thi s docunent applies the sane encrypt-and-authenticate nmechani sm

al ready enployed in | Psec, SSH, and SSL/TLS to CMS (technically sone
of these actually use authenticate-and-encrypt rather than encrypt-
and- aut henticate, since what’'s authenticated is the plaintext and not
the ciphertext). This mechanismis w dely supported in existing
crypto libraries and hardware and has been extensively anal ysed by
the crypto comunity [ Encrypt ThenAut h].

CM5 Encrypt - and- Aut henti cate Overvi ew

Conventional CMS encryption uses a content-encryption key (CEK) to
encrypt a nessage payload, with the CEK typically being in turn
encrypted by a key-encryption key (KEK). Authenticated encryption
requires two keys: one for encryption and a second one for

aut hentication. Like other mechani snms that use authenticated
encryption, this docunment enploys a pseudorandom function (PRF) to
convert a single block of keying material into the two keys required
for encryption and authentication. This converts the standard CVS
encryption operation

KEK( CEK ) || CEK( data )
i nto:
KEK( master_secret ) || MAC( CEK( data ) )

where the MAC key MAC-K and encryption key CEK-K are derived fromthe
mast er _secret via:

MAC-K : = PRF( nmaster_secret, "authentication" );
CEK-K := PRF( nmster_secret, "encryption" );
Rati onal e

There are several possible neans of deriving the two keys required
for the encrypt-and-authenticate process fromthe single key nornally
provi ded by the key exchange or key transport nechanisns. Several of
t hese, however, have security or practical issues. For exanple, any
mechani smthat uses the single exchanged key in its entirety for
encryption (using, perhaps, PRF( key ) as the MAC key) can be
converted back to unauthenticated data by renmoving the outer MAC

|l ayer and rewiting the CMB envel ope back to plain Envel opedData or
EncryptedData. By applying the PRF internedi ate step, any attenpt at
a rollback attack will result in a decryption failure.
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The option chosen here -- the use of a PRF to derive the necessary
sets of keying material froma nmaster secret -- is well-established
through its use in | Psec, SSH, and SSL/TLS and is widely supported in
both crypto libraries and in encryption hardware.

The PRF used is Password-Based Key Derivation Function 2 ( PBKDF2)
because its existing use in CM5 nakes it the nost obvious candidate

for such a function. 1In the future, if a universal PRF -- for
exanple, [HKDF] -- is adopted, then this can be substituted for
PBKDF2 by specifying it in the prfAlgorithmfield covered in
Section 4.

The resulting processing operations consist of a conbination of the
operations used for the existing CM5 content types EncryptedData and
Aut henti catedData, allowing themto be inplenented relatively sinply
usi ng exi sting code.

4. CMB Encrypt-and-Aut henticate

The encrypt-and-aut henticate nechanismis inplenented within the
exi sting CM5 Recipientinfo franework by defining a new pseudo-

al gorithmtype, authEnc, which is used in place of a nmonolithic
encrypt and hash algorithm The Recipientinfo is used as a key
contai ner for the master secret used by the pseudo-al gorithmfrom
whi ch the encryption and aut hentication keys for existing single-
pur pose encrypt-only and MAC-only algorithms are derived. Thus,

i nstead of using the Recipientinfo to comunicate (for exanple) an
AES or HMVAC- SHA1 key, it conmunicates a naster secret from which the
requi red AES encryption and HVAC- SHA1 aut hentication keys are

deri ved.

The aut hEnc pseudo-al gorithm conmes in two forns: one conveying
128 bits of keying material and one conveying 256 bits:

id-sminme OBJECT IDENTIFIER ::= { iso(1l) nenber-body(2)
us(840) rsadsi (113549) pkcs(1l) pkcs9(9) 16 }

id-alg OBJECT IDENTIFIER ::={ id-smne 3}

i d-al g-aut hEnc- 128 OBJECT | DENTI FI ER ::
i d- al g- aut hEnc- 256 OBJECT | DENTI FI ER ::
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The al gorithm paraneters are as foll ows:

Aut hEncPar ans :: = SEQUENCE ({
prfAlgorithm [0] Al gorithmdentifier DEFAULT PBKDF2,
encAl gorithm Al gorithm dentifier
macAl gorithm Al gorithmdentifier
}

prfAlgorithmis the PRF algorithmused to convert the naster
secret into the encryption and MAC keys. The default PRF is

[ PBKDF2], which in turn has a default PRF al gorithm of HVAC- SHAL.
When this default setting is used, the PBKDF2-parans 'salt’
paraneter is an enpty string, and the 'iterati onCount’ paraneter
is one, turning the KDF into a pure PRF.

encAlgorithmis the encryption algorithm and associ ated paraneters
to be used to encrypt the content.

macAl gorithmis the MAC al gorithm and associ ated paraneters to be
used to authenticate/integrity-protect the content.

When the prfAlgorithm Algorithm dentifier is used in conjunction with
PBKDF2 to specify a PRF other than the default PBKDF2-wi th- HVAC SHA1
one, the PBKDF2-parans require that two additional algorithm
paraneters be specified. The 'salt’ paraneter MJST be an enpty
(zero-length) string, and the 'iterati onCount’ paraneter MJST be one,
since these values aren’'t used in the PRF process. |In their encoded
formas used for the PBKDF2-parans, these two paraneters have the

val ue 08 00 02 01 01

As a guideline for authors specifying the use of PRFs other than
PBKDF2, any additional paranmeters such as salts, tags, and
identification strings SHOULD be set to enpty strings, and any
iteration count SHOULD be set to one.

.1. Encrypt-and-Aut henticate Message Processing

The randomy generated nmaster secret to be comruni cated via the
Reci pientInfo(s) is converted to separate encryption and

aut henti cati on keys and applied to the encrypt-and-authenticate
process as follows. The notation "PRF( key, salt, iterations )" is
used to denote an application of the PRF to the given keying val ue
and salt, for the given nunber of iterations:
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1. The MAC algorithmkey is derived fromthe naster secret via:
MAC-K ::= PRF( master_secret, "authentication", 1 );

2. The encryption algorithmkey is derived fromthe naster
secret via:

Enc-K ::= PRF( master_secret, "encryption", 1 );

3. The data is processed as described in [AuthEnv], and specifically
since the mechani snms used are a union of EncryptedData
and AuthenticatedData, as per [CMB]. The one exception to
this is that the
Encrypt edCont ent | nf 0. Cont ent Encrypti onAl gorithm dentifier data is
MACed before the encrypted content is MACed. The EncryptedData
processing is applied to the data first, and then the
Aut hent i cat edData processing is applied to the result, so that
the nesting is as foll ows:

MAC( contentEncrAlgolD || encrypt( content ) );

4. If authenticated attributes are present, then they are encoded as
described in [AuthEnv] and MACed after the encrypted content, so
that the processing is as follows:

MAC( contentEncrAlgolD || encrypt( content ) || authAttr );
4.2. Rationale

When choosi ng between encrypt-and-authenticate and aut henti cat e- and-
encrypt, the nore secure option is encrypt-and-authenticate. There
has been extensive analysis of this in the literature; the best
coverage i s probably [Encrypt ThenAut h].

The Encrypt edCont ent| nfo. Content EncryptionAl gorithmdentifier is the
SEQUENCE cont ai ni ng the id-al g-aut hEnc-128/i d- al g- aut hEnc- 256 OBJECT
| DENTI FI ER and its associated AuthEncParans. This data is MACed
exactly as encoded, wi thout any attenpt to re-code it into a
canoni cal formlike DER

The Encrypt edCont ent | nfo. Content Encrypti onAl gorithm dentifier nust be
protected al ongsi de the encrypted content; otherw se, an attacker
could mani pul ate the encrypted data indirectly by manipul ating the
encryption al gorithm paranmeters, which wouldn’t be detected through
MACi ng the encrypted content alone. For exanple, by changing the
encryption IV, it's possible to nodify the results of the decryption
after the encrypted data has been verified via a MAC check
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The aut hEnc pseudo-al gorithm has two "key sizes" rather than the one-
size-fits-all that the PRF inpedance-matching would provide. This is
done to address real-world experience in the use of AES keys, where
users demanded AES-256 al ongsi de AES-128 because of sone perception
that the former was "twi ce as good" as the latter. Providing an
option for keys that go to 11 avoids potential user acceptance

probl ens when soneone notices that the authEnc pseudo-key has "only"
128 bits when they expect their AES keys to be 256 bits | ong.

Using a fixed-length key rather than nmaking it a user-sel ectable
paraneter is done for the sane reason as AES s quantised key |engths:
there’s no benefit to allowi ng, say, 137-bit keys over basic 128- and
256-bit lengths; it adds unnecessary conplexity; if the lengths are
user-defined, then there' |l always be sonmeone who wants keys that go
up to 12. Providing a choice of two conmonly used | engths gives
users the option of choosing a "better" key size should they feel the
need, while not overloading the systemw th unneeded flexibility.

The use of the PRF Algorithm dentifier presents sone problens,
because it’'s usually not specified in a manner that allows it to be
easily used as a straight KDF. For exanple, PBKDF2 has the follow ng
par aneters

PBKDF2- par ans ::= SEQUENCE {
salt OCTET STRI NG
iterationCount | NTECGER (1..MAX),
prf Algorithmdentifier {{PBKDF2-PRFs}}
DEFAULT al gi d- hmacW t hSHA1
}

of which only the prf Algorithm dentifier is used here. 1In order to
avoi d having to define new Algorithm dentifiers for each possible
PRF, this specification sets any paraneters not required for KDF
functionality to no-op values. In the case of PBKDF2, this means
that the salt has length zero and the iteration count is set to one,
with only the prf Algorithmdentifier playing a part in the
processing. Although it’'s not possible to know what form other
PRFs-as-KDFs will take, a general note for their application within
this specification is that any non-PRF paraneters should sinmlarly be
set to no-op val ues.

Specifying a MAC key size gets a bit tricky; nost MAC al gorithns have
sonme de facto standard key size, and for HVAC al gorithns, this is
usual ly the same as the hash output size. For exanple, for HVAC VD5,
it's 128 bits; for HVAG-SHAL, it’'s 160 bits; and for HVAC- SHA256,
it's 256 bits. Oher MAC algorithnms al so have de facto standard key
sizes. For exanple, for AES-based MACs, it’s the AES key size --

128 bits for AES-128 and 256 bits for AES-256. This situation nakes
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it difficult to specify the key size in a nornmative fashion, since
it’'s dependent on the algorithmtype that’'s being used. |If there is
any anbi guity over which key size should be used, then it’s
RECOMVENDED t hat either the size be specified explicitly in the
macAl gorithm Al gorithm dentifier or that an RFC or sinilar standards
docunent be created that nakes the key sizes explicit.

As with other uses of PRFs for crypto inpedance-natching in
protocols, like IPsec, SSL/TLS, and SSH, the ampunt of input to the
PRF generally doesn’t match the anount of output. The genera

phi |l osophical inplications of this are covered in various anal yses of
the properties and uses of PRFs. |If you're worried about this, then
you can try and approximately match the authEnc "key size" to the key
size of the encryption algorithm being used, although even there, a
perfect match for algorithms |ike Blowfish (448 bits) or RC5

(832 bits) is going to be difficult.

The term "master secret" cones fromits use in SSL/TLS, which uses a
sim | ar PRF-based nechanismto convert its naster_secret value into
encryption and MAC keys (as do SSH and | Psec). The master_secret
value isn't a key in the conventional sense, but nerely a secret
value that’s then used to derive two (or, in the cases of SSL/TLS,
SSH, and | Psec, several) keys and rel ated cryptovari abl es.

Apart fromthe extra step added to key managenent, all of the
processing is already specified as part of the definition of the
standard CMS content-types Encrypted/ Envel opedDat a and

Aut henti catedData. This significantly sinplifies both the
specification and the inplenentation task, as no new content -
processi ng nechani sns are introduced.

4.3. Test Vectors

The following test vectors may be used to verify an inplenmentation of
MAC- aut henti cated encryption. This represents a text string
encrypted and aut henticated using the ever-popul ar password
"password" via CM5 PasswordReci pientlnfo. The encryption algorithm
used for the first value is triple DES, whose short block size
(conmpared to AES) nakes it easier to corrupt arbitrary bytes for
testing purposes within the self-healing G pher Bl ock Chaining (CBC
nmode, which will result in correct decryption but a failed MAC check
The encryption algorithmused for the second val ue is AES.

For the triple DES-encrypted data, corrupting a byte at positions

192- 208 can be used to check that payl oad-data corruption is
detected, and corrupting a byte at positions 168-174 can be used to
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ck that netadata corruption is detected. The corruption in these
e ranges doesn’t affect normal processing and so woul dn’'t normally
det ect ed.

test data has the follow ng characteristics:

version is set to 0.

originatorinfo isn't needed and is omtted.

reci pientlnfo uses passwordReci pientinfo to all ow easy testing
with a fixed text string.

aut hEncrypt edCont ent | nfo uses the aut hEncl128 pseudo-al gorithm
with a key of 128 bits used to derive triple DES/ AES and
HVAC- SHA1 keys.
authAttrs aren’t used and are onitted.
mac i s the 20-byte HVAC SHA1 MAC val ue.
unaut hAttrs aren’'t used and are omtted.

227: SEQUENCE ({

11: OBJECT | DENTI FI ER i d- ct - aut hEnvel opedDat a
(1 2 840 113549 1 9 16 1 23)

211:  [0] {
208: SEQUENCE {
1: | NTEGER 0
97: SET {
95: [3] {
1: | NTEGER 0
27: [0] {
9: OBJECT | DENTI FI ER pkcs5PBKDF2
(1 2 840 113549 1 5 12)
14: SEQUENCE {
8: OCTET STRING B7 EB 23 A7 6B D2 05 16
2: | NTEGER 5000
: }
1 }
35: SEQUENCE {
11: OBJECT | DENTI FI ER pwr i KEK

(1 2 840 113549 1 9 16 3 9)
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76 20: SEQUENCE {
78 8 OBJECT | DENTI FI ER des- EDE3- CBC
(1 2 840 113549 3 7)
88 8 OCTET STRING 66 91 02 45 6B 73 BB 99
: ) }
98 24 OCTET STRING

30 A3 7A B5 D8 F2 87 50 EC 41 04 AE 89 99 26 FO
2E AE 4F E3 F3 52 2B A3

}

1 }
124  82: SEQUENCE {
126 O: OBJECT | DENTI FIER data (1 2 840 113549 1 7 1)
137 51 SEQUENCE {
139 11 OBJECT | DENTI FI ER aut hEnc128

(1 2 840 113549 1 9 16 3 15)
152 36: SEQUENCE {
154  20: SEQUENCE {
156  8: OBJECT | DENTI FI ER des- EDE3- CBC
(1 2 840 113549 3 7)

166  8: OCTET STRING D2 DO 81 71 4D 3D 9F 11

1 }
176  12: SEQUENCE {
178  8: OBJECT | DENTI FIER hmacSHA (1 3 6 1 55 8 1 2)
188  O: NULL

: }

} }

190  16: [0] 3A C6 06 61 41 5D 00 7D 11 35 CD 69 E1 56 CA 10

: }
208  20: OCTET STRI NG

: 33 65 E8 FO F3 07 06 86 1D A8 47 2C 6D 3A 1D 94

21 40 64 7E
}
}
}

----- BEG N PKCS7--- - -

M H Bgsghki GOwOBCRABF6CB0z CBOAI BADFh0o18CAQCYGAYJIKoZI hve NAQUMVIAE
CLf r1 6dr OgUWAgI Ti DAj Bgsghki GOWOBCRADCTAUBggghki GCOwODBWQ ZpECRW z
uSkEGDC) er XY80dQrEEEr onZJvAur k/ j 811 r ozBSBgkghki G3w0BBwWEWMMAYLKOZI

hv c NAQK QAwBwJ DAUBggghki GAwoDBwWQ 0t CBc U09nx EwDAYI KwYBBQUI AQ FAI AQ
Gs YGYUFdAHORNC 1p4 Vb KEAQUM2 X08PMHBo YdgEcsbTodl CFAZH4=

----- END PKCS7-----
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SEQUENCE {
OBJECT | DENTI FI ER i d- ct - aut hEnvel opedDat a
(1 2 840 113549 1 9 16 1 23)

[0] {
SEQUENCE {
| NTEGER 0
SET {
[3] {
| NTEGER 0
[ 0]
OBJECT | DENTI FI ER pkcs5PBKDF2
(1 2 840 113549 1 5 12)
SEQUENCE {
OCTET STRING E7 B7 87 DF 82 1D 12 CC
| NTEGER 5000
}
}
SEQUENCE {
OBJECT | DENTI FI ER pwr i KEK
(1 2 840 113549 1 9 16 3 9)
SEQUENCE {
OBJECT | DENTI FI ER aes128- CBC
(2 16 840 1 101 3 4 1 2)
OCTET STRI NG
11 D9 5C 52 OA 3A BF 22 B2 30 70 EF F4 7D 6E F6
}
}
OCTET STRI NG
18 39 22 27 C3 C2 2C 2A A6 9F 2A B0 77 24 75 AA
D8 58 9C CD BB 4C AE D3 OD C2 CB 1D 83 94 6C 37
}
}
SEQUENCE {
OBJECT | DENTI FIER data (1 2 840 113549 1 7 1)
SEQUENCE {

OBJECT | DENTI FI ER aut hEnc128
(1 2 840 113549 1 9 16 3 15)
SEQUENCE {
SEQUENCE {
OBJECT | DENTI FI ER aes128- CBC
(2 16 840 1 101 3 4 1 2)
OCTET STRI NG
B7 25 02 76 84 3C 58 1B A5 30 E2 40 27 EE C3 06

}
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202 12: SEQUENCE {
204 8: OBJECT | DENTI FI ER hmacSHA (1 3 6 1 55 8 1 2)
214 0: NULL
' }
} }
216 16; [0] 98 36 OF OC 79 62 36 B5 2D 2D 9E 1C 62 85 1E 10
1 }
234  20: OCTET STRI NG
: 88 A4 Cl B2 BA 78 1B CA F9 14 BO E5 FC D1 8D F8
02 E2 B2 9E
}
}
}
----- BEA N PKCS7- - - - -

M HIBgsghki GOWOBCRABF6CB7TCB6g| BADFy 03ACAQCgGAYJIKoZI hve NAQUMVAME
CCe3h9+CHRLMAgI Ti DAsBgsghki GOWOBCRADCTAdBgl ghkgBZQVEAQ EEBHZXFI K
O 8i sj Bw7/ RObvYEI Bg5l1 i f Dwi wgpp8gsHckdar YW zNuOyuOw3Cyx2Dl GAM3MFs G
CSqGS| b3DQEHATA8Bgs ghki GOwWOBCRADDz At MBOGCWCGSAFI AWMQBAgQQ yUCdo (B
V\Bul MOJAJ+7DBj AMBggr Bg EFBQyBAgUAgBCYNg8MeW 2t SOt nhxi hRAQBBSI pMay
ungbyvkUsOX80Y34AuKyng==

----- END PKCS7-----

SM MECapabi lities Attribute

An S/M ME client SHOULD announce the set of cryptographic functions
that it supports by using the SM MECapabilities attribute [ SM Mg .

If the client wishes to indicate support for MAC-authenticated
encryption, the capabilities attribute MJST contain the aut hEnc128
and/ or aut hEnc256 O D specified above with al gorithm paraneters
ABSENT. The other algorithnms used in the authEnc algorithm such as
the MAC and encryption algorithm are selected based on the presence
of these algorithns in the SM MECapabilities attribute or by nutual
agr eenent .

Security Considerations

Unl i ke ot her CMS aut henti cat ed-data nmechani sns, such as SignedData
and Aut henticatedData, AuthEnv’'s primary transformation isn’t

aut henti cation but encryption; so Aut hEnvData may decrypt
successfully (in other words, the primary data transformati on present
in the nechanismw |l succeed), but the secondary function of

aut henti cation using the MAC value that follows the encrypted data
could still fail. This can lead to a situation in which an

i mpl ement ati on m ght output decrypted data before it reaches and
verifies the MAC value. 1In other words, decryption is perforned
inline and the result is available inmediately, while the
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aut hentication result isn't available until all of the content has
been processed. |If the inplenentation prematurely provides data to
the user and later cones back to informthemthat the earlier data
was, in retrospect, tainted, this nay cause users to act prematurely
on the tainted data.

This situation could occur in a streaning inplenentation where data
has to be nade avail able as soon as possible (so that the initia
plaintext is emitted before the final ciphertext and MAC val ue are
read), or one where the quantity of data involved rules out buffering
the recovered plaintext until the MAC val ue can be read and verified.
In addition, an inplenentation that tries to be overly hel pful may
treat nissing non-payload trailing data as non-fatal, allow ng an
attacker to truncate the data sonmewhere before the MAC val ue and
thereby defeat the data authentication. This is conplicated even
further by the fact that an inplenmentation may not be able to
determ ne, when it encounters truncated data, whether the remainder
(including the MAC value) will arrive presently (a non-failure) or
whether it’'s been truncated by an attacker and shoul d therefore be
treated as a MAC failure. (Note that this sane issue affects other
types of data authentication |like signed and MACed data as well,
since an over-optim stic inplenentation may return data to the user
before checking for a verification failure is possible.)

The exact solution to these issues is sonewhat inplenentation-
specific, with sone suggested nmtigations being as foll ows:

i mpl enent ati ons should buffer the entire nessage if possible and
verify the MAC before perform ng any decryption. |If this isn't
possi bl e due to stream ng or nessage-si ze constraints, then

i mpl enent ati ons shoul d consi der breaking | ong nessages into a
sequence of snmller ones, each of which can be processed atomically
as above. |If even this isn't possible, then inplenentations should
make obvious to the caller or user that an authentication failure has
occurred and that the previously returned or output data shouldn’t be
used. Finally, any data-formatting problem such as obviously
truncated data or missing trailing data, should be treated as a MAC
verification failure even if the rest of the data was processed
correctly.

7. | ANA Consi derations
This docunent contains two algorithmidentifiers defined by the
S/IM ME Working Goup Registrar in an arc del egated by RSA to the

S/IM ME Wrking Goup: iso(l) nenber-body(2) us(840) rsadsi (113549)
pkcs(1l) pkcs-9(9) sminme(16) nodul es(0).
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