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An Infrastructure to Support Secure Internet Routing
Abstract

Thi s docunent describes an architecture for an infrastructure to
support inproved security of Internet routing. The foundation of
this architecture is a Resource Public Key Infrastructure (RPKI) that
represents the allocation hierarchy of |IP address space and

Aut ononpbus System (AS) nunbers; and a distributed repository system
for storing and dissem nating the data objects that conprise the
RPKI, as well as other signed objects necessary for inproved routing
security. As an initial application of this architecture, the
docunment describes how a legitimte hol der of |IP address space can
explicitly and verifiably authorize one or nore ASes to originate
routes to that address space. Such verifiable authorizations could
be used, for exanple, to nore securely construct BGP route filters.

Status of This Meno

This docunent is not an Internet Standards Track specification; it is
published for informational purposes.

This docunent is a product of the Internet Engi neering Task Force
(IETF). It represents the consensus of the |IETF comunity. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Group (IESG. Not all docunents
approved by the I ESG are a candidate for any |evel of Internet

St andard; see Section 2 of RFC 5741.

I nformation about the current status of this docunent, any errata,

and how to provide feedback on it nay be obtained at
http://ww. rfc-editor.org/info/rfc6480
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1

I ntroduction

Thi s docunent describes an architecture for an infrastructure to
support inproved security for BGP routing [ RFC4271] for the Internet.
The architecture enconpasses three principle el enents:

0 Resource Public Key Infrastructure (RPKI)
o digitally signed routing objects to support routing security

0o a distributed repository systemto hold the PKI objects and the
signed routing objects

The architecture described by this docunent enables an entity to
verifiably assert that it is the legitimte holder of a set of IP
addresses or a set of Autonompbus System (AS) nunbers. As an initial
application of this architecture, the docunent describes how a
legitimate hol der of I P address space can explicitly and verifiably
aut horize one or nore ASes to originate routes to that address space.
Such verifiable authorizations could be used, for exanple, to nore
securely construct BGP route filters. |In addition to this initial
application, the infrastructure defined by this architecture also is
intended to provide future support for security protocols such as
Secure BGP [S-BGP] or Secure Origin BGP [soBGP]. This architecture
is applicable to the routing of both |IPv4 and | Pv6 datagrans. |Pv4
and I Pv6 are currently the only address families supported by this
architecture. Thus, for exanple, use of this architecture with MPLS
| abel s i s beyond the scope of this docunent.

In order to facilitate deploynent, the architecture takes advantage
of existing technol ogies and practices. The structure of the PK

el ement of the architecture corresponds to the existing resource

al l ocation structure. Thus managenent of this PKI is a natura

ext ensi on of the resource-managenent functions of the organizations
that are already responsible for I P address and AS nunber resource
al l ocation. Likew se, existing resource allocation and revocation
practices have wel |l -defined correspondents in this architecture.
Note that while the initial focus of this architecture is routing
security applications, the PKI described in this docunent could be
used to support other applications that nmake use of attestations of
| P address or AS nunber resource hol dings.

To ease inplenentation, existing | ETF standards are used wherever
possi bl e; for exanple, extensive use is made of the X 509 certificate
profile defined by the Public Key Infrastructure using X 509 (PKIX)

[ RFC5280] working group and the extensions for |IP addresses and AS
nunbers representation defined in RFC 3779 [RFC3779]. Al so,

Crypt ographi ¢ Message Syntax (CMS) [ RFC5652] is used as the syntax
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for the newy defined signed objects [ RFC6488] required by this
i nfrastructure

As noted above, the architecture is conprised of three main
components: an X. 509 PKI in which certificates attest to hol di ngs of

| P address space and AS nunbers; non-certificate signed objects
(including route origination authorizations and mani fests) used by
the infrastructure; and a distributed repository systemthat nakes
all of these signed objects available for use by ISPs in making
routi ng decisions. These three basic conponents enabl e severa
security functions; nost notably the cryptographic validation that an
aut ononous systemis authorized to originate routes to a given prefix
[ RFC6483] .

1.1. Termnol ogy

It is assuned that the reader is famliar with the terns and concepts
described in "Internet X 509 Public Key Infrastructure Certificate
and Certificate Revocation List (CRL) Profile" [RFC5280] and "X 509
Extensions for | P Addresses and AS ldentifiers" [RFC3779].

Thr oughout this docunment, we use the terns "address space hol der" or
"hol der of | P address space"” interchangeably to refer to a legitinmate
hol der of | P address space who has received this address space

t hrough the standard | P address allocation hierarchy. That is, the
address space holder has either directly received the address space
as an allocation froma Regional Internet Registry (RIR) or | ANA;, or
el se the address space hol der has received the address space as a
sub-allocation froma National Internet Registry (NNR) or Loca
Internet Registry (LIR). W use the term"resource holder" to refer
to a legitinmate hol der of either I P address or AS nunber resources.

Thr oughout this docunment, we use the terns "registry" and "I SP" to
refer to an entity that has an | P address space and/or AS nunber
allocation that it is pernmitted to sub-all ocate.

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in RFC
2119 [ RFC2119].

2. Public Key Infrastructure for Internet Nunber Resources

Because the hol der of a block of | P address space is entitled to
define the topol ogical destination of |IP datagrans whose destinations
fall within that block, decisions about inter-domain routing are
i nherently based on knowl edge of the allocation of the |IP address
space. Thus, a basic function of this architecture is to provide
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cryptographically verifiable attestations as to these allocations.
In current practice, the allocation of |IP addresses is hierarchical
The root of the hierarchy is |ANA. Below | ANA are five Regional
Internet Registries (RIRs), each of which nanages address and AS
nunber allocation within a defined geopolitical region. In sone
regions, the third tier of the hierarchy includes National Internet
Registries (NIRs) as well as Local Internet Registries (LIRs) and
subscribers with so-called provider-independent ("portable")
allocations. (The term"LIR" is used in sone regions to refer to
what ot her regions define as an | SP. Throughout the rest of this
docunent, we will use the term"LIR/ISP" to sinplify references to
these entities.) |In other regions, the third tier consists only of
LI Rs/ I SPs and subscribers with provider-independent allocations.

In general, the holder of a block of |IP address space may sub-

al l ocate portions of that block, either to itself (e.g., to a
particular unit of the sane organization), or to another

organi zation, subject to contractual constraints established by the
registries. Because of this structure, |P address allocations can be
described naturally by a hierarchic public key infrastructure, in

whi ch each certificate attests to an allocation of |IP addresses, and
i ssuance of subordinate certificates corresponds to sub-allocation of
| P addresses. The above reasoning holds true for AS nunber resources
as well, with the difference that, by convention, AS nunbers may not
be sub-allocated except by RIRs or NIRs. Thus, allocations of both

| P addresses and AS nunbers can be expressed by the sane PKI. Such a
PKI, which is henceforth referred to as the "Resource Public Key
Infrastructure (RPKI)", is a central conponent of this architecture

2.1. Role in the Overall Architecture

Certificates in this PKI are called resource certificates, and
conformto the certificate profile for such certificates [ RFC6487].
Resource certificates attest to the allocation by the (certificate)

i ssuer of | P addresses or AS nunbers to the subject. They do this by
bi nding the public key contained in the resource certificate to the

| P addresses or AS nunbers included in the certificate's | P Address
Del egation or AS ldentifier Del egation extensions, respectively, as
defined in RFC 3779 [ RFC3779].

An inmportant property of this PKI is that certificates do not attest
to the identity of the subject. Therefore, the subject nanes used in
certificates are not intended to be "descriptive". That is, the
resource PKlI is intended to provide authorization, but not
authentication. This is in contrast to nost PKlIs where the issuer
ensures that the descriptive subject nanme in a certificate is
properly associated with the entity that holds the private key
corresponding to the public key in the certificate. Because issuers
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need not verify the right of an entity to use a subject nane in a
certificate, they avoid the costs and liabilities of such
verification. This makes it easier for these entities to take on the
additional role of Certification Authority (CA)

Most of the certificates in the PKI assert the basic facts on which
the rest of the infrastructure operates. CA certificates within the
PKI attest to |IP address space and AS nunber holdings. End-entity
(EE) certificates are issued by resource holder CAs to del egate the
authority attested by their allocation certificates. The prinmary use
for EE certificates is the validation of Route Origination

Aut hori zations (ROAs), signed objects which provide an explicit

aut hori zation by an address holder that a given ASis permtted to
originate routes to a set of addresses (see Section 3). End-entity
certificates are also used to verify other signed objects, such as
mani fests, which will be used to help ensure the integrity of the
repository system (see Section 5).

2.2. CA Certificates

Any resource holder who is authorized to sub-allocate these resources
must be able to issue resource certificates to correspond to these
sub-al l ocations. Thus, for example, CA certificates will be
associated with | ANA and each of the RIRs, NIRs, and LIRs/I SPs.

Also, a CAcertificate is required to enable a resource holder to

i ssue ROAs, because it nust issue the corresponding end-entity
certificate used to validate each ROA. Thus, sone entities that do
not sub-allocate their resources also will need to have CA
certificates for their allocations, e.g., a multi-homed subscri ber
with a provider-independent allocation, to enable themto issue ROAs.
(A subscriber who is not nulti-honed, whose allocation cones froman
LIR/ I SP, and who has not noved to a different LIR/ ISP, need not be
represented in the PKI. Mreover, a multi-homed subscriber with an
allocation froman LIR/ISP may or may not need to be explicitly
represented, as discussed in Section 7.3.2).

Unlike in nost PKls, the distinguished name of the subject in a CA
certificate is chosen by the certificate issuer. The subject’s

di stingui shed name nust not attenpt to convey the identity of the
subject in a descriptive fashion. The subject’s distinguished name
must include the CormonNane attribute and may additionally include
the serial attribute.

In this PKI, the certificate issuer, being an RRR, NNR or LIR/ ISP,
is not in the business of verifying the legal right of the subject to
assert a particular identity. Therefore, selecting a distinguished
nane that does not convey the identity of the subject in a
descriptive fashion nminimzes the opportunity for the subject to
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m suse the certificate to assert an identity, and thus nminimzes the
legal liability of the issuer. Since all CA certificates are issued
to subjects with whomthe issuer has an existing relationship, it is
recomended that the issuer select a subject nane that enables the
issuer to easily link the certificate to existing database records
associated with the subject. For exanple, an authority nay use

i nternal database keys or subscriber IDs as the subject’s common nane
in issued certificates.

Al t hough the subject’s common nane in a certificate does not convey
identity, it is still the case that the common nane nust be uni que
anong all subjects to whoma certification authority issues
certificates. That is, a CA nust not issue certificates to two
different entities that use the sanme common nane for the subject.

Each resource certificate attests to an allocation of resources to a
resource holder, so entities that have allocations frommultiple
sources will have nultiple CA certificates. Note that when an entity
receives multiple certificates fromdifferent issuers, the subject
names in these certificates will generally be different. A CA also
may issue distinct certificates for each distinct allocation to the
sanme entity, if the CA and the resource hol der agree that such an
arrangenment will facilitate managenent and use of the certificates.
For exanple, an LIR/ ISP nmay have several certificates issued to it by
one registry, each describing a distinct set of address bl ocks,
because the LIR/ ISP desires to treat the allocations as separate.

2.3. End-Entity (EE) Certificates

The private key corresponding to a public key contained in an EE
certificate is not used to sign other certificates in a PKI. The
primary function of end-entity certificates in this PKI is the
verification of signed objects that relate to the usage of the
resources described in the certificate, e.g., ROAs and nmanifests.

For ROAs and nmanifests, there will be a one-to-one correspondence

bet ween end-entity certificates and signed objects, i.e., the private
key corresponding to each end-entity certificate is used to sign
exactly one object, and each object is signed with only one key.

This property allows the PKI to be used to revoke these signed
objects, rather than creating a new revocati on mechanism \en the
end-entity certificate used to sign an object has been revoked, the
signature on that object (and any correspondi ng assertions) wll be
considered invalid, so a signed object can be effectively revoked by
revoki ng the end-entity certificate used to sign it.

A secondary advantage to this one-to-one correspondence is that the
private key corresponding to the public key in a certificate is used
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exactly once inits lifetinme, and thus can be destroyed after it has
been used to sign its one object. This fact should sinplify key
managemnment, since there is no requirenment to protect these private
keys for an extended period of tine.

The EE certificate used to verify a signed object appears in the
Crypt ographi ¢ Message Syntax (CMS) w apper (see [ RFC6488]) of the
signed object. Therefore, it is not necessary to transnit the EE
certificate separately fromthe signed object. Likewise, it is not
necessary for the EE certificate to appear in the RPKI repository
system except as part of the correspondi ng signed object.

Al t hough this docunent describes only two uses for end-entity
certificates, additional uses will likely be defined in the future.
For exanple, end-entity certificates could be used as a nore genera
aut hori zation for their subjects to act on behalf of the specified
resource holder. This could facilitate authentication of inter-ISP
interactions, or authentication of interactions with the repository
system These additional uses for end-entity certificates nmay
require retention of the correspondi ng private keys, even though such
retention is not required for keys used to sign ROAs and nanifests.

2.4. Trust Anchors

In any PKlI, each relying party (RP) chooses its own set of trust
anchors (TAs). This general property of PKls applies here as well.
There is an extant | P address space and AS nunber allocation

hi erarchy, and thus | ANA and/or the five RIRs are obvi ous candi dates
to be default TAs here. Nonetheless, each RP ultimtely chooses the
set of trust anchors it will use for certificate validation

For exanple, an RP (e.g., an LIR/ISP) could create a trust anchor to
which all address space and/or all AS nunbers are assigned, and for
whi ch the RP knows the corresponding private key. The RP could then
i ssue certificates under this trust anchor to whatever entities in
the PKI it wishes, with the result that the certification paths
termnating at this locally installed trust anchor will satisfy the
validation requirenents specified in RFC 3779. A large | SP that uses
private | P address space (i.e., RFC 1918) and runs BGP internally
will need to create this sort of trust anchor to accommpdate a CAto
which all private address space is assigned. The RP could then issue
certificates under this CA that correspond to the RP's internal use
of private address space.

Note that an RP who elects to create and manage its own set of trust
anchors may fail to detect allocation errors that arise under such
circunstances, but the resulting vulnerability is local to the RP
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It is expected that sone parties within the extant | P address space
and AS nunber allocation hierarchy may wi sh to publish trust anchor
material for possible use by relying parties. A standard profile for
the publication of trust anchor material for this public key
infrastructure can be found in [ RFC6490].

3. Route Oigination Authorizations

The information on | P address allocation provided by the PKlI is not,
initself, sufficient to guide routing decisions. |In particular, BGP
is based on the assunption that the AS that originates routes for a
particular prefix is authorized to do so by the holder of that prefix
(or an address bl ock enconpassing the prefix); the PKI contains no

i nformati on about these authorizations. A Route Oigination

Aut hori zati on (ROA) makes such authorization explicit, allowing a

hol der of | P address space to create an object that explicitly and
verifiably asserts that an AS is authorized to originate routes to a
gi ven set of prefixes.

3.1. Role in the Overall Architecture

A ROA is an attestation that the holder of a set of prefixes has

aut hori zed an autononobus systemto originate routes for those
prefixes. A ROA is structured according to the format described in
[ RFC6482]. The validity of this authorization depends on the signer
of the ROA being the holder of the prefix(es) in the ROA, this fact
is asserted by an end-entity certificate fromthe PKI, whose
corresponding private key is used to sign the ROA

ROAs may be used by relying parties to verify that the AS that
originates a route for a given | P address prefix is authorized by the
hol der of that prefix to originate such a route. For exanple, an | SP
nm ght use validated ROAs as inputs to route filter construction for
use by its BGP routers. (See [RFC6483] for information on the use of
ROAs to validate the origination of BGP routes.)

Initially, the repository systemw || be the primary nmechani sm for

di ssemi nating ROAs, since these repositories will hold the
certificates and CRLs needed to verify ROAs. In addition, ROAs al so
could be distributed in BGP UPDATE nessages or via other

communi cati on paths, if needed to neet tineliness requirenents.

3.2. Syntax and Senantics
A ROA constitutes an explicit authorization for a single ASto
originate routes to one or nore prefixes, and is signed by the hol der

of those prefixes. Conceptually, the ROA syntax consists of two
parts, a general CVS tenplate common to all RPKI signed objects
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[ RFC6488] and an encapsul ated content specific to the ROA that
expresses the authorization [ RFC6482].

At a high level, the ROA's content contains (1) an AS nunber; (2) a
list of IP address prefixes; and, optionally, (3) for each prefix,
the maxi mum |l ength of nore specific (longer) prefixes that the ASis
al so authorized to advertise. (This last elenent facilitates a
conpact authorization to advertise, for exanple, any prefixes of
length 20 to 24 bits contained within a given length 20 prefix.)

Note that a ROA contains only a single AS nunber. Thus, if an ISP
has nultiple AS nunbers that will be authorized to originate routes
to the prefix(es) in the ROA an address space holder will need to
issue multiple ROAs to authorize the ISP to originate routes from any
of these ASes.

A ROA is signed using the private key corresponding to the public key
in an end-entity (EE) certificate in the PKI. 1In order for a ROA to
be valid, its corresponding end-entity certificate nust be valid, and
the | P address prefixes of the ROA nust exactly match the | P address
prefix(es) specified in the EE certificate’'s RFC 3779 extension.
Therefore, the validity interval of the ROAis inplicitly the
validity interval of its corresponding certificate. A ROA is revoked
by revoking the corresponding EE certificate. There is no

i ndependent nethod of revoking a ROA. One nmight worry that this
revocation nodel could lead to long CRLs for the CA certification
that is signing the EE certificates. However, routing announcenents
on the public Internet are generally quite long lived. Therefore, as
long as the EE certificates used to verify a ROA are given a validity
interval of several nonths, the likelihood that many ROAs woul d need
to be revoked within that tinme is quite | ow
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| RR | | NR |
| CA | | CA |
| |
| |
| |
| ISP | | ISP |
| CA1 | | CA2
| \ |
- |
| \ |
| ISP | | ISP | | ISP |
| EE 1la | | EE 1b | | EE 2
| | |
| | |
| | |
| ROA 1la | | ROA 1b | | ROA 2 |
Figure 1: This figure illustrates an ISP with allocations fromtwo
sources (an RIR and an NNR). It needs two CA certificates due to the

rul es defined in RFC 3779.

Because each ROA is associated with a single end-entity certificate,
the set of IP prefixes contained in a ROA nust be drawn from an

al l ocation by a single source, i.e., a ROA cannot conbine allocations
fromnultiple sources. Address space hol ders who have all ocations
frommultiple sources, and who wish to authorize an AS to originate
routes for these allocations, nmust issue nultiple ROAs to the AS

4. Repositories

Initially, an LIR/'I1SP will make use of the resource PKI by acquiring
and validating every ROA, to create a table of the prefixes for which
each AS is authorized to originate routes. To validate all ROAs, an
LIR/I SP needs to acquire all the certificates and CRLs. The prinary
function of the distributed repository systemdescribed here is to
store these signed objects and to nmake them avail abl e for downl oad by
LIRS/ISPs. Note that this repository system provi des a mechani sm by
which relying parties can pull fresh data at whatever frequency they
deem appropriate. However, it does not provide a nechanismfor
pushing fresh data to relying parties (e.g., by including resource
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PKI objects in BGP or other protocol nessages) and such a nmechani sm
i s beyond the scope of the current docunent.

The digital signatures on all objects in the repository ensure that
unaut hori zed nodification of valid objects is detectable by relying
parties. Additionally, the repository systemuses manifests (see
Section 5) to ensure that relying parties can detect the deletion of
valid objects and the insertion of out-of-date, valid signed objects.

The repository systemis also a point of enforcenent for access
controls for the signed objects stored in it, e.g., ensuring that
records related to an allocation of resources can be nani pul ated only
by aut horized parties. The use of access controls prevents denial -
of -service attacks based on deletion of or tanpering with repository
objects. Indeed, although relying parties can detect tanpering wth
objects in the repository, it is preferable that the repository
system prevent such unauthorized nodifications to the greatest extent
possi bl e.

4.1. Role in the Overall Architecture

The repository systemis the untrusted cl earing-house for all signed
objects that nust be globally accessible to relying parties. Wen
certificates and CRLs are created, they are uploaded to this
repository, and then downl oaded for use by relying parties (primarily
LIRs/1SPs). ROAs and manifests are additional exanples of such

obj ects, but other types of signed objects nay be added to this
architecture in the future. This docunent briefly describes the way
signed objects (certificates, CRLs, ROAs, and manifests) are nanaged
in the repository system As other types of signed objects are added
to the repository system it will be necessary to nodify the
description, but it is anticipated that nost of the design principles
will still apply. The repository systemis described in detail in

[ RFC6481] .

4,.2. Contents and Structure

Al though there is a single repository systemthat is accessed by
relying parties, it is conprised of nultiple databases. These

dat abases will be distributed among registries (RIRs, N Rs,
LIRs/ISPs). At a mninmum the database operated by each registry
will contain all CA and EE certificates, CRLs, and nanifests signed
by the CA(s) associated with that registry. Repositories operated by
LIRs/ISPs also will contain ROAs. Registries are encouraged to

mai ntain copies of repository data fromtheir custonmers, and their
customer’s custoners (etc.), to facilitate retrieval of the whole
repository contents by relying parties. |Ideally, each RIRw Il hold
PKI data fromall entities within its geopolitical scope.
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For every certificate in the PKI, there will be a corresponding file
systemdirectory in the repository that is the authoritative
publication point for all objects (certificates, CRLs, ROAs, and

mani fests) verifiable via this certificate. A certificate s Subject

I nformation Access (SIA) extension [RFC5280] contains a URI that
references this directory. Additionally, a certificate's Authority

I nformation Access (Al A) extension [RFC5280] contains a URlI that
references the authoritative location for the CA certificate under
which the given certificate was issued. That is, if certificate Ais
used to verify certificate B, then the Al A extension of certificate B
points to certificate A, and the SIA extension of certificate A
points to a directory containing certificate B (see Figure 2).

R +

S > Cert A|<----+

| | CRLDP | |

| | AA | |

| +--------- SI A |

| Hoo-eo- + |

| |

|| |

|| |

[ e [ ----mmmmm - +

[ | |

| +->| Fomm e o - + | Fomm e o - + |

| | | Cert B | | | Cert C | |

| | | CRLDP ----+ | | CRLDP -+-+

R Al A | +----- Al A | | |
| | SIA | | | SIA | | |
| Fomm oo - - - + | Fomm oo - - - +| |
| \Y | |
| SRR + | |
| | A's CRL |<----------- +
| Hosmmooo- + |
| A's Repository Publication Directory
e +

Figure 2: Use of SIA and Al A extensions in the RPKI

In Figure 2, certificates B and C are issued by CA A Therefore, the
Al A extensions of certificates B and C point to (certificate) A and
the SI A extension of certificate A points to the repository
publication point of CA A's subordi nate products, which includes
certificates B and C, as well as the CRL issued by A The CRL

Di stribution Points (CRLDP) extension in certificates B and C both
point to the CRL issued by A
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If a CAcertificate is reissued with the sane public key, it should
not be necessary to reissue (with an updated AIA URI) all
certificates signed by the certificate being reissued. Therefore, a
certification authority SHOULD use a persistent URI nanming schene for
issued certificates. That is, reissued certificates should use the
sanme publication point as previously issued certificates having the
same subject and public key, and should overwite such certificates.

4.3. Access Protocols

Repository operators will choose one or nore access protocols that
relying parties can use to access the repository system These
protocols will be used by nunerous participants in the infrastructure
(e.g., all registries, 1SPs, and nulti-honed subscribers) to nmaintain
their respective portions of it. |In order to support these
activities, certain basic functionality is required of the suite of
access protocols, as described below No single access protoco

needs to inplenment all of these functions (although that nmay be the
case), but each function MJIST be inplenented by at |east one access
protocol deployed by a repository operator

Downl oad: Access protocols must support the bul k downl oad of
repository contents and subsequent downl oad of changes to the

downl oaded contents, since this will be the nbost common way in which
relying parties interact with the repository system Qher types of
downl oad interactions (e.g., download of a single object) may al so be
support ed.

Upl oad/ change/ del ete: Access protocols nust al so support nechanisns
for the issuers of certificates, CRLs, and other signed objects to
add themto the repository, and to renove them Mechani sns for

nmodi fying objects in the repository nay al so be provided. Al access
protocols that allow nodification to the repository (through
addition, deletion, or nodification of its contents) must support
verification of the authorization of the entity perform ng the
nodi fi cation, so that appropriate access controls can be applied (see
Section 4.4).

To ensure all relying parties are able to acquire all RPKI signed
objects, all publication points MIST be accessible via rsync (see

[ RFC5781] and [RSYNC]), although other downl oad protocols MAY al so be
supported. A repository publication point may provide

updat e/ change/ del ete functionality via (set of) access protocols that
it desires, provided that the supported protocols are clearly

communi cated to all certification authorities publishing data at a

gi ven publication point.
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4.4, Access Contro

In order to maintain the integrity of information in the repository,
controls nust be put in place to prevent the addition, deletion, or
nmodi fication of objects in the repository by unauthorized parties.
The identities of parties attenpting to nake such changes can be

aut henti cated through the rel evant access protocols. Although
specific access control policies are subject to the local control of
repository operators, it is RECOAWENDED that repositories allow only
the issuers of signed objects to add, delete, or nodify them
Alternatively, it may be advantageous in the future to define a
formal del egati on mechanismto allow resource holders to authorize
other parties to act on their behalf, as suggested in Section 2.3.

5. Manifests

A manifest is a signed object listing of all of the signed objects
(except for the manifest itself) issued by an authority responsible
for a publication in the repository system For each unexpired
certificate, CRL, or ROA issued by the authority, the manifest
contains both the nanme of the file containing the object, and a hash
of the file content.

As with ROAs, a manifest is signed by a private key, for which the
correspondi ng public key appears in an end-entity certificate. This
EE certificate, in turn, is signed by the CAin question. Since the
private key in an EE certificate is used to sign only a single

mani fest, then the mani fest can be revoked by revoking the EE
certificate. In such a case, to avoid needless CRL growh, the EE
certificate used to validate a mani fest SHOULD expire at the sane
tinme that the nanifest expires

Mani fests may be used by relying parties when constructing a | ocal
cache (see Section 6) to nitigate the risk of an attacker who del etes
files froma repository or replaces current signed objects with stale
versi ons of the same object. Such protection is needed because,

al though all objects in the repository system are signed, the
repository systemitself is untrusted.

5.1. Syntax and Senantics

A mani fest constitutes a list of (the hashes of) all the files in a
repository point at a particular point in tinme. A detailed
specification of the manifest’s content is provided in [ RFC6486] but,
at a high level, a manifest consists of (1) a manifest nunber; (2)
the tine the mani fest was issued; (3) the tinme of the next planned
update; and (4) a list of filenanme and hash val ue pairs.
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The mani fest nunber is a sequence nunber that is increnented each
time a manifest is issued by the authority. An authority is REQU RED
to issue a new manifest any time it alters any of its itens in the
repository, or when the specified tine of the next update is reached.
A manifest is thus valid until the specified time of the next update
or until a manifest is issued with a greater nmanifest nunber,

whi chever cones first. (Note that when an EE certificate is used to
sign only a single manifest, whenever the authority issues the new
mani fest, the CA MJUST al so issue a new CRL that includes the EE
certificate corresponding to the old manifest. The revoked EE
certificate for the old manifest will be renoved fromthe CRL when it
expires; thus, this procedure ought not to result in significant CRL
growt h.)

6. Local Cache WMui nt enance

In order to utilize signed objects issued under this PKI, a relying
party nust first obtain a | ocal copy of the valid EE certificates for
the PKI. To do so, the relying party perforns the foll owi ng steps:

1. Query the repository systemto obtain a copy of al
certificates, manifests, and CRLs issued under the PKI.

2. For each CA certificate in the PKI, verify the signature on the
correspondi ng manifest. Additionally, verify that the current
time is earlier than the tine indicated in the nextUpdate field
of the manifest.

3. For each manifest, verify that certificates and CRLs issued
under the corresponding CA certificate match the hash val ues
contained in the nanifest. Additionally, verify that no
certificate or manifest listed on the nmanifest is nmissing from
the repository. |If the hash values do not match, or if any
certificate or CRL is mssing, notify the appropriate
repository administrator that the repository data has been
corrupt ed.

4. Validate each EE certificate by constructing and verifying a
certification path for the certificate (including checking
rel evant CRLs) to the locally configured set of TAs. (See
[ RFC6487] for nore details.)

Note that since relying parties will performthese operations
regularly, it is nore efficient for the relying party to request from
the repository systemonly those objects that have changed since the
relying party last updated its local cache.
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Note al so that by checking all issued objects against the appropriate
mani fest, the relying party can be certain that it is not nissing an
updat ed version of any object.

7. Common Operations

Creating and naintaining the infrastructure described above w |l
entail additional operations as "side effects" of normal resource

al l ocation and routing authorization procedures. For exanple, a
subscri ber with provider-independent ("portable") address space who
enters a relationship with an ISP will need to issue one or nore ROAs
identifying that ISP, in addition to conducting any other necessary
techni cal or business procedures. The current primary use of this
infrastructure is for route filter construction; using ROAs, route
filters can be constructed in an automated fashion with high
assurance that the holder of the advertised prefix has authorized the
origin ASto originate an advertised route.

7.1. Certificate |Issuance

There are several operational scenarios that require certificates to
be issued. Any allocation that nmay be sub-allocated requires a CA
certificate, e.g., so that certificates can be issued as necessary
for the sub-allocations. Holders of provider-independent |IP address
space allocations al so nust have certificates, so that a ROA can be
i ssued to each ISP that is authorized to originate a route to the

al l ocation (since the allocation does not conme fromany | SP)
Additionally, multi-homed subscribers may require certificates for
their allocations if they intend to issue the ROAs for their

al l ocations (see Section 7.3.2). Oher resource hol ders need not be
i ssued CA certificates within the PKI

In the long run, a resource holder will not request resource
certificates, but rather receive a certificate as a side effect of
the allocation process for the resource. However, initial deploynent
of the RPKI will entail issuance of certificates to existing resource
hol ders as an explicit event. Note that in all cases, the authority
issuing a CA certificate will be the entity who allocates resources
to the subject. This differs fromnost PKIs in which a subject can
request a certificate fromany certification authority.

If a resource holder receives nultiple allocations over tine, it may
accrue a collection of resource certificates to attest to them |If a
resource hol der receives nultiple allocations fromthe sane source
the set of resource certificates nay be combined into a single
resource certificate, if both the issuer and the resource hol der
agree. This is acconplished by consolidating the | P Address

Del egation and AS Identifier Delegation extensions into a single
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extension (of each type) in a new certificate. However, if these
certificates attest to allocations that are valid for different
periods of time, creating a certificate that conbines them m ght
create problens, as the conbined certificate can express only a
single validity interval

If a resource holder’s allocations cone fromdifferent sources, they
will be signed by different CAs and cannot be conbi ned. Wen a set
of resources is no longer allocated to a resource hol der, any
certificates attesting to such an allocation MJST be revoked. A
resource hol der SHOULD NOT use the sanme public key in nultiple CA
certificates that are issued by the sane or differing authorities, as
reuse of a key pair conplicates path construction. Note that since
the subject’s distinguished nane is chosen by the issuer, a subject
who receives allocations fromtwo sources generally will receive
certificates with different subject nanes.

7.2. CA Key Rollover

Wienever a certification authority wi shes to change the public key
(and corresponding private key) associated with its RPKI CA
certificate, it MJST performa key rollover procedure. Key rollover
is typically performed on a periodic basis, where the frequency of
key rollovers is specified in the certification practice statenent of
the given CA. Additionally, unscheduled rollovers nmay be required in
the event of suspected key conproni ses.

Note that rollover is only required when the CA's key actually
changes; it is not required in cases where a new CA certificate is

i ssued with the sane key as the previous certificate for this CA

For exanple, a new CA certificate nust be issued if the CA gains or
relinquishes a resource, or if the validity period of the resource
al l ocation is extended. However, in such cases, the new certificate
will generally use the sanme public (and private) key as the previous
certificate; thus, key rollover is not required.

The docunent [ RFC6489] specifies a conservative key rollover
procedure that should be used by a certification authority when it
changes the public (and private) keys associated with its RPKI CA
certificate. At a high level, the two key properties of the rollover
procedure are as follows. First, as data from RPKI signed objects
may be used in routing operations, the procedure ensures that at any
point in the rollover procedure, a relying party will never reach

i ncorrect conclusions about the validity of a signed object. Note in
particul ar, that the CA cannot assunme that a relying party will use
any particular algorithmfor constructing a certificate path from an
EE certificate to (one of) the relying party’ s trust anchor(s);
therefore, the key rollover procedure is designed to preserve the
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integrity of the SIA and AlA points within the RPKI hierarchy to the
greatest extent possible. Second, the key rollover procedure is
designed so that the reissuance of all certificates belowthe CAin
the RPKI hierarchy is not required. O course, it is necessary to
re-sign all certificates issued directly under the CA whose key is
changi ng. However, the SIA and AlA pointers within the certificates
are popul ated so that no further reissuance is required.

7.3. ROA Managenent

Whenever a hol der of | P address space wants to authorize an AS to
originate routes for a prefix within his holdings, he MIST i ssue an
end-entity certificate containing that prefix in an | P Address

Del egation extension. He then uses the corresponding private key to
sign a ROA containing the designated prefix and the AS nunber for the
AS. The resource holder MAY include nore than one prefix in the EE
certificate and corresponding ROA if desired. As a prerequisite,

t hen, any address space holder that issues ROAs for a prefix nust
have a resource certificate for an allocation containing that prefix.
The standard procedure for issuing a ROA is as foll ows:

1. Create an end-entity certificate containing the prefix(es) to
be authorized in the ROA

2. Construct the payload of the ROA, including the prefixes in the
end-entity certificate and the AS nunber to be authorized.

3. Sign the ROA using the private key corresponding to the end-
entity certificate (the ROA is conprised of the payl oad
encapsul ated in a CM5 signed nessage [ RFC5652]).

4. Upload the end-entity certificate and the ROA to the repository
system

The standard procedure for revoking a ROAis to revoke the
correspondi ng end-entity certificate by creating an appropriate CRL
and uploading it to the repository system The revoked ROA and end-
entity certificate SHOULD be renoved fromthe repository system

Care must be taken when revoking ROAs in that revoking a ROA may
cause a relying party to treat routing adverti senents correspondi ng
to the prefixes and origin AS nunber in the ROA as unauthorized (and
potentially even change routing behavior to no | onger forward packets
based on those advertisenents). |In particular, resource hol ders
shoul d adhere to the principle of "nake before break" as foll ows.

Bef ore revoking a ROA corresponding to a prefix that the resource

hol der wi shes to be routable on the Internet, it is very inportant
for the resource holder to ensure that there exists another valid
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alternative ROA that lists the same prefix (possibly indicating a
different AS nunber). Additionally, the resource hol der should
ensure that the AS indicated in the valid alternative ROA is actually
originating routing advertisements to the prefixes in question
Furthernmore, a relying party nust fetch new ROAs fromthe repository
system before taking any routing action in response to a ROA
revocati on.

7.3.1. Single-Homed Subscribers

In BGP, a single-homed subscriber with Provider Aggregatable (PA)
address space does not need to explicitly authorize routes to be
originated for the prefix(es) it is using, since its ISP will already
advertise a nore general prefix and route traffic for the
subscriber’s prefix as an internal function. Since no routes are
originated specifically for prefixes held by these subscribers, no
ROAs need to be issued under their allocations; rather, the
subscriber’s ISP will issue any necessary ROAs for its nore genera
prefixes under resource certificates fromits own allocation. Thus,
a singl e-honmed subscriber with an | P address allocation fromhis
service provider is not included in the RPKI, i.e., it does not
receive a CA certificate, nor issue EE certificates or ROAs.

7.3.2. Milti-Honmed Subscribers

Here we consider a subscriber who receives Provider Aggregatable (PA)
| P address space froma primary ISP (i.e., the I P addresses used by
the subscriber are a subset of ISP A's | P address space all ocation)
and receives redundant upstream connectivity fromone or nore
secondary ISPs, in addition to the prinmary |ISP. The preferred option
for such a multi-homed subscriber is for the subscriber to obtain an
AS nunber and run BGP with each of its upstreamproviders. |n such a
case, there are two RECOMMENDED ways for ROA managenent to be

handl ed. The first is that the primary ISP issues a CA certificate
to the subscriber, and the subscriber issues a ROA to containing the
subscri ber’s AS nunber and the subscriber’s |IP address prefixes. The
second possibility is that the prinmary | SP does not issue a CA
certificate to the subscriber, and instead issues a ROA on the
subscri ber’s behal f that contains the subscriber’s AS nunber and the
subscriber’s | P address prefixes.

If the subscriber is unable or unwilling to obtain an AS nunber and
run BGP, the another option is that the multi-honmed subscriber can
request that the primary ISP create a ROA for each secondary | SP that
aut hori zes the secondary ISP to originate routes to the subscriber’s
prefixes. The primary ISP will also create a ROA containing its own
AS nunmber and the subscriber’s prefixes, as it is likely in such a
case that the prinmary | SP wi shes to advertise precisely the
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subscriber’s prefixes and not an enconpassi ng aggregate. Note that
this approach results in inconsistent origin AS nunbers for the
subscri ber’s prefixes that are considered undesirable on the public
Internet; thus, this approach is NOI RECOMVENDED

7.3.3. Provider-Independent Address Space

A resource holder is said to have provider-independent (portable)
address space if the resource holder received its allocation directly
froma RIR or NIR  Because the prefixes represented in such

al l ocations are not taken froman allocation held by an ISP, there is
no | SP that holds and advertises a nore general prefix. A holder of
a portable | P address space allocation MJST aut horize one or nore
ASes to originate routes to these prefixes. Thus, the resource

hol der MJUST generate one or nore EE certificates and associ at ed ROAs
to enable the AS(es) to originate routes for the prefix(es) in
question. This ROA is required because none of the ISP s existing
ROAs authorize it to originate routes to the subscriber’s provider-

i ndependent all ocation

8. Security Considerations

The focus of this docunent is security; hence, security
consi derations perneate this specification

The security mechani sns provided by and enabled by this architecture
depend on the integrity and availability of the infrastructure it
describes. The integrity of objects within the infrastructure is
ensured by appropriate controls on the repository system as
described in Section 4.4. Likew se, because the repository systemis
structured as a distributed database, it should be inherently
resistant to denial -of-service attacks; nonethel ess, appropriate
precautions should al so be taken, both through replication and backup
of the constituent databases and through the physical security of

dat abase servers

9. | ANA Consi derati ons

Instructions for 1ANA's participation in the RPKI are provided in
[ RFC6491] .
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