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Abst ract

Thi s docunment defines a "manifest” for use in the Resource Public Key
Infrastructure (RPKI). A nanifest is a signed object (file) that
contains a listing of all the signed objects (files) in the
repository publication point (directory) associated with an authority
responsi ble for publishing in the repository. For each certificate,
Certificate Revocation List (CRL), or other type of signed objects

i ssued by the authority that are published at this repository
publication point, the nanifest contains both the nane of the file
contai ning the object and a hash of the file content. Manifests are
intended to enable a relying party (RP) to detect certain forms of
attacks against a repository. Specifically, if an RP checks a

mani fest’s contents against the signed objects retrieved froma
repository publication point, then the RP can detect "stale" (valid)
data and del eti on of signed objects.

Status of This Meno
This is an Internet Standards Track docunent.

This docunent is a product of the Internet Engi neering Task Force
(IETF). It represents the consensus of the I ETF comunity. |t has
recei ved public review and has been approved for publication by the
I nternet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741.

I nformation about the current status of this docunent, any errata,

and how to provide feedback on it nmay be obtai ned at
http://ww. rfc-editor.org/info/rfc6486

Austein, et al. St andards Track [ Page 1]



RFC 6486 RPKI Mani fests February 2012

Copyright Notice

Copyright (c) 2012 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunent is subject to BCP 78 and the I ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this document. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided wi thout warranty as
described in the Sinplified BSD License.

Tabl e of Contents

1. INtroduCti ON ..o e 3
1.1, Termnol Ogy . ..o e 3

2. Mani fesSt SCOPEe . ... 4
3. Manifest Signing ....... ... 4
4., Manifest Definition ... ... ... e e 5
4.1, eCont ent TYPe ..o 5

4, 2., eC0Nt BNt . .. 5
4.2.0. MANifest ... . 5

4.3. Content-Type Attribute ....... .. . . . 7
4.4, Manifest Validation .......... .. . ... 7

5. Manifest Generati ON ... ... e e 7
5.1. Manifest Generation Procedure ............ . ... ... 7
5.2. Considerations for Manifest Generation ..................... 9

6. Relying Party Use of Manifests ........... .. ... .. .. .. 9
6.1. Tests for Deternmining Manifest State ...................... 10
6.2. Mssing Manifests ....... .. . . 11
6.3. Invalid Manifests . ... ... . . i e 12
6.4. Stale Mani fest s ... . .. e 12
6.5. Msnmatch between Manifest and Publication Point ........... 13
6.6. Hash Values Not Matching Manifests ........................ 14

7. Publication RepoSitoOries . ... ... . e 15
8. Security Considerati ONS .. ... ... ... 15
9. TANA Considerati ONS . . ... . e e 16
10. Acknow edgemBnt S . ... .. 16
11, Ref BreNCEeS ..o 16
11.1. Normative References .......... ... i 16
11.2. Informative References .......... . ..., 17
Appendi x A. ASN. 1 Modul e ... ... . 18

Austein, et al. St andards Track [ Page 2]



RFC 6486 RPKI Mani fests February 2012

1. Introduction

The Resource Public Key Infrastructure (RPKI) [RFC6480] makes use of
a distributed repository system [ RFC6481] to nmake available a variety
of objects needed by relying parties (RPs). Because all of the
objects stored in the repository systemare digitally signed by the
entities that created them attacks that nodify these published
objects are detectable by RPs. However, digital signatures provide
no protection against attacks that substitute "stale" versions of
signed objects (i.e., objects that were valid and have not expired,
but have since been superseded) or attacks that renmpove an object that
shoul d be present in the repository. To assist in the detection of
such attacks, the RPKI repository systemcan nmake use of a signed
object called a "nanifest".

A manifest is a signed object that enunmerates all the signed objects
(files) in the repository publication point (directory) that are
associated with an authority responsible for publishing at that
publication point. Each nmanifest contains both the nane of the file
containing the object and a hash of the file content, for every
signed object issued by an authority that is published at the
authority’s repository publication point. A manifest is intended to
all ow an RP to detect unauthorized object renmoval or the substitution
of stale versions of objects at a publication point. A nanifest al so
is intended to allow an RP to detect sinilar outcones that may result
froma man-in-the-mddle attack on the retrieval of objects fromthe
repository. Manifests are intended to be used in Certification

Aut hority (CA) publication points in repositories (directories
containing files that are subordinate certificates and Certificate
Revocation Lists (CRLs) issued by this CA and other signed objects
that are verified by end-entity (EE) certificates issued by this CA).

Mani fests are nodel ed on CRLs, as the issues involved in detecting
stale mani fests and potential attacks using manifest replays, etc.
are simlar to those for CRLs. The syntax of the manifest payl oad
differs from CRLs, since RPKI repositories contain objects not
covered by CRLs, e.g., digitally signed objects, such as Route
Origination Authorizations (ROAs).

1.1. Term nol ogy
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
document are to be interpreted as described in [ RFC2119].
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2.  Mani fest Scope

A mani fest associated with a CA's repository publication point
contains a list of:

* the set of (non-expired, non-revoked) certificates issued and
published by this CA,

* the nost recent CRL issued by this CA and

* all published signed objects that are verifiable using EE
certificates [RFC6487] issued by this CA

Every RPKI signed object includes, in the Cryptographi c Message

Syntax (CMS) [ RFC3370] wrapper of the object, the EE certificate used
to verify it [RFC6488]. Thus, there is no requirenent to separately
publish that EE certificate at the CA's repository publication point.

Where nultiple CA instances share a common publication point, as can
occur when an entity perforns a key-rollover operation [ RFC6489], the
repository publication point will contain nultiple manifests. In
this case, each manifest describes only the collection of published
products of its associated CA instance.

3. Manifest Signing

A CA's manifest is verified using an EE certificate. The
Subj ect I nf oAccess (SIA) field of this EE certificate contains the
access nethod O D of id-ad-signedject.

The CA MAY choose to sign only one nmani fest with each generated
private key, and generate a new key pair for each new version of the
mani fest. This formof use of the associated EE certificate is
termed a "one-tine-use" EE certificate.

Alternatively, the CA MAY elect to use the sane private key to sign a
sequence of nanifests. Because only a single nanifest (issued under
a single CAinstance) is current at any point in tine, the associated
EE certificate is used to verify only a single object at a tinme. As
I ong as the sequence of objects verified by this EE certificate are
published using the sane file name, then this sequential, multiple
use of the EE certificate is also valid. This formof use of an EE
certificate is terned a "sequential -use" EE certificate.
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4. Manifest Definition
A mani fest is an RPKlI signed object, as specified in [ RFC6488]. The
RPKI signed object tenplate requires specification of the foll ow ng
data elenents in the context of the manifest structure.

4.1. eContentType

The eContent Type for a manifest is defined as id-ct-rpki Manifest and
has the nunerical value of 1.2.840.113549.1.9.16. 1. 26.

id-sminme OBJECT IDENTIFIER ::= { iso(1l) nenber-body(2) us(840)
rsadsi (113549) pkcs(1l) pkcs9(9) 16 }

id-ct OBJECT IDENTIFIER ::= { id-sminme 1}
i d-ct-rpkiMani fest OBJECT IDENTIFIER ::= { id-ct 26 }
4.2. eContent
The content of a nanifest is ASN. 1 encoded using the Distinguished

Encoding Rules (DER) [X.690]. The content of a manifest is defined
as follows:

Mani fest ::= SEQUENCE {

version [0] I NTEGER DEFAULT O,
mani f est Number | NTEGER (0. . MAX),
t hi sUpdat e Cener al i zedTi ne,
next Updat e Cener al i zedTi ne,
fil eHashAl g OBJECT | DENTI FI ER,
filelist SEQUENCE SI ZE (0..MAX) OF Fil eAndHash
}

Fi | eAndHash :: = SEQUENCE ({
file | A5String,
hash BIT STRI NG
}

4.2.1. Manifest

The mani f est Nunber, thisUpdate, and nextUpdate fields are nodel ed
after the corresponding fields in X. 509 CRLs (see [ RFC5280]).

Anal ogous to CRLs, a manifest is nomnally current until the tine
specified in nextUpdate or until a manifest is issued with a greater
mani f est nunber, whi chever cones first.

If a "one-tinme-use"” EE certificate is enployed to verify a manifest,
the EE certificate MUST have a validity period that coincides with
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the interval fromthisUpdate to nextUpdate, to prevent needl ess
growt h of the CA's CRL.

If a "sequential -use" EE certificate is enployed to verify a

mani fest, the EE certificate' s validity period needs to be no shorter
than the nextUpdate tinme of the current nmanifest. The extended
validity tine raises the possibility of a substitution attack using a
stale nmani fest, as described in Section 6.4.

The data el enents of the mani fest structure are defined as follows:

ver si on:

The version nunber of this version of the nmanifest specification
MJUST be O.

mani f est Nunber :

t hi

This field is an integer that is incremented each tinme a new
mani fest is issued for a given publication point. This field
allows an RP to detect gaps in a sequence of published nanifests.

As the manifest is npdeled on the CRL specification, the

Mani f est Nunber is anal ogous to the CRLNumber, and the gui dance in
[ RFC5280] for CRLNunber values is appropriate as to the range of
nunber val ues that can be used for the nmanifestNunber. Manifest
nunbers can be expected to contain long integers. Manifest
verifiers MJST be able to handl e nunber values up to 20 octets.
Conform ng mani fest issuers MJUST NOT use nunber val ues |onger than
20 octets.

sUpdat e:

This field contains the tine when the nmanifest was created. This
field has the sane fornmat constraints as specified in [ RFC5280]
for the CRL field of the sanme nane

next Updat e:

This field contains the tinme at which the next schedul ed nanif est
will be issued. The value of nextUpdate MJST be |later than the
val ue of thisUpdate. The specification of the GeneralizedTi e
value is the same as required for the thisUpdate field.

If the authority alters any of the itens that it has published in
the repository publication point, then the authority MJST issue a
new nani fest before the nextUpdate tine. |If a manifest
enconpasses a CRL, the nextUpdate field of the manifest MJST match
that of the CRL's nextUpdate field, as the manifest will be
re-issued when a new CRL is published. |If a "one-tine-use" EE
certificate is used to verify the manifest, then when a new

mani fest is issued before the tine specified in nextUpdate of the
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current mani fest, the CA MJST al so i ssue a new CRL that includes
the EE certificate corresponding to the old manifest.

fi

eHashAl g:

This field contains the QD of the hash algorithmused to hash the
files that the authority has placed into the repository. The hash
al gorithm used MJUST conformto the RPKI Al gorithns and Key Size
Profile specification [ RFC6485].

filelList:
This field is a sequence of FileAndHash objects. There is one
Fi |l eAndHash entry for each currently valid signed object that has
been published by the authority (at this publication point). Each
Fi | eAndHash is an ordered pair consisting of the nane of the file
in the repository publication point (directory) that contains the
object in question and a hash of the file' s contents.

4.3. Content-Type Attribute
The mandatory content-type attribute MJUST have its attrValues field
set to the same O D as eContent Type. This ODis id-ct-rpkiMnifest
and has the nunerical value of 1.2.840.113549.1.9.16. 1. 26.

4. 4. Manifest Validation

To determi ne whether a manifest is valid, the RP MIST performthe
followi ng checks in addition to those specified in [ RFC6488]:

1. The eContent Type in the Encapsul atedContentinfo is
i d-ad-rpki Mani fest (O D 1.2.840.113549.1.9.16.1.26).

2. The version of the rpki Manifest is 0.
3. In the rpki Manifest, thisUpdate precedes next Update.
If the above procedure indicates that the nanifest is invalid, then
the mani fest MJUST be discarded and treated as though no nanifest were
present.

5. Manifest CGeneration

5.1. Manifest CGeneration Procedure

For a CA publication point in the RPKI repository system a CA MJST
performthe followi ng steps to generate a manifest:

1. If no key pair exists, or if using a "one-tinme-use" EE certificate
with a new key pair, generate a key pair.
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2. If using a "one-tinme-use" EE certificate, or if a key pair was
generated in step 1, or if using a "sequential-use" EE certificate
that will expire before the intended nextUpdate time of this
mani fest, issue an EE certificate for this key pair.

This EE certificate MUST have an Sl A extension access
description field with an accessMethod QO D val ue of

i d-ad-si gnedobj ect, where the associ ated accesslLocation

ref erences the publication point of the mani fest as an object
URL.

This EE certificate MJUST describe its Internet Nunber Resources
(INRs) using the "inherit" attribute, rather than explicit
description of a resource set (see [RFC3779]).

In the case of a "one-tine-use" EE certificate, the validity
times of the EE certificate MIJST exactly match the thisUpdate
and next Update tines of the manifest.

In the case of a "sequential-use" EE certificate, the validity
times of the EE certificate MJST enconpass the tinme interva
fromthisUpdate to next Update.

3. The EE certificate MUST NOT be published in the authority’'s
repository publication point.

4. Construct the manifest content.

The mani fest content is described in Section 4.2.1. The

mani fest’s fileList includes the file nane and hash pair for each
obj ect issued by this CA that has been published at this
repository publication point (directory). The collection of
objects to be included in the nmanifest includes all certificates
i ssued by this CA that are published at the CA's repository
publication point, the nost recent CRL issued by the CA, and all
objects verified by EE certificates that were issued by this CA
that are published at this repository publication point.

Note that the manifest does not include a self reference (i.e.
its own file nane and hash), since it would be inpossible to
conmput e the hash of the manifest itself prior to it being signed.

5. Encapsul ate the nmani fest content using the CM5 SignedData content
type (as specified Section 4), sign the nanifest using the private
key corresponding to the subject key contained in the EE
certificate, and publish the manifest in the repository system
publication point that is described by the nmanifest.
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6. In the case of a key pair that is to be used only once, in
conjunction with a "one-tine-use" EE certificate, the private key
associated with this key pair MJST now be destroyed.

5.2. Considerations for Mani fest Generation

A new nani fest MJST be issued and published on or before the
next Update tine.

An authority MJIST issue a new manifest in conjunction with the
finalization of changes nade to objects in the publication point. An
authority MAY perform a nunber of object operations on a publication
repository within the scope of a repository change before issuing a
single nmani fest that covers all the operations within the scope of
this change. Repository operators SHOULD i npl enent sone form of
repository update procedure that mtigates, to the extent possible,
the risk that RPs that are performng retrieval operations on the
repository are exposed to inconsistent, transient, internediate
states during updates to the repository publication point (directory)
and the associ ated manifest.

Since the mani fest object URL is included in the SI A of issued
certificates, a new mani fest MJST NOT invalidate the nmanifest object
URL of previously issued certificates. This inplies that the

mani fest’s publication nane in the repository, in the formof an

obj ect URL, is unchanged across mani fest generation cycles.

When a CA entity is performing a key rollover, the entity MAY choose
to have two CA instances sinultaneously publishing into the sane
repository publication point. 1In this case, there will be one
mani f est associated with each active CA instance that is publishing
into the common repository publication point (directory).

6. Relying Party Use of Manifests

The goal of an RP is to determ ne which signed objects to use for

val idating assertions about INRs and their use (e.g., which ROAs to
use in the construction of route filters). Utimtely, this
selection is a matter of local policy. However, in the follow ng
sections, we describe a sequence of tests that the RP SHOULD perform
to determne the manifest state of the given publication point. W
then discuss the risks associated with using signed objects in the
publication point, given the nmanifest state; we also provide suitable
war ni ng text that SHOULD be placed in a user-accessible log file. It
is the responsibility of the RP to weigh these risks against the risk
of routing failure that could occur if valid data is rejected, and to
i npl ement a suitable local policy. Note that if a certificate is
deened unfit for use due to local policy, then any signed object that
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is validated using this certificate al so SHOULD be deened unfit for
use (regardless of the status of the manifest at its own publication
poi nt).

6. 1.

Tests for Determ ning Manifest State

For a given publication point, the RP SHOULD performthe follow ng
tests to deternine the manifest state of the publication point:

1

For each CA using this publication point, select the CA's current
mani fest (the "current” manifest is the manifest issued by this CA
havi ng the hi ghest nanifest Nunber anong all valid manifests, and
where nanifest validity is defined in Section 4.4).

If the publication point does not contain a valid manifest, see
Section 6.2. Lacking a valid manifest, the follow ng tests cannot
be perforned.

To verify conpl eteness, an RP MAY check that every file at each
publication point appears in one and only one current nanifest,

and that every file listed in a current manifest is published at
the sane publication point as the manifest.

If there exist files at the publication point that do not appear
on any nmanifest, or files listed in a nanifest that do not appear
at the publication point, then see Section 6.5, but still continue
with the follow ng test.

Check that the current tine (translated to UTC) is between
t hi sUpdat e and next Updat e.

If the current tinme does not lie within this interval, then see
Section 6.4, but still continue with the follow ng tests.

Verify that the |listed hash value of every file listed in each
mani f est mat ches the val ue obtai ned by hashing the file at the
publication point.

If the conputed hash value of a file listed on the manifest does
not match the hash value contained in the mani fest, then see
Section 6. 6.

An RP MAY check that the contents of each current nmanifest
conforns to the manifest’s scope constraints, as specified in
Section 2.

If a current manifest contains entries for objects that are not
within the scope of the manifest, then the out-of-scope entries
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SHOULD be di sregarded in the context of this manifest. |If there
is no other current manifest that describes these objects within
that other nanifest’s scope, then see Section 6. 2.

For each signed object, if all of the follow ng conditions hold:

* the manifest for its publication and the associated publication
poi nt pass all of the above checks;

* the signed object is valid; and

* the manifests for every certificate on the certification path
used to validate the signed object and the associ ated
publication points pass all of the above checks;

then the RP can conclude that no attack agai nst the repository system
has conproni sed the given signed object, and the signed object MJST
be treated as valid (relative to nanifest checking).

6.2. Mssing Manifests

The absence of a current manifest at a publication point could occur
due to an error by the publisher or due to (malicious or accidental)
deletion or corruption of all valid manifests.

When no valid nanifest is available, there is no protection agai nst
attacks that delete signed objects or replay old versions of signed
objects. Al signed objects at the publication point, and all
descendant objects that are validated using a certificate at this
publication point, SHOULD be viewed as suspect, but MAY be used by
the RP, as per local policy.

The primary risk in using signed objects at this publication point is
that a superseded (but not stale) CRL would cause an RP to inproperly
accept a revoked certificate as valid (and thus rely upon signed
objects that are validated using that certificate). This risk is
somewhat mitigated if the CRL for this publication point has a short
time between thisUpdate and nextUpdate (and the current tine is
within this interval). The risk in discarding signed objects at this
publication point is that an RP rmay incorrectly discard a |arge
nunber of valid objects. This gives significant power to an
adversary that is able to delete a manifest at the publication point.

Regar dl ess of whether signed objects fromthis publication are deened
fit for use by an RP, this situation SHOULD result in a warning to
the effect that: "No manifest is available for <pub point nanme>, and
thus there may have been undetected deletions or replay substitutions
fromthe publication point."
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In the case where an RP has access to a | ocal cache of previously
i ssued manifests that are valid, the RP MAY use the nost recently
previously issued valid manifests for this RPKI repository
publication collection for each entity that publishes at this
publication point.

6.3. Invalid Manifests

The presence of an invalid manifest at a publication point could
occur due to an error by the publisher or due to (malicious or
accidental) corruption of a valid manifest. An invalid nmanifest MJST
never be used, even if the manifestNunber of the invalid nmanifest is
greater than that of other (valid) nmanifests

There are no risks associated with using signed objects at a
publication point containing an invalid mani fest, provided that valid
mani fests that collectively cover all the signed objects are al so
present.

If an invalid manifest is present at a publication point that also
contains one or nore valid manifests, this situation SHOULD result in
a warning to the effect that: "An invalid manifest was found at <pub
poi nt name>, this indicates an attack against the publication point
or an error by the publisher. Processing for this publication point
will continue using the nost recent valid manifest(s)."

In the case where the RP has access to a | ocal cache of previously

i ssued (valid) nmanifests, an RP MAY nake use of that locally cached
data. Specifically, the RP MAY use the |ocally cached, nost recent,
previously issued, valid manifest issued by the entity that (appears
to have) issued the invalid nmanifest.

6.4. Stale Manifests

A manifest is considered stale if the current tine is after the
next Update tinme for the manifest. This could be due to publisher
failure to pronptly publish a new nanifest, or due to (nalicious or
accidental) corruption or suppression of a nore recent manifest.

Al'l signed objects at the publication point issued by the entity that
has published the stale manifest, and all descendant signed objects
that are validated using a certificate issued by the entity that has
published the stale nmanifest at this publication point, SHOULD be

vi ewed as sonmewhat suspect, but MAY be used by the RP as per loca

policy.

The primary risk in using such signed objects is that a newer
mani fest exists that, if present, would indicate that certain objects
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have been renoved or replaced. (For exanple, the new nanifest night
show t he existence of a newer CRL and the renoval of one or nore
revoked certificates). Thus, the use of objects froma stale
mani f est may cause an RP to incorrectly treat invalid objects as
valid. The risk is that the CRL covered by the stale manifest has
been superseded, and thus an RP will inproperly treat a revoked
certificate as valid. This risk is sonewhat mitigated if the tine
bet ween the next Update field of the nanifest and the current tinme is
short. The risk in discarding signed objects at this publication
point is that the RP may incorrectly discard a | arge nunber of valid
objects. This gives significant power to an adversary that is able
to prevent the publication of a new nanifest at a given publication
poi nt .

Regar dl ess of whether signed objects fromthis publication are deened
fit for use by an RP, this situation SHOULD result in a warning to
the effect that: "A manifest found at <pub point name> is no | onger
current. It is possible that undetected del eti ons have occurred at
this publication point."

Note that there is also the potential for the current time to be
before the thisUpdate tinme for the manifest. This case could be due
to publisher error or a local clock error; in such a case, this
situation SHOULD result in a warning to the effect that: "A nanifest
found at <pub point nanme> has an incorrect thisUpdate field. This
could be due to publisher error, or a local clock error, and
processing for this publication point will continue using this
otherwi se valid manifest."

6.5. M smatch between Mani fest and Publicati on Point

If there exist valid signed objects that do not appear in any

mani fest, then, provided the manifest is not stale (see Section 6.4),
it is likely that their omission is an error by the publisher. It is
al so possible that this state could be the result of a (malicious or
accidental) replacenent of a current manifest with an ol der, but

still valid, nmanifest. However, regarding the appropriate
interpretation of such objects, it remains the case that if the

obj ects were intended to be invalid, then they shoul d have been
revoked usi ng whatever revocation nmechanismis appropriate for the
signed object in question. Therefore, there is little risk in using
such signed objects. |If the publication point contains a stale

mani fest, then there is a greater risk that the objects in question
were revoked, along with a missing Certificate Revocation List (CRL),
t he absence of which is undetectable since the manifest is stale. In
any case, the use of signed objects not present on a nanifest, or
descendant objects that are validated using such signed objects, is a
matter of local policy.
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Regar dl ess of whether objects not appearing on a mani fest are deened
fit for use by the RP, this situation SHOULD result in a warning to
the effect that: "The following files are present in the repository
at <pub point name>, but are not listed on any manifest <file list>
for <pub point name>."

If there exists files listed on the manifest that do not appear in
the repository, then these objects are likely to have been inproperly
(via malice or accident) deleted fromthe repository. A prinmary
purpose of manifests is to detect such deletions. Therefore, in such
a case, this situation SHOULD result in a warning to the effect that:
"The following files that should have been present in the repository
at <pub point name> are missing <file list>  This indicates an
attack against this publication point, or the repository, or an error
by the publisher."

6.6. Hash Values Not Matching Manifests

A file appearing on a nanifest with an incorrect hash value could
occur because of publisher error, but it also may indicate that an
attack has occurred.

If an object appeared on a previous valid manifest with a correct
hash value, and it now appears with an invalid hash value, then it is
likely that the object has been superseded by a new (unavail abl e)

version of the object. |If the object is used, there is a risk that
the RP will be treating a stale object as valid. This risk is nore
significant if the object in question is a CRL. |If the object can be

val i dated using the RPKI, the use of these objects is a matter of
| ocal policy.

I f an object appears on a nanifest with an invalid hash and has never
previously appeared on a manifest, then it is unclear whether the
avai l abl e version of the object is nore or less recent than the
version indicated by the manifest. |If the manifest is stale (see
Section 6.4), then it becones nore likely that the avail able version
is nore recent than the version indicated on the manifest, but this
is never certain. Wether to use such objects is a matter of |oca
policy. However, in general, it is better to use a possibly outdated
versi on of the object than to discard the object conpletely.

While it is a matter of local policy, in the case of CRLs, an RP
SHOULD endeavor to use the nost recently issued valid CRL, even where
t he hash value in the mani fest matches an ol der CRL or does not match
any available CRL for a CA instance. The thisUpdate field of the CRL
can be used to establish the nost recent CRL in the case where an RP
has nore than one valid CRL for a CA instance.
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Regar dl ess of whether objects with incorrect hashes are deened fit
for use by the RP, this situation SHOULD result in a warning to the
effect that: "The following files at the repository <pub point name>
appear on a manifest with incorrect hash values <file list> It is
possi bl e that these objects have been superseded by a nore recent
version. It is very likely that this problemis due to an attack on
the publication point, although it also could be due to a publisher
error."”

7. Publication Repositories

The RPKI publication system nodel requires that every publication
poi nt be associated with one or nore CAs, and be non-enpty. Upon
creation of the publication point associated with a CA the CA MIST
create and publish a manifest as well as a CRL. A CA's nanifest wll
al ways contain at |east one entry, nanely, the CRL issued by the CA
upon repository creation [ RFC6481].

Every published signed object in the RPKI [ RFC6488] is published in
the repository publication point of the CA that issued the EE
certificate, and is listed in the mani fest associated with that CA
certificate.

8. Security Considerations

Mani fests provide an additional |evel of protection for RPKI RPs.
Mani fests can assist an RP to deternmine if a repository object has
been del eted, occluded, or otherw se renoved fromview, or if a
publication of a newer version of an object has been suppressed (and
an ol der version of the object has been substituted).

Mani f ests cannot repair the effects of such forms of corruption of
repository retrieval operations. However, a manifest enables an RP
to determine if a locally maintained copy of a repository is a

conpl ete and up-to-date copy, even when the repository retrieva
operation is conducted over an insecure channel. |n cases where the
mani fest and the retrieved repository contents differ, the nanifest
can assist in deternining which repository objects formthe
difference set in ternms of m ssing, extraneous, or superseded

obj ect s.

The signing structure of a nanifest and the use of the nextUpdate
value allows an RP to deternine if the manifest itself is the subject
of attenpted alteration. The requirement for every repository
publication point to contain at |east one manifest allows an RP to
determine if the manifest itself has been occluded fromview Such
attacks agai nst the manifest are detectable within the time franme of
the regul ar schedul e of nmanifest updates. Forns of replay attack
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9.

10.

11.

11.

within finer-grained tine franes are not necessarily detectable by
the mani fest structure.

| ANA Consi der ati ons

This docunent registers the following in the "RPKI Signed Object”
registry created by [ RFC6488]:

Name: Mani f est
O D 1.2.840.113549.1.9.16.1.26
Ref erence: [RFC6486] (this docunent)

This docunent registers the following three-letter filenane extension
for "RPKI Repository Nanme Schenmes" registry created by [ RFC6481]:

Fil enane extension: nft
RPKI Obj ect: Manifest
Ref erence: [ RFC6481]
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Appendi x A ASN. 1 Modul e

RPKI Mani fest { iso(1l) menber-body(2) us(840) rsadsi(113549)
pkcs(1l) pkcs9(9) snine(16) nod(0) 60 }

DEFI NI TIONS EXPLICI T TAGS :: =
BEG N

-- EXPORTS ALL --

-- I MPORTS NOTHI NG - -

-- Manifest Content Type: AOD

id-sminme OBJECT IDENTIFIER ::= { iso(1) nenber-body(2)
us(840) rsadsi (113549) pkcs(1l) pkcs9(9) 16 }

id-ct OBJECT IDENTIFIER ::= { id-snmine 1}
i d-ct-rpki Mani fest OBJECT IDENTIFIER ::= { id-ct 26 }

-- Mani fest Content Type: eContent

Mani fest ::= SEQUENCE {

version [0] I NTEGER DEFAULT O,

mani f est Nurrber | NTEGER (0. . MAX),

t hi sUpdat e Cener al i zedTi ne,

next Updat e Cener al i zedTi ne,

fil eHashAl g OBJECT | DENTI FI ER,

filelist SEQUENCE SI ZE (0..MAX) OF Fil eAndHash
}

Fi | eAndHash ::= SEQUENCE {

file [1A5String,
hash BIT STRI NG

}
END
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