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Abst r act

Thi s docunent defines Media Gateway Control Protocol (M3CP) packages
that enable a Call Agent to authorize and nonitor the transition of a
connection to and from Voi ceband Data (VBD) with or w thout
redundancy and FEC (forward error correction). Although the focus is
on VBD, the General -Purpose Medi a Descriptor Paraneter package can be
used to authorize other nodes of operation, not relevant to VBD, for
a particular codec. In addition to defining these new packages, this
docunent describes the use of the Media Fornmat Paraneter package and
Fax package with VBD, redundancy, and FEC

Status of This Meno

This docunent is not an Internet Standards Track specification; it is
published for informational purposes.

This docunent is a product of the Internet Engi neering Task Force
(IETF). It represents the consensus of the I ETF comunity. |t has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Group (IESG. Not all docunents
approved by the | ESG are a candi date for any |evel of Internet

St andard; see Section 2 of RFC 5741.

I nformation about the current status of this docunent, any errata,

and how to provide feedback on it nay be obtained at
http://ww. rfc-editor.org/info/rfc6498
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1. Applicability Statenent

Thi s docunent defines a nechanismthat requires nedia stream
integrity protection. The docunent specifies different alternative
mechani snms but does not choose one of them as nmandatory-to-inpl enent.
Consequently, the use of this specification is only suitable in

envi ronnents that specify and use at |east one of these alternative
mechani sms. Pl ease see the Security Considerations section for
further details.

2. Introduction

The term Voi ceband Data (or sinply VBD) refers to the use of a

sui tabl e voi ceband codec (commonly G 711u or G 711a) for the
transport of data payl oads using RTP as defined in RFC 3550

[ RFC3550]. This docunment defines Media Gateway Control Protoco
(M3CP) [ RFC3435] packages that enable a Call Agent to authorize and
nonitor the transition of a connection to and from VBD with or

wi t hout redundancy [RFC2198] and FEC (forward error correction)

[ RFC5109] .
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There are a nunber of different VBD procedures. These procedures
vary in terms of how the transition to and from VBD is coordi nat ed
end to end. Some coordination techniques are nutually negotiated by
the two gateways using the Session Description Protocol (SDP)

[ RFC4A566]. These coordination techniques include

0 |TUT Recommendation V.150.1 State Signaling Event (SSE) [V1501]
o0 |ITU T Recomendation V. 152 Payl oad Type Swi tching [V152]

O her coordi nati on techni ques are not negotiated. For exanple, the
detection of fax, nodem and text tones in the direction fromthe IP
to the General Switched Tel ephone Network (GSTN) nmay result in a
switch to VBD or a change (e.g., disable echo cancellation) to the
gateway controll ed VBD procedure already in place. The |IP-side
detected tone serves as both a VBD stinmulus and a coordi nation

t echni que.

RFC 4733 [RFC4733] and RFC 4734 [ RFCA734] can be used to convey fax
and nodem events and tones. As with |P-side tone detection, the

t el ephone event may serve as both a VBD stinulus and a coordi nation
technique. Note that while the use of RFC 4733 and RFC 4734 to
convey fax and nodem events and tones is negotiated, the use of

RFC 4733 and RFC 4734 as a gateway VBD coordination techni que (at
present) is not.

The Voi ceband Data (VBD) package is defined to support all VBD
procedures. This document does not address the relative nerits of
di fferent procedures nor does it advocate one procedure over another.

W will use the termVBD to refer to Voiceband Data in general. In
referring to VBD in the context of the package, we will use the term
VBD package. W use the term "audi 0" (with double quotes) to refer
to the 1 ANA nmedia type. W use the termaudio (w thout double
quotes) to refer to the use of the "audi 0" nedia type for (nost
conmmonl y) voi ce.

A package is defined for the General - Purpose Medi a Descriptor
Paraneter [V152]. |In the context of VBD, the General - Purpose Media
Descri ptor Paraneter (GPMD) package is used to authorize the

negoti ation of a particular codec for use with VBD. The General -
Pur pose Media Descriptor Paraneter is "general" in nature and may be
used in applications other than VBD.

The Media Format Paraneter (FM package [ RFC3660] describes the use
of the standard audio M ME subtype "RED' in conjunction with the
"fmt p" Local ConnectionOption in order to authorize the negotiation of
redundancy [RFC2198], to identify the levels of redundancy and the
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medi a format associated with each redundancy level. This docunent
will further explore the use of the FM package with VBD and
redundancy.

The VBD package is intended to conpl enent the M3CP Fax (FXR) package
[ RFC5347]. This docunment will explore the use of the FXR package
wi th VBD.

The VBD package definition is provided in Section 4. The GPMD
package definition is provided in Section 5. In Section 6, we

di scuss the use of the FM package with VBD and redundancy. In
Section 7, we discuss the use of the FM package with VBD and FEC. In
Section 8, we discuss the use of the FXR package with VBD. In
Section 9, we provide two call flow exanples showi ng how to use the
VBD and GPMD packages. Security considerations are found in

Section 10, followed by the I ANA considerations (Section 11) and

ref erences.

3. Term nol ogy
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].
4. Voi ceband Data Package Definition

Thi s package is defined for Voiceband Data (VBD). The package
defines new events as detail ed bel ow.

Package Nane: VBD
Package Versi on: 0
4.1. Events and Signals

The following events are defined in support of the above:

|
| gwbd | Gateway Controlled VBD | x| | |
| nopvbd | No Negotiated Procedure for VBD | x | | |

This is standard M3CP package format as defined in Section 6.6 of
RFC 3435 [RFC3435]. The definitions of the individual events are
provided in the foll ow ng subsections.
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4.1.1. Gateway Controlled Voi ceband Data

The gwhbd procedure can be used by the gateway to control and decide
how to handle VBD calls without Call Agent involvenment. The "Gateway
Control |l ed Voi ceband Data" (or sinply "gwhbd") event occurs when a
gwbd procedure has been negotiated and VBD stinulus is detected.

The "gwbd" event may occur when the gwbd procedure is updated
(e.g., upon detecting new stimulus) and when the procedure fails.

The "gwbd" event occurs when the gwbd procedure ends. The gwbd
procedure MJST be negotiated with the other side by passing and
recogni zi ng rel evant paraneters via the Local Connecti onDescriptor and
Renot eConnecti onDescri ptor.

The foll owi ng recommendati ons from MECP [ RFC3435] apply.

In this section, we provide a formal description of the protocol
syntax, using ABNF as defined in "Augnented BNF for Syntax

Speci fications: ABNF' [ RFC5234]. The syntax makes use of the core
rul es defined in Appendix B.1 of [RFC5234], which are not included
here. Furthernore, the syntax follows the case-sensitivity rules of
[ RFC5234], i.e., MECP is case-insensitive (but SDP is not). It

shoul d be noted that ABNF does not provide for inplicit specification
of linear white space, and M3CP nessages MJST thus follow the
explicit linear white space rules provided in the gramar bel ow.
However, in line with general robustness principles, inplenenters are
strongly encouraged to tolerate additional |inear white space in
nessages received.

The RequestedEvent paraneter is encoded as
GwbdRegEvent = "gwbd"
The ObservedEvent paraneter is encoded as

GwhdOhsEvent = GwWbdObhsEvent Start / GawWbdCbhsEvent Updat e /
GWwbdObhsEvent Stop / GWbdGObsEvent Fai |l ure

GwbdOhsEvent St art
GwbdhsEvent Updat e
GwhdhsEvent St op
GWbdOohsEvent Fai | ure

"gwbd(start" Rc [Codec] [Coord] [Dir] ")"
"gwbd(update" Rc [Codec] [Dir] ")"
"gwbd(stop" [Rc] [Codec] ")"
"gwbd(failure"” [Rc] [Codec] ")"
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Codec = "," *WBP "codec=" CodecString
CodecString = (ALPHA / DIGT) *(ALPHA/ DIG T/ "-" [ " " |
Lttt
Coord = "," *WSP "coord=" Coordi nati onTechni que
Coor di nati onTechni que = "v152ptsw' / "v150fw'
Rc = "," *WBP "rc=" ReasonCode
ReasonCode = 1*(ALPHA / DG T / "-" [ "_" [ "." [ "[")
; Refer to the values listed in the tables bel ow
Dir ="," *WSP "dir=" Direction

Direction = "GstnTol p" / "IpToGstn"

ABNF does not provide for position-independent paranmeters. The "rc"
"codec", "coord", and "dir" paraneters, if present, MJST appear in
the relative order shown.

The "start", "update", "stop", and "failure" ObservedEvent paraneters
are defined as foll ows:

1) VBD Start (start)

The gwhbd procedure was initiated. The Call Agent SHOULD refrain
fromissuing nmedia handling instructions to the gateway unti
either a "gwhbd(stop)" or "gwbd(failure)" event is generated.
One and only one "gwhbd(stop)" or "gwbd(failure)" event is
generated corresponding to each "gwbd(start)" event.

2) VBD Update (update)

The gwhbd procedure was updated. The "gwhbd(update)” event MJIST
only be generated after a "gwbd(start)" event and before a
"gwbd(stop)" or "gwhbd(failure)" event.

3) VBD Stop (stop)

The gwhbd procedure ended, and the gateway did not detect any
errors. Note that this does not necessarily inply a successfu
fax, modem or text transmission. It nerely indicates that the
gwbd procedure has ended and the procedure itself did not
encounter any errors. The "stop" paraneter may correspond to a
change from VBD to a non-VBD "audi 0" codec or from VBD to anot her
medi a type such as "image" or "text". This change may be under
Call Agent or gateway control. For exanple, the gateway nmay
coordinate the switch fromVBD to "image/t38" through the exchange
of SSEs [T38] [V152]. For an exanple involving Call Agent
control, refer to the "MC' Reason Code. 1In both exanples, the
gwhbd procedure ends with the nedia change.
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4) VBD Failure (failure)

The gwbd procedure ended abnormally. Sone kind of problem was
encountered in the gwbd procedure, and the procedure ended.

When the "gwhbd" event is reported, exactly one of the "start",
"update", "stop", or "failure" paraneters MJST be present and MJST be
the first paraneter supplied.

The "rc", "codec", "coord", and "dir" ObservedEvent paraneters are
defined as foll ows:

1) Reason Code (rc=<ReasonCode>)

Wth the "start" and "update" paraneters, the reason for
triggering the switch/change to VBD. Wth the "stop" and
"failure" paraneters, the reason for triggering the switch from
VBD. The Reason Codes in the followi ng table, which are based on
the I TU- T Fax/ Text phone/ Modem Tones Det ecti on package [H2482],

| TU-T V.150.1 Anendment 1 [V1501A1], and ITU-T V. 152 [V152], may
be used with the "start" and "update" paraneters:
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St one,

Wth a ReasonCode of "PTSW, the Call Agent cannot differentiate
text fromfax/nodem |In this case, the Call Agent SHOULD adopt a
policy that guards against |arge nunbers of notifications. W
consi der several such policies.

The Call Agent MAY renove the notification request for "vbd/ gwbd"
upon receiving the "vbd/ gwhbd(start, rc=PTSW" event. Wth this
policy, "update", "stop", and "failure" notifications will not be
generated with text AND fax/nodem

The Call Agent MAY wait for a subsequent "vbd/gwhbd(update)" event
that differentiates text fromfax/nmodem |f the ReasonCode

i ndi cates interspersed text and speech, the Call Agent SHOULD
renove the notification request for "vbd/ gwbd". For exanpl e,

vbd/ gwhbd(updat e, rc=Edt)

The Call Agent MAY renove the notification request for "vbd/ gwbd"
upon receiving a "vbd/ gwbd(stop)" event w thout having
differentiated between text and fax/nodem

The Call Agent MAY renove the notification request for "vbd/ gwbd"
after having received a nunber of "vbd/gwhbd(start)" events

wi t hout having differentiated between text and fax/nodem The
speci fic number of events after which the notification request is
renoved i s considered an inplenentation detail outside the scope
of this specification.

Reason Codes applicable with the "stop" paraneter are listed
bel ow

| SIL | Bidirectional silence |
| Voice | Voice signals |
| PTSW | Payload type switch as defined in V.152 |
| MC | Media change |

The "MC' Reason Code indicates that the nedia type has changed
from"audio" (to "inage", "text", ...) or the "audio" nedia format
has changed froma VBD codec (for a reason other than "PTSW).

For exanple, the gwhbd procedure may be initiated upon detecting
called ternminal identification (CED). Subsequently, the Call
Agent controlled T.38 procedure of the M3CP Fax (FXR) package

[ RFC5347] may be initiated upon detecting V.21 flags. Upon
receipt of a "t38(start)" event, the Call Agent will instruct the

et al. I nf or mat i onal [ Page 10]



RFC 6498 M3CP VBD Package February 2012

2)

St one,

gateway to switch fromVBD to T.38 through the use of a

Modi f yConnecti on command i nvol ving a Local Connecti onOpti on
encodi ng nethod of "L:a:inage/t38" and/or a

Renot eConnecti onDescriptor with an "inmage/t38" nedia description.
This stops the gwhbd procedure. There is no specific

i nt erdependency between the VBD package and t he FXR package (or
any other package). The gwbd procedure is stopped as a
consequence of the nedia change, not as a direct consequence of
the T.38 procedure being initiated. Note that in this situation
the "t38(start)" event will be sent before the "gwbd(stop)"
event. The Call Agent MAY choose to infer that the gwhbd
procedure has ended upon receiving the "t38(start)" event and

di sabl e the notification of the "gwbd" event. Refer to the
exanple call flowin Section 9.2.

Reason Codes applicable with the "failure" paraneter:

| ReasonCode | Description |

The |ist of Reason Codes nmay be extended to include values with
meani ng nmut ual Iy under st ood between the gateway and the Call
Agent. Qbviously, the use of extended val ues MJST be a

provi sionabl e option on the gateway in order to ensure
interoperability with the Call Agent.

Codec String (codec=<CodecString>)
Wth the "start" and "update" paraneters, the codec paraneter

describes the MME type associated with the switch/change to VBD
(e.g., "audi o/ RED', "audi o/ PCMJ', "audi o/ PCVA", "audi o/ G/26-32",

"audi o/ cl earnode”, ...). Wth the "stop” and "failure"

paraneters, the codec paraneter describes the MME type associ ated
with the switch fromVBD (e.g., "audio/ Gr29", "inage/t38", "text/
t 140", "audio/v150m", ...). These strings should be full MM

types as listed in http://ww.iana. org/assi gnnent s/ medi a-types.
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3)

4)

St one,

Coor di nati on Techni que (coord=<Coordi nati onTechni que>)

The technique used to coordinate the transition to and from VBD
with the renpte endpoint. The coordination techniques are
summarized in the follow ng table

| CoordinationTechni que | Description

| v152ptsw | V.152 Payl oad Type Switching
| v150fw | V.150.1 SSE |

Wth the "v152ptsw' coordination technique, payload type switching
[V152] is used to coordinate the transition to and from VBD.

Wth the "v150fw' coordination technique, state signaling events
[ V1501] are used to coordinate the transition to and from VBD

The list of coordination techniques nmay be extended to include
val ues with meani ng nutual |l y understood between the gateway and
the Call Agent. Obviously, the use of extended val ues MIST be a
provi si onabl e option on the gateway in order to ensure
interoperability with the Call Agent.

Direction of Stinulus (dir=<Direction>)
Wth the "start" and "update" paraneters, the "dir" paraneter

describes the direction of the stimulus that resulted in the
swi t ch/ change to VBD

Gst nTol p Stinmulus detected in the direction
fromthe GSTN to | P network
i ncluding fax, nbdem and text tones.
| pToGstn Stinmulus detected in the direction

i ncluding fax, nodem and text tones
(e.g., IP-side tone detection);

RTP packet with VBD payl oad type
(e.g., V.152 or V.150.1).

|
|
|
| fromthe IP to GSTN network,
|
|
|
|
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Call Agents and gateways MJST inplenent the "start" and "stop"
paraneters and MAY inplenent the "update" and "failure" paraneters.
Call Agents and gateways MAY inplenent the "coord", "codec", and
"dir" parameters. Call Agents MAY, and gateways MJST, inplenment the
"rc" paraneter in conjunction with the "start" and "update”
paraneters. Call Agents and gateways MAY inplenent the "rc"

paraneter in conjunction with the "stop" and "failure" paraneters. A
Call Agent MUST ignore all unknown ObservedEvent paraneters

i ncluding paraneters that are defined as part of this specification
and not inpl enmented.

4.1.1.1. Gateway Controlled Voi ceband Data Exanpl es

The following exanples illustrate the encoding of the "gwhbd(start)"
event:

O vbd/ gwbd(start, rc=ANS)
O vbd/gwhbd(start, rc=ANS, codec=audi o/ PCMJ, coor d=v152ptsw)
O vbd/ gwbd(start, rc=PTSW codec=audi o/ RED)

The following exanple illustrates the encoding of the "gwbd(update)"
event :

O vbd/ gwbd(update, rc=/ANSam dir=IpToGstn)

The following exanples illustrate the encoding of the "gwhbd(stop)"
event:

O vbd/ gwbd( st op)
O vbd/ gwbd(stop, rc=SIL, codec=audi o/ Gr29)
O vbd/ gwbd(stop, rc=MC, codec=i nage/t 38)

The followi ng exanples illustrate the encoding of the
"gwbd(failure)" event:

O vbd/ gwbd(failure, codec=audi o/ G729)
O vbd/ gwbd(failure, rc=TO codec=audi o/ G729)

4.1.2. No Negotiated Procedure for Voiceband Data

The "No Negoti ated Procedure for Voiceband Data" (or sinply "nopvbd")
event occurs when a VBD procedure has not been negotiated and VBD
stimulus is detected. The "nopvbd" event nmay occur when the
procedure is updated (e.g., upon detecting new stimulus), when the
procedure ends, and when the procedure fails. Even though a
procedure was not negotiated, a VBD handling procedure MAY still be
in place locally on the endpoint, as described further bel ow
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The nopvbd procedure MAY invol ve VBD handling including, but not
limted to, adjusting gain and jitter, disabling voice activity
detection, and DC offset filters. The nopvbd procedure MAY invol ve
switching to another codec. The Call Agent MAY have to issue further
commands in response to the "nopvbd" event in order to ensure a
successful VBD call.

As with the "gwbd" event, the sanme reconmendations from MGCP
[ RFC3435] regardi ng ABNF, general robustness principles, and white
space apply.

The RequestedEvent paraneter is encoded as
NopVbdReqEvent = "nopvhbd"
The ObservedEvent paraneter is encoded as

NopVbdObhsEvent = NopVbdCbsEvent Start / NopVbdGbhsEvent Update /
NopVbdQObsEvent Stop / NopVbdObhsEvent Fai | ure

NopVbdObhsEvent St art
NopVbdOhsEvent Updat e
NopVbdGObsEvent St op
NopVbdCObsEvent Fai | ure

"nopvbd(start" Rc [Codec] [Dir] ")"
"nopvbd(update” Rc [Codec] [Dir] ")"
"nopvbd(stop” [Rc] [Codec] ")"
"nopvbd(failure" [Rc] [Codec] ")"

The followi ng ABNF notation is conmon with the "gwhbd" CbservedEvent

par aneter:
Codec = "," *WSP "codec=" CodecString
CodecString = (ALPHA / DIGT) *(ALPHA/ DA T / "-" [ "_" [/
Lt
Rc = "," *WSP "rc=" ReasonCode
ReasonCode = 1*(ALPHA / DIGT / "-" [ "_" [ "." [ "[")
; Refer to the values listed in the tables above.
Dir ="," *WSP "dir=" Direction

Direction = "GstnTolp" / "IpToGstn"
ABNF does not provide for position-independent paraneters. The "rc",

"codec", and "dir" paraneters, if present, MJST appear in the
relative order shown.
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The "start", "update", "stop", and "failure" CbservedEvent paraneters
are defined as foll ows:

1) VBD Start(start)

The nopvbd procedure was initiated. The Call Agent nmay have to

i ssue further conmands in order to ensure a successful VBD cal
(e.g., switch to another codec). At nost one "nopvbd(stop)" or
"nopvbd(failure)" event MAY be generated corresponding to each
"nopvbd(start)" event. The Call Agent MAY need to infer that the
nopvbd procedure has ended.

2) VBD Update (update)

The nopvbd procedure was updated. The "nopvbd(update)" event MJST
only be generated after a "nopvbd(start)" event and before a
"nopvbd(stop)"” or "nopvbd(failure)" event.

3) VBD Stop (stop)

The nopvbd procedure ended, and the gateway did not detect any
errors. Note that this does not necessarily inply a successfu
fax, nmodem or text transmssion. It merely indicates that the
nopvbd procedure has ended and the procedure itself did not
encounter any errors. Refer to the definition of the "stop"
paraneter fromthe "gwbd" event in Section 4.1.1 for additiona
i nformati on.

4) VBD Failure (failure)

The nopvbd procedure ended abnornally. Sone kind of problem was
encountered in the nopvbd procedure, and the procedure ended.

Call Agents and gateways MJST inplenent the "start" paraneter and NAY
i npl ement the "update", "stop", and "failure" parameters. Cal

Agents MAY, and gateways MJST, inplenent the "rc" paraneter in
conjunction with the "start" and "update" parameters. Call Agents
and gateways MAY inplenent the "rc" paraneter in conjunction with the
"stop" and "failure" paraneters. A Call Agent MJST ignore all

unknown ObservedEvent paraneters including paranmeters that are
defined as part of this specification and not inplenented.

The definitions of the "rc", "codec", and "dir" ObservedEvent
paraneters are taken fromthe "gwbhd" event.

As with the "gwbd" event, the same reconmendations regarding
i nterspersed text and speech apply.
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4.1.2.1. No Negotiated Procedure for Voiceband Data Exanpl es

The followi ng exanples illustrate the encoding of the "nopvbd(start)"
event :

O vbd/ nopvbd(start, rc=ANS)
O vbd/ nopvbd(start, rc=ANS, codec=audi o/ PCMJ)

The followi ng exanple illustrates the encoding of the
"nopvbd(update)" event:

O vbd/ nopvbd(update, rc=/ANSam dir=IlpToGstn)

The following exanples illustrate the encodi ng of the "nopvbd(stop)
event:

O vbd/ nopvbd( st op)
O vbd/ nopvbd(stop, rc=SIL, codec=audi o/ Gr29)
O vbd/ nopvbd(stop, rc=MC, codec=i nage/t 38)

The followi ng exanples illustrate the encoding of the
"nopvbd(failure)" event:

O vbd/ nopvbd(failure, codec=audi o/ G729)
O vbd/ nopvbd(failure, rc=TO codec=audi o/ Gr29)

5. General - Purpose Medi a Descriptor Paraneter Package Definition
Thi s package is defined for the General - Purpose Media Descriptor
Paraneter [V152]. The package defines a new Local ConnectionOption as
detail ed bel ow.

Package Nane: GPMVD
Package Version: 0

5.1. Local Connecti onOpti ons

The followi ng new Local Connecti onOptions field is defined in support
of the above:

| gpnd | Ceneral - Purpose Media Descriptor Paraneter

The definition of the Local ConnectionOption is provided in the
foll owi ng subsecti on.
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5.1.1. Ceneral - Purpose Medi a Descriptor Paraneter

The General - Purpose Medi a Descriptor Parameter Local ConnectionQOption
is simlar to the "gpmd" SDP [ RFC4566] attribute defined in ITUT
Recommendati on V. 152 [V152] and is applicable to all of the sane
media formats that the corresponding SDP "gpnd" attribute could be
used with.

The Ceneral - Purpose Media Descriptor Paraneter is encoded as the
keyword "gpmd" or "o-gpnd", followed by a colon and a quoted string
beginning with the nedia format name (M ME subtype only) foll owed by
a space, followed by the nedia fornmat paraneters associated with that
nmedi a format:

gpnd/ gpnd: " <f or mat > <paraneter |ist>"

For simplicity, we will use the ternms "codec" and "nmedia format"
interchangeably in the following. Miltiple nedia formats nmay be
i ndi cated by either repeating the "gpnd" Local Connecti onOption
mul tiple tines, such as

L: a:codecl; codec2, gpnd/gpnd:"codecl paraneterX"
gpnd/ gpnd: " codec2 par aneter Y"

or alternatively by having a single "gpnd" keyword foll owed by a
colon, and a sem col on-separated |ist of quoted strings for each
Cener al - Pur pose Medi a Descriptor Paranmeter, as in

L: a:codecl; codec2, gpnd/gpnd:"codecl paraneterX";
"codec2 paraneterY"

The two formats nay be m xed:
L: a:codecl; codec?; codec3, gpnd/gpnd:"codecl paraneter X",
gpnd/ gpnd: " codec2 paraneter Y";
"codec3 paraneterZzZ"
The carriage returns above are included for formatting reasons only
and are not pernmissible in a real inplementation. This holds true
for all of the exanples in this docunent.

If it is possible for the same codec to be requested with and wi thout
the "gpnd" paraneter, the follow ng could result:

L: a:codecl; codecl, gpnd/gpnd:"codecl paraneterX"
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However, it would not be clear whether the "gpnd" paranmeter was to be
applied to the first or the second occurrence of the codec. The
problemis that codec ordering is inportant (i.e., codecs are |isted
in preferred order), and the above syntax does not provide a way to

i ndi cate whether "paranmeterX' is preferred (i.e., associated with the
first "codecl") or not (i.e., associated with the second "codecl").
In order to resolve this dilenmma, the codec in the "gpnd" nedia
format is followed by a colon and an <order>, where <order>is a
number fromone to N for occurrences of the same codec in the codec
list. For exanple,

L: a: codecl; codecl, gpnd/gpnd: "codecl: 2 paraneterX'

i ndicates that "paranmeterX' is associated with the second instance of
"codecl" in the "a:codecl;codecl” list. |If an invalid instance
nunber is supplied (e.g., instance 3 where there are only two

i nstances), then error code 524 -- inconsistency in |ocal connection
options -- will be returned. In the absence of an <order>, the first
i nstance i s assuned.

Prependi ng "gpnmd" with the string "o-" (i.e., "o-gpnmd") indicates
that the paranmeter is optional. |In that case, the gateway may decide
not to use the "gpnmd" paranmeter specified, or only use it in part.

If the "gpnd" Local ConnectionOption paranmeter is not optional (i.e.
does not have "o-" in front of it), and the Local Connecti onOpti on
paraneter value is either not recognized or not supported, then the
associ ated codec is considered "not supported”

When auditing capabilities, the "gpnd" Local Connecti onQOption
paraneter MJST be returned with a senicol on-separated |ist of
supported formats and/or nultiple i ndependent "gpnd" paraneters,
as in

A: a:codecl; codec2, gpnd/gpnd:"codecl paraneterX";
"codec2 paraneterY"

or

A: a:codecl; codecl, gpnd/gpnd:"codecl paraneterX"
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One exanpl e uses the Ceneral - Purpose Medi a Descriptor Paraneter
Local ConnectionOption in conjunction with gateway controll ed

Voi ceband Data (or sinply VBD) using payload type sw tching [V152].
In the context of VBD, the <format> nust be an RTP/ AVP payl oad type.
The <paraneter list> is a sem col on-separated |ist of

"par anet er =val ue" pairs:

L: a:codecl, gpnd/ gpnd: "codecl paranet er X=Val ueA; par anet er Y=Val ueB"

In the exanple below, G 729 is an audio codec and G 711u is a VBD
codec:

L: a: Gr29; PCMJ, gpnd/ gpnd: " PCMJ vbd=yes"

The correspondi ng nedia description in the SDP as part of the
connection request acknow edgrment mi ght | ook |ike

nmFaudi o 12345 RTP/ AVP 18 96
a=rt pnmap: 96 PCMJ 8000
a=gpnd: 96 vbd=yes

If a request is made to audit the capabilities of an endpoint, and
t he endpoi nt supports G 711u as both an audi o and VBD codec, then the
"gpmd" Local Connecti onOption paraneter night |ook like

A: a: PCMJ, p:10-40, e:on, s:on,
m sendonl y; recvonl y; sendrecv; i nactive
A: a:PCMJ, p:10-40, e:on, s:off,
m sendonl y; recvonl y; sendr ecv;i nacti ve,
gpnd/ gpnd: " PCMJ vbd=yes"

G ven that some paraneters, e.g., silence suppression, are only
conmpatible with G 711u as an audi o codec, then the gateway MJST
return different capability sets corresponding to audi o and VBD.

If we conbine V.152 and redundancy [RFC2198], an exanple

Local ConnectionOption night look |like the exanple below. 1In this
exanple, G 729 is an audio codec and G 711u is a VBD codec with a
redundancy | evel of one:

L: a: G729; RED, PCMJ, gpnd/ gprd: " PCMJ vbd=yes", fntp:"RED PCMJ PCMJ'
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The correspondi ng nmedi a description in the SDP as part of the
connection request acknow edgrment night | ook like

mraudi o 12345 RTP/ AVP 18 96 97
a=rtpmap: 96 RED/ 8000

a=fntp: 96 97/97

a=rt pmap: 97 PCMJ 8000
a=gpnd: 97 vbd=yes

Refer to Section 6 for nore exanples involving V.152 and redundancy.
6. Use of Media Fornmat Paraneter Package with VBD and Redundancy

The MECP Medi a Format Paraneter (FM package [ RFC3660] in conjunction
with the standard audio M ME subtype "RED' nmay be used by the Call
Agent to authorize the negotiation of redundancy [RFC2198], to
identify the | evels of redundancy and the nedia format associ ated

wi th each redundancy level. An exanple of this was denonstrated in
Section 5.

The FM package states that the "fntp" Local ConnectionOpti on MJST be
returned when auditing capabilities. Applying this to VBD and
redundancy might result in

A. a: PCMJ, p:10-40, e:on, s:on,
m sendonl y; recvonl y; sendr ecv; i nacti ve
A: a: RED; PCMJ, p: 10-40, e:on, s:off,
m sendonl y; recvonl y; sendr ecv;i nacti ve,
gpnd/ gpnd: " PCMJ vbd=yes",
fm p:"RED PCMJ PCMJ'

The FM package defines "instance syntax", in which
L: a: codecl; codecl, fmtp:"codecl:2 formatX'
indicates that "format X' is associated with the second instance of
"codecl" in the "a:codecl;codecl" list. The exanples in the FM
package are limted to the use of the instance syntax in conjunction
with the nedia format. W propose the use of the instance syntax in
conjunction with the nmedia format paraneters

L: a: codecl; codec2; codec3; codec2, fntp:"codec3 codec2: 2/ codec2: 2"
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Let's build on the exanple of Section 5. In the exanple below, G 729
is an audi o codec, and G 711u is both an audi o codec and a VBD codec
with a redundancy | evel of one:

L: a: Gr29; PCMJ, RED; PCMJ, gpnd/ gpnd: " PCMUJ: 2 vbd=yes",
fmp:"RED PCMJ: 2/ PCMU: 2"

The correspondi ng nedia description in the SDP as part of the
connection request acknow edgrment mnight |ook like

nraudi o 12345 RTP/ AVP 18 0 96 97
a=rtpnmap: 96 RED/ 8000

a=fmp: 96 97/97

a=rt pmap: 97 PCMJ 8000

a=gpnd: 97 vbd=yes

Note that the relative preference of the Local Connecti onOption
encodi ng nethods is preserved in the "audio" nedia formats (i.e.,
payl oad types) as part of the nedia description. |In this exanple,
this reflects a preference for V.152 with redundancy versus without.
No preference is inferred fromthe relative order of the different
Local Connecti onOpti ons, nanely "a", "gpnd/gpnd", and "fntp".

A Call Agent can authorize the negotiation of audi o codecs and VBD
codecs involving different |evels of redundancy. |In the exanple
below, G 711u is a VBD codec with a redundancy |evel of two
(preferred) or one:

L: a: G729; RED; RED, PCMJ, f nt p: " RED PCMJ PCMJ PCMJ' ,
fmtp:"RED: 2 PCMJ PCMJ',
gpnd/ gpnd: " PCMJ vbd=yes"

The correspondi ng nedia description in the SDP as part of the
connection request acknow edgrment might | ook |ike

mraudi o 12345 RTP/ AVP 18 96 97 98
a=rtpmap: 96 RED/ 8000

a=fnt p: 96 98/98/98

a=rtpmap: 97 RED/ 8000

a=fmp: 97 98/ 98

a=rtpmap: 98 PCMJ 8000

a=gpnd: 98 vbd=yes
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Redundancy can be applied to both audi o codecs and VBD codecs. In
the exanple below, G 729 is an audio codec with a redundancy |evel of
two and G 711u is a VBD codec with a redundancy | evel of one:

L: a: RED; G729; RED, PCMJ, fnt p: " RED G729/ G729/ Gr29",
fmtp:"RED: 2 PCMJ PCMJ',
gpnd/ gpnd: " PCMJ vbd=yes"

The correspondi ng nedia description in the SDP as part of the
connection request acknow edgrment mi ght | ook |ike

mrFaudi o 12345 RTP/ AVP 96 18 97 98
a=rtpnmap: 96 RED/ 8000

a=fmtp: 96 18/18/18

a=rtpmap: 97 RED/ 8000

a=fmp: 97 98/ 98

a=rtpmap: 98 PCMJ 8000

a=gpnd: 98 vbd=yes

7. Use of Media Fornmat Paraneter Package with VBD and FEC

A Call Agent may authorize the negotiation of forward error
correction (FEC) [RFC5109] with the standard audi o M ME subtype
"parityfec":

L: a: PCMJ; parityfec

By default, we assume that FEC packets are to be sent as a separate
stream The correspondi ng nedi a description in the SDP as part of
the connection request acknow edgnent mi ght | ook Iike

v=0

c=INI1P4 192.0.2.0

nraudi o 49170 RTP/ AVP 0 96
a=rtpmap: 96 parityfec/ 8000
a=fmp:96 49172 IN P4 192.0.2.0

If FECis to be sent as a secondary codec in the redundant codec
payl oad format [ RFC2198], we again |everage the M3CP Medi a Fornmat
Paranmeter (FM package [ RFC3660] in conjunction with the standard
audio M ME subtype "RED":

L: a: Gr29; RED; PCMJ; pari tyfec, gpnd/ gpnd:"PCMJ vbd=yes",
fntp:"RED PCMJ parityfec”
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8.

The correspondi ng nedi a description mght |ook |ike

v=0

c=INIP4 192.0.2.0

mraudi 0 49170 RTP/ AVP 18 96 97 98
a=rtpnmap: 96 RED/ 8000

a=fmp: 96 97/98

a=rt pmap: 97 PCMJ 8000

a=gpnd: 97 vbd=yes

a=rtpmap: 98 parityfec/ 8000

The FM package states that the "fntp" Local Connecti onOpti on MJST be
returned when auditing capabilities. Applying this to VBD
redundancy and FEC might result in

A: a: PCMJ, p:10-40, e:on, s:on,
m sendonl y; recvonl y; sendr ecv; i nacti ve

A:. a: RED; PCMJ; pari tyfec, p:10-40, e:on, s:off,
m sendonl y; recvonl y; sendr ecv; i nacti ve,
gpnd/ gpnd: " PCMJ vbd=yes",
fntp:"RED PCMJ parityfec"

Use of Fax Package w th VBD

The MECP Fax (FXR) package [ RFC5347] is used by a Call Agent to

aut hori ze fax handling, including Call Agent controlled T.38 and

gat eway procedures such as V.152. Wth the FXR package, VBD falls
into one of two categories: "special fax handling" as part of the

gat eway procedure (resulting in the "gwfax" event), or "no special
fax handling" as part of the gateway and O f procedures (resulting in
the "nopfax" event). 1In order for a VBD procedure to fall into the
"special fax handling" category, support for it MJST be negotiated
with the other side by passing and recogni zi ng rel evant paraneters
via the Local Connecti onDescri ptor and RenoteConnecti onDescri ptor

A gateway controlled VBD procedure such as V.152 MJST fall into the
category of gateway controll ed node invol ving "special fax handling"
The resulting "gwfax" event is what inforns the Call Agent to refrain
fromissuing nedia handling instructions that could otherw se have a
negative i npact on the gateway procedure.
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Consi der the follow ng exanple (with shorthand SDP notation):

CRCX 2000 ds/dsl-1/2@wt.whatever.net MECP 1.0

C 1

M sendrecv

L: a: Gr29; PCMJ, gpnd/ gpnd: "PCMJ vbd=yes", fxr/fx:t38;gw
X1

R fxr/t38, fxr/gwfax, fxr/nopfax

v=0

c=INIP4 192.0.2.1

mFaudi 0 3456 RTP/ AVP 18 96
a=rt pnmap: 96 PCMJ 8000
a=gpnd: 96 vbd=yes

200 2000 &K
1.1

v=0

c=IN1P4 192.0.2.2

mFaudi o 1296 RTP/ AVP 18 96
a=rtpmap: 96 PCMJ 8000
a=gpnd: 96 vbd=yes

The Renot eConnecti onDescri ptor does not indicate support for "inage/
t38" as a latent capability [RFC3407]. Consequently, the gateway
will not initiate the T.38 strict fax procedure, "t38", upon
detecting fax stinulus (i.e., CNG V.21 flags, etc.). However, the
two endpoints did successfully negotiate a gateway controll ed VBD
procedure (e.g., V.152); therefore, a gateway controll ed node

i nvol ving "special fax handling" is used. The "gwfax(start)" event
will be generated upon detecting VBD (including fax) stimulus.

A Call Agent can express a preference for a gateway procedure
i nvol ving "special fax handling" over a T.38 procedure (strict or
| oose). For exanple,

L: fxr/fx:gw t38
and

L: fxr/fx:gw t38-1o0se
However, with the existing syntax of the FXR package, a Call Agent
cannot express a preference for one gateway procedure over another

each with possibly different preferences relative to a T.38
pr ocedur e.
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The FXR package allows a gateway to inplenent additional fax handling
paraneters. W define just such a paraneter by qualifying the
existing "gw' paraneter with a Iist of one or nore MM types:

Gateway = "gw" mnmeType O*("|" m neType) "]"
m neType = nmi neMedi aType "/" m neSubType

; m nmeMedi aType and mi neSubType from

; http://ww. i ana. org/ assi gnnent s/ nedi a-t ypes/

By qualifying the "gw' parameter with a list of MME types, we narrow
the scope of the gateway procedure. Consider the follow ng exanpl es
in which the Call Agent authorizes the use of a gateway controlled
fax handl i ng procedure:

- involving "imge/t38" (e.g., T.380UDPTL, T.380TCP):
L: a:Gr29, fxr/fx:gwimage/t38]
- involving VBD (e.g., PCMJ and V. 152):
L: a: Gr29; PCMJ, gpnd/ gpnd: " PCMJ vbd=yes", fxr/fx:gw audi o/ PCMJ]

- involving VBD with redundancy (e.g., PCMJ, V.152,
and RFC 2198):

L: a: Gr29; RED; PCMJ, fntp: " RED PCMJ PCMJ',
gpnd/ gpnd: " PCMJ vbd=yes", fxr/fx:gw audi o/ RED| audi o/ PCMJ|

Only "special fax handling” involving one of the specified MM types
is authorized. Support for "special fax handling" involving one of
the specified M ME types MJST be negotiated, or this "instance" of
the gateway procedure is not initiated. Consider the follow ng
exanple in which the Call Agent authorizes the use of a gateway
controll ed fax handling procedure:

- involving "audi o/t38" (e.g., T.380RTP):
L: a:Gr29;t38, fxr/fx:gw audi o/t 38]

In this exanple, the call will fail if the gateway fails to negotiate
"audi o/t 38".

The "fx" Local ConnectionOption MAY now i nvolve nultiple instances of
the "gw' paraneter, each with a different list of MM types. In
order to authorize "no special fax handling", the Call Agent MJST

i nclude the "gw' parameter without a MM type, or the "off"
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paraneter. The instance of the "gw' paraneter w thout a M ME type
shoul d appear as the last instance of the "gw' paraneter. In the
foll owi ng exanpl e,
L: a: Gr29; PCMY, fxr/fx:gwinmage/t38];gw
the Call Agent authorizes the use of, and expresses a preference for
1. Gateway controlled inmage/t38 (e.g., T.380UDPTL)
2. Any other gateway procedure with "special fax handling”
3. No special fax handling (this is a function of the "fxr/fx:gw
paraneter as defined in Section 2.1 of the MECP Fax (FXR) package
[ RFC5347])

If present, the "off" paraneter should appear as the | ast paraneter.
In the follow ng exanple,

L: a: Gr29; PCMJ; t 38, fxr/fx:gw audi o/t 38]; of f
the Call Agent authorizes the use of, and expresses a preference for,
1. Gateway controlled audio/t38 (e.g., T.380RTP)
2. No special fax handling
We can express relative preferences for different gateway controlled
fax handling procedures, not only with respect to one another, but
with respect to T.38 procedures. Consider the follow ng preferential
list of fax handling procedures:
1. Gateway controlled audio/t38 (e.g., T.380RTP)
2. Gateway controlled imge/t38 (e.g., T.380UDPTL)
3. Call Agent controlled inage/t38

4. Cateway controlled VBD with redundancy (e.g., PCMJ, V.152, and
RFC 2198)

5. Gateway controlled VBD wi thout redundancy (e.g., PCMJ and V. 152)
6. Any other gateway procedure with "special fax handling"
7. No special fax handling (this is a function of the "fxr/fx:gw

paraneter as defined in Section 2.1 of the M3CP Fax (FXR) package
[ RFC5347])
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This woul d be expressed as

L: a: G729; PCMJ; t 38; RED; PCMJ,
gpnd/ gpnd: " PCMUJ: 2 vbd=yes",
fm p: "RED PCMU: 2/ PCMJ; 2",
fxr/fx:gw audi o/t 38| i nmage/t38];t38; gw audi o/ RED| audi o/ PCMU: 2] ; gw

Note that the bracketed formof the "gw' paraneter is NOT defined as

part of the VBD package. The bracketed formof the "gw' paraneter is
defined as an extension to the FXR package. Gateways that inplenent

the bracketed formof the "gw' paraneter MJST return this formof the
par aneter when capabilities are audited as illustrated by the

foll owi ng exanpl e:

A fxr/fx:t38;t38-100se; gV audi o/t 38| i mage/t 38]; gw;, of f

Support for the bracketed "gw' paraneter MAY be spread across
multiple capability |ines:

A a: RED; PCMJ, p: 10-40, e:on, s:off,
m sendonl y; recvonl y; sendrecv; i nacti ve,
gpnd/ gpnd: " PCMJ vbd=yes",
fm p: "RED PCMJ PCMJ',
fxr/fx: gw audi o/ RED| audi o/ PCMJ]
A a:t38, fxr/fx:gw audi o/t 38]
A. a:inage/t38, fxr/fx:t38;t38-100se;gwWinmage/t38]

A Call Agent SHOULD only attenpt to | everage the bracketed form of
the "gw' paraneter in conjunction with an endpoint that indicates
support for the bracketed syntax as part of its capabilities.

Call Agents and gateways that do not support this formof the "gw'
paraneter MJST ignore the bracketed M ME type information consistent
with the MECP grammar [ RFC3435].

9. Call Flow Exanpl es

In this section, we provide two call flow exanples. The first one
illustrates a nodem call under gateway control using V.152. The
second one illustrates a fax call under gateway control using V.152
and Call Agent controlled T.38.

9.1. MdemCall with Gateway Controlled VBD
In this exanple, both sides support gateway controlled VBD using
V. 152 with redundancy. W assunme that the originating and

termnating Call Agents communicate via the Session Initiation
Protocol (SIP) [RFC3261]:
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CRCX(sdp-0)| ->
<-| 200 (sdp-t)

200( sdp-t) |

| |

| |

: :
3] | INVITE(sdp-0)|->

| |

| |

| <

| |

| |

| | <- ANS/T.30 CED
1 | <- NTFY(gwbd start)|
11§ | | 200] - > |

|

|

=

I
| 17| NTFY(gwbd stop) ->
| 18] <-| 200

Step 1:

The Call Agent issues a CreateConnection command to the gateway,
instructing it to use G 729 nedia encoding and to notify it of the
"gwbd" and "nopvbd" events. The Call Agent authorizes the
negotiation of G 711u as a VBD codec with a redundancy | eve

of one:

CRCX 1000 ds/dsl1-1/1@w- o. whatever.net MCP 1.0

cC 1

L: a: Gr29; RED; PCMJ, gpnd/ gpnd: " PCMJ vbd=yes", fntp:"RED PCMJ PCMJ'
M recvonly

R vbd/ gwhbd, vbd/ nopvbd

X1

Q process, loop
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Step 2:

The gat eway acknow edges the command and incl udes SDP with codec
information as well as V.152 and redundancy i nfornation:

200 1000 &K
1:1

v=0

0=- 25678 753849 INI1P4 192.0.2.1
S=-

c=INIP4 192.0.2.1

t=0 0

nmFaudi o 3456 RTP/ AVP 18 96 97
a=rtpmap: 96 RED/ 8000

a=fmp: 96 97/97

a=rtpmap: 97 PCMJ 8000

a=gpnd: 97 vbd=yes

Step 3:

The originating Call Agent sends a SIP INVITE nessage with the SDP
to the termnating Call Agent.

Step 4.

The termnating Call Agent issues a CreateConnection comrand to
the term nating gateway, instructing it to use G 729 nedia
encoding and to notify it of the "gwbd" and "nopvbd" events.
Again, the Call Agent authorizes the negotiation of G 711u as a
VBD codec with a redundancy |evel of one:

CRCX 2000 ds/dsl-1/2@wt.whatever.net MCP 1.0

C 2

L: a: Gr29; RED;, PCMJ, gpnd/ gpnd: " PCMJ vbd=yes", fntp:"RED PCMJ PCMJ'
M sendrecv

R vbd/ gwbd, vbd/ nopvhbd

X 20

Q process, loop
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v=0

0=- 25678 753849 INIP4 192.0.2.1
S=-

c=INIP4 192.0.2.1

t=0 0

mFaudi o 3456 RTP/ AVP 18 96 97
a=rtpmap: 96 RED/ 8000

a=fmp: 96 97/97

a=rtpmap: 97 PCMJ 8000

a=gpnd: 97 vbd=yes

Step 5:

February 2012

The ternminating gateway supports V.152 and redundancy, and the
Renmot eConnecti onDescri ptor included indicates that the other side
supports V.152 and redundancy. The term nating gateway sends back
a success response with its SDP, which also includes V.152 and

redundancy i nformati on:

200 2000 &K
1:2

v=0

0=- 25678 753849 IN |P4 192.0.2.2
S=-

c=INIP4 192.0.2.2

t=0 0

mraudi 0 1296 RTP/ AVP 18 96 97
a=rtpmap: 96 RED/ 8000

a=fntp: 96 97/97

a=rtpmap: 97 PCMJ 8000

a=gpnd: 97 vbd=yes

Step 6:

The ternminating Call Agent sends back a SIP 200 OK response to the
originating Call Agent, which in turn sends a SIP ACK (not shown).
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Step 7:

The originating Call Agent in turn sends a MdifyConnection
command to the originating gateway:

MDCX 1001 ds/dsl-1/1@w o. what ever.net M3CP 1.0

C 1

1. 1

M sendrecv

v=0

0o=- 25678 753849 INIP4 192.0.2.2
S=-

c=INI1P4 192.0.2.2

t=0 0

mraudi 0 1296 RTP/ AVP 18 96 97
a=rtpmap: 96 RED/ 8000

a=fntp: 96 97/97

a=rtpmap: 97 PCMJ 8000
a=gpnd: 97 vbd=yes

Since the RenoteConnectionDescriptor indicates that the other side
supports V.152 and redundancy, the gateway will in fact be able to
use the gateway controlled VBD procedure with redundancy. Had
there not been any support for V.152 in the

Renmot eConnecti onDescri ptor, then this command would still have
succeeded; however, there would be no negotiated procedure for VBD
handl i ng.

Step 8:
The gat eway acknow edges the command. At this point, a call is
established using G 729 encoding, and if a VBD call is detected,
the gateway controlled VBD procedure will be initiated.

Steps 9-10:

St one,

A nodem call now occurs. The terninating gateway detects a T.30
CED tone (a.k.a. V.25 ANS) in the GSTN-to-I1P direction and begins
transmitting RTP packets with the negotiated redundant VBD payl oad

type (96).

The "gwhbd(start)" event occurs, and a Notify command is sent to
the Call Agent:

NTFY 2500 ds/dsl-1/2@wt.whatever.net M3CP 1.0

O vbd/gwhbd(start, rc=ANS, codec=audi o/ RED, coord=v152ptsw)
X 20
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Step 11:
The Call Agent acknow edges the Notify command:
200 2500 X
Step 12:
Upon receiving an RTP packet with the redundant VBD payl oad type
(96), the originating gateway begins transmitting RTP packets with
t he redundant VBD payl oad type.

The "gwhbd(start)" event occurs, and a Notify command is sent to
the Call Agent:

NTFY 1500 ds/dsl-1/1@w o. what ever.net M3CP 1.0
O vbd/ gwbd(start, rc=PTSW codec=audi o/ RED)
X1

Step 13:
The Call Agent acknow edges the Notify command:
200 1500 &
St eps 14-15:
The nmodem call ends. The term nating gateway detects
bidirectional silence and begins transmitting RTP packets with the

negoti ated audi o payl oad type (18).

The "gwhbd(stop)" event occurs, and a Notify comrand is sent to
the Call Agent:

NTFY 2501 ds/dsl-1/2@wt.whatever.net M3CP 1.0
O vbd/ gwbd(stop, rc=SIL, codec=audi o/ Gr29)
X: 20
Step 16:
The Call Agent acknow edges the Notify command:

200 2501
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Step 17:

Upon receiving an RTP packet with the audi o payl oad type (18), the
originating gateway begins transmtting RTP packets with the audio

payl oad type.

The "gwhbd(stop)" event occurs, and a Notify comand is sent to
the Call Agent:

NTFY 1501 ds/dsl-1/1@w o. what ever.net M3CP 1.0
O vbd/ gwbd(stop, rc=PTSW codec=audi o/ Gr29)
X1

Step 18:
The Call Agent acknow edges the Notify command:
200 1501 X

The nodemcall is now over.

9.2. Fax Call with Gateway Controlled VBD and Call Agent Controlled
T.38

In this exanple, both sides support gateway controlled VBD using

V. 152 with redundancy and Call Agent controlled T.38. W assune that
the originating and ternminating Call Agent conmunicate via the
Session Initiation Protocol (SIP) [RFC3261]:
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Step 1:

The Call Agent issues a CreateConnection conmand to the gateway,
instructing it to use G 729 nedia encoding and to use either the
strict T.38 procedure or the gateway procedure. Consequently, the
Call Agent requests notification of the "t38", "gwfax", "gwhd",
and "nopvbd" events. The Call Agent authorizes the negotiation of
G 711u as a VBD codec with a redundancy | evel of one:
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CRCX 1000 ds/dsl-1/1@w o. whatever.net M3CP 1.0

C 1

L: a: Gr29; RED; PCMJ, gpnd/ gpnd: " PCMJ vbd=yes", fntp:"RED PCMJ PCMJ',
fxr/fx:t38;gw

M recvonly
R fxr/t38, fxr/gwfax, vbd/ gwhbd, vbd/ nopvbd
X1
Q process, loop
Step 2:

The gat eway acknow edges the command and i ncludes SDP w th codec
information as well as capability, V.152, and redundancy
i nformati on:

200 1000 &K
1:1

v=0
=- 25678 753849 IN IP4 192.0.2.1
S=-
c=INIP4 192.0.2.1
t=0 0
a=pnft: T38
mrFaudi o 3456 RTP/ AVP 18 96 97
a=rtpmap: 96 RED/ 8000
a=fmp: 96 97/ 97
a=rtpmap: 97 PCMJ 8000
a=gpnd: 97 vbd=yes
a=sqn: O
a=cdsc: 1 audio RTP/AVP 18 96 97
a=cdsc: 4 imge udptl t38

Note that V.152 requires the use of the session-level "a=pnft" SDP
attribute in order to express a preference for T.38 over V.152 for
fax handl i ng.

Step 3:

The originating Call Agent sends a SIP INVITE nessage with the SDP
to the termnating Call Agent.

Step 4.
The termnating Call Agent issues a CreateConnection comrand to
the term nating gateway, instructing it to use G 729 nedia

encoding and to use either the strict T.38 procedure or the
gateway procedure. Consequently, the Call Agent requests
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notification of the "t38", "gwfax", "gwhbd", and "nopvbd" events.
Again, the Call Agent authorizes the negotiation of G 711u as a
VBD codec with a redundancy |evel of one:

CRCX 2000 ds/dsl-1/2@w-t.whatever.net M3CP 1.0

C 2

L: a: Gr29; RED; PCMJ, gpnd/ gpnd: " PCMJ vbd=yes", fntp:"RED PCMJ PCWJ',
fxr/fx:t38;gw

M sendrecv

R fxr/t38, fxr/gwfax, vbd/ gwhbd, vbd/ nopvbd

X: 20

Q process, |loop

v=0

0o=- 25678 753849 INI1P4 192.0.2.1

S=-

c=INIP4 192.0.2.1

t=0 0

a=pnft: T38

nmFaudi o 3456 RTP/ AVP 18 96 97
a=rtpmap: 96 RED/ 8000

a=fmp: 96 97/97

a=rtpmap: 97 PCMJ 8000

a=gpnd: 97 vbd=yes

a=sqgn: O

a=cdsc: 1 audio RTP/ AVP 18 96 97
a=cdsc: 4 imge udptl t38

Step 5:

The ternminating gateway supports T.38, and the

Renmot eConnecti onDescri ptor included indicates that the other side
supports T.38 as well, so the strict T.38 Call Agent controlled
procedure requested can be used. The term nating gateway supports
V. 152 and redundancy, and the RenoteConnecti onDescri ptor included
i ndi cates that the other side supports V.152 and redundancy, so
gateway controlled VBD using V.152 and redundancy can be used for
nodem and text transmissions. The terminating gateway sends back
a success response with its SDP, which also includes capability,

V. 152, and redundancy i nfornation:

200 2000 oK
1:2

v=0

0=- 25678 753849 INIP4 192.0.2.2
S=-

c=INI1P4 192.0.2.2
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t=0 0

a=pnft: T38

mFaudi o 1296 RTP/ AVP 18 96 97
a=rtpmap: 96 RED/ 8000

a=fnt p: 96 97/ 97

a=rt pmap: 97 PCMJ 8000

a=gpnd: 97 vbd=yes

a=sqgn: O

a=cdsc: 1 audio RTP/AVP 18 96 97
a=cdsc: 4 image udptl t38

Step 6:

The terminating Call Agent sends back a SIP 200 OK response to the
originating Call Agent, which in turn sends a SIP ACK (not shown).

Step 7:

St one,

The originating Call Agent in turn sends a MdifyConnection
conmmand to the originating gateway:

MDCX 1001 ds/dsl-1/1@w o. what ever.net M3CP 1.0

C 1

1. 1

M sendrecv

v=0

0=- 25678 753849 INIP4 192.0.2.2
S=-

c=INIP4 192.0.2.2

t=0 0

a=pnft: T38

mFaudi o 1296 RTP/ AVP 18 96 97
a=rtpmap: 96 RED/ 8000

a=fnt p: 96 97/ 97

a=rt pmap: 97 PCMJ 8000

a=gpnd: 97 vbd=yes

a=sqgn: O

a=cdsc: 1 audio RTP/AVP 18 96 97
a=cdsc: 4 image udptl t38

The Modi f yConnecti on command does not repeat the
Local Connecti onOptions sent previously. As far as fax handling is
concerned, the gateway therefore attenpts to continue using the

current fax handling procedure, i.e., strict Call Agent controlled
T.38. Since the capability information indicates that the other
side supports T.38, the gateway will in fact be able to use the

strict Call Agent controlled T.38 procedure. Since the
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Renot eConnecti onDescri ptor indicates that the other side supports
V. 152 and redundancy, the gateway will in fact be able to use the
V. 152 VBD procedure with redundancy.

Step 8:
The gat eway acknow edges the command. At this point, a call is
established using G 729 encoding, and if a fax call is detected,
the Call Agent controlled T.38 procedure will be initiated. |If a
nmodem or text call is detected, the V.152 VBD procedure will be
initiated.

Steps 9-10:

The terminating gateway detects the T.30 CED tone (a.k.a. V.25
ANS). Since both fax and modemcalls can start with this
sequence, it is not possible to determne that this is a fax call
until step 14, where the V.21 fax preanble is detected. The
term nating gateway begins transnmitting RTP packets with the
negoti at ed redundant VBD payl oad type (96).

The "gwhbd(start)" event occurs, and a Notify command is sent to
the Call Agent:

NTFY 2500 ds/dsl-1/2@wt.whatever.net M3CP 1.0
O vbd/gwhbd(start, rc=ANS, codec=audi o/ RED, coord=v152ptsw)
X 20
Step 11:
The Call Agent acknow edges the Notify conmand:
200 2500 XK
Step 12:
Upon receiving an RTP packet with the redundant VBD payl oad type
(96), the originating gateway begins transnitting RTP packets with
t he redundant VBD payl oad type.

The "gwhbd(start)" event occurs, and a Notify command is sent to
the Call Agent:

NTFY 1500 ds/dsl-1/1@w o. what ever.net M3CP 1.0

O vbd/ gwbd(start, rc=PTSW codec=audi o/ RED)
X 1
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Step 13:
The Call Agent acknow edges the Notify command:
200 1500 X
St eps 14-15:
The termi nating gateway detects the V.21 fax preanble.
The term nating gateway is using the Call Agent controlled T.38
strict procedure for fax calls, so the "t38(start)" event occurs,
and a Notify command is sent to the Call Agent:
NTFY 2500 ds/dsl-1/2@wt.whatever.net M3CP 1.0
O fxr/t38(start)
X: 20
Step 16:
The Call Agent acknow edges the Notify command:
200 2500
Step 17:

The Call Agent then instructs the term nating gateway to change to
using the "imge/t38" M M type instead:

MDCX 2002 ds/dsl-1/2@wt. whatever.net M3CP 1.0
cC 2
l: 2

L: a:image/t38
R fxr/t38

X 21

Note that the Call Agent is no |onger requesting notification of
the "gwbd" event.
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Step 18:

The ternminati ng gateway sends back a success response with its
SDP, which also includes the "image/t38" nedia description

200 2002 X

v=0

0=- 25678 753850 IN IP4 192.0.2.2
S=-

c=IN P4 192.0.2.2

t=0 0

mei nrage 1296 udptl t38

a=sqgn: O

a=cdsc: 1 audio RTP/AVP 18 96 97
a=cpar: a=rtpmap: 96 RED/ 8000
a=cpar: a=fmp:96 97/97

a=cpar: a=rtpnmap: 97 PCWMJ 8000
a=cpar: a=gpnd: 97 vbd=yes
a=cdsc: 4 imge udptl t38

The gwbd procedure ends due to the nedia type change. The
"gwbd(stop)" event notification would norrmally be sent at this
poi nt; however, the Call Agent is no |longer requesting
notification of the "gwhbd" event. The Call Agent would have
inferred fromthe "t38(start)" event that the gwbd procedure
ended.

Step 19:

The ternminating Call Agent sends a re-INVITE to the originating
Call Agent with the updated SDP

Step 20:

The originating Call Agent then sends a MdifyConnection conmand
to the originating gateway:

MDCX 1003 ds/dsl-1/1@w o. what ever.net M3CP 1.0
C 1

I 1

R fxr/t38

X 2

v=0

0=- 25678 753850 IN P4 192.0.2.2
S=-

c=INI1P4 192.0.2.2
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t=0 0

m=i mage 1296 udpt! t38

a=sqgn: O

a=cdsc: 1 audi o RTP/ AVP 18 96 97
a=cpar: a=rtpmap: 96 RED/ 8000
a=cpar: a=fmp:96 97/97

a=cpar: a=rtpmap: 97 PCWVJ 8000
a=cpar: a=gpnd: 97 vbd=yes
a=cdsc: 4 imge udptl t38

The originating gateway changes to T.38 and sends back a success
response with the updated SDP

200 1003 &

v=0
o=- 25678 753850 IN P4 192.0.2.1

c=INIP4 192.0.2.1

t=0 0

mei mage 3456 udpt!l t38

a=sqn: O

a=cdsc: 1 audio RTP/AVP 18 96 97
a=cpar: a=rtpmap: 96 RED/ 8000
a=cpar: a=fmp:96 97/97

a=cpar: a=rtpmap: 97 PCMJ 8000
a=cpar: a=gpnd: 97 vbd=yes
a=cdsc: 4 imge udptl t38

Agai n, the gwbd procedure ends due to the nedia type change. The
"gwbd(stop)" event notification would nornally be sent at this
poi nt; however, the Call Agent is no |onger requesting
notification of the "gwhbd" event.

Step 22:

The originating Call Agent sends a SIP 200 OK response with the
updated SDP to the terminating Call Agent, which in turn sends a
SIP ACK (not shown).
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10.

Step 23:

The terminating Call Agent sends a ModifyConnection with the
updated SDP to the term nating gateway:

MDCX 2002 ds/dsl-1/2@wt. whatever.net M3CP 1.0

cC 2

l: 2

v=0

0=- 25678 753850 IN1P4 192.0.2.1
S=-

c=IN1P4 192.0.2.1

t=0 0

mei mage 3456 udpt!l t38

a=sqn: O

a=cdsc: 1 audio RTP/ AVP 18 96 97
a=cpar: a=rtpnmap: 96 RED/ 8000
a=cpar: a=fmp:96 97/97

a=cpar: a=rtpmap: 97 PCWMJ 8000
a=cpar: a=gpnd: 97 vbd=yes
a=cdsc: 4 image udptl t38

St eps 24-32:

These steps correspond to the Call Agent controlled T.38 strict
procedure as defined in the M3CP Fax (FXR) package [ RFC5347].

Security Considerations

Thi s docunent defines two new packages, both of which have security
considerations in two areas:

1. M3CP signaling nessage security
2. Media stream security

From an M3CP signaling security point of view, the M3CP VBD and GPMD
packages define extensions to the basic MSCP signaling specification
in accordance with the procedures specified in M3CP [ RFC3435], and
hence the M3CP signaling security considerations and reconmendati ons
provided in Section 5 of [RFC3435] (nanely the use of |Psec) apply
here as well. Lack of M3CP signaling integrity protection can in
general be detrinmental to any use of M3CP, and the two packages
defined here do not change that. Froma confidentiality point of
view, the VBD package is not believed to convey any vul nerabl e or
privacy-sensitive information. The GPMD package is slightly
different inasnuch as it does not define any specific paraneters that
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are believed to require confidentiality; however, it is a generic
paraneter that can carry any codec paranmeter information, and hence
it is possible that confidential information is conveyed through this

paraneter. |If confidentiality of any such potential information is a
concern, confidentiality protection of the M3CP signaling MIST be
provided as well. It should be noted that Section 8 of [RFC5406]

provi des considerations for specifying the use of |IPsec that are
above and beyond t hose provided in [ RFC3435]; however, given that the
use of I Psec for MCP applies to all of M3CP, and not just the MGCP
VBD and GPMD packages, we do not specify such additional detail here

From a nmedia stream security point of view, the M3CP VBD and GPMVD
packages agai n define extensions that rely on the general use of
medi a streans defined in M3CP [ RFC3435], and hence the M3ECP nedi a
stream security considerations and reconmendati ons provided in
Section 5.1 of [RFC3435] apply here as well. Lack of nedia stream
security can in general be detrinmental to any nedia stream
established via M3CP, and the two packages defined here do not change
that. Confidentiality concerns apply as for any other nedia stream
Integrity concerns are further conpounded by the GPMD package' s use
of payl oad type switching, state signaling events, and nmedia stream
in-band triggers to drive overall Voiceband Data operation: Integrity
protection with replay protection MJST be used to counter these

t hreat s.

Ideally, there would be a single mandatory-to-inplenment nmedia stream
security mechanismto provide this integrity protection, and in
theory there is, since MECP [ RFC3435] defines a nmedia stream security
mechani sm However, the standard M3CP nedi a stream security
mechani sm defined in [ RFC3435] relies on the encryption key ("k=")
field defined in the original SDP specification [ RFC2327], the use of
which is no | onger recomrended in the current SDP specification

[ RFC4566]. In practice, this mechanismhas also seen very limted
i npl ement ati on, and hence there is not much value in relying on it.
Still, the integrity protection requirement remains, and there are

several different ways this can be achieved:

Secure RTP: For RTP-based nedia streans, the use of Secure RTP
[ RFC3711] with an associ ated key nanagenent nechanismis generally
preferred at the tinme of this witing; however, such a nmechani sm
has currently not been defined for MGCP

Packet Cabl e Security: The Packet Cabl e Networ k-Based Call Signaling
Protocol [NCS] defines another nedia stream security mechani sm
that is generally supported by Packet Cabl e-conpl i ant
i npl ementations. |Inplenentations targeted for those environments
SHOULD i npl enent this security mechani sm
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11.

12.

13.

13.

Lower - Level Security: In the absence of a common nedia stream
security nechani sm supported by both endpoints, a | ower-|evel
security nechanism e.g., |Psec, MJIST be used. Note that since

there is no i nherent M3CP signaling support for such a | ower-I|eve
security nechanism it MJST be configured by other neans.

| ANA Consi der ati ons

The |1 ANA has registered the foll owi ng MCP packages

Package Title Narme Ver si on
Voi ceband Dat a VBD 0
Cener al - Purpose Medi a Descriptor Parameter GPMVD 0
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