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I ntroduction

Thi s docunent provides detailed call flows for the scenarios
docunented in the Framework for Centralized Conferencing (XCON)

[ RFC5239] and in the XCON scenarios [ RFC4597]. The XCON scenari os
descri be a broad range of use cases taking advantage of the advanced
conferencing capabilities provided by a systemrealization of the
XCON framework. The call flows document the use of the interface
between a conference control client and a conference control server
using the Centralized Conferencing Mani pul ati on Protocol (CCw)

[ RFC6503] .

Due to the broad range of functionality provided by the XCON
framework and the flexibility of the CCMP nessagi ng, these call flows
shoul d not be considered inclusive of all the functionality that can
provi ded by the XCON framework and protocol inplenentations. These
flows represent a sanple to provide an overview of the feature-rich
capabilities of the XCON framework and CCMP nessagi ng for protoco
devel opers, software devel opers, and researchers.

Ter i nol ogy

Thi s docunent uses the same terminology as found in the Architectura
Framewor k for Media Server Control [RFC5567] and in the Media Contro
Channel Framework Call Flow Exanples [ CALL-FLOWS], with the foll ow ng
terns and abbreviations used in the call flows. Al so, note that the
term"call flows" is used in a very generic sense in this docunent
since the media is not linited to voice. The calls supported by the
XCON framewor k and CCMP can consi st of nmedia such as text, voice, and
video, including nultiple nmedia types in a single active conference.

Conference and Media Control Cient (CMCC): as defined in the XCON
framework. In the flows in this docunent, the CMCCis logically
equi valent to the use of a User Agent Client (UAC) as the client
notation in the media control call flows [CALL-FLOAS]. A CMCC
differs froma generic nedia client in being an XCON-aware entity,
thus, also being able to i ssue CCMP requests.

Conference Server (ConfS): In this docunent, the term "conference
server" is used interchangeably with the term "Application Server
(AS)" as used in the nmedia control architectural franmework
[ RFC5567]. A conference server is intended to be able to act as a
conference control server, as defined in the XCON franework, i.e.
it is able to handle CCWP requests and i ssue CCMP responses.
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3.

Media Server (MS): as defined in the nedia control architectura
framewor k [ RFC5567] .

Overvi ew

Thi s docunent provides a sanpling of detailed call flows that can be
i mpl enent ed based on a systemrealization of the XCON franework

[ RFC5239] and inplenentation of CCMP [RFC6503]. This is intended to
be a sinple guide for the use of the conference control protoco

bet ween the conference server and the conference control client. The
objective is to provide an informational base reference for protoco
devel opers, software devel opers, and researchers.

Thi s docunent focuses on the interaction between the conference and
nmedia control client and the conferencing system specifically the
conference server. The scenarios are based on those described in the
XCON franmewor k, many of which are based on the advanced conferencing
capabilities described in the XCON scenari os. Additional scenarios
have been added to provide exanples of other real-life scenarios that
are anticipated to be supported by the framework. Wth the exception
of an initial exanple with nedia control nessaging, the exanples do
not include the details for the media control [RFC6505], cal
signaling, or Binary Floor Control Protocols (BFCPs) [RFC4582]. This
docunment references the scenarios in the nedia control call flows

[ CALL- FLOWS], SIP call control conferencing, [RFC4579], and BFCP
docunent s.

The rest of this docunent is organized as follows. Section 4
presents an overview on CCVWP, together with sone inplenentation-
related details and related natters |ike HITPS transport and
notifications. Section 5 presents the reader with exanpl es show ng
the different approaches CCMP provides to create a new conference
Section 6 nore generally addresses the different user-rel ated
mani pul ati ons that can be achi eved by neans of CCMP, by presenting a
nunber of interesting scenarios. Section 7 addresses severa
scenarios that may involve the use of sidebars. Section 8 shows how
CCMP can be used to renpve conferences and users fromthe system
Finally, Section 9 provides a few details on the security

consi derations when it comes to inplenmenting CCVP

Wor ki ng wi th CCWP

This section provides a brief introduction as to how the Centralized
Conf erenci ng Mani pul ati on Protocol (CCOWP) [RFC6503] works and how it
can be transported across a network. A typical CCWP interaction
focusing on relevant aspects of the client-server comunication is
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described. Please note that this section assunes the reader has read
and understood the CCMP docunent. This section is intended to help
t he reader understand the actual protocol interactions.

First, a description of the protocol itself is provided Section 4.1,
i ncludi ng sone inplenentation considerations. 1In Section 4.2, an
effective COVWP interaction is presented by exploiting HITPS as a
transport. Finally, notifications are described in Section 4. 3.

The docunent then presents and describes some actual flows in detai
in the sections to follow

4.1. CCWMP and the Data Mdel

CCWP is an protocol based on XM. [ WBC. REC- xm -20081126]. It has been
designed as a request/response protocol. It is conpletely stateless,
whi ch means inpl enentations can safely handl e transactions

i ndependently from each ot her

The protocol allows for the mani pul ati on of conference objects and
rel ated users. This manipulation allows a conference and nedi a
control client (briefly CMCC in all the followi ng sections) to
create, update, and renove basically everything that is related to
the objects handl ed by a conferencing system This is reflected in
the all owed operations (retrieve, create, update, delete) and the
speci fied request types (ranging fromthe mani pul ati on of blueprints
and conferences to users and sidebars). For instance, CCMP provides
ways to:

0 retrieve the list of registered and/or active conferences in the
system

0 create new conferences by exploiting several different approaches;
o add/renove users to/from a conference

0 update a conference with respect to all of its aspects;

and so on.

VWhil e CCMP acts as the neans to nani pul ate conference objects, CCW
does not define these conference objects. A separate docunent
specifies how a conference object and all its conponents have to be
constructed (Conference Information Data Model for Centralized
Conferenci ng (XCON) [ RFC6501]). CCWMP, dependi ng upon the request

type and the related operation, carries pieces of conference objects
(or any object as a whole) according to the aforenentioned
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specification. This neans that any inplenentation aimng at being
compliant with CCOVWP has to nake sure that the transported objects are
completely conpliant with the data nodel specification and coherent
with the constraints defined therein. To make this clearer, there
are elenments that are nandatory in a conference object: issuing a
syntactically correct CCVMP request that carries a wong conference
object is dooned to result in a failure. For this reason, it is
suggested that the interested inplenenters take special care in
carefully checking the data nodel handlers as well in order to avoid
potential mnistakes.

However, there are cases when a nmandatory elenent in the data node
cannot be assigned in a conference object by a COW user. For
exanpl e, a CMCC may be requesting the direct creation of a new
conference; in this case, a conference object assunmes an 'entity’
attribute uniquely identifying the conference to be in place. Thus,
the CMCC has no way to know a priori what the entity will be, since
it is generated by the ConfS after the request. For scenarios like
this one, the CCMP specification describes the use of a dedicated

pl acehol der wildcard (i.e., "AUTO CENERATE X', where X is an integer)
to nake the conference object conpliant with the data nodel: the

wi | dcard woul d then be replaced by the ConfS with the right val ue.

4.2. Using HTTP/ TLS as a Transport

CCWP requires that inplenmentations support HTTP/ TLS as the transport
mechani sm Per CCOWP, a CMCC sends a request as part of an HTTPS POST
message, and the ConfS would reply with a 200 OK HTTPS response. In
bot h cases, the HTTPS nessages carry the CCMP nessages as payl oad,
which is reflected in the Content-Type header
("application/ccnmp+xm "). Figure 1 presents a |adder diagram of such
an interaction, which is followed by a dunp of the exchanged HTTPS
nmessages for further analysis. The exanples in the remainder of this
docunent show only the CCWP interactions.
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Figure 1: CCWMP on HTTPS

Per the protocol dunp in the following lines, the CMCC has issued a
CCWP request (a blueprintRequest nessage asking for a blueprint
retrieval, i.e., with the <operation> elenent set to "retrieve" )
towards the ConfS. The request has been carried as payload of an
HTTPS POST (nessage 1.) towards a previously known | ocation. The
mandat ory Host header has been specified, and the Content-Type header
has been correctly set as well ("application/ccnp+xm").

The ConfS, in turn, has handled the request and replied accordingly.
The response (a bl ueprint Response nessage with a <response-code> set
to a successful value, "200") has been carried as payload of a 200 K
HTTPS response (nessage 2.). As before, the Content-Type header has
been correctly set ("application/ccnp+xm ™).

1. CMCC -> ConfS (HTTPS POST, CCMP request)
POST / Xcon/ Ccnp HTTP/ 1.1
Content - Lengt h: 657
Cont ent - Type: application/ ccnp+xni
Host: exanpl e. com 443
Connection: Keep-Alive
User - Agent: Apache-HtpCdient/4.0.1 (java 1.5)
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<?xm version="1. 0" encodi ng="UTF-8" standal one="yes" ?>
<ccnp: ccnpRequest
xm ns:info="urn:ietf:parans: xm : ns: conference-info"
xm ns: ccnp="urn:ietf:paranms: xm :ns:xcon: ccnp”
xm ns: xcon="urn:ietf:parans: xn : ns: xcon- conf erence-i nfo">
<ccnpRequest xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance"
Xsi:type="ccnp: ccnp- bl uepri nt-request - nessage-type">
<conf User | D>xcon- useri d: Al i ce@xanpl e. conx/ conf User | D>
<conf Qbj | D>xcon: Audi oRoom@xanpl e. conx/ conf Obj | D>
<operation>retrieve</operation>
<ccnp: bl uepri nt Request/ >
</ ccnpRequest >
</ ccnp: ccnpRequest >

2. CMCC <- ConfS (200 to POST, CCWP response)
HTTP/ 1.1 200 K
X- Power ed-By: Servlet/2.5
Server: Sun d assFish Communi cations Server 1.5
Cont ent - Type: application/ccnp+xm ; charset =I SO 8859- 1
Cont ent - Lengt h: 1652
Date: Thu, 04 Feb 2010 14:47:56 GMI

<?xm version="1.0" encodi ng="UTF-8" standal one="yes" ?>
<ccnp: ccnpResponse
xm ns: xcon="urn:ietf:parans: xn : ns: xcon- conf erence-i nf o"
xm ns:info="urn:ietf:parans: xm : ns: conference-info"
xm ns: ccnp="urn:ietf:paranms: xm :ns: xcon: ccnp">
<ccnpResponse xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance"
Xsi :type="ccnp: ccnp- bl ueprint-response- nessage-type">
<conf User | D>xcon-useri d: Al i ce@xanpl e. conx/ conf User | D>
<conf Qbj | D>xcon: Audi oRoom@xanpl e. conx/ conf Obj | D>
<operation>retrieve</operation>
<r esponse- code>200</ r esponse- code>
<response-string>success</response-string>
<ccnp: bl uepri nt Response>
<bl ueprintlinfo entity="xcon: Audi oRoom@xanpl e. coni >
<i nf o: conf erence-descri ption>
<i nf o: di spl ay- t ext >Audi oRoonx/ i nf o: di spl ay-t ext >
<i nf o: maxi mum user - count >2</i nf o: maxi mum user - count >
<i nf o: avai | abl e- nedi a>
<info:entry | abel ="audi oLabel ">
<i nf o: type>audi o</i nfo:type>
</info:entry>
</info:avail abl e- mredi a>
</i nf o: conf erence-descri pti on>
<i nf o: user s>
<xcon: j oi n- handl i ng>al | ow</ xcon: j oi n- handl i ng>
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</info:users>

<xcon: fl oor-information>
<xcon: fl oor-request - handl i ng>confirm
</ xcon: fl oor - request - handl i ng>
<xcon: conf erence-fl oor-policy>

<xcon: fl oor id="audi oLabel "></xcon: fl oor >

</ xcon: conf erence-fl oor-policy>

</ xcon: fl oor-informati on>

</ bl uepri nt| nf o>
</ ccnp: bl uepri nt Response>
</ ccnpResponse>
</ ccnp: ccnpResponse>

For compl eteness, the follow ng provides sone details of the CCW
interaction. Despite the sinplicity of the request, this flow
provi des sone rel evant information on how CCVMP nessages are built
Specifically, both the CCW request and the CCMP response share a
subset of the nessage:

o <confUserlD>: this element, provided by the CMCC, refers to the
requester by means of his XCON USERI D, except in a few scenarios
(presented in the followi ng sections), this el enment nust always
contain a valid val ue;

0 <confQbjID>: this elenment refers to the target conference object,
according to the request in place;

0 <operation>: this elenment specifies the operation the CMCC wants
to perform according to the specific request type.

Besi des those elenents, the CMCC (let’'s say Alice, whose XCON USERI D
is "xcon-userid: Alice@xanple.com') has al so provided an additiona
el ement, <bl ueprint Request>. The name of that el enment varies
according to the request type in which the CMCC is interested. In
this specific scenario, the CMCC was interested in acquiring details
concerning a specific blueprint (identified by its XCON URI

"xcon: Audi oRoom@xanpl e. cont', as reflected in the provided
<conf Qbj I D> target elenent), and so the request consisted in an enpty
<bl uepri nt Request> elenent. It will be clearer in the follow ng
sections that different request types may require different el enents
and, as a consequence, different content.

Consi dering the request was a bl ueprint Request nessage, the ConfS has
replied with a bl ueprint Response nessage containing a

<bl uepri nt Response> elenment. This el enent includes a conplete dunp
of the conference object (compliant with the data nodel) descri bing
the requested bl ueprint.
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W thout providing additional details of this interaction, it is worth
noting that this was the exanple of the sinplest CCMP comruni cation
that could take place between a CMCC and a ConfS, a bl ueprint

request: this scenario will be described in nore detail in

Section 5. 2.

4.3. Conference Notifications

The XCON framework [RFC5239] identifies several different possible
protocol interactions between a conference server and a conferencing
client. One of those interactions is generically called
"notification protocol" providing a mechanismfor all clients
interested in being inforned by the server whenever sonething

rel evant happens in a conference. Wen SIP is used as the cal
signaling protocol in a CCWP inplenentation, the XCON event package
[ RFC6502], which extends the SIP event package for conference state
[ RFCA575] nust be supported. A SIP client uses the SIP SUBSCRI BE
message for the XCON event package to subscribe to notifications
related to a specific conference. A SIP client would receive
notifications describing all the changes to the docunent via a SIP
NOTI FY nmessage. An exanple | adder diagramis presented in Figure 2;
inthis figure, we assune a CMCC has updated a conference object, and
a previously subscribed SIP client is notified of the update.
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cvee Conf S UAC
| | |
| | 1. SIP SUBSCRI BE
| | < |
| Handl e +--| |
| ~new | | |
| subscription +> 2. SIP 200 K |
| |- >
| | |
| | |
| 3. CCWP (add user) | |
R R REREREEE > |
| | --+ Add user |
| | | to conf. |
| | <-+ obj ect
| 4. CCWP (success) | |
| < |
| | 5. SIP NOTIFY (changes)
| |- >
| 6. SIP 200 K
|
|

Fi gure 2: XCON Event Package: SIP Notifications

The detailed flows in this docunent generically present a
notification, when appropriate, but do not include the SIP nessaging
details.

5. Conference Creation

This section provides details associated with the various ways in
whi ch a conference can be created using CCMP and the XCON franework
constructs. As previously nentioned, the details of the nmedia
control, call signaling, and floor control protocols, where
applicable, are annotated in the flows w thout showing all the
details. This also applies to COWP, whose flows are related to the
protocol alone, hiding any detail concerning the transport that may
have been used (e.g., HTTPS). However, for clarification purposes,
the first exanple in Section 5.1 provides the details of the nedia
control nessaging with the standard annotation used throughout the
remai nder of this document. |In subsequent flows, only this
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annotation (identified by |lowercase letters) is included, and the
reader is encouraged to refer to the call flows in the rel evant
docunents for details about the other protocols. The annotations for
the call signaling are on the left side of the conference server
vertical bar, and those for the nedia control messaging are on the
right side

5.1. Basic Conference Creation

The sinplest manner in which a conference can be created is
acconpl i shed by the client sending a confRequest nmessage with the
<operation> elenment set to "create" as the only paraneter to the
conference server, together with the <confUserl D> associated with the
requesting client itself. This results in the creation of a default
conference, with an XCON-URI in the formof the <confQbjl D> el ement,
the XCON-USERID in the formof the <confUserl D> el enent (the sane one
al ready present in the request), and the data for the conference
object in the <conflnfo> paraneter all returned in the confResponse
message. This exanple al so adds the issuing user to the conference
upon creation with the 'nmethod’ attribute in the <target> child

el ement of <all owed-users-list> set to "dial-out".

The specific data for the conference object is returned in the

conf Response nessage in the <conflnfo> paraneter. This allows the
client (with the appropriate authorization) to nmani pulate these data
and add additional participants to the conference, as well as change
the data during the conference. |In addition, the client nmay
distribute the conferencing information to other participants
allowing themto join, the details of which are provided in
additional flows. Please notice that, according to the CCW
specification, the return of the new conference data in the
<conflnfo> elenent is not nmandatory: if the <conflnfo> paraneter of
is not included in the successful confResponse/create nessage, a
subsequent conf Request/retrieve nmessage of the returned <conf Qbjl D>
can be triggered to provide the requesting client with the detailed
conference description.

Clients that are not XCON-aware can join the conference using a
specific signaling interface such as SIP [ RFC3261] (using the
signaling interface to the conference focus as described in

[ RFCA579]), or other supported signaling protocols, being XCO\
agnostic with respect to them However, these details are not shown
in the nessage flows. The nessage flows in this docunment identify
the point in the nessage flows at which this signaling occurs via the
| owercase letter itens (i.e., (a)...(x)) along with the appropriate
text for the processing done by the conference server.
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As previously described, this exanple al so shows how t he conferencing
system nmay make use of other standard protocol conponents for
conmplete functionality. An exanple of that is the nedia contro
framewor k [ RFC5567], which allows the conferencing systemto
configure conference m xes, Interactive Voice Response (IVR) dial ogs,
and all sorts of nedia-related interactions an application like this
may need. |In order to provide the reader with sone insight on these
i nteractions, the conference server in this exanple also configures
and starts a mixer via a media control channel as soon as the
conference is created (transactions Al and A2), and attaches clients
to it when necessary (e.d., when CMCCl joins the conference by neans
of SIP signaling, its nedia channels are attached to the nedia server
(M5) in B1/B2). Note, that the nedia control interfaces are NOT
shown in the remaining call flows in this docunment but rather follow
the sane annotation as with the SIP signaling such that (b)
correlates with the A1 and A2 transactions and (d) correlates with
the B1 and B2 transacti ons.
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1. confRequest/create nessage (Alice creates a default conference)

<?xm version="1. 0" encodi ng="UTF-8" standal one="yes" ?>
<ccnp: ccnpRequest
xm ns:info="urn:ietf:parans: xm : ns: conf erence-i nfo"
xm ns: ccnp="urn:ietf:parans: xm : ns: xcon: ccnp”
xm ns: xcon="urn:ietf: parans: xm : ns: xcon-conference-i nfo">
<ccnpRequest
xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schena- i nst ance"
Xsi:type="ccnp: ccnp-conf -request - nressage-t ype" >
<conf User | D>xcon-useri d: Al i ce@xanpl e. conx/ conf User | D>
<oper at i on>cr eat e</ oper ati on>
<ccnp: conf Request/ >
</ ccnpRequest >
</ ccnp: ccnpRequest >

2. conf Response/create nmessage ("success", created conference
obj ect returned)

<?xm version="1. 0" encodi ng="UTF-8" standal one="yes" ?>
<ccnp: ccnpResponse
xm ns: xcon="urn:ietf:paramnms: xm : ns: xcon-conf erence-i nfo"
xm ns:info="urn:ietf:parans: xm : ns: conf erence-i nfo"
xm ns: ccnp="urn:ietf:parans: xm :ns: xcon: ccnp">
<ccnpResponse
xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schena- i nst ance"
xsi:type="ccnp: ccnp-conf-response- nessage-type">
<conf User | D>xcon-useri d: Al i ce@xanpl e. conx/ conf User | D>
<conf bj | D>xcon: 8977794 @xanpl e. conx/ conf Obj | D>
<oper at i on>cr eat e</ oper ati on>
<r esponse- code>200</ r esponse- code>
<response- st ri ng>success</response-string>
<versi on>1</versi on>
<ccnp: conf Response>
<conflnfo entity="xcon: 8977794@xanpl e. cont >
<i nf o: conf erence-descri ption>
<i nfo: di spl ay-text>
Default conference initiated by Alice
</info:display-text>
<i nfo: conf-uris>
<info:entry>
<info:uri>
xcon: 8977794@xanpl e. com
</info:uri>
<i nfo: di spl ay-t ext >
Conf erence XCON- URI
</info:display-text>
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</info:entry>

</info:conf-uris>

<i nf o: maxi num user - count >10

</ i nf o: maxi mum user - count >

<i nf o: avai | abl e- nedi a>

<info:entry | abel ="11">
<i nfo: type>audi o</i nfo:type>
</info:entry>

</i nfo:avail abl e- nedi a>

</i nf o: conf erence-descri pti on>
<i nf o: conf er ence- st at e>

<i nfo:active>fal se</info:active>
</i nfo: conference-state>
<i nfo: users>
<xcon: j oi n- handl i ng>al | ow</ xcon: j oi n- handl i ng>
<xcon: al | owed-users-1|ist>
<xcon:target uri="xcon-userid: Alice@xanple.cont
nmet hod="di al -out "/ >
</ xcon: al | owed- users-1ist>
</info:users>
</ conf | nf o>
</ ccnp: conf Response>
</ ccnpResponse>
</ ccnp: ccnpResponse>

Figure 4: Create Basic Conference Detail ed Messagi ng
5.2. Conference Creation Using Blueprints

The previous exanpl e showed the creation of a new conference using
default values. This neans the client provided no infornation about
how she wanted the conference to be created. The XCON franework (and
CCMP as a consequence) allows for the inplenentation of tenplates.
These tenplates are called "conference blueprints" and are basically
conference objects with predefined settings. This neans that a
client mght get a list of blueprints, choose the one that nost fits
his needs, and use the chosen blueprint to create a new conference.

Figure 5 provides an exanple of one client, Alice, discovering the
conference blueprints available for a particular conferencing system

and creating a conference based on the desired blueprint. 1In
particular, Alice is interested in those blueprints suitable to
represent a video conference, i.e., a conference in which both audio

and video are avail able, so she nakes use of the filter nechani sm
provided by CCMP to make a selective blueprints retrieve request.
This results in three distinct CCMP transacti ons.
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Bar nes,

Figure 5: dient Creation of Conference Using Blueprints

Alice first sends a bl ueprintsRequest nessage to the conference
server identified by the conference server discovery process.
Thi s request contains the <confUserlD> set to the XCON USERI D of
the user issuing the request (in this case, the one belonging to
Alice) and the <xpathFilter> el enent by which Alice specifies she
desires to obtain only blueprints providing support for both
audi o and video: for this purpose, the xpath query contained in
this field is: "/conference-info[conference-description/

avai |l abl e-medi a/ entry/type="audi o’ and conference-description/
avai |l abl e-nmedi a/entry/type="video’ ]". Upon receipt of the

bl uepri nt sRequest nessage, the conference server would first
ensure, on the basis of the <confUserl D> paraneter, that Alice
has the appropriate authority based on system policies to receive
the requested kind of blueprints supported by that system

Al'l blueprints that Alice is authorized to use are returned in a
bl uepri nt sResponse nessage in the <blueprintslnfo> el enent.

Upon recei pt of the blueprintsResponse nessage containing the

bl ueprints, Alice determi nes which blueprint to use for the
conference to be created. Alice sends a bl ueprintRequest nmessage
to get the specific blueprint as identified by the <confQojl D>.

The conference server returns the details associated with the
specific blueprint identified by the <confQbjID> in the
<conflnfo> el enent within the bl ueprintResponse nessage.

Alice finally sends a confRequest nessage with a "create"
<operation> to the conference server to create a conference
reservation cloning the chosen blueprint. This is achieved by
witing the blueprint’s XCON-URl in the <confCbjl| D> paraneter.

Upon recei pt of the confRequest/create nessage, the conference
server uses the received blueprint to clone a conference,

all ocating a new XCONNURI (called "confQhjID*" in the exanple).
The conference server then sends a confResponse nessage i ncl udi ng
the new "conf Cbj | D*" associated with the newWy created conference
i nstance as the value of the <confojl D> paraneter. Upon receipt
of the confResponse nessage, Alice can now add other users to the
conf erence.
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1. blueprintsRequest nessage (Alice requires the list of the
avai l abl e blueprints with video support)

<?xm version="1.0" encodi ng="UTF-8" standal one="yes" ?>
<ccnp: ccnpRequest xm ns:info="urn:ietf:parans: xn :ns: conference-info"
xm ns: ccnp="urn:ietf:parans: xm : ns: xcon: ccnp”
xm ns: xcon="urn:ietf: parans: xm : ns: xcon-conference-i nfo">
<ccnpRequest xm ns: xsi="http://ww. w3. org/ 2001/ XM_Schena- i nst ance"
Xsi:type="ccnp: ccnp- bl ueprints-request - nessage-type">
<conf User | D>xcon-useri d: Al i ce@xanpl e. conx/ conf User | D>
<ccnp: bl uepri nt sRequest >
<xpat hFi | t er >/ conf erence-i nf o[ conf er ence-descri pti on/
avai | abl e-medi a/ entry/ type="audi 0’
and
conf erence-description/avail abl e-nmedi a/ entry/type="vi deo’ ]
</xpathFilter>
</ ccnp: bl uepri nt sRequest >
</ ccnpRequest >
</ ccnp: ccnpRequest >

2. bl ueprintsResponse nessage (the server provides a
descriptions of the avail able blueprints
fitting Alice’ s request)

<?xm version="1.0" encodi ng="UTF-8" standal one="yes" ?>
<ccnp: ccnpResponse
xm ns: xcon="urn:ietf:parans: xnl : ns: xcon- conf erence-i nfo"
xm ns:info="urn:ietf:paramnms: xm : ns: conference-info"
xm ns: ccnp="urn:ietf:paranms: xm : ns: xcon: ccnp" >
<ccnpResponse
xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schena- i nst ance"
Xsi:type="ccnp: ccnp- bl uepri nts-response- nessage-type">
<conf User | D>xcon- useri d: Al i ce@xanpl e. conx/ conf User | D>
<r esponse- code>200</ r esponse- code>
<response-string>success</response-string>
<ccnp: bl uepri nt sResponse>
<bl uepri nt sl nf o>
<info:entry>
<i nfo:uri>xcon: Vi deoRoom@xanpl e. conx/ i nfo: uri>
<i nf o: di spl ay-t ext >Vi deoRoonx/ i nf o: di spl ay-t ext >
<i nf o: pur pose>Vi deo Room
conference roomw th public access,
where both audi o and video are avail abl e,
4 users can talk and be seen at the sane tinme,
and the floor requests are automatically accepted.
</i nf o: pur pose>
</info:entry>
<info:entry>
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<i nfo: uri>xcon: Vi deoConf erencel@xanpl e. conx/info: uri >
<i nfo: di spl ay- t ext >Vi deoConf er encel</i nf o: di spl ay-t ext >
<i nf o: pur pose>Publ i ¢ Vi deo Conference: conference
where both audi o and vi deo are avail abl e,
only one user can talk
</i nf o: pur pose>
</info:entry>
</ bl uepri nt sl nf o>
</ ccnp: bl uepri nt sResponse>
</ ccnpResponse>
</ ccnp: ccnpResponse>

3. blueprintRequest/retrieve nessage (Alice wants the
"Vi deoRoont" bl ueprint)

<?xm version="1.0" encodi ng="UTF-8" standal one="yes" ?>
<ccnp: ccnpRequest
xm ns:info="urn:ietf:parans: xm : ns: conference-i nfo"
xm ns: ccnp="urn:ietf:parans: xm :ns:xcon: ccnp"”
xm ns: xcon="urn:ietf:parans: xm : ns: xcon-conf erence-i nfo">
<ccnpRequest xm ns: xsi="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance"
Xsi:type="ccnp: ccnp- bl ueprint -request - nressage-type" >
<conf User | D>xcon-useri d: Al i ce@xanpl e. conx/ conf User | D>
<conf Qbj | D>xcon: Vi deoRoom@xanpl e. conk/ conf Cbj | D>
<operation>retrieve</operation>
<ccnp: bl uepri nt Request/ >
</ ccnpRequest >
</ ccnp: ccnpRequest >

4. bl ueprintResponse/retrieve nessage ("Vi deoRoont
conference object returned)

<?xm version="1. 0" encodi ng="UTF-8" standal one="yes" ?>
<ccnp: ccnpResponse
xm ns: xcon="urn:ietf:paranms: xm : ns: xcon-conf erence-i nfo"
xm ns:info="urn:ietf:parans: xm : ns: conference-i nfo"
xm ns: ccnp="urn:ietf:parans: xm :ns:xcon:ccnp">
<ccnpResponse xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schene- i nst ance"
Xsi:type="ccnp: ccnp-bl ueprint-response- nessage-type">
<conf User | D>xcon-useri d: Al i ce@xanpl e. conx/ conf User | D>
<conf bj | D>xcon: Vi deoRoom@xanpl e. conk/ conf Cbj | D>
<operation>retrieve</operation>
<r esponse- code>200</ r esponse- code>
<response- st ri ng>success</response-string>
<ccnp: bl uepri nt Response>
<bl ueprintlnfo entity="xcon: Vi deoRoom@xanpl e. coni >
<i nf o: conf erence-descri pti on>
<i nf o: di spl ay-t ext >Vi deoRoonx/ i nf o: di spl ay-t ext >
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<i nf o: maxi num user - count >4</ i nf o: maxi mum user - count >
<i nf o: avai | abl e- nedi a>
<info:entry | abel ="audi oLabel ">
<i nf o: type>audi o</i nfo:type>
</info:entry>
<info:entry | abel ="vi deoLabel ">
<i nfo:type>video</info:type>
</info:entry>
</i nfo:avai |l abl e- nedi a>
</i nf o: conf erence-descri pti on>
<i nf o: user s>
<xcon: j oi n- handl i ng>al | ow</ xcon: j oi n- handl i ng>
</info:users>
<xcon: fl oor-i nfornati on>
<xcon: f | oor-request - handl i ng>confirm
</ xcon: fl oor - request - handl i ng>
<xcon: conf erence-fl oor-policy>
<xcon: fl oor id="audi oFl oor">
<xcon: nedi a- | abel >audi oLabel </ xcon: nedi a- | abel >
</ xcon: fl oor >
<xcon: fl oor id="vi deoFl oor">
<xcon: nedi a- | abel >vi deoLabel </ xcon: nedi a- | abel >
</ xcon: fl oor>
</ xcon: conf erence-fl oor-policy>
</ xcon: fl oor-informati on>
</ bl ueprint| nf o>
</ ccnp: bl uepri nt Response>
</ ccnpResponse>
</ ccnp: ccnpResponse>

5. confRequest/create nessage (Alice clones the "VideoRoont bl ueprint)

<?xm version="1. 0" encodi ng="UTF-8" standal one="yes" ?>
<ccnp: ccnpRequest
xm ns:info="urn:ietf:paranms: xm : ns: conf erence-i nfo"
xm ns: ccnp="urn:ietf:parans: xm : ns: xcon: ccnp”
xm ns: xcon="urn:ietf: parans: xm : ns: xcon-conference-info">
<ccnpRequest
xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schena- i nst ance"
Xsi:type="ccnp: ccnp-conf -request - nressage-t ype" >
<conf User | D>xcon-useri d: Al i ce@xanpl e. conx/ conf User | D>
<conf Qbj | D>xcon: Vi deoRoom@xanpl e. conk/ conf Cbj | D>
<oper at i on>cr eat e</ oper ati on>
<ccnp: conf Request/ >
</ ccnpRequest >
</ ccnp: ccnpRequest >
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6. conf Response/create nessage (cloned conference
obj ect returned)

<?xm version="1.0" encodi ng="UTF-8" standal one="yes" ?>
<ccnp: ccnpResponse
xm ns: xcon="urn:ietf: parans: xm : ns: xcon-conf erence-i nfo"
xm ns:info="urn:ietf:parans: xm : ns: conference-info"
xm ns: ccnp="urn:ietf:parans: xn : ns: xcon: ccnp" >
<ccnpResponse
xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance"
Xsi:type="ccnp: ccnp-conf-response- nessage-type">
<conf User | D>xcon-useri d: Al i ce@xanpl e. conx/ conf User | D>
<conf Qbj | D>xcon: 8977794@xanpl e. conx/ conf Obj | D>
<oper ati on>cr eat e</ operati on>
<r esponse- code>200</ r esponse- code>
<r esponse-string>success</response-string>
<versi on>1</versi on>
<ccnp: conf Response>
<conflnfo entity="xcon: 8977794@xanpl e. cont' >
<i nf o: conf erence-descri ption>
<i nfo: di spl ay-t ext >
New conference by Alice cloned from Vi deoRoom
</info:display-text>
<info:conf-uris>
<info:entry>
<info:uri>
xcon: 8977794@xanpl e. com
</info:uri>
<i nf o: di spl ay-text>
conference xcon-uri
</info:display-text>
<xcon: conf er ence- passwor d>
8601
</ xcon: conf er ence- passwor d>
</info:entry>
</info:conf-uris>
<i nf o: maxi num user - count >10</ i nf 0: maxi num user - count >
<i nfo:avail abl e- medi a>
<inforentry | abel ="11">
<i nf o: type>audi o</i nfo:type>
</info:entry>
<info:entry | abel ="12">
<i nfo:type>video</info:type>
</info:entry>
</info:avail abl e- mredi a>
</i nf o: conf erence-descripti on>
<i nf o: user s>
<xcon: j oi n- handl i ng>al | ow</ xcon: j oi n- handl i ng>
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</info:users>
<xcon: fl oor-i nformati on>
<xcon: f | oor - request - handl i ng>
confirnx/xcon: fl oor-request - handl i ng>
<xcon: conf erence-fl oor-policy>
<xcon: floor id="1">
<xcon: nedi a- | abel >11</ xcon: nedi a- | abel >
</ xcon: f| oor >
<xcon: floor id="2">
<xcon: nedi a- | abel >12</ xcon: nedi a-| abel >
</ xcon: fl oor >
</ xcon: conf erence-fl oor-policy>
</ xcon: fl oor-i nformtion>
</ conf | nf o>
</ ccnp: conf Response>
</ ccnpResponse>
</ ccnp: ccnpResponse>

Figure 6: Create Conference (Blueprint) Detail ed Messagi ng
5.3. Conference Creation Using User-Provided Conference |Information

A conference can al so be created by the client sending a conf Request
message with the "create" <operation> along with the desired data in
the formof the <conflnfo> elenment for the conference to be created.
The request al so includes the <confUserl D> set to the XCON-USERI D of
the requesting entity.

This approach allows for a client (in this exanple Alice) to

conpl etely descri be what the conference object should | ook Iike,

wi thout relying on defaults or blueprints; for exanple, which nedia
shoul d be available, the topic, the users allowed to join, any
schedul i ng-related i nformation, and so on. This can be done by
providing, in the creation request, a full conference object for the
server to parse

This <conflnfo> paraneter nmust conply with the data node
specification. This nmeans that the "entity’ attribute is nmandatory
and cannot be nmissing in the document. However, in this exanple, the
client is actually requesting the creation of a new conference, which
doesn’'t exist yet, so the "entity’ attribute is unknown. As

di scussed in Section 4.1, CCW allows for the use of a wildcard

pl acehol der. This pl acehol der ("xcon: AUTO GENERATE l1@xanpl e.conm in
the exanple) is only to ensure the <conflnfo> elenent is conpliant
with the data nodel and woul d subsequently be replaced by the
conference server with the actual value. Thus, when the conference
server actually creates the conference, a valid value for the
"entity’' attribute is created for it as well, which takes the place
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of the wildcard val ue when the actual conference object provided by
the client is popul ated.

To give a flavor of what could be added to the conference object, we
assune Alice is also interested in providing scheduling-rel ated
information. So, in this exanple, Alice also specifies by the
<conference-tine> el ement included in the <conflnfo> that the
conference she wants to create has to occur on a certain date
spanning froma certain start time to a certain stop tinme and has to
be replicated weekly.

Moreover, Alice indicates by neans of the <all owed-users-1list>
elenent that at the start time Bob, Carol, and herself have to be
called by the conferencing systemto join the conference (in fact,
for each <target> field corresponding to one of the aforenentioned
clients, the 'nethod attribute is set to "dial-out").

Once Alice has prepared the <conflnfo> elenent and sent it as part of
her request to the server, if the conferencing system can support

that specific type of conference (capabilities, etc.), then the
request results in the creation of a conference. W assune the
request has been successful, and as a consequence, the XCON-URI in
the formof the <confCbjl D> paraneter and the XCON-USERID in the form
of the <confUserl D> paraneter (again, the sanme as the requesting
entity) are returned in the confResponse nessage.

In this exanple, the created conference object is not returned in the
successful conf Response nessage in the <conflnfo> paraneter.
Neverthel ess, Alice could still retrieve the actual conference object
by issuing a confRequest nessage with a "retrieve" <operation> on the
XCON- URI returned in the <conf Obj I D> of the previous response. Such
a request would show how, as described at the beginning of this
section, the "entity’ attribute of the conference object in the
<conflnfo> field is replaced with the actual information (i.e.

"xcon: 6845432@xanpl e. cont') .
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Figure 7: Create Basic Conference from User-Provided Conference Info

1. confRequest/create nessage (Alice proposes a conference object
to be created)

<?xm version="1.0" encodi ng="UTF-8" standal one="yes" ?>
<ccnp: ccnpRequest
xm ns:info="urn:ietf:parans: xm : ns: conference-i nfo"
xm ns: ccnp="urn:ietf:parans: xm :ns:xcon: ccnp"
xm ns: xcon="urn:ietf:parans: xm : ns: xcon-conf erence-i nfo">
<ccnpRequest
xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance"
Xsi :type="ccnp: ccnp-conf -request - nressage-t ype" >
<conf User | D>xcon-useri d: Al i ce@xanpl e. conx/ conf User | D>
<oper at i on>cr eat e</ oper ati on>
<ccnp: conf Request >
<conflnfo entity="xcon: AUTO GENERATE_1@xanpl e. coni' >
<i nf o: conf erence-descri pti on>
<i nf o: di spl ay-t ext>
Di al -out conference initiated by Alice
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</info:display-text>
<i nf o: maxi mum user - count >10</ i nf 0: maxi num user - count >
<i nf o: avai | abl e- nedi a>
<info:entry | abel =" AUTO GENERATE 2">
<i nf o: type>audi o</i nfo:type>
</info:entry>
</info:avail abl e- mredi a>
<xcon: conf erence-ti me>
<xcon:entry>
<xcon: base>
BEG N: VCALENDAR
VERSI ON: 2. 0
PRODI D: -/ / Mozi | | a. or g/ NONSGWL
Mozill a Cal endar V1.0//EN
BEG N: VEVENT
DTSTAWMP: 20100127T140728Z
U D: 20100127T140728Z- 345FDA- al i ce@xanpl e. com
ORGANI ZER: MAI LTQO al i ce@xanpl e. com
DTSTART: 20100127T143000Z
RRULE: FREQ=W\EEKLY
DTEND: 20100127T163000Z
END: VEVENT
END: VCALENDAR
</ xcon: base>
<xcon: m Xxi ng-start - of f set
requi red-parti ci pant =" noder at or" >
2010- 01- 27T14: 29: 00Z
</ xcon: m xi ng-start-of fset >
<xcon: m xi ng- end- of f set
required-participant="partici pant">
2010- 01- 27T16: 31: 00Z
</ xcon: nm xi ng- end- of f set >
<xcon: nust - j oi n- bef or e- of f set >
2010- 01- 27T15: 30: 00Z
</ xcon: nmust - j oi n- bef or e- of f set >
</ xcon:entry>
</ xcon: conf erence-ti me>
</i nfo: conf erence-descripti on>
<i nf o: user s>
<xcon: j oi n- handl i ng>al | ow</ xcon: j oi n- handl i ng>
<xcon: al | oned- users-1ist>
<xcon:target uri="xcon-userid:alice@xanple.cont
nmet hod="di al -out "/ >
<xcon:target uri="sip:bob83@xanpl e.cont
nmet hod="di al -out "/ >
<xcon:target uri="sip:carol @xanpl e.cont
met hod="di al -out"/>
</ xcon: al | owed-users-1|ist>
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</info:users>
</ conf I nf o>
</ ccnp: conf Request >
</ ccnpRequest >
</ ccnp: ccnpRequest >

2. conf Response/ create nessage ("200", "success")

<?xm version="1. 0" encodi ng="UTF-8" standal one="yes" ?>
<ccnp: ccnpResponse
xm ns: xcon="urn:ietf:paranms: xm : ns: xcon-conf erence-i nfo"
xm ns:info="urn:ietf:parans: xm : ns: conference-i nfo"
xm ns: ccnp="urn:ietf:parans: xm :ns:xcon:ccnp">
<ccnpResponse
xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schena- i nst ance"
Xsi:type="ccnp: ccnp-conf-response- nessage-type">
<conf User | D>xcon-useri d: Al i ce@xanpl e. conx/ conf User | D>
<conf Qbj | D>xcon: 6845432@xanpl e. conx/ conf Cbj | D>
<oper at i on>cr eat e</ oper ati on>
<r esponse- code>200</ r esponse- code>
<response- st ri ng>success</response-string>
<versi on>1</versi on>
<ccnp: conf Response/ >
</ ccnpResponse>
</ ccnp: ccnpResponse>

Figure 8: Create Basic Conference Detail ed Messagi ng
5.4. doning an Existing Conference

A client can also create another conference by cloning an existing
conference, such as an active conference or conference reservation
Thi s approach can be seen as a | ogical extension of the creation of a
new conference using a blueprint: the difference is that, instead of
cloning the predefined settings listed in a blueprint, the settings
of an existing conference would be cl oned.

In this exanple, the client sends a conf Request nmessage with the
"create" <operation> along with her XCON-USERI D i n the <confUserl D>
el ement and the XCON-URI of the conference fromwhich a new
conference is to be cloned in the <confQhjlID> el ement.

An exanpl e of how a client can create a conference based on a
blueprint is provided in Section 5.2. The manner by which a client
in this exanple night |earn about a conference reservation or active
conferences is simlar to the first step in the blueprint exanple,
with the exception of querying for different types of conference
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obj ects supported by the specific conferencing system For instance,
in this exanple, the client clones a conference reservation (i.e., an
i nactive conference).

If the conferencing systemcan support a new i nstance of the specific
type of conference (capabilities, etc.), then the request results in
the creation of a conference, with an XCONURI in the formof a new
val ue in the <confObj| D> paraneter to reflect the newy cloned
conference object returned in the confRResponse nessage.

Alice Conf S
| |
| (1) conf Request (conf User | D,

| confbj I D, create) |

R Ot >|

(a)Create +---
Conf |
oj ect |
& IDs +-->
--+ (b) M
| creates
| conf and
(confid=Y)

|
|
|
|
|
|
|
|<-+its ID
|
(2) conf Response(conf User | D,
conf Qbj | D*, creat e, |
200, success,
versi on, conflnfo) |
|

Qoo e e mmeemeemeemeeasecasaaaaaaa |

Figure 9: Create Basic Conference - O one

1. Alice, a conferencing systemclient, sends a confRequest nessage
to clone a conference based on an existing conference
reservation. Alice indicates this conference should be cloned
fromthe specified parent conference represented by the XCON URI
in the <confObjI D> provided in the request.

2. Upon receipt of the confRequest nmessage containing a "create"
<operation> and the aforenentioned XCONURI in the <confQbjl D>,
the conference server ensures that such received XCON-URI is
valid. The conference server determ nes the appropriate read/
write access of any users to be added to a conference based on
this XCON-URI (using nenbership, roles, etc.). The conference
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1

2.

Bar nes,

server uses the received <confObjI D> to clone a conference
reservation. The conference server also reserves or allocates a
new XCON-URI (called "confObjID*" in Figure 9) to be used for the
cl oned conference object. This newidentifier is, of course,
different fromthe one associated with the conference to be
cloned, since it represents a different conference object. Any
subsequent protocol requests fromany of the nenbers of the
conference nust use this newidentifier. The conference server
mai nt ai ns the mappi ng between this conference | D and the parent
conference object I D associated with the reservation through the
conference instance, and this mapping is explicitly addressed

t hrough the <cl oni ng-parent> el enent of the <conference-
description> in the new conference object.

conf Request/create nessage (Alice clones an existing conference)

<?xni

versi on="1. 0" encodi ng="UTF-8" standal one="yes" ?>

<ccnp: ccnpRequest

xm ns:info="urn:ietf:parans: xm : ns:conference-info"
xm ns: ccnp="urn:ietf:parans: xnl : ns: xcon: ccnp”
xm ns: xcon="urn:ietf:parans: xm : ns: xcon-conf erence-i nfo">

<ccnpRequest

xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance"
Xsi :type="ccnp: ccnp-conf -request - nessage-t ype" >
<conf User | D>xcon-useri d: Al i ce@xanpl e. conx/ conf User | D>
<conf Qbj | D>xcon: 6845432@xanpl e. conx/ conf Cbj | D>
<oper ati on>cr eat e</ operati on>
<ccnp: conf Request / >

</ ccnpRequest >
</ ccnp: ccnpRequest >

conf Response/ create nessage (created conference
obj ect returned)

<?xm version="1. 0" encodi ng="UTF-8" standal one="yes" ?>
<ccnp: ccnpResponse

xm ns: xcon="urn:ietf: parans: xm : ns: xcon-conf erence-i nfo"
xm ns:info="urn:ietf:parans: xm :ns: conference-info"
xm ns: ccnp="urn:ietf:parans: xnl : ns: xcon: ccnp" >

<ccnpResponse

xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance"
Xsi :type="ccnp: ccnp-conf-response- nessage-type" >
<conf User | D>xcon-useri d: Al i ce@xanpl e. conx/ conf User | D>
<conf Qbj | D>xcon: 8977794@xanpl e. conx/ conf Cbj | D>
<oper ati on>cr eat e</ operati on>
<r esponse- code>200</ r esponse- code>
<response-string>success</response-string>
<versi on>1</versi on>
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<ccnp: conf Response>
<conflnfo entity="xcon: 8977794@xanpl e. com'>
<i nf o: conf erence-descri pti on>
<i nf o: di spl ay-t ext >
New conference by Alice cloned from 6845432
</info:display-text>
<i nf o: maxi num user - count >10</ i nf 0: maxi num user - count >
<i nf o: avai | abl e- nedi a>
<info:entry | abel ="11">
<i nf o: type>audi o</i nfo:type>
</info:entry>
</info:avail abl e- medi a>
<xcon: cl oni ng- parent >
xcon: 6845432@xanpl e. com
</ xcon: cl oni ng- par ent >
</i nf o: conf erence-descri pti on>
<i nf o: user s>
<xcon: j oi n- handl i ng>al | ow</ xcon: j oi n- handl i ng>
<xcon: al | owed- users-1ist>
<xcon:target uri="sip:alice@xanple.cont
nmet hod="di al -out "/ >
<xcon:target uri="sip: bob83@xanpl e.cont
met hod="di al -out"/>
<xcon:target uri="sip:carol @xanpl e.cont
nmet hod="di al -out "/ >
</ xcon: al | owed-users-1ist>
</info:users>
<xcon: fl oor-i nformati on>
<xcon: fl oor - request - handl i ng>
confirnx/ xcon: fl oor-request-handl i ng>
<xcon: conf erence-fl oor-policy>
<xcon: floor id="1">
<xcon: nedi a- | abel >11</ xcon: nedi a- | abel >
</ xcon: fl oor >
</ xcon: conf erence-fl oor-policy>
</ xcon: fl oor-informati on>
</ conf I nf 0>
</ ccnp: conf Response>
</ ccnpResponse>
</ ccnp: ccnpResponse>

Fi gure 10: Create Basic Conference (C one) Detail ed Messagi ng
6. Conference Users Scenarios and Exanpl es
Section 5 showed exanpl es describing the several different ways a

conference mght be created using CCMP. This section focuses on
user-rel ated scenarios, i.e., typical scenarios that nmay occur during
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the lifetinme of a conference, |ike adding new users and handli ng
their nedia. The follow ng scenarios are based on those docunent ed
in the XCON franework. The exanpl es assune that a conference has
al ready been correctly established, with nedia, if applicable, per
one of the exanples in Section 5.

6.1. Adding a Party

In this exanple, Alice wants to add Bob to an established conference.
In the foll owi ng exanple we assunme Bob is a new user of the system
whi ch means Alice also needs to provide sone details about him In
fact, the case of Bob already present as a user in the conferencing
systemis much easier to address, and will be discussed | ater

Alice Bob
CMCCL CMCC2 CMCCx Conf S

| confObj I D, create,

| |
| (1) userRequest (confUserl D, |

|
| userinfo) | |

(2) userResponse(confUserlI D, confQbjlD
create, 200, success, userlnfo)

v )
o
o

| |
| (b) Focus
| sets up |
| signaling
| to Bob |

| |
| (c) Notify]|
| ("Bob just|
| joined")
<o |
|

|
Figure 11: Cient Mnipul ation of Conference - Add a Party
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1. Alice sends a userRequest nessage with an operation of "create"
to add Bob to the specific conference as identified by the XCO\N
URI in the <confCbjID>. The "create" <operation> al so nakes sure
that Bob is created as a user in the whol e conferencing system
This is done by adding in the request a <userlnfo> el ement
describing Bob as a user. This is needed in order to let the
conferencing system be aware of Bob’s characteristics. In case
Bob was already a registered user, Alice would just have
referenced himthrough his XCONNUSERID in the "entity’ attribute
of the <userInfo> field, wthout providing additional data. In
fact, that data (including, for instance, Bob’s SIP-UR to be
used subsequently for dial-out) would be obtained by referencing
the extant registration. The conference server ensures that
Alice has the appropriate authority based on the policies
associ ated with that specific conference object to performthe
operation. As nmentioned before, a new XCON-USERID is created for
Bob, and the <userIinfo> is used to update the conference object
accordingly. As already seen in Section 5.3, a placehol der
wi I dcard ("xcon-userid: AUTO GENERATE l1@xanpl e.com' in the CCW
messages below) is used for the "entity’ attribute of the
<userl nfo> elenent, to be replaced by the actual XCON USERI D
| ater;

2. Bob is successfully added to the conference object, and an XCO\
USERID is allocated for him ("xcon-userid: Bob@xanpl e.cont'); this
identifier is reported in the response as the value of the
"entity’' attribute of the returned <userl nfo>;

3. In the presented exanple, the call signaling to add Bob to the
conference is instigated through the focus as well. As noted
previously, this is inplenentation specific. |In fact, a
conferencing system may acconplish different actions after the
user creation, just as it may do nothing at all. Anong the
possi bl e actions, for instance, Bob may be added as a <target>
el ement to the <all owed-users-list> el ement, whose joining
"method’ may be either "dial-in" or "dial-out". Besides, out-of-
band notification nmechani sns nmay be involved as well, e.g., to
notify Bob via mail of the new conference, including details as
the date, password, expected participants, and so on (see
Section 4.3).

Once Bob has been successfully added to the specified conference,
per updates to the state, and dependi ng upon the policies, other
participants (including Bob hinmself) may be notified of the
addition of Bob to the conference via the conference notification
service in use
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1. userRequest/create nessage (Alice adds Bob)

<?xm version="1. 0" encodi ng="UTF-8" standal one="yes" ?>
<ccnp: ccnpRequest xm ns:info="urn:ietf:parans: xm : ns: conference-info"
xm ns: ccnp="urn:ietf:paranms: xm : ns: xcon: ccnp”
xm ns: xcon="urn:ietf: parans: xn : ns: xcon-conf erence-i nfo">
<ccnpRequest xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance"
Xsi:type="ccnp: ccnp-user-request - nessage-type" >
<conf User | D>xcon- useri d: Al i ce@xanpl e. conx/ conf User | D>
<conf Qbj | D>xcon: 8977878@xanpl e. conx/ conf Obj | D>
<oper ati on>cr eat e</ oper ati on>
<ccnp: user Request >
<userlnfo entity="xcon-userid: AUTO GENERATE 1@xanpl e. coni >
<i nfo: di spl ay-t ext >Bob</i nf o: di spl ay-t ext >
<i nf o: associ at ed- aor s>
<info:entry>
<i nfo:uri>mailto: bob. depi ppi s@xanpl e. conx/info:uri>
<i nfo: di spl ay-text>Bob’s enmil </info:display-text>
</info:entry>
</info:associ at ed- aor s>
<i nf o: endpoi nt entity="sip: bob83@xanpl e. coni >
<i nf o: di spl ay-text >Bob’ s | apt op</i nfo: di spl ay-t ext >
</i nf o: endpoi nt >
</ user | nf o>
</ ccnp: user Request >
</ ccnpRequest >
</ ccnp: ccnpRequest >

2. userResponse/create nmessage (a new XCON-USERID i s
created for Bob and he is added to the conference)

<?xm version="1. 0" encodi ng="UTF-8" standal one="yes" ?>
<ccnp: ccnmpResponse xm ns:info="urn:ietf:paranms: xm : ns: conference-info"
xm ns: ccnp="urn:ietf:paranms: xm :ns:xcon: ccnp”
xm ns: xcon="urn:ietf:parans: xn : ns: xcon- conf erence-i nfo">
<ccnpResponse xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance"
Xsi:type="ccnp: ccnp- user-response- nessage-type" >
<conf User | D>xcon- useri d: Al i ce@xanpl e. conx/ conf User | D>
<conf Qbj | D>xcon: 8977878@xanpl e. conx/ conf Cbj | D>
<oper ati on>cr eat e</ oper ati on>
<r esponse- code>200</ r esponse- code>
<response-string>success</response-string>
<versi on>10</ ver si on>
<ccnp: user Response>
<userlnfo entity="xcon-userid: Bob@xanpl e. cont' >
<i nf o: di spl ay-t ext >Bob</i nf 0: di spl ay-text>
<i nf o: associ at ed- aor s>
<info:entry>
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<info:uri>mailto: bob. depi ppi s@xanpl e. conx/info: uri>
<i nfo:display-text>Bob’s email </info:display-text>
</info:entry>
</i nf o: associ at ed- aor s>
<i nf o: endpoi nt entity="si p: bob83@xanpl e. coni >
<i nf o: di spl ay-text >Bob’ s | apt op</i nf o: di spl ay-text>
</i nf o: endpoi nt >
</ user| nf o>
</ ccnp: user Response>
</ ccnpResponse>
</ ccnp: ccnpResponse>

Figure 12: Add Party Message Details
6.2. Miting a Party

This section provides an exanple of the nuting of a party in an
active conference. W assune that the user to nute has already been
added to the conference. The docunent only addresses nmuting and not
unmuting, since the latter would involve an al nost identical CCW
nmessage flow anyway. However, if any external floor control is

i nvol ved, whether a particular conferencing client can actually mute/
unnute itself nust be considered by the conferencing system

Pl ease notice that interaction between CCVMP and floor contro
shoul d be carefully considered. |In fact, handling CCMP- and BFCP-
based medi a control has to be considered as nultiple |layers: that
is, a participant may have the BFCP fl oor granted, but be nuted by
means of CCMP. |If so, he would still be nuted in the conference,
and would only be unnuted if both the protocols allowed for this.

Fi gure 13 provi des an exanple of one client, Alice, inpacting the
nmedi a state of another client, Bob. This exanple assunes an

est ablished conference. In this exanple, Alice, who is the noderator
of the conference, wants to nute Bob on a nmediumsized nmulti-party
conference, as his device is not nuted (and he’'s obvi ously not
listening to the call) and background noise in his office environnent
is disruptive to the conference. BFCP floor control is assuned not
to be invol ved.

Muti ng can be acconplished using the <nmute> control el enent
associated with the target user’s audio, in which case the conference
server nust update the settings associated with the user’s nedia
streanms. Muiting/unnuting can al so be acconplished by directly

nodi fying the settings related to the target user’s media streans,
which is the approach shown in this exanple. Specifically, Bob’'s
<userlnfo> is updated by nodifying the <endpoint> elenent in the
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<nedi a> part related to audio information, identified by the "id
attribute. The nodification consists in setting the audi o <status>
to "recvonly", in case of nuting.

Alice Bob
CMCC1 CMCC2 CMCCx Conf S VS
| |

| (1) user Request (subj ect, |
| confUser| D, confQbj I D, |
| updat e, user | nf 0) |
|

R e >
| | Mut e Bob
| | R b >
| | | 200
| | S |
| <====== XXX Bob excluded from m x XXX ====>
| | |
| (a) Update +---
| Bob in
| dat a nodel |
|

|
(2) user Response(conf User | D, conf Obj | D,

|
|
|
|
(nmuted) +-->
I
updat e, 200, success, ver si on)

|
(b) Notify
("Bob is

|

Cmmmmmmmmaas |

Figure 13: dient Manipulation of Conference - Mite a Party

1. Alice sends a userRequest nmessage with an "update" <operation>
and the <userlnfo> with the <status> field in the <nedia> el enent
for Bob's <endpoint> set to "revconly". |n order to authenticate
herself, Alice provides in the <subject> request paraneter her
registration credentials (i.e., usernane and password). The
<subj ect> paraneter is an optional one: its use can be systematic
whenever the conference server envisages to authenticate each
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requester. In such cases, if the client does not provide the
requi red authentication information, the conferencing server
answers with a CCWVP "authenti cati onRequired" <response-code>,

i ndi cating that the request cannot be processed w thout including
t he proper <subject> parameter. The conference server ensures
that Alice has the appropriate authority based on the policies
associated with that specific conference object to performthe
operation. It recognizes that Alice is allowed to request the
specified nodification, since she is noderator of the target
conference, and updates the <userlnfo> in the conference object
reflecting that Bob’s nmedia is not to be nmixed with the
conference nedia. |If the conference server relies on a renote
medi a server for its multinmedia functionality, it subsequently
changes Bob’s nedia profile accordingly by neans of the rel ated
protocol interaction with the M5. An exanple describing a
possi bl e way of dealing with such a situation using the nmedia
server control architecture [RFC5567] is described in Figure 31
"Sinple Bridging: Framework Transactions (2)", in [CALL- FLOWE].

2. A userResponse nessage with a "200" <response-code> ("success")
is then sent to Alice. Depending upon the policies, the
conference server may notify other participants (including Bob)
of this update via any conference notification service that may
be in use.

1. userRequest/update nmessage (Alice nutes Bob)

<?xm version="1.0" encodi ng="UTF-8" standal one="yes" ?>
<ccnp: ccnpRequest xm ns:info="urn:ietf:parans: xn : ns: conference-info"
xm ns: ccnp="urn:ietf:parans: xm : ns: xcon: ccnp”
xm ns: xcon="urn:ietf: parans: xm : ns: xcon-conference-info">
<ccnpRequest xm ns: xsi="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance"

Xsi:type="ccnp: ccnp-user-request - nessage-type" >
<subj ect >

<user nane>Al i ce83</ user nane>

<conf er ence- passwor d>13011983</ conf er ence- passwor d>
</ subj ect >
<conf User | D>xcon- useri d: Al i ce@xanpl e. conx/ conf User | D>
<conf Qbj | D>xcon: 8977878@xanpl e. conx/ conf Cbj | D>
<oper at i on>updat e</ oper ati on>
<ccnp: user Request >

<userlnfo entity="xcon-userid: Bob@xanpl e. cont >
<i nf o: endpoi nt entity="sip: bob83@xanpl e. coni >
<info:nedia id="1">
<i nfo:label >123</i nfo: | abel >
<i nf o: st atus>recvonl y</i nf o: st at us>
</i nfo: medi a>
</i nf o: endpoi nt >
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</ user| nf o>
</ ccnp: user Request >
</ ccnpRequest >
</ ccnp: ccnpRequest >

2. userResponse/ updat e nessage (Bob has been mnuted)

<?xm version="1. 0" encodi ng="UTF-8" standal one="yes" ?>
<ccnp: ccnmpResponse xm ns:info="urn:ietf:paranms: xm : ns: conference-info"
xm ns: ccnp="urn:ietf:paranms: xm :ns:xcon: ccnp”
xm ns: xcon="urn:ietf:parans: xn : ns: xcon- conf erence-i nfo">
<ccnpResponse xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance"
Xsi:type="ccnp: ccnp- user-response- nessage-type" >
<conf User | D>xcon- useri d: Al i ce@xanpl e. conx/ conf User | D>
<conf Qbj | D>xcon: 8977878@xanpl e. conx/ conf Cbj | D>
<oper at i on>updat e</ oper ati on>
<r esponse- code>200</ r esponse- code>
<response-string>success</response-string>
<ver si on>7</ ver si on>
<ccnp: user Response/ >
</ ccnpResponse>
</ ccnp: ccnpResponse>

Figure 14: Mute Message Details
6.3. Conference Announcenents and Recordi ngs

This section deals with features that are typically required in a
conferenci ng system such as public announcenments (e.g., to notify
vocally that a new user joined a conference) and name recording.
While this is not strictly CCMP-related (the CCMP signaling is
actually the sanme as the one seen in Section 6.1), it is an
interesting scenario to address to see how several conponents of an
XCON-conpl i ant architecture interact with each other to nake it
happen.

In this exanple, as shown in Figure 15, Alice is joining Bob's
conference that requires that she first enter a passcode. After
successfully entering the passcode, an announcenent pronpts Alice to
speak her nane so it can be recorded. Wen Alice is added to the
active conference, the recording is played back to all the existing

participants. A very sinlar exanple is presented in Figure 33 of
[ CALL- FLOWF] .
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CMCC Alice Conf S WSS
| |
| (1) user Request (conf Cbj I D,
| creat e, userl nf o)
[-----mmmm - >

|
|
|
|--+ Alice is
| | newin the
| <-+ system (create
| conf User | D)
Conf S handl es +--|
SIP signaling | |
(Ali ce<->Conf S<->MB) +- >|
|
|
|
|
|
|

-+ A password is
| required for
<-+ that conference

Request | VR nenu (PIN)

[---mmm - >
|
<========= M5 gets PIN from Alice through DTMF =========>
|
| Provided PIN is...
| < |
Check +--| |
PIN| | |
+->| |
|--+ Alice nust |
| | record her |
| <-+ nane |
| |
| Request nane recording |
[ i
<========= M5 records Alice’s audio RTP (nane) =========>|
| |
| Audi o recording |
| <o |
Compl ete +--|
creation | |
|

of Alice +->

Barnes, et al. I nf or mat i onal [ Page 39]



RFC 6504 CCwWP Cal | Fl ow Exanpl es March 2012

| |
| |
| (2)userResponse(conf Userl D,
| conf Qbj I D, creat e, 200,
| success, ver si on)

|
|

Fi gure 15: Recordi ng and Announcenents

1. Upon receipt of the userRequest nessage fromAlice to be added to
Bob’ s conference, the conference server deternines that a
password is required for this specific conference. Thus, an
announcenent asking Alice to enter the password is sent back
This may be achi eved by neans of typical |IVR functionality. Once
Alice enters the password, it is validated against the policies
associ ated with Bob's active conference. The conference server
then connects to a server that pronpts and records Alice’s nane.
The conference server nust also determ ne whether Alice is
al ready a user of this conferencing systemor whether she is a
new user. In this case, Alice is a new user for this
conferencing system so a new XCONNUSERID is created for Alice
Based upon the contact information provided by Alice, the cal
signaling to add Alice to the conference is instigated through
t he focus.

2. The conference server sends Alice a userResponse nessage that
i ncludes in the <confUserl D> the XCONUSERI D assigned by the
conferencing systemto her. This would allow Alice to later
perform operations on the conference (if she were to have the
appropriate policies), including registering for event
notifications associated with the conference. Once the cal
signaling indicates that Alice has been successfully added to the
specific conference, per updates to the state, and dependi ng upon
the policies, other participants (e.g., Bob) are notified of the
addition of Alice to the conference via the conference
notification service and an announcenent is provided to all the
participants indicating that Alice has joined the conference.

1. userRequest/create nessage (a new conferencing systemclient,
Alice, enters Bob’s conference)

<?xm version="1. 0" encodi ng="UTF-8" standal one="yes" ?>
<ccnp: ccnpRequest
xm ns:info="urn:ietf:paramnms: xm :ns: conference-info"
xm ns: ccnp="urn:ietf:parans: xm : ns: xcon: ccnp”
xm ns: xcon="urn:ietf: parans: xn : ns: xcon-conf erence-i nfo">
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<ccnpRequest xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance"
Xsi:type="ccnp: ccnp-user-request - nessage-type" >
<conf Qbj | D>xcon: bobConf @xanpl e. conx/ conf Cbj | D>
<oper ati on>cr eat e</ oper ati on>
<ccnp: user Request >
<userlnfo entity="xcon-userid: AUTO GENERATE 1@xanpl e. coni >
<i nfo: associ at ed- aor s>
<info:entry>
<info:uri>
mai | t o: Al i ce83@xanpl e. com
</info:uri>
<i nfo: di spl ay-text>email </info:display-text>
</info:entry>
</info:associ at ed- aor s>
<i nfo: endpoi nt entity="sip:alice_789@xanpl e.com'/>
</ user| nf o>
</ ccnp: user Request >
</ ccnpRequest >
</ ccnp: ccnpRequest >

2. userResponse/create nmessage (Alice provided with a new XCON USERI D
and added to the conference)

<?xm version="1.0" encodi ng="UTF-8" standal one="yes" ?>
<ccnp: ccnpResponse
xm ns:info="urn:ietf:parans: xm :ns: conference-info"
xm ns: ccnp="urn:ietf:parans: xnl : ns: xcon: ccnp”
xm ns: xcon="urn:ietf:parans: xm : ns: xcon- conf erence-i nfo">
<ccnpResponse xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance"
XSi :type="ccnp: ccnp- user-response- nessage-type" >
<conf User | D>xcon-useri d: Al i ce@xanpl e. conx/ conf User | D>
<conf Qbj | D>xcon: bobConf @xanpl e. conx/ conf Cbj | D>
<oper ati on>cr eat e</ oper ati on>
<r esponse- code>200</ r esponse- code>
<response-string>success</response-string>
<ver si on>5</ ver si on>
<ccnp: user Response/ >
</ ccnpResponse>
</ ccnp: ccnpResponse>

Fi gure 16: Announcenent Messaging Details
6.4. Monitoring for DTMF
Conferencing systens al so often need the capability to nonitor for
dual -tone multi-frequency (DTMF) from each individual participant.

This would typically be used to enter the identifier and/or access
code for joining a specific conference. This feature is also often
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exploited to achieve interaction between participants and the
conferenci ng system for non- XCON- aware user agents (e.g., using DTMF
tones to get nuted/ unnuted).

An exanpl e of DITMF nonitoring, within the context of the framework
el ements, is shown in Figure 15. The nedia control architecture and
protocol s [ RFC5567] can be used by the conference server for all the
DTMF interactions. Exanples for DIMF interception in conference

i nstances are presented in [ CALL- FLOAE] .

6.5. Entering a Password-Protected Conference

Sonme conferences nay require a password to be provided by a user who
wants to mani pul ate the conference objects (e.g., join, update,

delete) via CCMP. In this case, a password would be included in the
<conf erence- password> el enent in the appropriate <conference-uris>
entry of the conference data nodel. Such password nust be then

i ncluded in the <conference-password> field in the CCMP request
addressed to that conference

In the followi ng exanple, Alice, a conferencing systemclient,
attenpts to join a password-protected conference.

1. Alice sends a userRequest nessage with a "create" <operation> to
add herself in the conference with XCON URI
"xcon: 8977777@xanpl e. cont (witten in the <confojl D>
paraneter). Alice provides her XCON-USERI D via the <confUserl D>
field of the userRequest nmessage and | eaves out the <userlnfo>
one (first-party join). In this first attenpt, she doesn’t
insert any password paraneter.

2. Upon receipt the userRequest/create nessage, the conference
server detects that the indicated conference is not joinable
wi t hout providing the appropriate passcode. A userResponse
message with a "423" <response-code> ("conference password
required") is returned to Alice to indicate that her join has
been refused and that she has to resend her request including the
appropriate conference password in order to participate.

3. After getting the passcode through out-of-band nechani sns, Alice
provides it in the proper <conference-password> request field of
a new user Request/create nessage and sends the updated request
back to the server.

4. The conference server checks the provided password and then adds
Alice to the protected conference. After that, a userResponse
message with a "200" <response-code> ("success") is sent to
Alice.
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1. userRequest/create nessage (Alice tries to enter the conference
wi t hout providing the password)

<?xm version="1.0" encodi ng="UTF-8" standal one="yes" ?>
<ccnp: ccnpRequest
xm ns:info="urn:ietf:parans: xm : ns: conference-i nfo"
xm ns: ccnp="urn:ietf:parans: xm :ns:xcon: ccnp"”
xm ns: xcon="urn:ietf:parans: xm : ns: xcon-conf erence-i nfo">
<ccnpRequest xm ns: xsi="http://ww. w3. org/ 2001/ XM_Schena- i nst ance"
Xsi:type="ccnp: ccnp-user-request - nessage-type" >
<conf User | D>xcon-useri d: Al i ce@xanpl e. conx/ conf User | D>
<conf Qbj | D>xcon: 8977794@xanpl e. conx/ conf Cbj | D>
<oper at i on>cr eat e</ operati on>
<ccnp: user Request />
</ ccnpRequest >
</ ccnp: ccnpRequest >

2. userResponse/create nessage ("423", "conference password required")

<?xm version="1. 0" encodi ng="UTF-8" standal one="yes" ?>
<ccnp: ccnpResponse
xm ns:info="urn:ietf:paramnms: xm :ns: conference-info"
xm ns: ccnp="urn:ietf:paranms: xm : ns: xcon: ccnp”
xm ns: xcon="urn:ietf: parans: xn : ns: xcon-conf erence-i nfo">
<ccnpResponse xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance"
Xsi:type="ccnp: ccnp-user-response- nessage-type">
<conf User | D>xcon- useri d: Al i ce@xanpl e. conx/ conf User | D>
<conf Qbj | D>xcon: 8977794@xanpl e. conx/ conf Obj | D>
<oper at i on>cr eat e</ oper ati on>
<r esponse- code>423</r esponse- code>
<response-stri ng>conference password required</response-string>
<ccnp: user Response/ >
</ ccnpResponse>
</ ccnp: ccnpResponse>

3. userRequest/create nessage (Alice provides the password)

<?xm version="1. 0" encodi ng="UTF-8" standal one="yes" ?>
<ccnp: ccnpRequest
xm ns:info="urn:ietf:paramnms: xm : ns: conference-info"
xm ns: ccnp="urn:ietf:parans: xm : ns: xcon: ccnp”
xm ns: xcon="urn:ietf: parans: xn : ns: xcon-conference-i nfo">
<ccnpRequest xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance"
Xsi:type="ccnp: ccnp-user-request - nessage-type" >
<conf User | D>xcon- useri d: Al i ce@xanpl e. conx/ conf User | D>
<conf Qbj | D>xcon: 8977794@xanpl e. conx/ conf Obj | D>
<oper ati on>cr eat e</ oper ati on>
<conf er ence- passwor d>8601</ conf er ence- passwor d>
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7.

<ccnp: user Request / >
</ ccnpRequest >
</ ccnp: ccnpRequest >

4. user Response/create nessage
(Al'i ce has been added to the conference)

<?xm version="1. 0" encodi ng="UTF-8" standal one="yes" ?>
<ccnp: ccnpResponse
xm ns:info="urn:ietf:paramnms: xm : ns: conference-info"
xm ns: ccnp="urn:ietf:paranms: xm : ns: xcon: ccnp”
xm ns: xcon="urn:ietf: parans: xn : ns: xcon-conference-i nfo">
<ccnpResponse xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance"
Xsi:type="ccnp: ccnp-user-response- nessage-type">
<conf User | D>xcon- useri d: Al i ce@xanpl e. conx/ conf User | D>
<conf Qbj | D>xcon: 8977794@xanpl e. conx/ conf Obj | D>
<oper ati on>cr eat e</ oper ati on>
<r esponse- code>200</ r esponse- code>
<response-string>success</response-string>
<versi on>10</ ver si on>
<ccnp: user Response/ >
</ ccnpResponse>
</ ccnp: ccnpResponse>

Fi gure 17: Password-Protected Conference Join Messages Details
Si debars Scenari os and Exanpl es

VWil e creating conferences and mani pul ating users and their nedia are
sufficient for many scenarios, there may be cases when nore conpl ex
managenent i s needed.

In fact, a feature typically required in conferencing systenms is the
ability to create sidebars. A sidebar is basically a child
conference that usually includes a subset of the participants of the
parent conference and a subset of its nedia as well. Sidebars are
typically required whenever sone of the participants in a conference
want a private discussion, without interfering with the main

conf erence.

This section deals with sonme typical scenarios using a sidebar, |ike
whi spering, private nmessaging, and coaching scenarios. The first
subsections present sone exanples of how a generic sidebar can be
created, configured, and nanaged.
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Fi gure 18 provides an exanple of one client, Alice, involved in an
active conference with Bob and Carol. Alice wants to create a

si debar to have a side discussion with Bob while still view ng the
vi deo associated with the main conference. Alternatively, the audio
fromthe main conference could be nmaintained at a reduced vol une.
Alice initiates the sidebar by sending a request to the ConfS to
create a conference reservation based upon the active conference
object. Alice and Bob would remain on the roster of the main
conference, such that other participants could be aware of their
participation in the main conference, while an internal-sidebar
conference is occurring. Besides, Bob decides that he is not
interested in still receiving the conference audio in background (not
even at a |ower volunme as Alice configured) and so nodifies the

sidebar in order to nmake that streami nactive for

hi m

Alice Bob Conf S

| |
| (1) sidebarByVal Request (conf User | D
| conf Qbj I D, create)

(a) Create +---
si debar - by-val |
(new conf obj |

conf Qbj |1 D)

(conf Obj | D*, creat e, 200, success
ver si on, si debar ByVal | nf 0)

(3) sidebarByVal Request
(confUser| D, confObjl D,

|
|
|
|
|
I
| (2) sidebarByVal Response(confUserl D
|
|
|
|
I
| updat e, si debar ByVal | nf 0)

Bar nes, et al. I nf or mat i ona

cloned from+-->

Si debar now has
id confQbjlD*

(parent mappi ng
conf <- >si debar)
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| (b) Update +---
| si debar - by-val |

| (medi a, users

| etc.) +-->
|
|

nodi fi ed
(4) sidebarByVal Response(conf User | D
conf Qbj | D*, updat e,

|
|
|
|
| Sidebar is
|
|
|
200, success, version)

A

|
| (5) userRequest

| (confUserl D,
|

|

conf Qbj | D*,
updat e, user | nf 0)
| ---------------------- >
(c) Update +---

user settings
+-->

Si debar is nodified
(original audio
i nactive for Bob)
(6) user Response

(confUserl D,

conf Qbj | D~

updat e, 200,

|
|
|
|
|
|
|
|
|
(Bob’ s nedia) | |
|
|
|
|
|
|
|
|
success, ver si on)

Figure 18: Client Creation of a Sidebar Conference

1. Upon receipt of CCWP sidebarByVal Request nessage to create a new
si debar based upon the conference whose XCONURI is in the
<conf Obj I D> received in the request, the conference server uses
such XCON-URI to clone a conference reservation for the sidebar
The sidebar reservation is NOT i ndependent of the active nain
conference (i.e., parent). The conference server also allocates
a new XCON-URI ("confQbjID*" in Figure 18) for that sidebar to be
used for any subsequent protocol requests fromany of the nmenbers
of the conference. The new XCON-URI is returned in the response
message <conf Qbj | D> paraneter.
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Bar nes,

The relationship information is provided in the

si debar ByVal Response nessage, specifically in the <sidebar-
parent> elenment. A dunp of the conplete representation of the
mai n/ parent conference is provided below as well to show how t he
cl oning process for the creation of the sidebar could take place.

Upon recei pt of the sidebarByVal Response nessage to reserve the
conference, Alice can now create an active conference using that
reservation or create additional reservations based upon the
existing reservations. In this exanple, Alice wants only Bob to
be involved in the sidebar; thus, she manipul ates the nenbership
so that only the two of them appear in the <all owed-users-1list>
section. Alice also wants both audio and video fromthe origina
conference to be available in the sidebar. For what concerns the
nmedi a belonging to the sidebar itself, Alice wants the audio to
be restricted to the participants in the sidebar (that is, Bob
and herself). Additionally, Alice manipul ates the nedia val ues
to receive the audio fromthe main conference at a reduced

vol ume, so that the conmuni cati on between her and Bob isn't
affected. Alice sends a sidebarByVal Request nmessage with an
operation of "update" along with the <sidebarByVal |l nfo>
cont ai ni ng the aforenentioned si debar nodifications.

Upon recei pt of the sidebarByVal Request nessage to update the

si debar reservation, the conference server ensures that Alice has
the appropriate authority based on the policies associated with
that specific conference object to performthe operation. The
conference server nmust also validate the updated information in
the reservation, ensuring that a nmenber like Bob is already a
user of this conference server. Once the data for the conference
identified by the <confObjID> is updated, the conference server
sends a si debar ByVal Response nmessage to Alice. Depending upon
the policies, the initiator of the request (i.e., Alice) and the
participants in the sidebar (i.e., Bob) may be notified of his
addition to the sidebar via the conference notification service.

At this point, Bob sends a userRequest nessage to the conference
server with an operation of "update" to conpletely disable the
background audi o fromthe parent conference, since it prevents
hi m from under st andi ng what Alice says in the sidebar.

Notice that Bob’s request only changes the nedi a perspective for
Bob. Alice keeps on receiving both the audio from Bob and the
background fromthe parent conference. This request nmay be

rel ayed by the conference server to the nedia server handling the
m xing, if present. Upon conpletion of the change, the
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conference server sends a user Response nessage to Bob. Depending
upon the policies, the initiator of the request (i.e., Bob) and
the participants in the sidebar (i.e., Alice) may be notified of
this change via the conference notification service

The followi ng conference object represents the conference in which

the sidebar is to be created. It will be used by the conference
server to create the new conference object associated with the
si debar .

<?xm version="1. 0" encodi ng="UTF-8" standal one="yes" ?>
<i nf o: conference-info
xm ns:info="urn:ietf:parans: xm : ns: conference-info"
xm ns: ccnp="urn:ietf:parans: xnl : ns: xcon: ccnp”
xm ns: xcon="urn:ietf:parans: xnl : ns: xcon- conf erence-i nf o"
entity="xcon: 8977878@xanpl e. cont' >
<i nf o: conf erence-descri pti on>
<i nf o: di spl ay-t ext >MAI N CONFERENCE</ i nf o: di spl ay-t ext >
<i nfo:conf-uris>
<info:entry>
<i nfo:uri>sip: 8977878@xanpl e. conx/info: uri>
<i nf o: di spl ay-text>conference sip uri</info:display-text>
</info:entry>
</info:conf-uris>
<i nf o: avai | abl e- medi a>
<info:entry | abel ="123">
<i nfo: di spl ay-text>mai n conference audi o</info:display-text>
<i nf o: type>audi o</i nfo:type>
<i nf o: st at us>sendr ecv</i nf o: st at us>
</info:entry>
<info:entry | abel ="456">
<i nfo: display-text>min conference video</info:display-text>
<i nfo: type>vi deo</info:type>
<i nf o: st at us>sendr ecv</i nf o: st at us>
<xcon: control s>
<xcon: vi deo- | ayout >si ngl e- vi ew</ xcon: vi deo- | ayout >
</ xcon: control s>
</info:entry>
</info:avail abl e- mredi a>
</i nfo: conf erence-description>
<i nf o: conf er ence- st at e>
<info:active>true</info:active>
</info:conference-state>
<i nfo: users>
<i nfo:user entity="xcon-userid:Alice@xanple.cont>
<i nfo: displ ay-text>Alice</info:display-text>
<i nf o: endpoi nt entity="sip: Ali ce@xanpl e.coni >
<info:nedia id="1">
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<i nfo: | abel >123</i nf o: | abel >
<i nfo: st at us>sendr ecv</i nf o: st at us>
</i nf o: nedi a>
<info:nmedia id="2">
<i nf o: | abel >456</i nf o: | abel >
<i nf o: st at us>sendr ecv</i nf o: st at us>
</i nf o: nedi a>
</i nf o: endpoi nt >
</info:user>
<i nfo:user entity="xcon-userid: Bob@xanpl e. com' >
<i nf o: di spl ay-t ext >Bob</i nf o: di spl ay-text>
<i nfo: endpoi nt entity="si p: bob83@xanpl e. coni >
<info:nedia id="1">
<i nfo: | abel >123</i nf o: | abel >
<i nfo: st atus>sendr ecv</i nf o: st at us>
</i nf o: nedi a>
<info:nmedia id="2">
<i nf o: | abel >456</i nf o: | abel >
<i nfo: st at us>sendr ecv</i nf o: st at us>
</i nf o: nedi a>
</i nf o: endpoi nt >
</i nf o: user >
<i nfo:user entity="xcon-userid: Carol @xanpl e. con' >
<i nf o: di spl ay-text>Carol </info:display-text>
<i nf o: endpoi nt entity="sip: carol @xanpl e. coni >
<info:nmedia id="1">
<i nfo: | abel >123</i nf o: | abel >
<i nf o: st at us>sendr ecv</i nf o: st at us>
</i nf o: nedi a>
<info:nedia id="2">
<i nfo: | abel >456</i nf o: | abel >
<i nfo: st at us>sendr ecv</i nf o: st at us>
</i nf o: nedi a>
</i nf o: endpoi nt >
</info: user>
</info:users>
</i nfo: conference-info>

Fi gure 19: Conference with Alice, Bob, and Carol

The sidebar creation happens through a cloning of the parent
conference. Once the sidebar is created, an update request nakes
sure that the sidebar is custonized as needed. The follow ng
protocol dunp nmekes the process clearer
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1. sidebarByVal Request/create nessage (Alice creates an
i nternal sidebar)

<?xm version="1.0" encodi ng="UTF-8" standal one="yes" ?>
<ccnp: ccnpRequest xm ns:info="urn:ietf:parans: xn :ns: conference-info"
xm ns: ccnp="urn:ietf:parans: xm : ns: xcon: ccnp”
xm ns: xcon="urn:ietf: parans: xm : ns: xcon-conference-i nfo">
<ccnpRequest xm ns: xsi="http://ww. w3. org/ 2001/ XM_Schena- i nst ance"
Xsi :type="ccnp: ccnp-si debar ByVal - r equest - nessage-t ype" >
<conf User | D>xcon-useri d: Al i ce@xanpl e. conx/ conf User | D>
<conf bj | D>xcon: 8977878@xanpl e. conx/ conf OGbj | D>
<oper at i on>cr eat e</ oper ati on>
<ccnp: si debar ByVal Request/ >
</ ccnpRequest >
</ ccnp: ccnpRequest >

2. sidebarByVal Response/ creat e nmessage (sidebar returned)

<?xm version="1.0" encodi ng="UTF-8" standal one="yes" ?>
<ccnp: ccnpResponse
xm ns: xcon="urn:ietf:parans: xnl : ns: xcon- conf erence-i nfo"
xm ns:info="urn:ietf:paramnms: xm : ns: conference-info"
xm ns: ccnp="urn:ietf:paranms: xm : ns: xcon: ccnp">
<ccnpResponse xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance"
Xsi :type="ccnp: ccnp-si debar ByVal -r esponse- nessage-type" >
<conf User | D>xcon- useri d: Al i ce@xanpl e. conx/ conf User | D>
<conf Qbj | D>xcon: 8974545@xanpl e. conx/ conf Cbj | D>
<oper ati on>cr eat e</ oper ati on>
<r esponse- code>200</ r esponse- code>
<response-string>success</response-string>
<ver si on>1</ver si on>
<ccnp: si debar ByVal Response>
<si debarByVal | nfo entity="xcon: 8974545@xanpl e. cont' >
<i nf o: conf erence-descri pti on>
<i nf o: di spl ay-text>
S| DEBAR CONFERENCE regi stered by Alice
</info:display-text>
<i nfo:avail abl e- medi a>
<info:entry | abel ="123">
<i nf o: di spl ay-t ext >
mai n conference audi o
</info:display-text>
<i nf o: type>audi o</i nfo:type>
<i nfo: status>sendrecv</info: stat us>
</info:entry>
<info:entry | abel ="456" >
<i nf o: di spl ay-t ext>
mai n conference vi deo
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</info:display-text>
<i nfo:type>vi deo</info:type>
<i nf o: st at us>sendr ecv</i nf o: st at us>
</info:entry>
</info:avail abl e- nedi a>
</i nf o: conf erence-descri pti on>
<i nf o: conf erence- st at e>
<i nfo:active>fal se</info:active>
</i nf o: conf er ence- st at e>
<i nfo:users>
<xcon: al | oned-users-1ist>
<xcon:target nethod="dial-in"
uri="xcon-userid: Ali ce@xanpl e.coni/>
<xcon:target nethod="dial-in"
uri ="xcon-userid: Bob@xanpl e. cont'/ >
<xcon:target method="dial-in"
uri ="xcon-userid: Carol @xanpl e. cont />
</ xcon: al | oned-users-1|ist>
<xcon: si debar - parent >
xcon: 8977878@xanpl e. com
</ xcon: si debar - par ent >
</info:users>
</ si debar ByVal I nf 0>
</ ccnp: si debar ByVal Response>
</ ccnpResponse>
</ ccnp: ccnpResponse>

3. sidebarByVal Request/updat e nessage (Alice updates the
created sidebar)

<?xm version="1. 0" encodi ng="UTF-8" standal one="yes" ?>
<ccnp: ccnpRequest
xm ns: xcon="urn:ietf:parans: xnl : ns: xcon- conf erence-i nfo"
xm ns:info="urn:ietf:paramnms: xm : ns: conference-info"
xm ns: ccnp="urn:ietf:paranms: xm : ns: xcon: ccnp">
<ccnpRequest xm ns: xsi="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance"
Xsi:type="ccnp: ccnp-si debar ByVal - r equest - nessage-t ype" >
<conf User | D>xcon- useri d: Al i ce@xanpl e. conx/ conf User | D>
<conf Qbj | D>xcon: 8974545@xanpl e. conx/ conf Cbj | D>
<oper at i on>updat e</ oper ati on>
<ccnp: si debar ByVal Request >
<si debarByVal | nfo entity="xcon: 8974545@xanpl e. cont' >
<i nf o: conf erence-descri ption>
<i nfo: di spl ay-t ext >
private sidebar Alice - Bob
</info:display-text>
<i nfo: avai | abl e- nedi a>
<info:entry | abel ="123">
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<i nfo: di spl ay-text>
mai n conference audio
</info:display-text>
<i nf o: type>audi o</i nfo:type>
<i nf o: st atus>recvonl y</i nf o: st at us>
<xcon: control s>
<xcon: gai n>- 60</ xcon: gai n>
</ xcon: control s>
</info:entry>
<info:entry | abel ="456">
<i nf o: di spl ay-t ext>
mai n conference vi deo
</info:display-text>
<i nfo:type>vi deo</info:type>
<i nf o: status>recvonl y</i nf o: st at us>
</info:entry>
<info:entry | abel =" AUTO CGENERATE 1">
<i nfo: di spl ay-t ext>
si debar audi o
</info:display-text>
<i nf o: t ype>audi o</ i nfo: type>
<i nfo:status>sendrecv</info: status>
</info:entry>
<info:entry | abel =" AUTO GENERATE 2" >
<i nfo: di spl ay-text>
si debar vi deo
</info:display-text>
<i nf o:type>vi deo</i nfo:type>
<i nf o: st at us>sendr ecv</i nf o: st at us>
</info:entry>
</info:avail abl e- mredi a>
</i nfo: conf erence-descripti on>
<i nf o: user s>
<xcon: al | owed-users-1|ist>
<xcon:target nethod="dial-out"
uri ="xcon-userid: Ali ce@xanpl e.coni'/>
<xcon:target nethod="dial-out"
uri ="xcon-userid: Bob@xanpl e. cont'/ >
</ xcon: al | owed- users-1ist>
</info:users>
</ si debar ByVal I nf 0>
</ ccnp: si debar ByVal Request >
</ ccnpRequest >
</ ccnp: ccnpRequest >

Barnes, et al. I nf or mat i onal [ Page 52]



RFC 6504 CCwWP Cal | Fl ow Exanpl es March 2012

4. sidebar ByVal Response/ updat e nessage (sidebar’s
updat es accept ed)

<?xm version="1.0" encodi ng="UTF-8" standal one="yes" ?>
<ccnp: ccnpResponse
xm ns: xcon="urn:ietf: parans: xm : ns: xcon-conf erence-i nfo"
xm ns:info="urn:ietf:parans: xm : ns: conference-info"
xm ns: ccnp="urn:ietf:parans: xn : ns: xcon: ccnp" >
<ccnmpResponse xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schene- i nst ance"
Xsi :type="ccnp: ccnp-si debar ByVal -r esponse- nessage-type" >
<conf User | D>xcon-useri d: Al i ce@xanpl e. conx/ conf User | D>
<conf Qbj | D>xcon: 8974545@xanpl e. conx/ conf Cbj | D>
<oper at i on>updat e</ oper ati on>
<r esponse- code>200</ r esponse- code>
<response- st ri ng>success</response-string>
<versi on>2</ ver si on>
<ccnp: si debar ByVal Response/ >
</ ccnpResponse>
</ ccnp: ccnpResponse>

5. userRequest/update nessage (Bob updates his nedia)

<?xm version="1. 0" encodi ng="UTF-8" standal one="yes" ?>
<ccnp: ccnpRequest
xm ns: xcon="urn:ietf:parans: xm : ns: xcon-conf erence-i nfo"
xm ns:info="urn:ietf:parans: xm :ns: conference-info"
xm ns: ccnp="urn:ietf:parans: xnl : ns: xcon: ccnp" >
<ccnpRequest xm ns: xsi="http://ww. w3. org/ 2001/ XM_Schena- i nst ance"
XSi :type="ccnp: ccnp-user -request - nressage-type" >
<conf User | D>xcon- useri d: Bob@xanpl e. conx/ conf User | D>
<conf Qbj | D>xcon: 8974545@xanpl e. conx/ conf Cbj | D>
<oper at i on>updat e</ oper ati on>
<ccnp: user Request >
<userl nfo entity="xcon-userid: Bob@xanpl e. cont >
<i nf o: endpoi nt entity="si p: bob83@xanpl e. coni >
<info:nedia id="1">
<i nfo: di spl ay-text>
mai n conference audio
</info:display-text>
<i nfo:|abel >123</i nfo: | abel >
<i nf o: st at us>i nacti ve</i nf o: st at us>
</info: medi a>
</i nf o: endpoi nt >
</ user| nf o>
</ ccnp: user Request >
</ ccnpRequest >
</ ccnp: ccnpRequest >
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6. user Response/ updat e nessage (Bob’s preferences are set)

<?xm version="1. 0" encodi ng="UTF-8" standal one="yes" ?>
<ccnp: ccnpResponse xm ns:info="urn:ietf:paramnms: xm :ns:conference-info"
xm ns: ccnp="urn:ietf:paranms: xm : ns: xcon: ccnp”
xm ns: xcon="urn:ietf: parans: xn : ns: xcon-conf erence-i nfo">
<ccnpResponse xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schena- i nst ance"
Xsi:type="ccnp: ccnp-user-response- nessage-type" >
<conf User | D>xcon- useri d: Bob@xanpl e. conx/ conf User | D>
<conf Qbj | D>xcon: 8974545@xanpl e. conx/ conf Obj | D>
<oper at i on>updat e</ oper ati on>
<r esponse- code>200</ r esponse- code>
<response-string>success</response-string>
<ver si on>3</ ver si on>
<ccnp: user Response/ >
</ ccnpResponse>
</ ccnp: ccnpResponse>

Fi gure 20: Internal Sidebar Messaging Details
7.2. External Sidebar

Fi gure 21 provides an exanple of a different approach towards
sidebars. In this scenario, one client, Alice, is involved in an
active conference with Bob, Carol, David, and Ethel. Alice gets an

i mportant text nessage via a whisper fromBob that a critica

customer needs to talk to Alice, Bob, and Ethel. Alice creates a

si debar to have a side discussion with the custoner Fred including
the participants in the current conference with the exception of

Carol and David, who remain in the active conference. The difference
fromthe previous scenario is that Fred is not part of the parent
conference: this neans that different policies nmight be involved,
considering that Fred may access information coning fromthe parent
conference, in case the sidebar was configured accordingly. For this
reason, in this scenario, we assune that Alice disables all the nedia
fromthe original (parent) conference within the sidebar. This neans
that, while in the previous exanple Alice and Bob still heard the
audio fromthe main conference in background, this time no background
is made available. Alice initiates the sidebar by sending a request
to the conference server to create a conference reservation based
upon the active conference object. Alice, Bob and Ethel would remain
on the roster of the main conference in a hold state. Wether or not
the hold state of these participants is visible to other participants
depends upon the individual and |ocal policy. However, providing the
hold state allows the participants in the main conference to see that
others in the conference are busy. Note, that a separate conference
coul d have been created by Alice to allow Bob and Ethel to talk to
Fred. However, creating a sidebar has sonewhat of an advantage by
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Figure 21: Client Creation of an External Sidebar

Upon recei pt of the sidebarByRef Request nessage to create a new
si debar conference, based upon the active conference specified by
<confvjI D> in the request, the conference server uses that
active conference to clone a conference reservation for the
sidebar. The sidebar reservation is NOT i ndependent of the
active conference (i.e., parent). The conference server, as
before, allocates a new XCON-URI ("confQhjID*" in Figure 21) to
be used for any subsequent protocol requests toward the sidebar
reservation. The mappi ng between the sidebar XCON-URI and the
one associated with the main conference is maintained by the
conference server and it is gathered fromthe <sidebar-parent>
el ement in the sidebar conference object.

Upon recei pt of the sidebarByRef Response nessage, which

acknow edges the successful creation of the sidebar object, Alice
deci des that only Bob and Ethel, along with the new parti ci pant
Fred are to be involved in the sidebar. Thus, she mani pul ates
the menbership accordingly. Alice also sets the nedia in the
<conference-info> such that the participants in the sidebar don't
receive any nedia fromthe nmain conference. Al these settings
are provided to the conferencing server by neans of a new

si debar ByRef Request nessage, with an "update" <operation>.

Alice sends the aforenentioned si debar ByRef Request nessage to
update the information in the reservation and to create an active
conference. Upon receipt of the sidebarByRef Request/update
message, the conference server ensures that Alice has the
appropriate authority based on the policies associated with that
specific conference object to performthe operation. The
conference server also validates the updated information in the
reservation. Since Fred is a new user for this conferencing
system a conference user identifier (XCONNUSERID) is created for
Fred. Specifically, Fred is added to the conference by only

providing his SIP URI. Based upon the contact information
provided for Fred by Alice, the call signaling to add Fred to the
conference may be instigated through the focus (e.g., if Fred had
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a "dial-out" value for the 'method attribute in his <target>
field under <allowed-users-list>) at the actual activation of the

si debar.

4. The conference server sends a sidebarByRef Response nessage and,
dependi ng upon the policies, the initiator of the request (i.e.
Alice) and the participants in the sidebar (i.e., Bob and Ethel)
may be notified of his addition to the sidebar via the conference
notification service.

1. sidebarBByRef Request/create nmessage (Alice creates an
ext ernal sidebar)

<?xm version="1. 0" encodi ng="UTF-8" standal one="yes" ?>
<ccnp: ccnpRequest xm ns:info="urn:ietf:parans: xnm : ns: conf erence-i nfo"
xm ns: ccnp="urn:ietf:paranms: xm :ns:xcon: ccnp”
xm ns: xcon="urn:ietf:parans: xn : ns: xcon- conf erence-i nfo">
<ccnpRequest xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance"
Xsi:type="ccnp: ccnp- si debar ByRef - r equest - nessage-t ype" >
<conf User | D>xcon- useri d: Al i ce@xanpl e. conx/ conf User | D>
<conf Qbj | D>xcon: 8977878@xanpl e. conx/ conf Cbj | D>
<oper ati on>cr eat e</ oper ati on>
<ccnp: si debar ByRef Request / >
</ ccnpRequest >
</ ccnp: ccnpRequest >

2. sidebar ByRef Response/ create nessage (created
si debar returned)

<?xm version="1.0" encodi ng="UTF-8" standal one="yes" ?>
<ccnp: ccnpResponse
xm ns: xcon="urn:ietf:parans: xn : ns: xcon- conf erence-i nf 0"
xm ns:info="urn:ietf:parans: xm : ns: conference-info"
xm ns: ccnp="urn:ietf:paranms: xm :ns:xcon: ccnp">
<ccnpResponse xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance"
Xsi :type="ccnp: ccnp- si debar ByRef - r esponse- nessage-t ype" >
<conf User | D>xcon-useri d: Al i ce@xanpl e. conx/ conf User | D>
<conf Qbj | D>xcon: 8971212@xanpl e. conx/ conf Cbj | D>
<oper ati on>cr eat e</ operati on>
<r esponse- code>200</ r esponse- code>
<response-string>success</response-string>
<versi on>1</versi on>
<ccnp: si debar ByRef Response>
<si debar ByRef I nfo entity="xcon: 8971212@xanpl e. com' >
<i nf o: conf erence-descri pti on>
<i nf o: di spl ay-t ext >
SI DEBAR CONFERENCE regi stered by Alice
</info:display-text>
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<i nfo:avail abl e- medi a>
<info:entry | abel ="123">
<i nfo: di spl ay-t ext >
mai n conference audio
</info:display-text>
<i nfo: type>audi o</i nfo:type>
<i nfo: status>sendrecv</info: status>
</info:entry>
<info:entry | abel ="456">
<i nf o: di spl ay-t ext >
mai n conf erence vi deo
</info:display-text>
<i nfo:type>video</info:type>
<i nf o: status>sendrecv</i nf o: st at us>
</info:entry>
</info:avail abl e- mredi a>
</i nfo: conference-description>
<i nfo: conf erence- st at e>
<info:active>fal se</info:active>
</i nf o: conf erence- st at e>
<i nf o: user s>
<xcon: al | owed-users-1|ist>
<xcon:target method="dial-in"
uri ="xcon-userid: Ali ce@xanpl e.coni'/>
<xcon:target nethod="dial-in"
uri ="xcon-userid: Bob@xanpl e. cont'/ >
<xcon:target method="dial-in"
uri ="xcon-userid: Carol @xanpl e. cont'/ >
<xcon:target method="dial-in"
uri ="xcon-userid: Davi d@xanpl e. coni'/ >
<xcon:target nethod="dial-in"
uri ="xcon-userid: Et hel @xanpl e. coni'/ >
</ xcon: al | owed- users-1ist>
<xcon: si debar - parent >
xcon: 8977878@xanpl e. com
</ xcon: si debar - par ent >
</info:users>
</ si debar ByRef | nf 0>
</ ccnp: si debar ByRef Response>
</ ccnpResponse>
</ ccnp: ccnpResponse>

3. sidebar ByRef Request/ updat e nessage (Alice updates the sidebar)
<?xm version="1.0" encodi ng="UTF-8" standal one="yes" ?>
<ccnp: ccnpRequest

xm ns: xcon="urn:ietf:paranms: xm : ns: xcon-conf erence-i nfo"
xm ns:info="urn:ietf:parans: xm : ns: conference-i nfo"
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xm ns: ccnp="urn:ietf:parans: xm :ns:xcon:ccnp">
<ccnpRequest xm ns: xsi="http://ww. w3. org/ 2001/ XM_Schena- i nst ance"
Xsi:type="ccnp: ccnp-si debar ByRef - r equest - nessage-t ype" >
<conf User | D>xcon-useri d: Al i ce@xanpl e. conx/ conf User | D>
<conf Qbj | D>xcon: 8971212@xanpl e. conx/ conf Obj | D>
<oper at i on>updat e</ oper ati on>
<ccnp: si debar ByRef Request >
<si debar ByRef I nfo entity="xcon: 8971212@xanpl e. com' >
<i nf o: conf erence-descri pti on>
<i nf o: di spl ay-t ext >
sidebar with Alice, Bob, Ethel and Fred
</info:display-text>
<i nfo:avail abl e- medi a>
<info:entry | abel ="123">
<i nfo: di spl ay-t ext >
mai n conference audio
</info:display-text>
<i nfo: type>audi o</i nfo:type>
<i nfo: status>i nactive</info:status>
</info:entry>
<info:entry | abel ="456">
<i nf o: di spl ay-t ext >
mai n conf erence vi deo
</info:display-text>
<i nfo:type>video</info:type>
<i nfo: status>i nactive</info: status>
</info:entry>
<info:entry | abel =" AUTO GENERATE 1">
<i nf o: di spl ay-text>
si debar audi o
</info:display-text>
<i nfo: type>audi o</info:type>
<i nf o: st at us>sendr ecv</i nf o: st at us>
</info:entry>
<info:entry | abel =" AUTO CGENERATE 2" >
<i nfo: di spl ay-t ext >
si debar vi deo
</info:display-text>
<i nfo: type>vi deo</info:type>
<i nfo:status>sendrecv</info: status>
<xcon: control s>
<xcon: vi deo- | ayout >
si ngl e-vi ew
</ xcon: vi deo- | ayout >
</ xcon: control s>
</info:entry>
</info:avai |l abl e- nedi a>
</i nf o: conf erence-descripti on>
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<i nf o: conf erence- st at e>
<i nfo:active>fal se</info:active>
</i nf o: conf er ence- st at e>
<i nfo:users>
<xcon: al | oned-users-1ist>
<xcon:target nethod="dial-out"
uri="xcon-userid: Ali ce@xanpl e.coni'/>
<xcon:target method="dial-out"
uri ="xcon-userid: Bob@xanpl e. cont'/ >
<xcon:target method="dial-out"
uri ="sip: fred@xanpl e.cont'/ >
</ xcon: al | oned-users-1|ist>
</info:users>
</ si debar ByRef | nf 0>
</ ccnp: si debar ByRef Request >
</ ccnpRequest >
</ ccnp: ccnpRequest >

4. si debar ByRef Response/ updat e nessage (si debar updated)

<?xm version="1.0" encodi ng="UTF-8" standal one="yes" ?>
<ccnp: ccnpResponse
xm ns: xcon="urn:ietf:paranms: xm : ns: xcon- conf erence-i nf o"
xm ns:info="urn:ietf:parans: xm : ns: conference-i nfo"
xm ns: ccnp="urn:ietf:parans: xm :ns:xcon:ccnp">
<ccnpResponse xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schene- i nst ance"
xsi:type="ccnp: ccnp-si debar ByRef - r esponse- nessage-type" >
<conf User | D>xcon-useri d: Al i ce@xanpl e. conx/ conf User | D>
<conf bj | D>xcon: 8971212@xanpl e. conx/ conf Obj | D>
<oper at i on>updat e</ oper ati on>
<r esponse- code>200</ r esponse- code>
<response- st ri ng>success</response-string>
<versi on>2</ ver si on>
<ccnp: si debar ByRef Response/ >
</ ccnpResponse>
</ ccnp: ccnpResponse>

Fi gure 22: External Sidebar Messaging Details
7.3. Private Messages

The case of private nessages can be handl ed as a sidebar with just
two participants, sinmlar to the exanple in Section 7.1. Unlike the
previous exanple, rather than using audio within the sidebar, Alice
could just add an additional text-based nedia streamto the sidebar
in order to convey her textual nessages to Bob, while still view ng
and listening to the main conference.
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In this scenario, Alice requests to the conference server the
creation of a private chat roomw thin the main conference context
(presented in Figure 19) in which the involved participants are just

Bob

and herself. This can be achieved through the foll owi ng CCWP

transaction (Figure 23).

1

Alice forwards a sidebarByVal Request/create nessage to the
conference server with the main conference XCONURI in the
<conf Obj | D> paraneter and the desired sidebar conference object
in the <sidebarByVallnfo> field. 1In this way, a sidebar creation
usi ng user-provided conference information is requested fromthe
conference server. Please note that, unlike the previous sidebar
exanples, in this case, a conpletely new conference object to
describe the sidebar is provided: there is no cloning involved,
while the <confQbjI D> still enforces the parent-child

rel ati onship between the main conference and the to-be-created

si debar .

The conference server, after checking Alice s rights and
validating the conference object carried in the request, creates
the required sidebar-by-val conference and a new XCON-URI for it
Instead of cloning the main conference object, as shown in
Sections 7.1 and 7.2, the sidebar is created on the basis of the
user - provi ded conference information. However, the parent

rel ati onship between the main conference and the newy created
sidebar is still naintained by the conference server (as a
consequence of the chosen CCWP request nessage type -- the

si debarByVal one) and it is reflected by the <sidebar-parent>

el ement in the <sidebarByVal I nfo> el ement returned in the

si debar ByVal Response nessage. Please notice that, according to
the CCWP specification, the return of the created sidebar data in
this kind of "success" response is not mandatory.

1. sidebarByVal Request/create nessage (Alice creates a private

chat

room bet ween Bob and hersel f)

<?xm version="1.0" encodi ng="UTF-8" standal one="yes" ?>
<ccnp: ccnpRequest

xm ns: xcon="urn:ietf:parans: xnl : ns: xcon- conf erence-i nf o"
xm ns:info="urn:ietf:paramnms: xm : ns: conference-info"
xm ns: ccnp="urn:ietf:paranms: xm : ns: xcon: ccnp">

<ccnpRequest xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance"

Bar nes,

Xsi:type="ccnp: ccnp-si debar ByVal - r equest - nessage-t ype" >
<conf User | D>xcon- useri d: Al i ce@xanpl e. conx/ conf User | D>
<conf Qbj | D>xcon: 8977878@xanpl e. conx/ conf Cbj | D>
<oper ati on>cr eat e</ oper ati on>
<ccnp: si debar ByVal Request >
<si debarByVal | nfo entity="xcon: AUTO GENERATE 1@xanpl e. cont >
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<i nf o: conf erence-descri ption>
<i nfo: di spl ay-t ext >
private textual sidebar alice - bob
</info:display-text>
<i nf o: avai | abl e- nedi a>
<info:entry | abel ="123">
<i nfo: di spl ay-text>
mai n conference audio
</info:display-text>
<i nf o: type>audi o</i nfo:type>
<i nf o: st atus>recvonl y</i nf o: st at us>
</info:entry>
<info:entry | abel ="456" >
<i nfo: di spl ay-t ext >
mai n conf erence vi deo
</info:display-text>
<i nfo:type>vi deo</info:type>
<i nfo: status>recvonl y</i nf o: st at us>
</info:entry>
<info:entry | abel =" AUTO GENERATE_ 2" >
<i nfo: di spl ay-t ext >
si debar text
</info:display-text>
<info:type>text</info:type>
<i nfo: status>sendrecv</info: stat us>
</info:entry>
</i nfo: avai |l abl e- nedi a>
</i nf o: conf erence-descri pti on>
<i nf o: user s>
<xcon: al | owed- users-1ist>
<xcon:target nethod="dial-out"
uri="xcon-userid: Ali ce@xanpl e.coni'/>
<xcon:target method="dial-out"
uri ="xcon-userid: Bob@xanpl e. cont'/ >
</ xcon: al | owed- users-1ist>
</info:users>
</ si debar ByVal | nf 0>
</ ccnp: si debar ByVal Request >
</ ccnpRequest >
</ ccnp: ccnpRequest >

2. sidebarByVal Response/ creat e nessage (sidebar returned)

<?xm version="1. 0" encodi ng="UTF-8" standal one="yes" ?>

<ccnp: ccnpResponse
xm ns: xcon="urn:ietf:paramnms: xm : ns: xcon-conf erence-i nfo"
xm ns:info="urn:ietf:paranms: xm : ns: conf erence-i nfo"
xm ns: ccnp="urn:ietf:parans: xm : ns: xcon: ccnp">
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<ccnpResponse xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance"
Xsi:type="ccnp: ccnp-si debar ByVal -r esponse- nessage-type" >
<conf User | D>xcon- useri d: Al i ce@xanpl e. conx/ conf User | D>
<conf Qbj | D>xcon: 8974545@xanpl e. conx/ conf Obj | D>
<oper ati on>cr eat e</ oper ati on>
<r esponse- code>200</ r esponse- code>
<response-string>success</response-string>
<versi on>1</versi on>
<ccnp: si debar ByVal Response>
<si debarByVal | nfo entity="xcon: 8974545@xanpl e. cont' >
<i nf o: conf erence-descri pti on>
<i nfo: di spl ay-t ext>
private textual sidebar alice - bob
</info:display-text>
<i nf o: avai | abl e- medi a>
<info:entry | abel ="123">
<i nf o: di spl ay-text>
mai n conference audio
</info:display-text>
<i nfo: type>audi o</info:type>
<i nf o: status>recvonl y</i nf o: st at us>
</info:entry>
<info:entry | abel ="456">
<i nfo: di spl ay-text>
mai n conference vi deo
</info:display-text>
<i nfo: type>vi deo</i nfo:type>
<i nf o: st at us>recvonl y</i nf o: st at us>
</info:entry>
<info:entry | abel ="789">
<i nfo: di spl ay-text>
si debar text
</info:display-text>
<i nfo:type>text</info:type>
<i nf o: st at us>sendr ecv</i nf o: st at us>
</info:entry>
</info:avail abl e- mredi a>
<xcon: si debar - parent >
xcon: 8977878@xanpl e. com
</ xcon: si debar - par ent >
</i nfo: conference-description>
<i nfo: users>
<xcon: al | owed- users-1ist>
<xcon:target method="dial-out"
uri="xcon-userid: Ali ce@xanpl e.coni'/>
<xcon:target method="dial-out"
uri ="xcon-userid: Bob@xanpl e. cont'/ >
</ xcon: al | owed-users-1|ist>
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</info:users>
</ si debar ByVal | nf 0>
</ ccnp: si debar ByVal Response>
</ ccnpResponse>
</ ccnp: ccnpResponse>

Fi gure 23: Sidebar for Private Messages Scenario
7.4. (bserving and Coachi ng
"(Observing and Coaching"” is one of the nost interesting sidebar-

rel ated scenarios. In fact, it highlights two different interactions
that have to be properly coordinated.

An exanpl e of observing and coaching is shown in Figure 25. 1In this
exanpl e, call center agent Bob is involved in a conference with
customer Carol. Since Bob is a new agent and Alice sees that he has

been on the call with Carol for |longer than nornal, she decides to
observe the call and coach Bob as necessary. O course, the
conferenci ng system nust make sure that the custoner Carol is not
aware of the presence of the coach Alice. This makes the use of a
si debar necessary for the success of the scenario.

Consider the follow ng as the conference docunent associated with the
vi deo conference involving Bob (the call agent) and Carol (the
customer) (Figure 24):

<?xm version="1.0" encodi ng="UTF-8" standal one="yes" ?>
<i nfo: conference-info
xm ns:info="urn:ietf:parans: xm : ns: conference-i nfo"
xm ns: ccnp="urn:ietf:parans: xm :ns:xcon: ccnp"
xm ns: xcon="urn:ietf:parans: xn : ns: xcon- conf erence-i nf 0"
entity="xcon: 8978383@xanpl e. cont' >
<i nf o: conf erence-descri pti on>
<i nf o: di spl ay-text>
CUSTOMER SERVI CE conf erence
</info:display-text>
<i nfo:conf-uris>
<info:entry>
<i nfo:uri>sip: 8978383@xanpl e. conx/info:uri>
<i nf o: di spl ay-text>conference sip uri</info:display-text>
</info:entry>
</info:conf-uris>
<i nfo: avail abl e- medi a>
<info:entry | abel ="123">
<i nf o: di spl ay-text>servi ce audi o</info:display-text>
<i nf o: type>audi o</i nfo:type>
<i nf o: st atus>sendrecv</i nf o: st at us>
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</info:entry>
<info:entry | abel ="456">
<i nfo: di spl ay-text>service video</info:display-text>
<i nf o:type>vi deo</i nfo:type>
<i nf o: st at us>sendr ecv</i nf o: st at us>
<xcon: control s>
<xcon: vi deo- | ayout >si ngl e- vi ew</ xcon: vi deo- | ayout >
</ xcon: control s>
</info:entry>
</info:avail abl e- medi a>
</i nfo: conference-description>
<i nf o: conf er ence- st at e>
<info:active>true</info:active>
</ i nfo:conference-state>
<i nfo: users>
<i nfo:user entity="xcon-userid: bob@xanpl e. com' >
<i nfo: di spl ay-text>Bob - call agent</info:display-text>
<i nfo: endpoi nt entity="si p: bob@xanpl e. cont >
<info:nedia id="1">
<i nfo: | abel >123</i nf o: | abel >
<i nfo: st at us>sendr ecv</i nf o: st at us>
</i nf o: nedi a>
<info:nmedia id="2">
<i nf o: | abel >456</i nf o: | abel >
<i nfo: st at us>sendr ecv</i nf o: st at us>
</i nf o: nedi a>
</i nf o: endpoi nt >
</info: user>
<i nfo:user entity="xcon-userid:carol @xanpl e. com' >
<i nfo:display-text>Carol - custoner</info:display-text>
<i nf o: endpoi nt entity="sip: carol @xanpl e. coni >
<info:nedia id="1">
<i nfo: |l abel >123</i nf o: | abel >
<i nf o: st at us>sendr ecv</i nf o: st at us>
</i nf o: nedi a>
<info:nedia id="2">
<i nfo: | abel >456</i nf o: | abel >
<i nfo: st at us>sendr ecv</i nf o: st at us>
</i nf o: nedi a>
</i nf o: endpoi nt >
</info: user>
</info:users>
</i nfo: conference-info>

Figure 24: A Call-Center Conference Cbject Exanple
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Fi gure 25: Supervisor Creating a Sidebar for Observing/ Coachi ng
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Bar nes,

Upon recei pt of the sidbarByRef Request/create nessage fromAlice
to create a new sidebar conference fromthe <confCbjl D> received
in the request, the conference server uses the received active
conference to clone a conference reservation for the sidebar.
The conference server also allocates a new XCON-URI to be used
for any subsequent protocol requests directed to the new sidebar
The conference server naintains the nmapping between this sidebar
conference I D and the one associated with the nain conference

i nstance. The conference server sends a si debarByRef Response
message with the new XCON-URI in the <confojI D> field and ot her
rel evant information in the <sidebarByRefl nfo>.

Upon recei pt of the sidebarByRef Response nessage, Alice
mani pul ates the data received in the <sidebarByReflnfo> in the
response. Alice wants only Bob to be involved in the sidebar

t hus, she updates the <all owed-users-list> to include only Bob
and herself. Alice also wants the audio to be received by
herself and Bob fromthe original conference, but wants any

out goi ng audio fromherself to be restricted to the participants
in the sidebar, whereas Bob’'s outgoing audi o should go to the
mai n conference, so that both Alice and the custoner Carol hear
the sane audio from Bob. Alice sends a sidebarByRef Request
message with an "update" <operation> including the updated
sidebar information in the <sidebarByReflnfo> el enent.

Upon recei pt of the sidebarByRef Request/update nessage, the
conference server ensures that Alice has the appropriate

aut hority based on the policies associated with that specific
conference object to performthe operation. |In order to request
the insertion of a further nedia streamin the sidebar (i.e., in
this exanple an audio streamfrom Alice to Bob), the requester
has to provide a new <entry> el enent in the <avail abl e- nedi a>
field of the <sidebarByReflnfo>  The mandatory ’'label’ attribute
of that new <entry> is filled with a dumy val ue

"AUTO GENERATE_1", but it will contain the real server-generated
medi a streamidentifier when the nedia streamis effectively

all ocated on the server side. Sinmlarly, the mandatory 'id’
attribute in the <nedia> element referring to the new sidebar
audi o stream under both Alice’'s and Bob’s <endpoint> contains a
wi | dcard val ue, respectively, "AUTO GENERATE 2" and

"AUTO GENERATE_3": those values will be replaced with the
appropriated server-generated identifiers upon the creation of
the referred nedia stream W are assunming the conference server
is able to recogni ze those dummy val ues as pl acehol ders.

After validating the data, the conference server sends a

si debar ByRef Response nessage. Based upon the contact information
provided for Bob by Alice, the call signaling to add Bob to the
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sidebar with the appropriate nedia characteristics is instigated
through the focus. Bob is notified of his addition to the
sidebar via the conference notification service; thus, he is
aware that Alice, the supervisor, is available for coaching him
through this call.

1. sidebar ByRef Request/create nessage (Alice as coach creates a sidebar)

<?xm version="1. 0" encodi ng="UTF-8" standal one="yes" ?>
<ccnp: ccnpRequest xm ns:info="urn:ietf:parans: xm : ns: conference-info"
xm ns: ccnp="urn:ietf:paranms: xm : ns: xcon: ccnp”
xm ns: xcon="urn:ietf: parans: xn : ns: xcon-conf erence-i nfo">
<ccnpRequest xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance"
Xsi:type="ccnp: ccnp-si debar ByRef - r equest - nessage-t ype" >
<conf User | D>xcon- useri d: al i ce@xanpl e. conx/ conf User | D>
<conf bj | D>xcon: 8978383@xanpl e. conx/ conf Obj | D>
<oper ati on>cr eat e</ oper ati on>
<ccnp: si debar ByRef Request / >
</ ccnpRequest >
</ ccnp: ccnpRequest >

2. sidebar ByRef Response/ creat e nmessage (sidebar created)

<?xm version="1.0" encodi ng="UTF-8" standal one="yes" ?>
<ccnp: ccnpResponse
xm ns: xcon="urn:ietf:parans: xn : ns: xcon- conf erence-i nf 0"
xm ns:info="urn:ietf:parans: xm : ns: conference-info"
xm ns: ccnp="urn:ietf:paranms: xm :ns:xcon: ccnp">
<ccnpResponse xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance"
Xsi :type="ccnp: ccnp- si debar ByRef - r esponse- nessage-t ype" >
<conf User | D>xcon-useri d: al i ce@xanpl e. conx/ conf User | D>
<conf Qbj | D>xcon: 8971313@xanpl e. conx/ conf Cbj | D>
<oper ati on>cr eat e</ oper ati on>
<r esponse- code>200</ r esponse- code>
<response-string>Success</response-string>
<versi on>1</versi on>
<ccnp: si debar ByRef Response>
<si debarByRef I nfo entity="xcon: 8971313@xanpl e. cont' >
<i nf o: conf erence-descri pti on>
<i nf o: di spl ay-t ext >
SI DEBAR CONFERENCE regi stered by alice
</info:display-text>
<i nf o: avai | abl e- medi a>
<info:entry | abel ="123">
<i nfo: di spl ay-t ext >
mai n conference audio
</info:display-text>
<i nfo: type>audi o</i nfo:type>
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<i nfo: status>sendrecv</info: status>
</info:entry>
<info:entry | abel ="456">
<i nf o: di spl ay-t ext >
mai n conf erence vi deo
</info:display-text>
<i nfo:type>video</info:type>
<i nf o: status>sendrecv</i nf o: st at us>
</info:entry>
</info:avail abl e- nredi a>
<xcon: si debar - parent >
xcon: 8971313@xanpl e. com
</ xcon: si debar - par ent >
</i nfo: conference-description>
<i nf o: conf erence- st at e>
<i nfo:active>fal se</info:active>
</i nfo: conf erence- st at e>
<i nfo: users>
<xcon: al | owed- users-1ist>
<xcon:target nethod="dial-in"
uri ="xcon-userid: alice@xanple.conl/>
<xcon:target method="dial-in"
uri ="xcon-userid: bob@xanpl e. cont'/ >
<xcon:target nethod="dial-in"
uri ="xcon-userid: carol @xanpl e. coni'/ >
</ xcon: al | owed- users-1ist>
</info:users>
</ si debar ByRef I nf 0>
</ ccnp: si debar ByRef Response>
</ ccnpResponse>
</ ccnp: ccnpResponse>

3. sidebar ByRef Request/update nessage (Alice introduces unilatera
si debar audi o and excludes Carol fromthe sidebar)

<ccnp: ccnpRequest
xm ns: xcon="urn:ietf: parans: xm : ns: xcon-conf erence-i nfo"
xm ns:info="urn:ietf:parans: xm :ns: conference-info"
xm ns: ccnp="urn:ietf:parans: xnl : ns: xcon: ccnp" >
<ccnpRequest xm ns: xsi="http://ww. w3. org/ 2001/ XM_Schena- i nst ance"

Xsi :type="ccnp: ccnp-si debar ByRef - r equest - nessage-t ype" >

<conf User | D>xcon-useri d: al i ce@xanpl e. conx/ conf User | D>

<conf Qbj | D>xcon: 8971313@xanpl e. conx/ conf Obj | D>

<oper at i on>updat e</ oper ati on>

<ccnp: si debar ByRef Request >

<si debarByRef I nfo entity="xcon: 8971313@xanpl e. cont' >
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<i nf o: conf erence-descri ption>
<i nfo: di spl ay-t ext >
Coachi ng si debar Alice and Bob
</info:display-text>
<i nf o: avai | abl e- nedi a>
<info:entry | abel =" AUTO GENERATE 1">
<i nfo: di spl ay-text>
Ali ce-to-Bob audio
</info:display-text>
<i nf o: type>audi o</i nfo:type>
<i nf o: st at us>sendr ecv</i nf o: st at us>
</info:entry>
</info:avail abl e- mredi a>
</i nfo: conference-description>
<i nf o: conf erence- st at e>
<i nfo:active>fal se</info:active>
</i nfo: conf erence- st at e>
<i nfo: users>
<i nfo:user entity="xcon-userid:alice@xanple.conm >
<i nfo: endpoi nt entity="sip:alice@xanple.con>
<i nfo: nedi a i d="AUTO_CENERATE_2" >
<i nfo: | abel >AUTO_CGENERATE_1</i nfo: | abel >
<i nf o: st at us>sendonl y</i nf o: st at us>
</info: medi a>
</i nf o: endpoi nt >
</info:user>
<i nfo:user entity="xcon-userid: bob@xanpl e. com' >
<i nf o: endpoi nt entity="sip: bob@xanpl e. cont' >
<i nfo:nedia i d="AUTO_GENERATE_3" >
<i nfo: | abel >SAUTO _GENERATE_1</i nf o: | abel >
<i nfo: status>recvonl y</i nfo: stat us>
</i nfo: medi a>
</i nf o: endpoi nt >
</info:user>
<xcon: al | oned-users-1ist>
<xcon:target nethod="dial-in"
uri ="xcon-userid: alice@xanpl e.coni/>
<xcon:target nethod="dial-out"
uri ="xcon-userid: bob@xanpl e. cont'/ >
</ xcon: al | oned- users-1ist>
</info:users>
</ si debar ByRef | nf 0>
</ ccnp: si debar ByRef Request >
</ ccnpRequest >
</ ccnp: ccnpRequest >
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4.

si debar ByRef Request / updat e nessage (updates accepted)

<?xm version="1. 0" encodi ng="UTF-8" standal one="yes" ?>

8.

8.

<ccnp: ccnpResponse

xm ns: xcon="urn:ietf:paranms: xm : ns: xcon-conf erence-i nfo"
xm ns:info="urn:ietf:parans: xm : ns: conference-i nfo"
xm ns: ccnp="urn:ietf:parans: xm :ns:xcon:ccnp">
<ccnpResponse xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schene- i nst ance"
xsi :type="ccnp: ccnp-si debar ByRef - r esponse- nessage-type" >
<conf User | D>xcon-useri d: al i ce@xanpl e. conx/ conf User | D>
<conf bj | D>xcon: 8971313@xanpl e. conx/ conf Obj | D>
<oper at i on>updat e</ oper ati on>
<r esponse- code>200</ r esponse- code>
<response- st ri ng>success</response-string>
<versi on>2</ ver si on>
<ccnp: si debar ByRef Response/ >
</ ccnpResponse>

</ ccnp: ccnpResponse>

Fi gure 26: Coaching and Observing Messaging Details
Removi ng Partici pants and Del eti ng Conferences

The followi ng scenarios detail the basic operations associated with
renovi ng participants fromconferences and entirely del eting
conferences. The exanpl es assune that a conference has already been
correctly established, with nedia, if applicable, per one of the
exanpl es in Section 5.

Renmoving a Party

Fi gure 27 provides an exanple of a client, Aice, renoving another
partici pant, Bob, froma conference. This exanple assunes an

est abli shed conference with Alice, Bob, Caire, and Duck. 1In this
exanple, Alice wants to renove Bob fromthe conference so that the
group can continue in the sanme conference w thout Bob's

partici pation.
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Figure 27: Cient Manipulation of Conference - Renove a Party

1. Alice sends a userRequest nessage with a "del ete" <operation>.
The conference server ensures that Alice has the appropriate
authority based on the policies associated with that specific
conference object to performthe operation

2. Based upon the contact and nedia information in the conference
object for Bob in the <userlnfo> el enent, the conferencing system
starts the process to renove Bob (e.g., the call signaling to
renove Bob fromthe conference is instigated through the focus).
The conference server updates the data in the conference object,
thus, renoving Bob fromthe <users> list. After updating the
data, the conference server sends a user Response nessage to
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Alice. Depending upon the policies, other participants (e.qg.
Claire) may be notified of the renoval of Bob fromthe conference
via the conference notification service.

1. userRequest/del ete nmessage (Alice del etes Bob)

<?xm version="1.0" encodi ng="UTF-8" standal one="yes" ?>
<ccnp: ccnpRequest
xm ns:info="urn:ietf:parans: xm :ns: conference-info"
xm ns: ccnp="urn:ietf:paranms: xm :ns:xcon: ccnp”
xm ns: xcon="urn:ietf:parans: xn : ns: xcon- conf erence-i nfo">
<ccnpRequest xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance"
Xsi:type="ccnp: ccnp- user-request - nessage-type" >
<conf User | D>xcon- useri d: Al i ce@xanpl e. conx/ conf User | D>
<conf Qbj | D>xcon: 8977794@xanpl e. conx/ conf Cbj | D>
<oper at i on>del et e</ operati on>
<ccnp: user Request >
<userlnfo entity="xcon-userid: Bob@xanpl e. cont'/ >
</ ccnp: user Request >
</ ccnpRequest >
</ ccnp: ccnpRequest >

2. userResponse/ del ete message (Bob has been del et ed)

<?xm version="1.0" encodi ng="UTF-8" standal one="yes" ?>
<ccnp: ccnpResponse
xm ns:info="urn:ietf:parans: xm : ns: conference-info"
xm ns: ccnp="urn:ietf:paranms: xm :ns:xcon: ccnp”
xm ns: xcon="urn:ietf:parans: xn : ns: xcon- conf erence-i nfo">
<ccnpResponse xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance"
Xsi:type="ccnp: ccnp- user-response- nessage-type" >
<conf User | D>xcon- useri d: Al i ce@xanpl e. conx/ conf User | D>
<conf Qbj | D>xcon: 8977794@xanpl e. conx/ conf Cbj | D>
<oper ati on>del et e</ operati on>
<r esponse- code>200</r esponse- code>
<response-string>success</response-string>
<versi on>17</ ver si on>
<ccnp: user Response/ >
</ ccnpResponse>
</ ccnp: ccnpResponse>

Fi gure 28: Renobving a Participant Messaging Details
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8.2. Deleting a Conference

In this section, an exanple of a successful conference deletion is
provi ded (Figure 29).

Alice Conf S

|
| (1) conf Request (conf User | D,

Bar nes,

(2) conf Response(conf User | D

|
confbj I D, del ete) |

____________________________ >
(a)Delete +---

Conf |

hj ect |
+-->

|

|

|

|

|

|--+ (b) M5

| | renoves rel ated

| | m xer instances and
| <-+ their participants
| (SIP signaling as well)
|

|

|

|

|

conf Qbj I D, del et e, 200
success)

Figure 29: Deleting a Conference

The conferencing systemclient Alice sends a confRequest nessage
with a "delete" operation to be perforned on the conference
identified by the XCONNURI carried in the <confQojl D> paraneter
The conference server, on the basis of the <confUserl D> included
in the receipt request, ensures that Alice has the appropriate
authority to fulfill the operation.

After validating Alice’ s rights, the conference server instigates
the process to delete the conference object, disconnecting
partici pants and renovi ng associ ated resources such as ni xer

i nstances. Then, the conference server returns a confResponse
message to Alice with "200" as <response-code> and the del eted
conference XCON-URI in the <confQbjID> field.
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9.

conf Request/ del ete nessage (Alice del etes a conference)

<?xm version="1. 0" encodi ng="UTF-8" standal one="yes" ?>
<ccnp: ccnpRequest

xm ns:info="urn:ietf:parans: xm : ns: conf erence-i nfo"

xm ns: ccnp="urn:ietf:parans: xm : ns: xcon: ccnp”

xm ns: xcon="urn:ietf: parans: xm : ns: xcon-conference-i nfo">
<ccnpRequest xm ns: xsi="http://ww. w3. org/ 2001/ XM_Schena- i nst ance"

Xsi :type="ccnp: ccnp-conf -request - nressage-type" >

<conf User | D>xcon-useri d: Al i ce@xanpl e. conx/ conf User | D>

<conf bj | D>xcon: 8977794 @xanpl e. conx/ conf Obj | D>

<oper at i on>del et e</ oper ati on>

<ccnp: conf Request/ >
</ ccnpRequest >

</ ccnp: ccnpRequest >

conf Response/ del et e nessage ("200", "success")

<?xm version="1.0" encodi ng="UTF-8" standal one="yes" ?>
<ccnp: ccnpResponse

xm ns:info="urn:ietf:parans: xm : ns: conference-info"

xm ns: ccnp="urn:ietf:paranms: xm :ns:xcon: ccnp”

xm ns: xcon="urn:ietf:parans: xn : ns: xcon- conf erence-i nfo">
<ccnpResponse xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance"

Xsi:type="ccnp: ccnp-conf-response- nessage-type">
<conf User | D>xcon- useri d: Al i ce@xanpl e. conx/ conf User | D>

<conf Qbj | D>xcon: 8977794@xanpl e. conx/ conf Cbj | D>

<oper at i on>del et e</ operati on>

<r esponse- code>200</ r esponse- code>

<response-string>success</response-string>

<ccnp: conf Response/ >
</ ccnpResponse>

</ ccnp: ccnpResponse>

Figure 30: Deleting a Conference Messaging Details
Security Considerations

The security considerations applicable to the inplenentation of these
call flows are docunented in the XCON framework, w th additiona
security considerations docunented in the CCMP docunent. Statenents
with regard to the necessary security are discussed in particul ar
flows; however, this is for informational purposes only. The

i mpl enenter is encouraged to carefully consider the security

requi renents in the normative docunents.
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