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Abst ract

There are many depl oynment scenarios that require an egress Labe

Swi tching Router (LSR) to receive binding of the Resource Reservation
Protocol - Traffic Engineering (RSVP-TE) Label Switched Path (LSP) to
an application and a payload identifier using sone "out-of-band"
(O0B) mechanism This docunment defines protocol nechanisns to
address this requirenent. The procedures described in this docunent
are equally applicable for point-to-point (P2P) and point-to-
mul ti poi nt (P2MP) LSPs.

Status of This Meno
This is an Internet Standards Track docunent.

This docunment is a product of the Internet Engi neering Task Force
(ITETF). It represents the consensus of the I ETF comunity. |t has
recei ved public review and has been approved for publication by the
I nternet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741.

I nformation about the current status of this docunent, any errata,
and how to provide feedback on it nmay be obtai ned at
http://ww.rfc-editor.org/info/rfc6511
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1. Introduction
Wien Resource Reservation Protocol - Traffic Engineering (RSVP-TE) is

used for applications like Milticast Virtual Private Network (M/PN)

[ RFC6513] and Virtual Private LAN Service (VPLS) [ RFC4761], an egress
Label Switching Router (LSR) receives the binding of the RSVP-TE
Label Switched Path (LSP) to an application and a payl oad identifier
usi ng an "out-of -band" (0OO0B) nechanism (e.g., Border Gateway Protoco
(BGP)). In such cases, the egress LSR cannot nake correct forwarding
decisions until such OOB napping information is received.

Furthernmore, in order to apply the binding information, the egress
LSR needs to identify the incomng LSP on which traffic is com ng.
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Ther ef ore, non-Penulti mate Hop Poppi ng (non-PHP) behavior is required
to apply OOB mapping. Non-PHP behavior requires the egress LSRs to
assign a non-NULL | abel for the LSP being signal ed.

There are other applications that require non-PHP behavior. Wen
RSVP- TE point-to-nultipoint (P2MP) LSPs are used to carry IP

mul ticast traffic non-PHP behavior enables a leaf LSRto identify the
P2MP TE LSP on which traffic is received. Hence, the egress LSR can
determi ne whether traffic is received on the expected P2MP LSP and
discard traffic that is not received on the expected P2MP LSP. Non-
PHP behavior is also required to determne the context of upstream
assigned | abels when the context is a MPLS LSP. Non-PHP behavi or may
al so be required for MPLS Transport Profile (MPLS-TP) LSPs [ RFC5921].

Thi s docunent defines two new flags in the Attributes Flags TLV of
the LSP Attributes object defined in [ RFC5420]: one flag for

communi cati on of non-PHP behavior and one flag to indicate that the
bi nding of the LSP to an application and a payload identifier

(Payl oad I D) needs to be |earned via an out-of-band mappi ng
mechanism As there is one-to-one correspondence between bits in the
Attribute Flags TLV and the Record Route hject (RRO Attributes
subobj ect, corresponding flags to be carried in the RRO Attri butes
subobj ect are al so defi ned.

The procedures described in this docunent are equally applicable for
poi nt-to-point (P2P) and P2MP LSPs. Specification of the OOB
communi cati on nechani sn(s) is beyond the scope of this docunent.

1.1. Conventions Used in This Docunent
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunment are to be interpreted as described in RFC 2119 [ RFC2119].

2. RSVP-TE Signaling Extensions

This section describes the signaling extensions required to address
t he above-nentioned requirements.

2.1. Signaling Non-PHP Behavi or
In order to request non-PHP behavior for an RSVP-TE LSP, this
docunent defines a new flag in the Attributes Flags TLV of the LSP
Attributes object defined in [ RFC5420]:

Bit Number 7: Non-PHP behavior flag
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In order to indicate to the ingress LSR that the egress LSR
recogni zes the "Non-PHP behavior flag", the same bit is used in the
Flags field of the Record Route Object (RRO Attributes subobject.

An ingress LSR sets the "Non-PHP behavior flag" to signal that the
egress LSRs SHOULD assign a non-NULL | abel for the LSP being

signaled. This flag MJST NOT be nodified by any other LSRs in the
network. LSRs other than the egress LSRs SHOULD ignore this flag.

If an egress LSR receiving the Path nessage supports the LSP
Attributes object and the Attributes Flags TLV and al so recogni zes
the "Non-PHP behavior flag", it MJST allocate a non-NULL | ocal | abel
The egress LSR MJUST al so set the "Non-PHP behavior flag" in the Flags
field of the RRO Attri butes subobject.

If the egress LSR

- supports the LSP Attributes object but does not recognize the
Attributes Flags TLV; or

- supports the LSP Attributes object and recognizes the Attributes
Fl ags TLV, but does not recognize the "Non-PHP behavior flag"

then it silently ignores the request according to the processing
rul es of [RFC5420].

An ingress LSR requesting non-PHP behavi or SHOULD exani ne the "Non-
PHP behavior flag" in the Flags field of the RRO Attri butes subobject
and MAY send a Path Tear to the egress, which has not set the "Non-
PHP behavior flag". An ingress LSR requesting non-PHP behavior NAY
al so exanmine the | abel value corresponding to the egress LSR(s) in
the RRO and MAY send a Path Tear to the egress, which assigns a NULL
| abel val ue.

When signaling a P2MP LSP, a source node nmay wish to solicit an

i ndi vi dual response to the "Non-PHP behavior flag" fromthe |eaf
nodes. G ven the constraints on how the LSP Attributes may be
carried in Path and Resv nmessages according to [ RFC5420], in this
situation, the source node MIST use a separate Path nessage for each
| eaf in networks where [ RFC6510] is not supported. In networks with
[ RFC6510] depl oyed, either a single |eaf per Path nmessage or multiple
| eaves per Path nessage MAY be used by the source node
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2.2. Signaling OOB Mappi ng |Indication

Thi s docunent defines a single flag to indicate that the norma

bi ndi ng mechani sm of an RSVP session is overridden. The actual out-
of - band mappi ngs are beyond the scope of this docunment. The flag is
carried in the Attributes Flags TLV of the LSP Attributes object
defined in [ RFC5420] and is defined as foll ows:

Bit Number 8: OOB mapping flag

In order to indicate to the ingress LSR that the egress LSR

recogni zes the "OOB mapping flag", the following sane bit is used in
the Flags field of the Record Route object (RRO Attributes
subobj ect .

An ingress LSR sets the "OOB mapping flag" to signal the egress LSR
that the binding of RSVP-TE LSP to an application and a payl oad
identifier is being signaled out-of-band. This flag MJUST NOT be
nodi fied by any other LSRs in the network. LSRs other than the
egress LSRs SHOULD ignore this flag.

When an egress LSR that supports the "OOB mapping flag" receives a
Path nessage with that flag set, the egress LSR MJST set the "QOOB
mappi ng flag" in the Flags field of the RRO Attri butes subobject.
The rest of the RSVP signaling proceeds as nornmal. However, the LSR
MUST have received the OOB nmappi ng before accepting traffic on the
LSP. This inplies that the egress LSR MUST NOT set up forwarding
state for the LSP before it receives the OOB mappi ng.

Note that the payload i nformati on SHOULD be supplied by the OOB
mapping. If the egress LSR receives the payload infornmation from OOB
mappi ng, then the LSR MJST ignore the L3PID (Layer 3 Protocol ID) in
the Label Request Object [RFC3209].

If the egress LSR

- supports the LSP Attributes object but does not recognize the
Attributes Flags TLV; or

- supports the LSP Attributes object and recognizes the Attributes
Fl ags TLV, but does not recognize the "OOB mapping flag";

then it silently ignores the request according to the processing
rules of [RFC5420].

An ingress LSR requesting OOB mappi ng SHOULD examni ne the "OOB mappi ng

flag" in the Flags field of the RRO Attri butes subobject and MAY send
a Path Tear to the egress, which has not set the "OOB napping flag"
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When signaling a P2MP LSP, a source node may wish to solicit an

i ndi vi dual response to the "OOB mapping flag" fromthe | eaf nodes.

G ven the constraints on how the LSP Attributes object may be carried
in Path and Resv nessages according to [ RFC5420], in this situation
the source node MJUST use a separate Path nessage for each leaf in

net wor ks where [ RFC6510] is not supported. 1In networks with

[ RFC6510] depl oyed, either a single |eaf per Path nessage or multiple
| eaves per Path nessage MAY be used by the source node.

I n depl oying applications where the egress LSR receives the binding
of the RSVP-TE LSP to an application and a payl oad identifier using
an OOB nechanism it is inportant to recognize that the OOB mappi ng
is sent asynchronously with respect to the signaling of RSVP-TE LSP
The egress LSR only installs forwarding state for the LSP after it
recei ves the OOB mapping. |n deploying applications using an OOB
mechani sm an ingress LSR may need to know when the egress is
properly set up for forwarding (i.e., has received the OOB nmappi ng).
How the ingress LSR deternines that the LSRis properly set up for
forwarding at the egress LSR is beyond the scope of this docunent.
Nonet hel ess, if the OOB nmapping is not received by the egress LSR
within a reasonable tinme, the procedure defined in Section 2.4 to
tear down the LSP is foll owed

2.3. Relationship between OOB and Non-PHP Fl ags

The "Non- PHP behavior flag" and "OOB napping flag" can appear and be
processed i ndependently of each other. However, as nentioned
earlier, in the context of the applications discussed in this
docunent, OOB mappi ng requires non- PHP behavior. An ingress LSR
requesting the OOB nmappi ng MAY al so set the "Non-PHP behavior flag"
in the LSP Attributes object in the Path nessage.

2.4, Egress Procedure for Label Binding

RSVP- TE si gnal i ng conpl etion and the OOB mappi ng i nformati on
recepti on happen asynchronously at the egress. As nentioned in
Section 2.2, egress waits for the OOB nappi ng before accepting
traffic on the LSP. Nonethel ess, MPLS Operations, Adninistration
and Mai ntenance (OAM nechani sns, e.g., LSP ping and traceroute, as
defined in [ RFC4379] and [ RFC6425], are expected to work

i ndependently of OOB mappi ng | earni ng process.

In order to avoid unnecessary use of the resources and possible

bl ack-holing of traffic, an egress LSR MAY send a Path Error nessage
if the OOB nmapping information is not received within a reasonabl e
time. This Path Error nmessage SHOULD include the error code/ sub-code
"Notify Error / no OOB mapping received" for all affected LSPs. If a
notify request was included when the LSP was initially set up, a
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Notify message (as defined in [RFC3473]) MAY al so be used for
delivery of this information to the ingress LSR An egress LSR MAY
i mpl ement a cleanup timer for this purpose. The tine-out value is a
| ocal decision at the egress, with a RECOWENDED default value of 60
seconds.

3. Security Considerations

The addition of non-PHP behavior adds a variety of attacks on the

| abel assigned by the egress node. As change in the value of the
egress |l abel reported in the RRO can cause the LSP to be torn down,
additional security considerations for protecting |abels assigned by
the egress node are required. Security nechanisns as identified in
[ RFC5920], [RFC2205], [RFC3209], [RFC3473], [RFC5420], and [ RFC4875]
can be used for this purpose. This docunent does not introduce any
additional security issues above those identified in [ RFC5920],

[ RFC2205], [RFC3209], [RFC3473], [RFC5420], and [ RFC4875].

4. | ANA Consi derations

The foll owi ng changes to the Resource Reservation Protocol - Traffic
Engi neering (RSVP-TE) Paraneters registry are required.

4.1. Attribute Flags for LSP Attributes nject

The following new flags are defined for the Attributes Flags TLV in
the LSP Attributes object.

o Non-PHP behavior flag:
This flag is used in the Attributes Flags TLV in a Path nessage.
The flag has a corresponding new flag to be used in the RRO
Attributes subobject. As per [RFC5420], the bit numbering in the
Attribute Flags TLV and the RRO Attributes subobject is identical
That is, the sane attribute is indicated by the sane bit in both
places. This flag is not allowed in the Attributes Flags TLV in a
Resv nessage. Specifically, attributes of this flag are as
fol | ows:
- Bit Number: 7
- Attribute flag carried in Path nessage: Yes
- Attribute flag carried in Resv nessage: No

- Attribute flag carried in RRO nmessage: Yes
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(o]

4. 2.

QOB nappi ng flag:

This flag is used in the Attributes Flags TLV in a Path nessage.
The flag has a corresponding new flag to be used in the RRO
Attributes subobject. As per [RFC5420], the bit nunbering in the
Attribute Flags TLV and the RRO Attributes subobject is identical.
That is, the sane attribute is indicated by the sane bit in both
places. This flag is not allowed in the Attributes Flags TLV in a
Resv nmessage. Specifically, attributes of this flag are as
fol | ows:

- Bit Number: 8

- Attribute flag carried in Path nessage: Yes
- Attribute flag carried in Resv nessage: No
- Attribute flag carried in RRO nessage: Yes

New RSVP Error Sub- Code

For Error Code = 25 "Notify Error" (see [RFC3209]), the follow ng
sub-code is defined.

Sub- code Val ue

No OOB mappi ng received 12

Acknowl edgenent s

The authors would like to thank Yakov Rekhter for his suggestions on
this docunent.

6. 1.

Ref er ences

Nor mat i ve Ref erences

[ RFC2119] Bradner, S., "Key words for use in RFCs to Indicate

Requi rement Level s", BCP 14, RFC 2119, March 1997.

[ RFC2205] Braden, R, Ed., Zhang, L., Berson, S., Herzog, S., and S

Jam n, "Resource ReSerVation Protocol (RSVP) -- Version 1
Functional Specification", RFC 2205, Septenber 1997.

[ RFC3209] Awduche, D., Berger, L., Gan, D., Li, T., Srinivasan, V.,

Ali,

and G Swal |l ow, "RSVP-TE: Extensions to RSVP for LSP
Tunnel s", RFC 3209, Decenber 2001.

et al. St andards Track [ Page 8]



RFC 6511

Non- PHP and OOB Mappi ng for RSVP-TE LSPs February 2012

[ RFC3473] Berger, L., Ed., "Generalized Milti-Protocol Label
Swi t ching (GWLS) Signaling Resource ReserVation Protocol -
Traffic Engi neering (RSVP-TE) Extensions", RFC 3473,
January 2003.

[ RFC4875] Aggarwal, R, Ed., Papadinitriou, D., Ed., and S.
Yasukawa, Ed., "Extensions to Resource Reservation
Protocol - Traffic Engineering (RSVP-TE) for Point-to-
Mul tipoint TE Label Switched Paths (LSPs)", RFC 4875, My
2007.

[ RFC5420] Farrel, A, Ed., Papadimtriou, D., Vasseur, JP., and A
Ayyangar ps, "Encoding of Attributes for MPLS LSP
Est abl i shnment Usi ng Resource Reservation Protocol Traffic
Engi neering (RSVP-TE)", RFC 5420, February 2009.

[ RFC6510] Berger, L. and G Swallow, "Resource Reservation Protocol
(RSVP) Message Formats for Label Switched Path (LSP)
Attributes Objects", RFC 6510, February 2012.

6.2. Informative References

[ RFC4379] Kompella, K and G Swallow, "Detecting Milti-Protocol
Label Switched (MPLS) Data Pl ane Failures", RFC 4379,
February 2006.

[ RFC4761] Konpella, K, Ed., and Y. Rekhter, Ed., "Virtual Private
LAN Service (VPLS) Using BGP for Auto-Discovery and
Si gnaling", RFC 4761, January 2007.

[ RFC5920] Fang, L., Ed., "Security Framework for MPLS and GWLS
Net wor ks", RFC 5920, July 2010.

[ RFC5921] Bocci, M, Ed., Bryant, S., Ed., Frost, D., Ed., Levrau,
L., and L. Berger, "A Framework for MPLS in Transport
Net wor ks", RFC 5921, July 2010.

[ RFC6425] Saxena, S., Ed., Swallow, G, Ai, Z , Farrel, A,
Yasukawa, S., and T. Nadeau, "Detecting Data-Pl ane
Failures in Point-to-Miltipoint MPLS - Extensions to LSP
Pi ng", RFC 6425, Novenber 2011.

[ RFC6513] Rosen, E., Ed., and R Aggarwal, Ed., "Milticast in
MPLS/ BGP | P VPNs", RFC 6513, February 2012.

Ali, et al. St andards Track [ Page 9]



RFC 6511

Aut

Ali,

Non- PHP and OOB Mappi ng for

hors’ Addresses

Zafar Ali

Cisco Systens, Inc.

EMai | :

zal i @i sco. com

Ceorge Swal | ow
Cisco Systems, Inc.

EMai | :

swal | ow@i sco. com

Rahul Aggar wal

Juni per
EMai | :

et al.

Net wor ks
raggarwa_l@ahoo. com

St andards Track

RSVP- TE LSPs

February 2012

[ Page 10]



