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Abstract

This docunent is one of a series concerned with defining a roadnap of
protocol specification work for the use of nodern cryptographic
nmechani sms and al gorithns for nmessage authentication in routing
protocols. In particular, it defines the framework for a key
managenent protocol that may be used to create and manage session
keys for nessage authentication and integrity.

Status of This Meno

This docunent is not an Internet Standards Track specification; it is
published for informational purposes.

This docunent is a product of the Internet Engi neering Task Force
(IETF). It represents the consensus of the |IETF comunity. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Group (IESG. Not all docunents
approved by the I ESG are a candidate for any |evel of Internet

St andard; see Section 2 of RFC 5741.

I nformation about the current status of this docunent, any errata,

and how to provide feedback on it nay be obtained at
http://ww. rfc-editor.org/info/rfc6518
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I ntroduction

In March 2006, the Internet Architecture Board (1 AB) held a workshop
on the topic of "Unwanted Internet Traffic". The report fromthat
wor kshop is docunented in RFC 4948 [RFC4948]. Section 8.1 of that
docunent states that "A sinple risk analysis would suggest that an

i deal attack target of mininmal cost but nmaxinal disruption is the
core routing infrastructure". Section 8.2 calls for "[t]ightening
the security of the core routing infrastructure". Four nain steps
were identified for that tightening

0 Increase the security nechani sns and practices for operating
routers.

0 Clean up the Internet Routing Registry [IRR] repository, and
securing both the database and the access, so that it can be used
for routing verifications.

0 Create specifications for cryptographic validation of routing
nessage content.

0 Secure the routing protocols’ packets on the wire.

The first bullet is being addressed in the OPSEC working group. The
second bull et should be addressed through |iaisons with those running
the IRR s globally. The third bullet is being addressed in the SIDR
wor ki ng group.

Thi s docunent addresses the last bullet, securing the packets on the
wire of the routing protocol exchanges. Thus, it is concerned with
gui del i nes for describing i ssues and techni ques for protecting the
nessages between directly conmmuni cating peers. This nmay overlap
with, but is strongly distinct from protection designed to ensure
that routing information is properly authorized relative to sources
of this information. Such authorizations are provided by other
mechani sns and are outside the scope of this docunent and the work
that relies on it

Thi s docunent uses the term nology "on the wire" to talk about the

i nformati on used by routing systens. This termis widely used in
RFCs, but is used in several different ways. |In this document, it is
used to refer both to informati on exchanged between routing protoco

i nstances and to underlying protocols that may al so need to be
protected in specific circunstances. O her docunents that will

anal yze individual protocols will need to indicate how they use the
term"on the wire"
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The term"routing transport" is used to refer to the layer that
exchanges the routing protocols. This can be TCP, UDP, or even
direct link-1level nessaging in the case of some routing protocols.
The termis used here to allow a referent for discussing both conmon
and di sparate issues that affect or interact with this dinmension of
the routing systens. The termis used here to refer generally to the
set of nechani sns and exchanges underneath the routing protocol

what ever that is in specific cases.

Keyi ng and Authentication for Routing Protocols (KARP) will focus on
an abstraction for keying information that describes the interface
bet ween routing protocols, operators, and automated key nmanagenent.
Conceptual Iy, when routing protocols send or receive nessages, they
will look up the key to use in this abstract key table.

Conceptual ly, there will be an interface for a routing protocol to
make requests of automated key managenment when it is being used; when
keys becone available, they will be nade available in the key table.
There is no requirenent that this abstraction be used for

i mpl enentation; the abstraction serves the needs of standardization
and nanagenent. Specifically, as part of the KARP work plan:

1) KARP will design the key table abstraction, the interface between
key managenent protocols and routing protocols, and possibly
security protocols at other |ayers

2) For each routing protocol, KARP will define the mappi ng between
how t he protocol represents key material and the protocol -
i ndependent key table abstraction. Wen routing protocols share a
common nechani sm for authentication, such as the TCP
Aut hentication Option, the sane napping is likely to be reused
bet ween protocols. An inplenentation nmay be able to nove nuch of
the keying logic into code related to this shared authentication
primtive rather than code specific to routing protocols.

3) When designi ng aut omat ed key managenent for both symretric keys
and group keys, we will only use the abstractions designed in
poi nt 1 above to communi cate between autonmated key managenent and
routi ng protocols.

Readers nust refer to [THTS-REQS] for a clear definition of the
scope, goals, non-goals, and the audience for the design work being
undertaken in the KARP WG

1.1. Conventions Used in This Docunent
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "COPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].
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2. Categorizing Routing Protocols

Thi s docunent places the routing protocols into two categories
according to their requirenments for authentication. W hope these
categories will allow design teans to focus on security nechani sns
for a given category. Further, we hope that each protocol in the
group will be able to reuse the authentication nmechanism It is also
hoped that, down the road, we can create one Key Managenent Protoco
(KMP) per category (if not for several categories), so that the work
can be easily leveraged for use in the various routing protoco

groupi ngs. KMPs are useful for allow ng sinple, automated updates of
the traffic keys used in a base protocol. KMPs replace the need for
humans, or operational support systens (OSS) routines, to
periodically replace keys on running systems. It also renoves the
need for a chain of nanual keys to be chosen or configured on such
systems. \Wen configured properly, a KMP will enforce the key
freshness policy anong peers by keeping track of the key's lifetine
and negotiating a new key at the defined interval

2.1. Category: Message Transaction Type

The first category defines three types of nessaging transacti ons used
on the wire by the base routing protocol. They are as foll ows:

One-t o- One

One peer router directly and intentionally delivers a route
update specifically to one other peer router. Exanples are BGP
[ RFC4271]; LDP [ RFC5036]; BFD [ RFC5880]; and RSVP-TE [ RFC3209],
[ RFC3473], [RFC4726], and [RRFC5151]. Point-to-point nodes of
both 1S 1S [RFCL195] and OSPF [ RFC2328], when sent over both
traditional point-to-point |inks and when using nulti-access

| ayers, may both also fall into this category.

One-t o- Many

A router peers with nmultiple other routers on a single network
segment -- i.e., on link local -- such that it creates and
sends one route update nmessage that is intended for multiple
peers. Exanples would be OSPF and IS-IS in their broadcast,
non- poi nt -t o- poi nt node and Routing Information Protocol (RIP)
[ RFC2453] .

Mul ti cast
Mul ticast protocols have uni que security properties because

they are inherently group-based protocols; thus, they have
group keying requirenents at the routing | evel where |ink-1loca
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routi ng messages are nulticasted. Also, at least in the case
of Protocol |ndependent Milticast - Sparse Mde (PIMSM

[ RFC4601], sone nmessages are sent unicast to a given peer(s),
as is the case with router-close-to-sender and the "Rendezvous
Point". Some work for application-|layer nmessage security has
been done in the Miulticast Security (MSEC) working group and
may be hel pful to review, but it is not directly applicable.

These categories affect both the routing protocol view of the
communi cati on and the actual nessage transfer. As a result, sone
message transaction types for a few routing protocols may be

m xtures, for exanple, using broadcast where nulticast mnmight be
expected or using unicast to deliver what |ooks to the routing
protocol |ike broadcast or multicast.

Protocol security analysis docunents produced in the KARP wor ki ng
group need to pay attention both to the semantics of the

conmmuni cati on and the techniques that are used for the nessage
exchanges.

2.2. Category: Peer versus G oup Keying
The second category is the keying nechanismthat will be used to
distribute the session keys to the routing transports. They are as
fol | ows:
Peer Keying
One router sends the keying nessages only to one other router
such that a one-to-one, uniquely keyed security association (SA)
is established between the two routers (e.g., BGP, BFD and LDP).
G oup Keyi ng
One router creates and distributes a single keying nessage to
multiple peers. In this case, a group SA will be established and
used anong nul tiple peers sinultaneously. Goup keying exists for
protocols |ike OSPF [ RFC2328] and for nulticast protocols like
Pl M SM [ RFC4601] .
3. Consider the Future Existence of a Key Managenent Protoco

When it cones tine for the KARP W to design a reusable nodel for a
Key Managenent Protocol (KMP), [RFC4107] should be consulted.
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When conducting the design work on a nmanually keyed version of a
routing protocol’s authentication mechani sm consideration nust be
made for the eventual use of a KMP. In particular, design teans nust
consi der what paranmeters would need to be handed to the routing
protocol s by a KW

Exanpl es of paraneters that mght need to be passed are as follows: a
security association identifier (e.g., |Psec Security Paraneter |ndex
(SPI') or the TCP Authentication Option’s (TCP-AO s) KeylD), a key
lifetime (which may be represented in either bytes or seconds), the
cryptographic al gorithns being used, the keys thensel ves, and the
directionality of the keys (i.e., receiving versus the sending keys).

3.1. Consider Asymmetric Keys

The use of asymmetric keys can be a very powerful way to authenticate
machi ne peers as used in routing protocol peer exchanges. |If
generated on the nachi ne, and never noved off the machi ne, these keys
will not need to be changed if an administrator |eaves the

organi zation. Since the keys are random they are far |ess
susceptible to off-line dictionary and guessing attacks.

An easy and sinple way to use asymetric keys is to start by having
the router generate a public/private key pair. At the tinme of this
witing, the recommended key size for algorithns based on integer
factorization cryptography like RSA is 1024 bits and 2048 bits for
extremely val uabl e keys like the root key pair used by a
certification authority. It is believed that a 1024-bit RSA key is
equivalent in strength to 80-bit symretric keys and 2048-bit RSA keys
to 112-bit symetric keys [RFC3766]. Elliptic Curve Cryptography
(ECC) [RFC4492] appears to be secure with shorter keys than those
needed by other asymmetric key algorithnms. National Institute of

St andards and Technol ogy (NI ST) guidelines [Nl ST-800-57] state that
ECC keys should be twice the Il ength of equivalent strength symretric
key algorithns. Thus, a 224-bit ECC key woul d roughly have the sane
strength as a 112-bit symetric key.

Many routers have the ability to be renotely nanaged using Secure
Shel | (SSH) Protocol [RFC4252] and [ RFC4253]. As such, routers will
al so have the ability to generate and store an asymetric key pair,
because this is the commobn aut hentication nmethod enpl oyed by SSH when
an adm ni strator connects to a router for nmanagenment sessions.
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Once an asymetric key pair is generated, the KMP generating security
associ ation paranmeters and keys for routing protocol may use the

machi ne’ s asymmetric keys for the authentication nechanism The form
of the identity proof could be raw keys, the nore easily

adm ni strable self-signed certificate format, or a PKI-issued

[ RFC5280] certificate credential

Regardl ess of which credential is standardi zed, the authentication
nmechani sm can be as sinple as a strong hash over a string of human-
readabl e and transferable formof ASCI|I characters. More conplex,
but al so nore secure, the identity proof could be verified through
the use of a PKI systenis revocation checking nechanism (e.g.
Certificate Revocation List (CRL) or Online Certificate Status
Protocol (OCSP) responder). |If the SHA-1 fingerprint is used, the
solution could be as sinple as | oading a set of neighbor routers
peer ID strings into a table and listing the associated fingerprint

string for each ID string. |In nost organi zations or peering points,
this list will not be Ionger than a thousand or so routers, and often
the list will be nuch shorter. |In other words, the entire list for a

gi ven organi zation’s router |ID and hash could be held in a router’s
configuration file, uploaded, downl oaded, and noved about at wll.
Additionally, it doesn’'t matter who sees or gains access to these
fingerprints, because they can be distributed publicly as it needn’t
be kept secret.

3.2. Cryptographic Keys Life Cycle

Crypt ographi ¢ keys should have a linmted lifetinme and nay need to be
changed when an operator who had access to them | eaves. Using a key
chain, a set of keys derived fromthe sane keying material and used
one after the other, also does not help as one still has to change
all the keys in the key chain when an operator having access to all
those keys | eaves the conpany. Additionally, key chains will not
help if the routing transport subsystem does not support rolling over
to the new keys wi thout bouncing the routing sessions and

adj acencies. So the first step is to fix the routing stack so that
routing protocols can change keys wi thout breaking or bouncing the
adj acenci es.

An often cited reason for limting the lifetine of a key is to

m nimze the danage froma conprom sed key. It could be argued that
it is likely a user will not discover an attacker has conprom sed the
key if the attacker remains "passive"; thus, relatively frequent key
changes will lint any potential danage from conproni sed keys.
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4.

4.

Anot her threat against the long-lived key is that one of the systens
storing the key, or one of the users entrusted with the key, will be
subverted. So, while there may not be cryptographic notivations of
changi ng the keys, there could be system security notivations for
rolling the key.

Al t hough manual key distribution nethods are subject to hunan error
and frailty, nore frequent nmanual key changes night actually increase
the risk of exposure, as it is during the tinme that the keys are
bei ng changed that they are likely to be disclosed. |In these cases,
especi ally when very strong cryptography is enployed, it may be nore
prudent to have fewer, well-controlled nanual key distributions

rat her than nore frequent, poorly controlled nmanual key
distributions. |In general, where strong cryptography is enpl oyed,
physi cal, procedural, and |ogical access protection considerations
often have nore inpact on the key life than do al gorithm and key size
factors.

For increnental deploynents, we could start by associating life tines
with the send and the receive keys in the key chain for the |ong-
lived keys. This is an increnmental approach that we could use unti
the cryptographic keying material for individual sessions is derived
fromthe keying material stored in a database of |ong-1ived
cryptographi c keys as described in [CRPT-TAB]. A key derivation
function (KDF) and its inputs are also specified in the database of

I ong-1ived cryptographi c keys; session-specific values based on the
routing protocol are input to the KDF. Protocol-specific key
identifiers may be assigned to the cryptographic keying material for
i ndi vi dual sessions if needed.

The I ong-lived cryptographi c keys used by the routing protocols can
either be inserted nmanually in a database or nmake use of an autonated
key managenent protocol to do this.

Roadmap
1. Wirk Phases on Any Particul ar Protoco

It is believed that inproving security for any routing protocol wll
be a two-phase process. The first phase would be to nodify routing
protocol s to support nodern cryptography al gorithns and key agility.
The second phase would be to design and nove to an aut omated key
managenent nechanism This is like a crawl, wal k, and run process.
In order for operators to accept these phases, we believe that the
key managenent protocol should be clearly separated fromthe routing
transport. This would nmean that the routing transport subsystemis
oblivious to how the keys are derived, exchanged, and downl oaded as
long as there is sonething that it can use. It is |like having a
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routing-protocol -configuration switch that requests the security
nmodul e for the "KARP security paraneters" so that it can refer to
sone nodule witten, maintained, and operated by security experts and
insert those paraneters in the routing exchange.

The desired end state for the KARP work contains several itens.
First, the people desiring to deploy securely authenticated and
integrity validated packets between routing peers have the tools
specified, inplemented, and shipped in order to deploy. These tools
should be fairly sinple to inplenment and not nmore conplex than the
security nechani sns to which the operators are already accustoned.
(Exanpl es of security mechanisns to which router operators are
accustoned include: the use of asymmetric keys for authentication in
SSH for router configuration, the use of pre-shared keys (PSKs) in
TCP MD5 for BGP protection, the use of self-signed certificates for
HTTP Secure (HTTPS) access to device Wb-based user interfaces, the
use of strongly constructed passwords and/or identity tokens for user
identification when logging into routers and nanagenent systens.)
While the tools that we intend to specify nay not be able to stop a
depl oynent fromusing "foobar" as an input key for every device
across their entire routing donain, we intend to make a solid, nodern
security systemthat is not too much nore difficult than that. In
other words, sinplicity and depl oyability are keys to success. The
routing protocols will specify nodern cryptographic algorithnms and
security nechanisns. Routing peers will be able to enploy unique,
pair-w se keys per peering instance, with reasonable key lifetines,
and updating those keys on a regular basis will be operationally
easy, causing no service interruption

Achi evi ng the above described end state using nanual keys nay be
pragmatic only in very snall deploynments. However, nmanual keying in
| arger deployments will be too burdensone for operators. Thus, the
second goal is to support key life cycle nmanagenment with a KMP. W
expect that both manual and automated key managenent will coexist in
the real world.

In accordance with the desired end state just described, we define
two mai n work phases for each routing protocol

1. Enhance the routing protocol’s current authentication
mechani sm(s). This work involves enhancing a routing protocol’s
current security nechanisns in order to achieve a consistent,
nodern | evel of security functionality within its existing key
managenment framework. It is understood and accepted that the
exi sting key managenent frameworks are |argely based on manua
keys. Since many operators have already built operationa
support systens (OSS) around these nmanual key inpl enentations,
there is sone automation available for an operator to |leverage in
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that way, if the underlying nechanisns are thensel ves secure. In
this phase, we explicitly exclude enbedding or creating a KM
Refer to [ THTS-REQS] for the list of the requirenents for Phase 1
wor k.

2. Devel op an automated key nmanagenent franmework. The second phase
will focus on the devel opnent of an autonated keying framework to
facilitate unique pair-wi se (group-w se, where applicable) keys
per peering instance. This involves the use of a KMP. The use
of automatic key nmanagenment nechani snms of fers a nunmber of
benefits over manual keying. Mbst inportant, it provides fresh
traffic keying nmaterial for each session, thus hel ping to prevent
inter-connection replay attacks. 1In an inter-connection replay
attack, protocol packets fromthe earlier protocol session are
repl ayed affecting the current execution of the protocol. A KW
is also hel pful because it negotiates unique, pair-w se, random
keys, w thout admi nistrator involvenent. It negotiates severa
SA paraneters |like algorithns, nodes, and paraneters required for
the secure connection, thus providing interoperability between
endpoints with disparate capabilities and configurations. 1In
addition it could also include negotiating the key lifetines.

The KMP can thus keep track of those lifetinmes using counters and
can negoti ate new keys and parameters before they expire, again,
wi thout administrator interaction. Additionally, in the event of

a breach, changing the KMP key will imediately cause a rekey to
occur for the traffic key, and those new traffic keys will be
installed and used in the current connection. In sunmary, a KMP

provi des a protected channel between the peers through which they
can negoti ate and pass inportant data required to exchange proof
of identities, derive traffic keys, determ ne rekeying,
synchroni ze their keying state, signal various keying events,
notify with error nmessages, etc.

4.2. Wrk Itens per Routing Protoco
Each routing protocol will have a team (the Routing Protocol - KARP
team e.g., the OSPF-KARP tean) working on increnentally inproving
the security of a routing protocol. These teanms will have the
following min work itemns:
PHASE 1:
Characterize the Routing Protoco
Assess the routing protocol to see what authentication and

integrity nmechanisnms it has today. Does it need significant
i nprovenent to its existing nechanisns or not? This wll
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i nclude determning if nodern, strong security algorithns and
paraneters are present and if the protocol supports key agility
wi t hout bounci ng adj acenci es.

Define Optimal State

List the requirenents for the routing protocol’s session key
usage and format to contain nodern, strong security algorithmns
and nechani sns, per the Requirenments docunment [THTS-REQS]. The
goal here is to determne what is needed for the routing
protocol to be used securely with at |east nmanual key
managenent .

Gap Anal ysis

Enunerate the requirenents for this protocol to move fromits
current security state, the first bullet, to its optinmal state,
as listed just above.

Transition and Depl oynment Consi derations

Docunent the operational transition plan for nmoving fromthe
old to the new security mechanism WII| adjacencies need to
bounce? What new el enment s/ servers/services in the
infrastructure will be required? Wat is an exanple work fl ow
that an operator will take? The best possible case is if the
adj acency does not break, but this nay not always be possible.

Defi ne, Assign, Design

Create a deliverables list of the design and specification
work, with mlestones. Define owers. Release one or nore
docunent s.

PHASE 2:
KMP Anal ysi s

Revi ew requi rements for KMPs. Identify any nuances for this
particul ar routing protocol’s needs and its use cases for a
KMP. List the requirenments that this routing protocol has for
being able to be used in conjunction with a KMP. Define the
optinal state and check how easily it can be decoupled fromthe
KMP
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5.

Gap Anal ysis

Enunmerate the requirenents for this protocol to nove fromits
current security state to its optinmal state, with respect to
t he key managenent.

Defi ne, Assign, Design

Create a deliverables list of the design and specification
work, with mlestones. Define owners. Generate the design and
docunent work for a KMP to be able to generate the routing
protocol s session keys for the packets on the wire. These
will be the argunents passed in the APl to the KVWP in order to
bootstrap the session keys for the routing protocol.

There will also be a teamforned to work on the base franework
mechani snms for each of the nmain categories.

Routing Protocols in Categories

This section groups the routing protocols into categories according
to attributes set forth in the Categories’ Section (Section 2). Each
group will have a design teamtasked with inproving the security of
the routing protocol nechanisns and defining the KMP requirenments for
their group, then rolling both into a roadmap docunent upon which
they will execute.

BGP, LDP, PCEP, and MSDP

These routing protocols fall into the category of the one-to-one
peering nmessages and will use peer keying protocols. Border

Gat eway Protocol (BGP) [RFC4271], Path Conputation El enent

Communi cati on Protocol (PCEP) [ RFC5440], and Milticast Source

Di scovery Protocol (MSDP) [ RFC3618] nmessages are transmitted over
TCP, while Label Distribution Protocol (LDP) [RFC5036] uses both
UDP and TCP. A teamw |l work on one nmechanismto cover these TCP
uni cast protocols. Mich of the work on the routing protocol
update for its existing authentication nmechani sm has al ready
occurred in the TCPM wor ki ng group, on the TCP-AO [ RFC5925]
docunent, as well as its cryptography-hel per docunment, TCP-AO
CRYPTO [ RFC5926]. However, TCP-AO cannot be used for discovery
exchanges carried in LDP as those are carried over UDP. A
separate team m ght want to | ook at LDP. Another exception is the
node where LDP is used directly on the LAN. The work for this may
go into the group keying category (along with OSPF) as nentioned
bel ow.
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OSPF, 1S-1S, and RIP

The routing protocols that fall into the category group keying
(with one-to-many peering) includes OSPF [ RFC2328], IS 1S

[ RFC1195] and RIP [ RFC2453]. Not surprisingly, all these routing
protocols have two other things in common. First, they are run on
a conbination of the OSI datalink Layer 2, and the OSI network
Layer 3. By this we nean that they have a conponent of how the
routing protocol works, which is specified in Layer 2 as well as
in Layer 3. Second, they are all internal gateway protocols
(1GPs). The keying nechanisns will be nmuch nore conplicated to
define for these than for a one-to-one nessagi ng protocol

BFD

Because it is less of a routing protocol, per se, and nore of a
peer liveness detection nmechanism Bidirectional Forwarding
Detection (BFD) [ RFC5880] will have its own team BFD is also
different fromthe other protocols covered here as it works on
mllisecond tinmers and woul d need separate considerations to
nmtigate the potential for Denial-of-Service (DoS) attacks. It

al so raises interesting issues [RFC6039] with respect to the
sequence nunber schenme that is generally deployed to protect

agai nst replay attacks as this space can roll over quite
frequently because of the rate at which BFD packets are generat ed.

RSVP and RSVP-TE

The Resource reSerVation Protocol (RSVP) [RFC2205] all ows hop-by-
hop aut hentication of RSVP nei ghbors, as specified in [ RFC2747].
In this node, an integrity object is attached to each RSVP nessage
to transnmit a keyed nessage digest. This nessage digest allows
the recipient to verify the identity of the RSVP node that sent
the message and to validate the integrity of the nmessage. Through
the inclusion of a sequence nunber in the scope of the digest, the
di gest also offers replay protection

[ RFC2747] does not dictate how the key for the integrity operation
is derived. Currently, nost inplenmentations of RSVP use a
statically configured key, on a per-interface or per-neighbor

basi s.

RSVP relies on a per-peer authentication nmechani smwhere each hop
aut henticates its neighbor using a shared key or a certificate.

Trust in this nodel is transitive. Each RSVP node trusts,

explicitly, only its RSVP next-hop peers through the nessage
di gest contained in the INTEGRI TY object [RFC2747]. The next-hop
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RSVP speaker, in turn, trusts its own peers, and so on. See also
t he document "RSVP Security Properties" [RFC4230] for nore
backgr ound.

The keys used for protecting the RSVP nmessages can be group keys
(for exanple, distributed via the G oup Domain of Interpretation
(GDA) [RFC6407], as discussed in [GDA-NAC]).

The trust an RSVP node has w th another RSVP node has an explicit
and inmplicit conmponent. Explicitly, the node trusts the other
node to maintain the integrity (and, optionally, the
confidentiality) of RSVP nessages dependi ng on whet her

aut hentication or encryption (or both) are used. This neans that
t he message has not been altered or its contents seen by anot her

non-trusted node. Inplicitly, each node trusts the other node to
mai ntain the I evel of protection specified within that security
domain. Note that in any group key managenent schene, |ike GDAO,

each node trusts all the other nenbers of the group with regard to
data origin authentication

RSVP- TE [ RFC3209], [RFC3473], [RFC4726], and [RFC5151] is an

ext ensi on of the RSVP protocol for traffic engineering. It
supports the reservation of resources across an I[P network and is
used for establishing MPLS | abel switch paths (LSPs), taking into
consi derati on network constraint paraneters such as avail abl e
bandwi dth and explicit hops. RSVP-TE signaling is used to
establish both intra- and inter-donmain TE LSPs.

When signaling an inter-domain RSVP-TE LSP, operators nmay nake use
of the security features already defined for RSVP-TE [ RFC3209].
This may require sone coordination between donains to share keys
([ RFC2747] [ RFC3097]), and care is required to ensure that the keys
are changed sufficiently frequently. Note that this may involve
addi ti onal synchronization, should the domai n border nodes be
protected with Fast Reroute, since the merge point (MP) and point
of local repair (PLR) should also share the key.

For inter-domain signaling for MPLS-TE, the admi nistrators of

nei ghbori ng domai ns nust satisfy thenmselves as to the existence of
a suitable trust relationship between the domains. |In the absence
of such a relationship, the adm nistrators should decide not to
depl oy inter-domain signaling and shoul d di sabl e RSVP-TE on any
inter-domain interfaces

KARP will currently be working only on RSVP-TE, as the native RSVP
lies outside the scope of the W5 charter.
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6.

Pl M SM and PI M DM

Finally, the nulticast protocols Protocol Independent Milticast -
Sparse Mode (PIMSM [RFC4601] and Protocol |ndependent Milticast
- Dense Mbde (PIM DM [RFC3973] will be grouped together. PlIMSM
nmulticasts routing information (Hello, Join/Prune, Assert) on a
link-local basis, using a defined nulticast address. In addition
it specifies unicast communication for exchange of information
(Regi ster, Register-Stop) between the router closest to a group
sender and the "Rendezvous Point". The Rendezvous Point is
typically not "on-link"™ for a particular router. VWhile nmuch work
has been done on nulticast security for application-Ilayer groups,
little has been done to address the probl em of nmanagi ng hundreds
or thousands of snall one-to-many groups with Iink-local scope.
Such an aut henticati on nmechani sm should be considered along with
t he router-to-Rendezvous Poi nt authentication nmechanism The nost
i mportant issue is ensuring that only the "authorized nei ghbors"”
get the keys for source/group (S, G, so that rogue routers cannot
participate in the exchanges. Another issue is that some of the
communi cation may occur intra-domain, e.g., the link-loca
nmessages in an enterprise, while others for the same (*, G may
occur inter-domain, e.g., the router-to-Rendezvous Poi nt nessages
may be fromone enterprise’s router to another

One possible solution proposes a region-wi de "nmaster" key server
(possibly replicated), and one "local" key server per speaking
router. There is no issue with propagating the nessages outside
the Iink, because link-1ocal nessages, by definition, are not
forwarded. This solution is offered only as an exanpl e of how
work may progress; further discussion should occur in this work
team Specification of a link-local protection nechanismfor PIM
SMis defined in [ RFC4601], and this mechani sm has been updated in
Pl M SM LI NKLOCAL [ RFC5796]. However, the KMP part is conpletely
unspecified and will require work outside the expertise of the PIM
wor ki ng group to acconplish, another exanple of why this roadmap

i s being created.

Supporting I ncrenmental Depl oynent

It is inperative that the new aut hentication and security nechani sns
defined support increnental deploynent, as it is not feasible to
depl oy a new routing protocol authentication nechani smthroughout the
networ k i nstantaneously. One of the goals of the KARP Wsis to add
increnental security to existing nechanisns rather than replacing
them Delivering better deployable solutions to which vendors and
operators can mgrate is nore inportant than getting a perfect
security solution. 1t may al so not be possible to deploy such a
mechanismto all routers in a |arge Autononobus System (AS) at one
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time. This neans that the designers nust work on this aspect of the
aut henti cati on mechanismfor the routing protocol on which they are
wor ki ng. The mechani snms nust provi de backward conpatibility in the
message formatting, transm ssion, and processing of routing

i nformation carried through a m xed security environnent.

7. Denial-of-Service Attacks

DoS attacks nust be kept in mnd when designing KARP sol utions.

[ THTS- REQS] descri bes DoS attacks that are in scope for the KARP
wor k. Protocol designers should ensure that the new cryptographic
val i dati on nechani sns nust not provide an attacker with an
opportunity for DoS attacks. Cryptographic validation, while
typically cheaper than signing, is still an increnmental cost. |[If an
attacker can force a systemto validate many packets nultiple tines
then this could be a potential DoS attack vector. On the other hand,
if the authentication procedure is itself quite CPU intensive, then
overwhel ming the CPU with nultiple bogus packets can bring down the
system In this case, the authentication procedure itself aids the
DoS att ack.

There are some known techni ques to reduce the cryptographic

conmput ation | oad. Packets can include non-cryptographi c consistency
checks. For exanple, [RFC5082] provides a nechanismthat uses the IP
header to limt the attackers that can inject packets that will be
subject to cryptographic validation. 1In the design, Phase 2, once an
aut onat ed key nanagenent protocol is devel oped, it nmay be possible to
determ ne the peer |P addresses that are valid participants. Only
the packets fromthe verified sources could be subject to
cryptographi c validation

Prot ocol designers nmust ensure that a device never needs to check

i nconmi ng protocol packets using nultiple keys, as this can overwhel m
the CPU, leading to a DoS attack. KARP solutions should indicate the
checks that are appropriate prior to perform ng cryptographic

val i dation. KARP solutions should indicate where information about
val i d nei ghbors can be used to linit the scope of the attacks.

Particular care needs to be paid to the design of automated key
managenent schenes. It is often desirable to force a party
attenpting to authenticate to do work and to maintain state unti

that work is done. That is, the initiator of the authentication
should nmaintain the cost of any state required by the authentication
for as long as possible. This also hel ps when an attacker sends an
overwhel mi ng | oad of keying protocol initiations from bogus sources.
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Anot her inportant class of attack is denial of service against the
routing protocol where an attacker can nmani pul ate either the routing
protocol or the cryptographic authentication mechanismto disrupt
routing adjacenci es.

Wt hout KARP solutions, many routing protocols are subject to

di sruption sinply by injecting an invalid packet or a packet for the
wong state. Even with cryptographic validation, replay attacks are
often a vector where a previously valid packet can be injected to
create a denial of service. KARP sol utions should prevent all cases
wher e packet replays or other packet injections by an outsider can

di srupt routing sessions.

Sone residual denial-of-service risk is always likely. [If an
attacker can generate a | arge enough nunber of packets, the routing
protocol can get disrupted. Even if the routing protocol is not

di srupted, the loss rate on a link may rise to a point where claimng
that traffic can successfully be routed across the link will be

i naccurat e.

8. Gap Analysis

The [ THTS- REQS] document lists the generic requirenents for the
security nechani sns that nust exist for the various routing protocols
that cone under the purview of KARP. There will be different design
teams working for each of the categories of routing protocols

defi ned.

To start, design teanms nust review the "Threats and Requirements for
Aut henti cation of routing protocols" docunent [THTS-REQS]. This
docunent contains detail ed descriptions of the threat analysis for
routing protocol authentication and integrity in general. Note that
it does not contain all the authentication-related threats for any
one routing protocol, or category of routing protocols. The design
team nmust conduct a protocol -specific threat analysis to determne if
threats beyond those in the [ THTS-REQS] docunent arise in the context
of the protocol (group) and to describe those threats.

The [ THTS- REQS] document al so contains many security requirenments.
Each routing protocol design team nust wal k through each section of
the requirenents and determ ne one by one how its protocol either
does or does not relate to each requirenent.

Exanpl es i nclude nodern, strong, cryptographic algorithns, with at

| east one such algorithmlisted as a MJST, algorithmagility, secure
use of sinple PSKs, intra-connection replay protection, inter-
connection replay protection, etc.
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When doing the gap analysis, we nust first identify the el enments of

each routing protocol that we wish to protect. In case of protocols
riding on top of IP, we night want to protect the I P header and the
prot ocol headers, while for those that work on top of TCP, it will be

the TCP header and the protocol payload. There is patently value in
protecting the | P header and the TCP header if the routing protocols
rely on these headers for sone infornation (for exanple, identifying
t he nei ghbor that originated the packet).

Then, there will be a set of cryptography requirenments that we night
want to ook at. For exanple, there nust be at |east one set of
cryptographic algorithns (MD5, SHA, etc.) or constructions (Hashed
MAC (HMAC), etc.) whose use is supported by all inplenmentations and
can be safely assuned to be supported by any inplenmentation of the
aut hentication option. The design teans should | ook for the protocol
on which they are working. |If such algorithnms or constructions are
not avail able, then some should be defined to support
interoperability by having a single default.

Desi gn teans nust ensure that the default cryptographic algorithns
and constructions supported by the routing protocols are accepted by
the conmunity. This nmeans that the protocols must not rely on non-
standard or ad hoc hash functions, keyed-hash constructions,
signature schenes, or other functions, and they nust use published
and standard schenes.

Care should al so be taken to ensure that the routing protoco

aut henti cation schene has algorithmagility (i.e., it is capable of
supporting algorithms other than its defaults). ldeally, the

aut henti cati on nmechani sm shoul d not be affected by packet |oss and
reordering.

Desi gn teans should ensure that their protocol’s authentication
mechani smis able to accommodate rekeying. This is essential since
it is well known that keys nust periodically be changed. Al so, what
the designers nust ensure is that this rekeying event should not
affect the functioning of the routing protocol. For exanple, OSPF
rekeying requires coordination anong the adjacent routers, while IS
IS requires coordination anbng routers in the entire donain.

If new authentication and security mechani sns are needed, then the
design teans nust design in such a manner that the routing protoco
aut henti cati on mechani smrenmains oblivious to how the keying materia
is derived. This decouples the authentication nmechanismfromthe key
managenment systemthat is enpl oyed.
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Desi gn teans should also note that many routing protocols require
prioritized treatnent of certain protocol packets and authentication
mechani sms shoul d honor this.

Not all routing protocol authentication mechani snms provide support
for replay attacks, and the design teans should identify such

aut henti cati on nmechani sns and work on themso that this can get
fixed. The design teans nust | ook at the protocols that they are
wor ki ng on and see if packets captured fromthe previous/stale
sessions can be repl ayed.

What might also influence the design is the rate at which the
protocol packets are originated. |In case of protocols |ike BFD
where packets are originated at millisecond intervals, there are sone
speci al considerations that nust be kept in nind when defining the
new aut hentication and security mechani sns.

The designers should al so consi der whether the current authentication
mechani sns i npose consi derabl e processi ng overhead on a router that's
doi ng authentication. Most currently deployed routers do not have
hardwar e accel erators for cryptographi c processing and these
operations can inpose a significant processing burden under sone

ci rcunst ances. The proposed sol utions should be evaluated carefully

with regard to the processing burden that they will inpose, since
depl oynent may be inpeded if network operators perceive that a
solution will inpose a processing burden which either entails

substantial capital expenses or threatens to destabilize the routers.
9. Security Considerations

As nentioned in the Introduction, RFC 4948 [ RFC4948] identifies

addi tional steps needed to achieve the overall goal of inproving the
security of the core routing infrastructure. Those include

val idation of route origin announcenents, path validation, cleaning
up the I RR dat abases for accuracy, and operational security practices
that prevent routers from becom ng conproni sed devices. The KARP
work is but one step needed to inprove core routing infrastructure.

The security of cryptographic-based systens depends on both the
strength of the cryptographic algorithnms chosen and the strength of
the keys used with those algorithms. The security al so depends on
the engi neering of the protocol used by the systemto ensure that
there are no non-cryptographic ways to bypass the security of the
overal |l system
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9.1. Use Strong Keys

Care should be taken to ensure that the selected key is
unpr edi ct abl e, avoi ding any keys known to be weak for the algorithm
in use. [RFC4086] contains hel pful information on both key
generation techni ques and cryptographi ¢ randomess.

Care should al so be taken when choosing the |l ength of the key.

[ RFC3766] provi des sonme additional information on asynmetric and
symretric key sizes and how they relate to systemrequirenments for
attack resistance.

In addition to using a key of appropriate | ength and randommess,

depl oyers of KARP shoul d use different keys between different routing
peers whenever operationally possible. This is especially true when
the routing protocol takes a static traffic key as opposed to a
traffic key derived on a per-connection basis using a KDF. The
burden for doing so is understandably nuch higher than using the sane
static traffic key across all peering routers. Depending upon the
specific KMP, it can be argued that generally using a KMP networ k-

W de increases peer-w se security. Consider an attacker that |earns
or guesses the traffic key used by two peer routers: if the traffic
key is only used between those two routers, then the attacker has
only conprom sed that one connection not the entire network.

However whenever using manual keys, it is best to design a system
where a given pre-shared key (PSK) will be used in a KDF mxed with
connection-specific material, in order to generate session unique --
and therefore peer-wise -- traffic keys. Doing so has the foll ow ng
advantages: the traffic keys used in the per-nessage authentication
mechani sm are peer-w se unique, it provides inter-connection replay
protection, and if the per-nmessage authentication nmechani smcovers
sone connection counter, intra-connection replay protection

Note that certain key derivation functions (e.g., KDF_AES 128 CMAC)
as used in TCP-AO [ RFC5926], the pseudorandom function (PRF) used in
the KDF may require a key of a certain fixed size as an input.

For exanple, AES 128 CMAC requires a 128-bit (16-byte) key as the
seed. However, for the convenience of the adm nistrators, a
specification may not want to require the entry of a PSK be of
exactly 16 bytes. Instead, a specification may call for a key prep
routine that could handle a variable-1ength PSK, one that night be

| ess or nore than 16 bytes (see [RFC4615], Section 3, as an exanple).
That key prep routine would derive a key of exactly the required

I ength, thus, be suitable as a seed to the PRF. This does NOT nean
that adm nistrators are safe to use weak keys. Adm nistrators are
encouraged to foll ow [ RFC4086] [N ST-800-118]. W sinply attenpted
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to "put a fence around stupidity", as much as possible as it’'s hard
to imagi ne administrators putting in a password that is, say 16 bytes
in length.

A better option, froma security perspective, is to use sone
representation of a device-specific asymmetric key pair as the
identity proof, as described in section "Unique versus Shared Keys"
section.

9.2. Internal versus External Operation

Desi gn teans nust consi der whether the protocol is an interna

routing protocol or an external one, i.e., does it primarily run

bet ween peers within a single dormain of control or between two

di fferent domains of control? Sone protocols nay be used in both
cases, internally and externally, and as such, various nodes of

aut henti cation operation may be required for the sane protocol

While it is preferred that all routing exchanges run with the best
security nechani sns enabled in all deploynment contexts, this
exhortation is greater for those protocols running on inter-donain
point-to-point links. It is greatest for those on shared access |ink
| ayers with several different domains interchangi ng together, because
the volune of attackers are greater fromthe outside. Note however,
that the consequences of internal attacks maybe no | ess severe -- in
fact, they may be quite a bit nore severe -- than an external attack
An exanple of this internal versus external consideration is BGP

whi ch has both EBGP and | BGP nodes. Another exanple is a nulticast
prot ocol where the neighbors are sonetinmes within a domain of contro
and sonetinmes at an inter-domain exchange point. In the case of PIM
SM running on an internal nulti-access link, it would be acceptable
to give up sone security to get sone conveni ence by using a group key
anong the peers on the Iink. On the other hand, in the case of PIM
SM running over a multi-access link at a public exchange point,
operators may favor security over conveni ence by using unique pair-

w se keys for every peer. Designers nmust consider both nodes of
operation and ensure the authentication nechanisns fit both.

Operators are encouraged to run cryptographic authentication on all
their adjacencies, but to work fromthe outside in, i.e., Externa
BGP (EBGP) links are a higher priority than the Internal BGP (IBGP)
i nks because they are externally facing, and, as a result, nore
likely to be targeted in an attack

9.3. Unique versus Shared Keys
This section discusses security considerations regarding when it is

appropriate to use the sane authentication key inputs for multiple
peers and when it is not. This is largely a debate of convenience
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versus security. It is often the case that the best secured
nmechani smis also the | east conveni ent nechanism For exanple, an
air gap between a host and the network absolutely prevents renote
attacks on the host, but having to copy and carry files using the
"sneaker net" is quite inconvenient and does not scale.

Operators have erred on the side of convenience when it cones to
securing routing protocols with cryptographic authentication. Many

do not use it at all. Sone use it only on external |inks, but not on
internal links. Those that do use it often use the sane key for al
peers in a network. It is common to see the same key in use for

years, e.g., the key was entered when authenticati on nechani sns were
originally configured or when the routing gear was depl oyed.

One goal for designers is to create authentication and integrity
mechani snms that are easy for operators to depl oy and nanage, and
still use unique keys between peers (or small groups on nulti-access
links) and for different sessions anong the sane peers. Operators
have the inpression that they NEED one key shared across the network,
when, in fact, they do not. What they need is the relative

conveni ence they experience from depl oyi ng cryptographic

aut hentication with one key (or a few keys) conpared to the

i nconveni ence they woul d experience if they depl oyed the sane

aut henti cati on mechani sm usi ng uni que pair-w se keys. An exanple is
BGP route reflectors. Here, operators often use the sane

aut henti cation key between each client and the route reflector. The
roadmaps defined fromthis gui dance docunment should allow for unique
keys to be used between each client and the peer, w thout sacrificing
much conveni ence. Designers should strive to deliver peer-w se

uni que keyi ng nmechani snms with sinlar ease-of-depl oynent properties
as today’s one-key nethod.

Operators nust understand the consequences of using the sane key
across many peers. One argunent agai nst using the sane key is that
if the same key that is used in nmultiple devices, then a conpromn se
of any one of the devices will expose the key. Also, since the sane
key is supported on nany devices, this is known by many peopl e, which
affects its distribution to all of the devices.

Consi der al so the attack consequence size, the anount of routing
adj acenci es that can be negatively affected once a breach has
occurred, i.e., once the keys have been acquired by the attacker

Again, if a shared key is used across the internal donain, then the

consequence size is the whole network. Ildeally, unique key pairs
woul d be used for each adjacency.
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In sone cases, use of shared keys is needed because of the problem
space. For example, a multicast packet is sent once but then
consunmed by several routing neighbors. |f unique keys were used per
nei ghbor, the benefit of nulticast would be erased because the sender
woul d have to create a different announcenent packet for each
receiver. Though this nay be desired and acceptable in sone snal
nunber of use cases, it is not the norm Shared (i.e., group) keys
are an acceptabl e solution here, and much work has been done al ready
in this area (by the MSEC wor ki ng group).

9.4. Key Exchange Mechani sm

This section discusses the security and use case considerations for
key exchange for routing protocols. Two options exist: an out-of-
band nechani smor a KMP. An out-of-band nechani sminvol ves operators
configuring keys in the device through a configuration tool or
managenent mnet hod (e.g., Sinple Network Managenent Protocol (SNWP),
Net wor k Configuration Protocol (NETCONF)). A KWMP is an autonated
protocol that exchanges keys w t hout operator intervention. KMPs can
occur either in-band to the routing protocol or out-of-band to the
routing protocol (i.e., a different protocol).

An exanpl e of an out-of-band configuration nmechani smcould be an
adm ni strator who nakes a renote nmanagenent connection (e.g., using
SSH) to a router and nanually enters the keying information, e.g.
the algorithm the key(s), the key lifetines, etc. Another exanple
could be an 0SS systemthat inputs the same information by using a
script over an SSH connection or by pushing configuration through
some ot her managenent connection, standard (NETCONF-based) or
proprietary.

The drawbacks of an out-of-band configuration mechani sminclude | ack
of scalability, conplexity, and speed of changing if a security
breach is suspected. For exanple, if an enpl oyee who had access to
keys was term nated, or if a machine holding those keys was believed
to be conpronm sed, then the system woul d be considered i nsecure and
vul nerabl e until new keys were generated and distributed. Those keys
then need to be placed into the OSS system and the OSS systemthen
needs to push the new keys -- often during a very linited change

wi ndow -- into the relevant devices. |If there are multiple

organi zations involved in these connections, because the protected
connections are inter-domain, this process is very conplicated.

The principle benefit of out-of-band configuration mechanismis that

once the new keys/paraneters are set in OSS system they can be
pushed automatically to all devices within the OSS s domai n.
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Operators have nechanisns in place for this already for nanagi ng
other router configuration data. |In snall environments with few
routers, a manual systemis not difficult to enploy.

We further define a peer-to-peer KMP as using cryptographically
protected identity verification, session key negotiation, and
security association paraneter negotiati on between the two routing
peers. The KMP anong peers nmay al so i nclude the negotiation of
paraneters, |ike cryptographic algorithns, cryptographic inputs
(e.g., initialization vectors), key lifetinmes, etc.

There are several benefits of a peer-to-peer KMP versus centrally
managed and distributing keys. It results in key(s) that are
privately generated, and it need not be recorded permanently
anywhere. Since the traffic keys used in a particular connection are
not a fixed part of a device configuration, no security sensitive
dat a exists anywhere else in the operator’s systens that can be
stolen, e.g., in the case of a termnated or turned enployee. |If a
server or other data store is stolen or conpronised, the thieves gain
limted or no access to current traffic keys. They nay gain access
to key derivation material, like a PSK, but may not be able to access
the current traffic keys in use. |In this exanple, these PSKs can be
updated in the device configurations (either manually or through an
OSS) without bouncing or inpacting the existing session at all. In
the case of using raw asymmetric keys or certificates, instead of
PSKs, the data theft (fromthe data store) would likely not result in
any conpromni se, as the key pairs woul d have been generated on the
routers and never |eave those routers. |In such a case, no changes
are needed on the routers; the connections will continue to be
secure, unconpromi sed. Additionally, with a KWMP, regul ar rekey
operations occur without any operator involvenent or oversight. This
keeps keys fresh

There are a few drawbacks to using a KMP. First, a KMP requires nore
cryptographi c processing for the router at the beginning of a
connection. This will add sone minor start-up time to connection
establ i shnent versus a purely nanual key nanagenent approach. Once a
connection with traffic keys has been established via a KMP, the
performance is the same in the KMP and the out-of-band configuration
case. KMPs al so add anot her |ayer of protocol and configuration
compl exity, which can fail or be m sconfigured. This was nore of an
i ssue when these KWPs were first deployed, but |ess so as these

i mpl enent ati ons and operational experience with them have natured.

One of the goals for KARP is to devel op a KWMP; an out - of - band
configuration protocol for key exchange is out of scope.
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10.

11.

11.

11.

Wthin this constraint, there are two approaches for a KW

The first is to use a KMP that runs independent of the routing and
the signaling protocols. It would run on its own port and use its
own transport (to avoid interfering with the routing protocol that it
is serving). Wien a routing protocol needs a key, it would contact
the | ocal instance of this key managenent protocol and request a key.
The KMP generates a key that is delivered to the routing protocol for
it to use for authenticating and integrity verification of the
routing protocol packets. This KWMP could either be an existing key
managenent protocol such as | SAKMP/ I KE, GKMP, etc., extended for the
routing protocols, or it could be a new KMP, designed for the routing
protocol context.

The second approach is to define an in-band KMP extension for

exi sting routing protocols putting the key nmanagenent nechani sns
inside the protocol itself. 1In this case, the key managenent
messages woul d be carried within the routing protocol packets,
resulting in very tight coupling between the routing protocols and
t he key managenent protocol
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