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Abst ract

Thi s docunent describes the Heartbeat Extension for the Transport
Layer Security (TLS) and Datagram Transport Layer Security (DTLS)
pr ot ocol s.

The Heartbeat Extension provides a new protocol for TLS/ DTLS all owi ng
t he usage of keep-alive functionality wthout performing a
renegoti ation and a basis for path MU (PMIU) discovery for DTLS.

Status of This Meno
This is an Internet Standards Track docunent.

This docunent is a product of the Internet Engi neering Task Force
(ITETF). It represents the consensus of the |IETF community. It has
recei ved public review and has been approved for publication by the
I nternet Engineering Steering Group (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741.

I nformation about the current status of this docunent, any errata,

and how to provide feedback on it may be obtai ned at
http://ww.rfc-editor.org/info/rfc6520.
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Copyright Notice

Copyright (c) 2012 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunent is subject to BCP 78 and the I ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this document. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided wi thout warranty as
described in the Sinplified BSD License.
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1. I nt roducti on
1.1. Overview

Thi s docunent describes the Heartbeat Extension for the Transport
Layer Security (TLS) and Datagram Transport Layer Security (DTLS)
protocol s, as defined in [ RFC5246] and [ RFC6347] and their
adaptations to specific transport protocols described in [RFC3436],
[ RFC5238], and [ RFC6083].

DTLS is designed to secure traffic running on top of unreliable
transport protocols. Usually, such protocols have no session
managenent. The only mechani sm available at the DILS | ayer to figure
out if a peer is still alive is a costly renegotiation, particularly
when the application uses unidirectional traffic. Furthernore, DTLS
needs to performpath MU (PMIU) di scovery but has no specific
message type to realize it without affecting the transfer of user
nmessages.
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TLS is based on reliable protocols, but there is not necessarily a
feature avail able to keep the connection alive w thout continuous
data transfer.

The Heartbeat Extension as described in this docunment overcones these
limtations. The user can use the new Heartbeat Request nessage,

whi ch has to be answered by the peer with a Heartbeart Response

i medi ately. To perform PMIU di scovery, Heartbeat Request nessages
cont ai ni ng paddi ng can be used as probe packets, as described in

[ RFC4821] .

1.2. Conventions

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

2. Heartbeat Hell o Extension

The support of Heartbeats is indicated with Hello Extensions. A peer
cannot only indicate that its inplenentation supports Heartbeats, it
can al so choose whether it is willing to receive Heartbeat Request
messages and respond w th Heartbeat Response nessages or only willing
to send Heartbeat Request nessages. The forner is indicated by using
peer _allowed to_send as the Heartbeat Mode; the latter is indicated by
usi ng peer_not_all owed_to_send as the Heartbeat node. This decision
can be changed with every renegotiati on. Heartbeat Request nessages
MUST NOT be sent to a peer indicating peer_not_allowed to_send. |If
an endpoint that has indicated peer_not_allowed_to_send receives a
Hear t beat Request nessage, the endpoi nt SHOULD drop the nessage
silently and MAY send an unexpected_nessage Al ert nessage.

The format of the Heartbeat Hello Extension is defined by:

enum {
peer _allowed to_send(1),
peer_not _allowed to _send(2),
(255)

} Heart beat Mode;

struct {
Hear t beat Mode node;
} Heart beat Ext ensi on

Upon reception of an unknown node, an error Alert message using
illegal _paraneter as its AlertDescription MIJST be sent in response.
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3. Heartbeat Protoco

The Heartbeat protocol is a new protocol running on top of the Record
Layer. The protocol itself consists of two nessage types:
Hear t beat Request and Heart beat Response.

enum {
heart beat request(1),
heart beat _response(2),
(255)

} Heart beat MessageType;

A Heart beat Request nessage can arrive alnbost at any tinme during the
lifetinme of a connection. Wenever a Heartbeat Request nessage is
received, it SHOULD be answered with a correspondi ng

Hear t beat Response nessage.

However, a Heartbeat Request nmessage SHOULD NOT be sent during

handshakes. |f a handshake is initiated while a Heartbeat Request is
still in flight, the sending peer MJST stop the DTLS retransni ssion
timer for it. The receiving peer SHOULD di scard the nessage
silently, if it arrives during the handshake. |n case of DILS,

Hear t beat Request nessages from ol der epochs SHOULD be di scarded.

There MUST NOT be nore than one Heartbeat Request nessage in flight at
a tine. A Heartbeat Request nessage is considered to be in flight
until the correspondi ng Heartbeat Response nmessage is received, or
until the retransmt tiner expires.

When using an unreliable transport protocol |ike the Datagram
Congestion Control Protocol (DCCP) or UDP, Heartbeat Request nessages
MUST be retransmitted using the sinple tineout and retransm ssion
schene DTLS uses for flights as described in Section 4.2.4 of

[ RFC6347]. In particular, after a nunmber of retransni ssions wthout
recei ving a correspondi ng Heartbeat Response nessage having the
expect ed payl oad, the DTLS connection SHOULD be terninated. The
threshol d used for this SHOULD be the same as for DTLS handshake
nmessages. Please note that after the timer supervising a

Hear t beat Request nessages expires, this nmessage is no | onger
considered in flight. Therefore, the Heartbeat Request nessage is
eligible for retransm ssion. The retransn ssion schenme, in
conbination with the restriction that only one Heartbeat Request is
allowed to be in flight, ensures that congestion control is handled
appropriately in case of the transport protocol not providing one,
like in the case of DILS over UDP
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When using a reliable transport protocol like the Stream Contro
Transm ssion Protocol (SCTP) or TCP, Heartbeat Request nessages only
need to be sent once. The transport layer will handle

retransm ssions. |f no correspondi ng Heartbeat Response nmessage has
been received after sone anount of time, the DTLS/ TLS connection MAY
be termnated by the application that initiated the sending of the
Hear t beat Request nessage.

4. Heartbeat Request and Response Messages

The Heartbeat protocol nessages consist of their type and an
arbitrary payl oad and paddi ng.

struct {
Hear t beat MessageType type;
ui nt 16 payl oad_I engt h;
opaque payl oad[ Heart beat Message. payl oad_| engt h] ;
opaque paddi ng[ paddi ng_I| engt h];
} Heart beat Message;

The total length of a Heartbeat Message MJUST NOT exceed 2714 or
max_fragment _| ength when negoti ated as defined in [ RFC6066].

type: The nessage type, either heartbeat request or
heart beat response.

payl oad_I ength: The I ength of the payl oad.
payl oad: The payl oad consists of arbitrary content.

paddi ng: The padding is random content that MJST be ignored by the
receiver. The length of a Heartbeat Message is TLSPl ai ntext.|ength
for TLS and DTLSPl ai ntext.length for DILS. Furthernore, the
length of the type field is 1 byte, and the I ength of the
payl oad_l ength is 2. Therefore, the padding_length is
TLSPl ai ntext.length - payload Ilength - 3 for TLS and
DTLSPIl ai ntext.l ength - payload |length - 3 for DTLS. The
paddi ng_| ength MUST be at |east 16.

The sender of a Heartbeat Message MJST use a random paddi ng of at
| east 16 bytes. The padding of a received Heartbeat Message nmessage
MUST be i gnor ed.

If the payload_l ength of a received Heartbeat Message is too |arge,
the recei ved Heartbeat Message MUST be di scarded silently.
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When a Heart beat Request nessage is received and sending a

Hear t beat Response is not prohibited as described el sewhere in this
docunent, the receiver MJUST send a correspondi ng Heartbeat Response
nmessage carrying an exact copy of the payload of the received

Hear t beat Request .

If a received Heartbeat Response nessage does not contain the expected
payl oad, the nmessage MJST be discarded silently. |If it does contain
t he expected payl oad, the retransmni ssion timer MJST be stopped.

5. Use Cases

Each endpoi nt sends Heart beat Request nessages at a rate and with the
paddi ng required for the particular use case. The endpoint should
not expect its peer to send Heartbeat Requests. The directions are

i ndependent .

5.1. Path MIU Di scovery

DTLS performs path MIU di scovery as described in Section 4.1.1.1 of

[ RFC6347]. A detailed description of howto performpath MU

di scovery is given in [ RFC4821]. The necessary probe packets are the
Hear t beat Request nessages.

This method of using Heartbeat Request nmessages for DILS is sinilar to
the one for the Stream Control Transm ssion Protocol (SCTP) using the
paddi ng chunk (PAD-chunk) defined in [ RFC4820].

5. 2. Li vel i ness Check

Sendi ng Heart beat Request nessages all ows the sender to nmake sure that
it can reach the peer and the peer is alive. Even in the case of
TLS/ TCP, this allows a check at a nuch higher rate than the TCP keep-
alive feature would all ow.

Besi des naking sure that the peer is still reachable, sending
Hear t beat Request nessages refreshes the NAT state of all involved
NATSs.

Heart beat Request nessages SHOULD only be sent after an idle period
that is at least multiple round-trip times long. This idle period
SHOULD be configurable up to a period of nmultiple mnutes and down to
a period of one second. A default value for the idle period SHOULD
be configurable, but it SHOULD al so be tunable on a per-peer basis.
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6.

9.

1

| ANA Consi der ati ons

| ANA has assigned the heartbeat content type (24) fromthe "TLS
Cont ent Type Registry" as specified in [ RFC5246]. The reference is to
RFC 6520.

| ANA has created and now nmintains a new registry for Heart beat
Message Types. The nmessage types are nunbers in the range fromO to
255 (decinmal). | ANA has assigned the heartbeat request (1) and the
heart beat _response (2) nessage types. The values 0 and 255 should be
reserved. This registry uses the Expert Review policy as described
in [RFC5226]. The reference is to RFC 6520.

| ANA has assigned the heartbeat extension type (15) fromthe TLS
"Ext ensi onType Val ues" registry as specified in [ RFC5246]. The
reference is to RFC 6520.

| ANA has created and now nmintains a new registry for Heart beat
Modes. The nodes are nunbers in the range fromO to 255 (decinmal).
| ANA has assigned the peer_allowed to _send (1) and the

peer_not _allowed to_send (2) nodes. The values 0 and 255 shoul d be
reserved. This registry uses the Expert Review policy as described
in [RFC5226]. The reference is to RFC 6520.

Security Considerations
The security considerations of [RFC5246] and [ RFC6347] apply to this

docunent. This docunent does not introduce any new security
consi derati ons.
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