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Abst ract

The multipart/report Miltipurpose Internet Miil Extensions (M M)
media type is a general "famly" or "container” type for electronic
mai | reports of any kind. Although this neno defines only the use of
the multipart/report nedia type with respect to delivery status
reports, mail processing prograns will benefit if a single nedia type
is used for all kinds of reports.

This meno obsol etes "The Multipart/Report Content Type for the
Reporting of Ml System Adnministrative Messages", RFC 3462, and
mar ks RFC 3462 and its predecessor as "Historic".

Status of This Meno
This is an Internet Standards Track docunent.

This docunent is a product of the Internet Engi neering Task Force
(IETF). It represents the consensus of the |IETF comunity. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Group (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741.

I nformation about the current status of this docunent, any errata,

and how to provide feedback on it nay be obtained at
http://ww. rfc-editor.org/info/rfc6522.
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Copyright Notice

Copyright (c) 2012 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunent is subject to BCP 78 and the I ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this document. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided wi thout warranty as
described in the Sinplified BSD License.

Thi s docunent may contain material from|ETF Docunents or |ETF
Contributions published or made publicly avail abl e before Novenber
10, 2008. The person(s) controlling the copyright in sonme of this
material may not have granted the I ETF Trust the right to all ow

nodi fications of such material outside the | ETF Standards Process.
Wt hout obtaining an adequate |icense fromthe person(s) controlling
the copyright in such materials, this docunent may not be nodified
out side the | ETF Standards Process, and derivative works of it may
not be created outside the | ETF Standards Process, except to fornmat
it for publication as an RFC or to translate it into |anguages other
t han Engli sh.
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I ntroduction

[ OLD- REPORT] and its antecedent declared the nmultipart/report nedia
type for use within the [MME] construct to create a container for
mai | system admini strative reports of various Kkinds.

Practi cal experience has shown that the general requirenent of having
that media type constrained to be used only as the outernost M Me
type of a nmessage is overly restrictive and limts such things as the
transm ssion of nultiple administrative reports within a single
overal|l nessage container. |In particular, it prevents one from
forwarding a report as part of another nultipart M ME nessage.

This meno renoves that constraint. No other changes apart from sone
editorial ones are made. Oher nenos ni ght update other docunents to

establish or clarify the constraints on use of nultipart/report in
contexts where such are needed.

This meno obsol etes RFC 3462. RFC 3462 and its predecessor, RFC
1892, have been marked as "Historic"

Docunent Conventi ons
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWVMENDED', "MAY", and "OPTIONAL" in this
document are to be interpreted as described in [ KEYWORDS] .

The Multipart/Report Media Type
The nmultipart/report MME nedia type is a general "fanm|ly" or
"container" type for electronic mail reports of any kind. Although
this meno defines only the use of the nmultipart/report nedia type
with respect to delivery status reports, mail processing prograns
will benefit if a single nmedia type is used for all kinds of reports.

Per [MME-REG, the nmultipart/report nedia type is defined as
fol | ows:

Type nanme: rmultipart
Subt ype name: report
Required paraneters: boundary, report-type

Optional paraneters: none
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Encodi ng considerations: 7bit should al ways be adequate
Security considerations: see Section 7 of [RFC6522]
Interoperability considerations: see Section 1 of [RFC6522]
Publ i shed specification: [RFC6522]
Applications that use this nedia type: Ml Transfer Agents, Mai
User Agents, spam detection and reporting nodul es, virus detection
nmodul es, and nmessage aut henticati on nodul es.
Addi tional information:
Magi ¢ nunber(s): NA
File extension(s): NA

Maci ntosh file type code(s): NA

Person and enmil address to contact for further information: Mirray
S. Kucherawy <nsk@l oudmar k. conp

I nt ended usage: conmon

Restrictions on usage: none; however, other applications that
regi ster report types may establish such restrictions.

Author: Miurray S. Kucherawy <msk@l oudmark. con
Change controller: |ESG

The syntax of nultipart/report is identical to the nultipart/m xed
content type defined in [MME]. The report-type paraneter identifies
the type of report. The paraneter is the MM subtype of the second
body part of the nultipart/report. (See Section 5.)

The multipart/report nedia type contains either two or three sub-
parts, in the follow ng order:

1. (REQUIRED) The first body part contains a human-readabl e nessage.
The purpose of this nessage is to provide an easily understood
description of the condition(s) that caused the report to be
generated, for a human reader who might not have a user agent
capable of interpreting the second section of the nultipart/
report. The text in the first section can use any | ANA-
registered M ME nedia type, charset, or |anguage. Were a
description of the error is desired in several |anguages or
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several nedia, a nultipart/alternative construct MAY be used
Thi s body part MAY al so be used to send detailed information that
cannot be easily formatted into the second body part.

2. (REQUI RED) A nachi ne-parsabl e body part containing an account of
the reported nessage handling event. The purpose of this body
part is to provide a machi ne-readabl e description of the
condition(s) that caused the report to be generated, along with
details not present in the first body part that m ght be usefu
to human experts. An initial body part, mnmessage/delivery-status,
is defined in [ DSN- FORVAT] .

3. (OPTIONAL) A body part containing the returned nessage or a
portion thereof. This information could be useful to aid human
experts in diagnosing problens. (Al though it might also be
useful to allow the sender to identify the message about which
the report was issued, it is hoped that the envel ope-id and
original-recipient-address returned in the nessage/report body
part will replace the traditional use of the returned content for
t hi s purpose.)

Return of content can be wasteful of network bandwi dth and a variety
of inplenentation strategies can be used. Generally, the sender
needs to choose the appropriate strategy and informthe recipient of
the required |l evel of returned content required. In the absence of
an explicit request for level of return of content such as that
provided in [ DSN-SMIP], the agent that generated the delivery service
report SHOULD return the full nessage content.

When 8-bit or binary data not encoded in a 7-bit formis to be
returned, and the return path is not guaranteed to be 8-bit or binary
capabl e, two options are available. The original nessage MAY be
re-encoded into a legal 7-bit MM nessage or the text/rfc822-headers
medi a type MAY be used to return only the original nessage headers.

4. The text/rfc822-headers Medi a Type

The text/rfc822-headers nedia type provides a nmechanismto | abel and
return only the [MAIL] header of a failed message. The header is not
the conpl ete message and SHOULD NOT be returned using the nessage/
rfc822 nedia type defined in [MMe-TYPES]. The returned header is
useful for identifying the failed nmessage and for diagnostics based
on the Received header fields.
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The text/rfc822-headers nedia type is defined as foll ows:

Type nanme: text

Subt ype name: rfc822-headers

Required paraneters: None

Optional paraneters: None

Encodi ng considerations: 7-bit is sufficient for normal mai
headers, however, if the headers are broken or extended and
require encoding to nake themlegal 7-bit content, they MAY be
encoded with quoted-printable as defined in [ M ME]

Security considerations: See Section 7 of [RFC6522].

Interoperability considerations: none

Publ i shed specification: [RFC6522]

Applications that use this nedia type: Mil Transfer Agents, Mail
User Agents, spam detection and reporting nodul es, virus detection
nodul es, and nessage aut henticati on nodul es.

Addi tional infornmation:

Magi ¢ nunber(s): NA
File extension(s): NA

Maci ntosh file type code(s): NA

Person and enmil address to contact for further information: Mirray
S. Kucherawy <nsk@l oudmar k. conp

I nt ended usage: conmon

Restrictions on usage: none

Author: Miurray S. Kucherawy <msk@l oudmark. con

Change controller: |ESG

The text/rfc822-headers body part SHOULD contain all the mail header
fields fromthe nessage that caused the report. The header includes

all header fields prior to the first blank line in the nmessage. They
i nclude the M ME-Version and M ME content description fields.
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5. Registering New Report Types

Regi stration of new nedia types for the purpose of creating a new
report format SHOULD note in the Intended Usage section of the nmedia
type registration that the type being registered is suitable for use
as a report-type (i.e., the second body part) in the context of this
speci fication.

6. | ANA Consi derations

| ANA has updated the Media Type Registry to indicate that this nmeno
contains the current definition of the nultipart/report and text/
rfc822- headers nedia types, obsoleting [ OLD- REPORT].

7. Security Considerations

Aut omat ed use of report types wthout authentication presents several
security issues. Forging negative reports presents the opportunity
for denial -of-service attacks when the reports are used for autonated
mai nt enance of directories or mailing lists. Forging positive
reports can cause the sender to incorrectly believe a nessage was
delivered when it was not.

A signature covering the entire nultipart/report structure could be
used to prevent such forgeries; such a signature schene is, however,
beyond the scope of this docunent.
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