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Internationalized Email Headers
Abst ract

Internet mail was originally limted to 7-bit ASCII. M M added
support for the use of 8-bit character sets in body parts, and al so
defined an encoded-word construct so other character sets could be
used in certain header field values. However, ful
internationalization of electronic mail requires additiona
enhancenents to allow the use of Unicode, including characters
outside the ASCI| repertoire, in mail addresses as well as direct use
of Unicode in header fields Iike "From", "To:", and "Subject:"

wi thout requiring the use of conplex encoded-word constructs. This
docunent specifies an enhancenent to the Internet Message Fornat and
to MM that allows use of Unicode in mail addresses and nost header
field content.

This specification updates Section 6.4 of RFC 2045 to elimnate the
restriction prohibiting the use of non-identity content-transfer-
encodi ngs on subtypes of "nessage/".

Status of This Meno
This is an Internet Standards Track docunent.

This docunent is a product of the Internet Engi neering Task Force
(IETF). It represents the consensus of the |IETF comunity. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Group (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741.

I nformation about the current status of this docunent, any errata,

and how to provide feedback on it nay be obtained at
http://ww.rfc-editor.org/info/rfc6532

Yang, et al. St andards Track [ Page 1]



RFC 6532 Internationalized Email Headers February 2012

Copyright Notice

Copyright (c) 2012 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunent is subject to BCP 78 and the I ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this document. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided wi thout warranty as
described in the Sinplified BSD License.

Tabl e of Contents

1. Introduction . . 3
2. Term nol ogy Used |n Th|s SpeC|f|cat|on . 3
3. Changes to Message Header Fields . 4
3.1. UTF-8 Syntax and Nornmalization . 4
3.2 Synt ax Extensions to RFC 5322 5
3.3 Use of 8-bit UTF-8 in Message-I|Ds 5
3.4 Effects on Line Length Limits . 5
3.5 Changes to M ME Message Type Encodlng Restrlctlons . 6
3.6 Use of M ME Encoded-Wrds . . .o 6
3.7. The nessage/ gl obal Media Type 7
4. Security Considerations .o 8
5. 1 ANA Consi derations 9
6. Acknow edgenents . 9
7. References . . 10
7.1. Nornative References . 10
7.2. Informative References . 10

Yang, et al. St andards Track [ Page 2]



RFC 6532 Internationalized Email Headers February 2012

1. Introduction

Internet mail distinguishes a nessage fromits transport and further
di vides a message between a header and a body [ RFC5322]. Internet
mai | header field values contain a variety of strings that are

i ntended to be user-visible. The range of supported characters for
these strings was originally limted to [ASCII] in 7-bit form MM
[ RFC2045] [ RFC2046] [ RFC2047] provides the ability to use additiona
character sets, but this support is linmted to body part data and to
speci al encoded-word constructs that were only allowed in a linmted
nunber of places in header field val ues.

d obalization of the Internet requires support of the much | arger set
of characters provided by Unicode [ RFC5198] in both mail addresses
and nost header field values. Additionally, conplex encodi ng schenes
i ke encoded-words introduce inefficiencies as well as significant
opportunities for processing errors. And finally, native support for
the UTF-8 charset is now avail abl e on npbst systens. Hence, it is
strongly desirable for Internet mail to support UTF-8 [ RFC3629]
directly.

Thi s docunent specifies an enhancenent to the Internet Message Format
[ RFC5322] and to MME that permits the direct use of UTF-8, rather
than only ASCIl, in header field values, including mail addresses. A
new nedi a type, nessage/global, is defined for nessages that use this
extended format. This specification also lifts the MM restriction
on having non-identity content-transfer-encodi ngs on any subtype of
the nmessage top-level type so that nmessage/ gl obal parts can be safely
transmitted across existing mail infrastructure.

This specification is based on a nodel of native, end-to-end support
for UTF-8, which depends on having an "8-bit-clean" environnment
assured by the transport system Support for carriage across |egacy,
7-bit infrastructure and for processing by 7-bit receivers requires
addi ti onal mechanisns that are not provided by these specifications.

This specification is a revision of and replacenent for [RFC5335].
Section 6 of [RFC6530] describes the change in approach between this
speci fication and the previous version

2. Termnology Used in This Specification
A plain ASCI| string is fully conpatible with [ RFC5321] and
[ RFC5322]. In this docunment, non-ASClI| strings are UTF-8 strings if

they are in header field values that contain at |east one
<UTF8- non-ascii > (see Section 3.1).
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Unl ess ot herwi se noted, all terns used here are defined in [ RFC5321],
[ RFC5322], [RFC6530], or [RFC6531].
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

The term"8-bit" means octets are present in the data with val ues
above Ox7F.

3. Changes to Message Header Fields
To pernit non-ASCI| Unicode characters in field values, the header
definition in [RFC5322] is extended to support the new format. The
foll owi ng sections specify the necessary changes to RFC 5322' s ABNF.
The syntax rules not nentioned bel ow remain defined as in [ RFC5322].
Note that this protocol does not change rules in RFC 5322 for
defining header field names. The bodies of header fields are allowed
to contain Unicode characters, but the header field names thensel ves
nmust consi st of ASCI|I characters only.

Al'so note that nessages in this format require the use of the
SMIPUTF8 ext ensi on [ RFC6531] to be transferred via SMIP

3.1. UTF-8 Syntax and Nornalization

UTF-8 characters can be defined in ternms of octets using the
foll owi ng ABNF [ RFC5234], taken from [ RFC3629]:

UTF8-2 / UTF8-3 / UTF8-4

UTF8- non- asci

UTF8- 2 = <Defined in Section 4 of RFC3629>
UTF8- 3 = <Defined in Section 4 of RFC3629>
UTFS8- 4 = <Defined in Section 4 of RFC3629>

See [ RFC5198] for a discussion of Unicode normalization

normal i zati on form NFC [ UNF] SHOULD be used. Actually, if one is
going to do internationalization properly, one of the nost often
cited goals is to pernit people to spell their names correctly.

Since many mail box | ocal parts reflect personal nanes, that principle
applies to mail boxes as well. The NFKC nornmalization form [ UNF]
SHOULD NOT be used because it may |lose information that is needed to
correctly spell some names in some unusual circunstances
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3.2. Syntax Extensions to RFC 5322

The followi ng rules extend the ABNF syntax defined in [ RFC5322] and
[ RFC5234] in order to allow UTF-8 content.

VCHAR =/ UTF8-non-asci i

ct ext =/ UTF8-non-asci i
at ext =/ UTF8- non-asci i
gt ext =/ UTF8-non-ascii
t ext =/ UTF8-non-asci i

; note that this upgrades the body to UTF-8
dt ext =/ UTF8- non-ascii

The precedi ng changes nean that the follow ng constructs now al | ow
UTF- 8:

1. Unstructured text, used in header fields like "Subject:" or
"Cont ent -description:".

2. Any construct that uses atons, including but not linted to the
| ocal parts of addresses and Message-1Ds. This includes
addresses in the "for" clauses of "Received:" header fields.

3. Quoted strings.

4. Donai ns.

Note that header field names are not on this list; these are still
restricted to ASClI.

3.3. Use of 8-bit UTF-8 in Message-|Ds

| mpl enenters of Message-1D generation algorithms MAY prefer to
restrain their output to ASCI| since that has sone advantages, such
as when constructing "In-reply-to:" and "References:" header fields
in mailing-list threads where sonme senders use internationalized
addresses and ot hers do not.

3.4. Effects on Line Length Linits
Section 2.1.1 of [RFC5322] limts lines to 998 characters and

recommends that the lines be restricted to only 78 characters. This
specification changes the former limt to 998 octets. (Note that, in
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ASClI 1, octets and characters are effectively the same, but this is
not true in UTF-8.) The 78-character linit remains defined in terns
of characters, not octets, since it is intended to address display
wi dt h i ssues, not line-length issues.

3.5. Changes to M ME Message Type Encodi ng Restrictions

This specification updates Section 6.4 of [RFC2045]. [RFC2045]

prohi bits applying a content-transfer-encoding to any subtypes of
"message/". This specification relaxes that rule -- it allows newy
defined M ME types to pernit content-transfer-encoding, and it all ows
content-transfer-encoding for nessage/ gl obal (see Section 3.7).

Background: Normally, transfer of message/global will be done in
8-bit-clean channels, and body parts will have "identity" encodi ngs
that is, no decoding is necessary.

But in the case where a nessage containing a nessage/global is
downgraded from8-bit to 7-bit as described in [ RFC6152], an encodi ng
m ght have to be applied to the nessage. |f the nessage travels
multiple tinmes between a 7-bit environnent and an environnent

i npl enenting these extensions, nultiple |levels of encoding may occur.
This is expected to be rarely seen in practice, and the potentia
conplexity of other ways of dealing with the issue is thought to be

| arger than the conplexity of allow ng nested encodi ngs where
necessary.

3. 6. Use of M ME Encoded- Wr ds

The M ME encoded-words facility [ RFC2047] provides the ability to

pl ace non-ASCI| text, but only in a subset of the places all owed by
this extension. Additionally, encoded-words are substantially nore
conpl ex since they allow the use of arbitrary charsets. Accordingly,
encoded-words SHOULD NOT be used when generating header fields for
messages enpl oying this extension. Agents MAY, when incorporating
mat eri al from anot her nmessage, convert encoded-word use to direct use
of UTF-8.

Note that care nust be taken when decodi ng encoded-words because the
results after replacing an encoded-word with its decoded equival ent
in UTF-8 may be syntactically invalid. Processors that elect to
decode encoded-words MJUST NOT generate syntactically invalid fields.
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3.7. The nessage/ gl obal Media Type

Internationalized nmessages in this format MUST only be transnmitted as
aut hori zed by [ RFC6531] or within a non-SMIP environnment that
supports these messages. A nessage is a "nessage/ gl obal message" if:

0 it contains 8-bit UTF-8 header values as specified in this
docunent, or

o it contains 8-bit UTF-8 values in the header fields of body parts.

The content of a nessage/global part is otherwi se identical to that
of a nessage/rfc822 part.

If an object of this type is sent to a 7-bit-only system it MJST
have an appropriate content-transfer-encoding applied. (Note that a
system conpliant with M ME that doesn’t recognize nmessage/ gl obal is
supposed to treat it as "application/octet-streant as described in
Section 5.2.4 of [RFC2046].)

The registration is as foll ows:
Type nanme: nessage

Subt ype nane: gl oba

Requi red paraneters: none
Optional paraneters: none

Encodi ng consi derations: Any content-transfer-encoding is permtted.
The 8-bit or binary content-transfer-encodi ngs are reconmended
where pernitted.

Security considerations: See Section 4.

Interoperability considerations: This nedia type provides
functionality simlar to the nessage/rfc822 content type for enuil
nmessages with internationalized email headers. Wen there is a
need to enmbed or return such content in another nmessage, there is
generally an option to use this nmedia type and | eave the content
unchanged or down-convert the content to nessage/rfc822. Each of
these choices will interoperate with the installed base, but wth
different properties. Systens unaware of internationalized
headers will typically treat a nessage/gl obal body part as an
unknown attachment, while they will understand the structure of a
message/ rfc822. However, systens that understand nmessage/ gl oba
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will provide functionality superior to the result of a down-
conversion to nessage/rfc822. The nost interoperable choice
depends on the depl oyed software.

Publ i shed specification: RFC 6532

Applications that use this nedia type: SMIP servers and enail
clients that support multipart/report generation or parsing.
Email clients that forward nmessages with internationalized headers
as attachnents.

Addi ti onal information

Magi ¢ nunber(s): none

File extension(s): The extension ".u8nmsg" is suggested.

Maci ntosh file type code(s): A uniformtype identifier (UTI) of
"public.utf8-email-nessage" is suggested. This conforns to
"public. message" and "public.conposite-content", but does not
necessarily conformto "public.utf8-plain-text".

Person & enmnil address to contact for further information: See the
Aut hors’ Addresses section of this docunent.

I ntended usage: COMVON

Restrictions on usage: This is a structured nedia type that enbeds
other M ME nedia types. An 8-bit or binary content-transfer-
encodi ng SHOULD be used unless this nedia type is sent over a
7-bit-only transport.

Aut hor: See the Authors’ Addresses section of this docunent.
Change controller: |ETF Standards Process
4. Security Considerations

Because UTF-8 often requires several octets to encode a single
character, internationalization may cause header field values (in
general) and nail addresses (in particular) to becone |onger. As
specified in [ RFC5322], each line of characters MUST be no nore than
998 octets, excluding the CRLF. On the other hand, MDA ( Mai

Del i very Agent) processes that parse, store, or handl e enil
addresses or local parts nust take extra care not to overflow
buffers, truncate addresses, or exceed storage allotnents. Also,
they nmust take care, when conparing, to use the entire | engths of the
addr esses.
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There are lots of ways to use UTF-8 to represent sonething equival ent
or simlar to a particular displayed character or group of
characters; see the security considerations in [RFC3629] for details
on the problens this can cause. The nornualization process described
in Section 3.1 is recommended to mnimze these issues.

The security inpact of UTF-8 headers on enmil signature systens such
as Domain Keys ldentified Mail (DKIM, S/MME, and OpenPGP is
di scussed in Section 14 of [RFC6530].

If a user has a non-ASCI|l mail box address and an ASCI | nmail box
address, a digital certificate that identifies that user m ght have
both addresses in the identity. Having nmultiple enail addresses as
identities in a single certificate is already supported in PKI X
(Public Key Infrastructure using X 509) [RFC5280] and QpenPGP

[ RFC3156], but there may be user-interface i ssues associated with the
i ntroduction of UTF-8 into addresses in this context.

5. | ANA Consi derati ons

| ANA has updated the registration of the nmessage/global M ME type
using the registration formcontained in Section 3.7.
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