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Abst r act

Low Power and Lossy Networks (LLNs) have uni que characteristics
conmpared with traditional wired and ad hoc networks that require the
specification of new routing nmetrics and constraints. By contrast,
with typical Interior Gateway Protocol (1 GP) routing netrics using
hop counts or link netrics, this docunent specifies a set of link and
node routing metrics and constraints suitable to LLNs to be used by
the Routing Protocol for Low Power and Lossy Networks (RPL).

Status of This Meno

This is an Internet Standards Track docunent.

This docunent is a product of the Internet Engi neering Task Force
(ITETF). It represents the consensus of the |IETF community. |t has
recei ved public review and has been approved for publication by the
I nternet Engineering Steering Group (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741.

I nformation about the current status of this docunent, any errata,
and how to provide feedback on it may be obtai ned at
http://ww. rfc-editor.org/info/rfc6551.

Copyright Notice

Copyright (c) 2012 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunent is subject to BCP 78 and the I ETF Trust’'s Legal
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
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publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunment. Code Conponents extracted fromthis docunent nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1

I ntroduction
Thi s docunent nakes use of the term nol ogy defined in [ ROLL- TERMS] .

Low power and Lossy Networks (LLNs) have specific routing
characteristics conpared with traditional wired or ad hoc networks
that have been spelled out in [ RFC5548], [RFC5673], [RFC5826], and
[ RFC5867] .

Hi storically, 1GP, such as OSPF ([ RFC2328]) and 1S-1S ([ RFC1195]),
has used quantitative static link nmetrics. Oher mechani sms, such as
Mul ti protocol Label Switching (MPLS) Traffic Engineering (TE) (see

[ RFC2702] and [ RFC3209]), nmke use of other link attributes such as
the avail abl e reserved bandwi dth (dynamic) or link affinities (nost
of the tine static) to conpute constrained shortest paths for Traffic
Engi neering Label Switched Paths (TE LSPs).

This docunent specifies routing netrics and constraints to be used in
path cal cul ati on by the Routing Protocol for Low Power and Lossy
Net wor ks (RPL) specified in [ RFC6550].

One of the prine objectives of this docunment is to define a flexible
mechani sm for the advertisenment of routing netrics and constraints
used by RPL. Sone RPL inplenentations nmay el ect to adopt an
extrenely sinple approach based on the use of a single nmetric with no
constraint, whereas other inplenmentations nmay use a | arger set of
link and node routing nmetrics and constraints. This specification
provi des a high degree of flexibility and a set of routing netrics
and constraints. New routing netrics and constraints could be
defined in the future, as needed.

The metrics and constraints defined in this docunent are carried in
objects that are OPTIONAL fromthe point of view of a RPL

i npl ementation. This means that inplenentations are free to include
di fferent subsets of the functions (nmetric, constraint) defined in
this docunent. Specific sets of netrics/constraints and other
optional RPL paraneters for use in key environnents will be specified
as conpliance profiles in applicability profile docunents produced by
the ROLL working group. Note that RPL can even nake use of no
metric, for exanple, using the Objective Function defined in

[ RFC6552] .

RPL is a distance vector routing protocol variant that builds
Directed Acyclic Graphs (DAGs) based on routing netrics and
constraints. DAG formation rules are defined in [ RFC6550]:
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0 The Destination-Oriented Directed Acyclic G aph (DODAG root, as
defined in [ RFC6550], may advertise a routing constraint used as a
"filter" to prune links and nodes that do not satisfy specific
properties. For exanple, it may be required for a path only to
traverse nodes that are nmains-powered or |inks that have at |east
amninmmreliability or a specific "color" reflecting a user-
defined link characteristic (e.g., the link | ayer supports
encryption).

0o Arouting netric is a quantitative value that is used to evaluate
the path cost. Link and node netrics are usually (but not al ways)
addi tive.

The best path is the path that satisfies all supplied constraints (if
any) and that has the |owest cost with respect to sone specified
metrics. It is also called the shortest constrained path (in the
presence of constraints).

Routing netrics nay be categorized according to the follow ng
characteristics:

0 Link versus node netrics
0 Qualitative versus quantitative
o Dynanmic versus static

Routing requirements docunents (see [ RFC5673], [RFC5826], [RFC5548],
and [ RFC5867]) observe that it nmust be possible to take into account
a variety of node constraints/netrics during path conputation

Sone link or node characteristics (e.g., link reliability, renaining
energy on the node) may be used by RPL either as routing constraints
or as netrics (or sonetimes both). For exanple, the path may be
computed to avoid links that do not provide a sufficient |evel of
reliability (use as a constraint) or as the path offering nost |inks
with a specified reliability level (use as a netric). This docunent
provides the flexibility to use Iink and node characteristics as
constraints and/or netrics.

The use of |link and node routing nmetrics and constraints is not
exclusive (e.g., it is possible to advertise a "hop count"” both as a
metric to optimze the conputed path and as a constraint (e.g., "Path
shoul d not exceed n hops")).

Li nks in LLN comonly have rapidly changi ng node and I|ink

characteristics; thus, routing metrics nust be dynam c and techni ques
nmust be used to snooth out the dynamicity of these netrics so as to
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avoid routing oscillations. For instance, in addition to the dynamc
nature of sone links (e.g., wireless but also Power Line

Commmuni cation (PLC) |inks), nodes’ resources, such as residua

energy, are changing continuously and may have to be taken into
account during the path conputation.

It nust be noted that the use of dynanmic nmetrics is not new and has
been experinmented in ARPANET 2 (see [Zinkyl1989]). The use of dynanic
metrics is not trivial and great care nust be given to the use of
dynamic netrics since it may lead to potential routing instabilities.
That being said, a |ot of experience has been gai ned over the years
on the use of dynamic routing netrics, which have been deployed in a
nunber of (non-1P) networks.

Very careful attention nust be given to the pace at which routing
metrics and attributes val ues change in order to preserve routing
stability. Wen using a dynamic routing nmetric, a RPL inplenentation
shoul d nmake use of a multi-threshold schene rather than fine granul ar
metric updates reflecting each individual change to avoid spurious
and unnecessary routing changes.

The requirenents on reporting frequency may differ among netrics;
thus, different reporting rates nmay be used for each netric.

The set of routing netrics and constraints used by a RPL depl oynent
is signaled along the DAG that is built according to the bjective
Function (rules governing howto build a DAG and the routing metrics
and constraints are advertised in the DODAG I nformati on Object (DO
message specified in [RFC6550]. RPL nmay be used to build DAGs with
different characteristics. For exanple, it may be desirable to build
a DAGwith the goal to maxim ze reliability by using the link
reliability netric to conpute the "best" path. Another exanple m ght
be to use the energy node characteristic (e.g., mains-powered versus
battery-operated) as a node constraint when building the DAG so as to
avoi d battery-powered nodes in the DAG while optimzing the |ink

t hr oughput .

The specification of Objective Functions used to conpute the DAG
built by RPL is out of the scope of this docunment. This docunent
defines routing nmetrics and constraints that are decoupled fromthe
hj ective Function. So a generic Cbjective Function could, for
exanpl e, specify the rules to select the best parents in the DAG the
nunber of backup parents, etc., and it could be used with any routing
metrics and/or constraints such as the ones specified in this
docunent .
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Sonme netrics are either aggregated or recorded. An aggregated netric
is adjusted as the DI O nessage travels along the DAG  For exanple

if the netric is the nunber of hops, each node updates the path cost
that reflects the nunmber of traversed hops along the DAG By
contrast, for a recorded netric, each node adds a sub-object
reflecting the local valuation of the netric. For exanple, it mght

be desirable to record the link quality level along a path. |In this
case, each visited node adds a sub-object recording the local |ink
quality level. In order to limt the nunmber of sub-objects, the use

of a counter may be desirable (e.g., record the nunmber of links wth
a certain link quality level), thus, conpressing the information to
reduce the nessage length. Upon receiving the DI O nessage froma set
of parents, a node mi ght decide, according to the OF and | oca

policy, which node to choose as a parent based on the nmaxi num numnber
of links with a specific link reliability level, for exanple.

Note that the routing netrics and constraints specified in this
docunent are not specific to any particular link layer. An interna
APl between the Medi um Access Control (MAC) |layer and RPL nay be used
to accurately reflect the netrics values of the Iink (wreless,

wired, PLC).

Since a set of netrics and constraints will be used for |links and
nodes in a LLN, it is critical to ensure the use of consistent netric
cal cul ati on nechanisns for all |inks and nodes in the network,
simlar to the case of inter-domain |P routing.

There are many different pernutati ons of options that may be
appropriate in different deploynments. |Inplenentations nmust clearly
state which options they include, and they nust state which are
default and which are configurable as options within the

i mpl enentation. Applicability statenents will be devel oped within
the ROLL working group to clarify which options are applicable to the
speci fic deploynment scenarios indicated by [ RFC5673], [RFC5826],

[ RFC5548], and [ RFC5867] .

1.1. Requirenments Language
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].
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2. Object Formats
2.1. DAG Metric Container Format

Routing netrics and constraints are carried within the DAG Metric
Cont ai ner object defined in [RFC6550]. Should nultiple netrics

and/ or constraints be present in the DAG Metric Container, their use
to determine the "best" path can be defined by an Objective Function

The Routing Metric/Constraint objects represent a netric or a
constraint of a particular type. They nmay appear in any order in the
DAG Metric Container (specified in [RFC6550]). They have a common
format consisting of one or nore bytes with a conmon header.

0 1 2 3

01234567890123456789012345678901
B T e o i S I i i S S N iy St S I S S
| Routi ng- MC- Type| Res Flags|PICCOQR A | Prec | Length (bytes)
B s S S i i i ks a ks st S S S S S S
| |
/1 (obj ect body) /1
| |
+

B i i i S S R ih s s I S S o O S S
Figure 1: Routing Metric/Constraint Object CGeneric Fornat

The object body carries one or nore sub-objects defined later in this
docunent. Note that an object may carry a TLV, which may itself
conprise other TLVs. A TLV carried within a TLV is called a TLV in
this specification.

Rout i ng- MC- Type (Routing Metric/Constraint Type - 8 bits): the
Routing Metric/Constraint Type field uniquely identifies each Routing
Metric/ Constraint object and is managed by | ANA

Length (8 bits): this field defines the | ength of the object body,
expressed in bytes. It ranges fromO to 255.

Res Flags field (16 bits). The Flag field of the Routing Metric/
Constraint object is managed by | ANA. Unassigned bits are considered
as reserved. They MJIST be set to zero on transm ssion and MJST be

i gnored on receipt.

The following bits of the Routing Metric/Constraint Flag field object
are currently defined:
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o 'P flag: the Pfield is only used for recorded netrics. Wen
cleared, all nodes along the path successfully recorded the
corresponding netric. Wen set, this indicates that one or
several nodes along the path could not record the netric of
interest (either because of |ack of know edge or because this was
prevented by policy).

o 'C flag. Wen set, this indicates that the Routing Metric/
Constraint object refers to a routing constraint. Wen cleared,
the routing object refers to a routing nmetric.

o 'O flag: The 'O flag is used exclusively for routing constraints
("C flag is set). Wien set, this indicates that the constraint
specified in the body of the object is optional. When cleared,
the constraint is mandatory. |If the 'C flag is zero, the 'O
flag MIUST be set to zero on transm ssion and ignored on reception

o 'R flag: The 'R flag is only relevant for a routing netric (C=0)
and MUST be cleared for C=1. When set, this indicates that the
routing netric is recorded along the path. Conversely, when
cleared, the routing nmetric is aggregated.

A Field (3 bits): The Afield is only relevant for nmetrics and is
used to indicate whether the aggregated routing nmetric is additive,
is multiplicative, reports a maxi num or reports a m ni num

0 A=0: The routing netric is additive

0 A=1: The routing netric reports a maxi num
0 A=2: The routing netric reports a m ni num
0 A=3: The routing nmetric is nultiplicative

The A field has no neaning when the "C flag is set (i.e., when the
Routing Metric/Constraint object refers to a routing constraint) and
is only valid when the 'R bit is cleared. Oherwise, the Afield
MJUST be set to O and MUST be ignored on receipt.

Prec field (4 bits): The Prec field indicates the precedence of this
Routing Metric/Constraint object relative to other objects in the
container. This is useful when a DAG Metric Container contains
several Routing Metric objects. |Its value ranges fromO to 15. The
val ue 0 neans the highest precedence.

Exanpl e 1: A DAG formed by RPL where all nodes nust be nai ns-powered

and the best path is the one with | ower aggregated expected
transm ssion count (ETX). 1In this case, the DAG Metric Contai ner
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carries two Routing Metric/Constraint objects: one is an ETX netric
obj ect with header (C=0, O=0, A=00, R=0) and the second one is a Node
Energy constraint object with header (C=1, 0O=0, A=00, R=0). Note
that a RPL Instance may use the netric object to report a nmaxinmum
(A=1) or a mininum (A=2). |If, for exanple, the best path is
characterized by the path avoiding low quality links, then the path
metric reports a maxi mum (A=1) (the higher the ETX, the |ower the
link quality): when the DI O nmessage reporting the link quality netric
(ETX) is processed by a node, each node selecting the advertising
node as a parent updates the value carried in the netric object by
replacing it with its local link ETX value if and only if the latter
is higher. As far as the constraint is concerned, the object body
will carry a Node Energy constraint object defined in Section 3.1

i ndi cating that nodes nmust be mains-powered: if the constraint
signaled in the DI O nessage is not satisfied, the advertising node is
just not selected as a parent by the node that processes the DI O
nessage.

Exanple 2: A DAG fornmed by RPL where the link nmetric is the link
quality level (defined in Section 4) and link quality |evels nust be
recorded along the path. 1In this case, the DAG Metric Contai ner
carries a Routing Metric/ Constraint object: link quality level netric
(C=0, O=0, A=00, R=1) containing nultiple sub-objects.

A Routing Metric/Constraint object nay al so i ncl ude one or nore
addi tional type-length-value (TLV) encoded data sets. Each Routing
Metric/ Constraint TLV has the same structure:

Type: 1 byte
Length: 1 byte
Val ue: variable

A Routing Metric/Constraint TLV is conprised of 1 byte for the type
1 byte specifying the TLV I ength, and a value field. The TLV length
field defines the length of the value field in bytes (fromO to 255).

Unr ecogni zed TLVs MUST be silently ignored while still being
propagated in DI Gs generated by the receiving node.

| ANA manages the codepoints for all TLVs carried in routing
constraint/metric objects.

| ANA managenent of the Routing Metric/Constraint objects identifier
codespace is described in Section 6.
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2.2. Use of Miultiple DAG Metric Containers

Since the length of RPL options is encoded using 1 octet, they cannot
exceed 255 bytes, which also applies to the DAG Metric Container. In
the vast mpjority of cases, the advertised routing nmetrics and
constraints will not require that nuch space. However, there night
be circunstances where | arger space is required, should, for exanple,

a set of routing nmetrics be recorded along a long path. In this
case, in order to avoid overflow, as specified in [RFC6550], routing
metrics will be carried using multiple DAG Metric Contai ner objects.

In the rest of this docunent, this use of nultiple DAG Metric
Cont ai ner objects will be considered as if they were actually just
one | ong DAG Metric Container object.

2.3. Metric Usage

When the DAG Metric Container contains a single aggregated netric
(scalar value), the order relation to select the best path is
inmplicitly derived fromthe netric type. For exanple, lower is
better for Hop Count, Link Latency, and ETX.  Conversely, for Node
Energy or Throughput, higher is better.

An exanpl e of using such a single aggregated netric is optinzing
routing for node energy. The Node Energy netric (E_E field) defined
in Section 3.2 is aggregated along paths with an explicit mn
function (A field), and the best path is selected through an inplied
Max function because the netric is Energy.

When the DAG Metric Container contains several aggregated netrics,
they are to be used as tiebreakers according to their precedence
defined by their Prec field val ues.

An exanpl e of such use of multiple aggregated nmetrics is the
followi ng: Hop Count as the primary criterion, Link Quality Leve
(LQ.) as the secondary criterion, and Node Energy as the ultinate
tiebreaker. In such a case, the Hop Count, LQ., and Node Energy
metric objects’ Prec fields should bear strictly increasing val ues
such as 0, 1, and 2, respectively.

If several aggregated metrics happen to bear the sanme Prec value, the
behavior is inplenentation dependent.
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3.

3.

Node Metric/ Constraint Objects

Sections 3 and 4 specify several |ink and node netric/constraint
objects. In some cases, it is stated that there must not be nore
than one object of a specific type. |In that case, if a RPL

i npl enent ati on receives nore than one object of that type, the second
obj ect MUST silently be ignored.

In the presence of a constraint, a node MIST include a nmetric of the
same type. That netric is used to check whether or not the
constraint is net. 1In all cases, a node MJIST not change the content
of the constraint.

1. Node State and Attribute bject

The Node State and Attribute (NSA) object is used to provide
i nformati on on node characteristics.

The NSA object MAY be present in the DAG Metric Container. There
MJUST NOT be nore than one NSA object as a constraint per DAG Metric
Cont ai ner, and there MJUST NOT be nore than one NSA object as a netric
per DAG Metric Cont ai ner.

The NSA object nmay also contain a set of TLVs used to convey vari ous
node characteristics. No TLV is currently defined.

The NSA Routing Metric/Constraint Type has been assigned value 1 by
| ANA.

The format of the NSA object body is as foll ows:

0 1 2
0123456789012345678901234

B s i TR R e T i i s i T I S S e SR R S S e R
| Res | Flags | AlQ Optional TLVs

I e T i el i el S S S e S S S i S S i T e e sl S

Figure 2: NSA hject Body Fornat

Res flags (8 bits): Reserved field. This field MIST be set to zero
on transm ssion and MJST be ignored on receipt.

Flags field (8 bits). The following two bits of the NSA object are
currently defined:

o 'A flag: data Aggregation Attribute. Data aggregation is listed
as a requirenent in Section 6.2 of [RFC5548]. Sone applications
may nmake use of the aggregation node attribute in their routing
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decision so as to mininmze the anount of traffic on the network
thus, potentially increasing its lifetime in battery operated

envi ronnments. Applications where highly directional data flowis
expected on a regul ar basis may take advantage of data aggregation
supported routing. Wen set, this indicates that the node can act
as a traffic aggregator. Further docunents MAY define optiona
TLVs to describe the node traffic aggregator functionality.

o 'O flag: node workload may be hard to determine and express in
some scalar form However, node workload could be a useful netric
to consider during path calculation, in particular when queui ng
del ays nust be mnimzed for highly sensitive traffic considering
Medi um Access Control (MAC) |ayer delay. Node workload MAY be set
upon CPU overl oad, lack of menory, or any other node rel ated
conditions. Using a sinple 1-bit flag to characterize the node
wor kl oad provides a sufficient |level of granularity, simlar to
the "overload" bit used in routing protocols such as IS 1S.
Algorithns used to set the overload bit and to conpute paths to
potentially avoid nodes with their overload bit set are outside
the scope of this docunent, but it is RECOMWENDED to avoid
frequent changes of this bit to avoid routing oscillations. Wen
set, this indicates that the node is overl oaded and rmay not be
able to process traffic.

The unspecified flag fields MJST be set to zero on transnission and
MJUST be ignored on receipt.

The Flags field of the NSA Routing Metric/Constraint object is
managed by | ANA. Unassigned bits are considered as reserved.

3.2. Node Energy nject

It may sonetines be desirable to avoid selecting a node with | ow
residual energy as a router; thus, the support for constraint-based
routing is needed. In such cases, the routing protocol engine may
conpute a |l onger path (constraint based) for sone traffic in order to
i ncrease the network life duration

Power and energy are clearly critical resources in nost LLNs. As
yet, there is no sinple abstraction that adequately covers the broad
range of power sources and energy storage devices used in existing
LLN nodes. These include nains-powered, primary batteries, energy
scavengers, and a variety of secondary storage nechani sns.
Scavengers may provide a reliable |low |l evel of power, such as night
be available froma 4-20 mA | oop; a reliable but periodic stream of
power, such as provided by a well-positioned solar cell; or
unpr edi ct abl e power, such as m ght be provided by a vibrationa
energy scavenger on an internmttently powered punp. Routes that are
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vi abl e when the sun is shining nmay di sappear at night. A punp
turning on may connect two previously disconnected sections of a
net wor k.

St orage systens, such as rechargeabl e batteries, often suffer
substantial degradation if regularly used to full discharge, |eading
to different residual energy nunbers for regular versus energency
operation. A route for emergency traffic may have a different
opti mum than one for regular reporting.

Batteries used in LLNs often degrade substantially if their average
current consunption exceeds a snmall fraction of the peak current that
they can deliver. It is not uncommon for self-supporting nodes to
have a conbi nation of primary storage, energy scavengi ng, and
secondary storage, leading to three different values for acceptable
average current depending on the tine franme being considered, e.g.

m | 1iseconds, seconds, and hours/years.

Raw power and energy val ues are neani ngl ess wi thout know edge of the
energy cost of sending and receiving packets, and lifetinme estimates
have no val ue wi thout some higher-level constraint on the lifetine
required of a device. |In sone cases, the path that exhausts the
battery of a node on the bed table in a nonth may be preferable to a
route that reduces the lifetinme of a node in the wall to a decade.

G ven the conplexity of trying to address such a broad collection of
constraints, this docunent defines two levels of fidelity in the
sol uti on.

The sinplest solution relies on a 2-bit field encoding three types of
power sources: "powered", "battery", and "scavenger". This sinple
approach may be sufficient for many applications.

The m d-conplexity solution is a single paraneter that can be used to
encode t he energetic happi ness of both battery-powered and scavengi ng
nodes. For scavengi ng nodes, the 8-bit quantity is the power

provi ded by the scavenger divided by the power consuned by the
application, E E=P_in/P_out, in units of percent. Nodes that are
scavengi ng nore power than they are consuning will register above
100. A good tine period for averaging power in this cal culation my
be related to the discharge tine of the energy storage device on the
node, but specifying this is out of the scope of this docunent. For
battery-powered devices, E Eis the current expected lifetine divided
by the desired mininumlifetinme, in units of percent. The estinmation
of remmining battery energy and actual power consunption can be
difficult, and the specifics of this calculation are out of scope of
this docunent, but two exanples are presented. |If the node can
nmeasure its average power consunption, then E E can be calcul ated as
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the ratio of desired max power (initial energy E O divided by desired
lifetime T) to actual power, E_E=P_nax/P_now. Alternatively, if the
energy in the battery E bat can be estinmated, and the total el apsed
lifetinme, t, is available, then E E can be calculated as the tota
stored energy remai ning versus the target energy remaining: E E=

E bat / [EO (T-t)/T].

An exanple of an optimi zed route is max(mn(E_E)) for all battery-
operated nodes along the route, subject to the constraint that
E E>=100 for all scavengers along the route.

Note that the estimted percentage of remmining energy indicated in
the E E field nmay not be useful in the presence of nodes powered by
battery or energy scavengers when the anount of energy accunul ated by
the device significantly differ. Indeed, X% of remaining energy on a
node that can store a | arge amount of energy cannot be easily
conpared to the same percentage of remaining energy on a node powered
by a tiny source of energy. That being said, in networks where nodes
have simlar energy storage, such a percentage of renaining energy is
usef ul .

The Node Energy (NE) object is used to provide information related to
node energy and may be used as a netric or as constraint.

The NE object MAY be present in the DAG Metric Container. There MJST
NOT be nmore than one NE object as a constraint per DAG Metric
Cont ai ner, and there MJUST NOT be nore than one NE object as a netric
per DAG Metric Cont ai ner.

The NE object Type has been assigned val ue 2 by | ANA
The format of the NE object body is as follows:
0 1 2
0123456789012345678901234
R B ok Tk S S S S e e il i R R S e S S e s o ol o S
| NE Sub- obj ects

S T

Fi gure 3: NE Sub- Qbj ect For nmat
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The format of the NE sub-object body is as foll ows:

0 1 2

0123456789012345678901234

B i i S T T i T s o i S S
| E| E E | Optional TLVs

e e e i S e e i i T S e

-+
F
-+

-+-+
gs |
+- +

+— +
+ o +
+— +

Fi gure 4: NE Sub- Obj ect For mat

The NE sub-object may al so contain a set of TLVs used to convey
vari ous nodes’ characteristics.

Flags field (8 bits). The following flags are currently defined:

o | (Included): the "I’ bit is only relevant when the node type is
used as a constraint. For exanple, the path nust only traverse
mai ns- power ed nodes. Conversely, battery-operated nodes nust be
excluded. The "I’ bit is used to stipulate inclusion versus
exclusion. Wen set, this indicates that nodes of the type
specified in the node type field MJUST be included. Conversely,
when cl eared, this indicates that nodes of type specified in the
node type field MIST be excl uded.

o T (node Type): 2-bit field indicating the node type. T=0
desi gnates a nmi ns-powered node, T=1 a battery-powered node, and
T=2 a node powered by an energy scavenger

o E (Estimation): when the '"E bit is set for a netric, the
estinated percentage of renmining energy on the node is indicated
inthe EE 8-bit field. Wen cleared, the estinmted percentage of
remai ning energy is not provided. When the 'E bit is set for a
constraint, the E E field defines a threshold for the inclusion/
exclusion: if an inclusion, nodes with val ues higher than the
threshold are to be included; if an exclusion, nodes with val ues
| ower than the threshold are to be excl uded.

E E (Estimated-Energy): 8-bit unsigned integer field indicating an
esti mated percentage of renmining energy. The E E field is only
rel evant when the 'E flag is set, and it MJST be set to 0 when the
"E' flag is cleared.

If the NE object conprises several sub-objects when used as a
constraint, each sub-object adds or subtracts node subsets as the
sub-obj ects are parsed in order. The initial set (full or enpty) is
defined by the "I’ bit of the first sub-object: full if that "I’ bit
is an exclusion, enpty if that "I’ bit is an inclusion
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3. 3.

No TLV is currently defined.

Future docunents may define nmore conplex solutions involving TLV
paraneters representing energy storage, consunption, and generation
capabilities of the node, as well as desired lifetine.

Hop Count Obj ect

The Hop Count (HP) object is used to report the nunber of traversed
nodes al ong the path.

The HP object MAY be present in the DAG Metric Container. There MJUST
NOT be nore than one HP object as a constraint per DAG Metric
Cont ai ner, and there MJUST NOT be nore than one HP object as a netric
per DAG Metric Contai ner.

The HP object may also contain a set of TLVs used to convey various
node characteristics. No TLV is currently defined.

The HP routing netric object Type has been assigned value 3 by | ANA
The format of the Hop Count object body is as follows:

0 1 2
012345678901234567890123414

B e o T R T e T i i TR S T S S S i i I T
| Res | Flags | Hop Count | Optional TLVs

B T S S N i S S i T e i S S

Fi gure 5: Hop Count Object Body For nat

Res flags (4 bits): Reserved field. This field MIST be set to zero
on transm ssion and MJST be ignored on receipt.

No Flag is currently defined. Unassigned bits are considered
reserved. They MJST be set to zero on transnission and MJST be
i gnored on receipt.

The HP object nmay be used as a constraint or a netric. Wen used as
a constraint, the DAG root indicates the maxi mum nunber of hops that
a path may traverse. \Wen that nunber is reached, no other node can
join that path. When used as a netric, each visited node sinply

i ncrenents the Hop Count field.

Note that the first node along a path inserting a Hop Count netric
obj ect MJUST set the Hop Count field value to 1
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4. Link Metric/Constraint Objects
4.1. Throughput

Many LLNs support a wi de range of throughputs. For sone links, this
may be due to variable coding. For the deeply duty-cycled |inks
found in many LLNs, the variability comes as a result of trading
power consunption for bit rate. There are several MAC | ayer
protocols that allow for the effective bit rate of a link to vary
over nore than three orders of magnitude with a correspondi ng change
in power consunption. For efficient operation, it may be desirable
for nodes to report the range of throughput that their |inks can
handle in addition to the currently avail able throughput.

The Throughput object MAY be present in the DAG Metric Contai ner
There MUST NOT be nore than one Throughput object as a constraint per
DAG Metric Container, and there MUST NOT be nore than one Throughput
object as a netric per DAG Metric Contai ner

The Throughput object is made of throughput sub-objects and MJST at
| east conprise one Throughput sub-object. The first Throughput sub-
obj ect MJUST be the nost recently estimated actual throughput. The
actual estimation of the throughput is outside the scope of this
docunent .

Each Throughput sub-object has a fixed | ength of 4 bytes.
The Throughput object does not contain any additional TLVs.
The Throughput object Type has been assigned val ue 4 by | ANA
The format of the Throughput object body is as foll ows:

0 1

01234567890123

B S S i s s SIS N S S

| (sub-object) .....

B e T S S A S S e

Fi gure 6: Throughput Object Body For mat

Vasseur, et al. St andards Track [ Page 17]



RFC 6551 Routing for Path Cal culation in LLNs March 2012

0 1 2 3
01234567890123456789012345678901
T S T T T G T S TR S U S G S T T S
| Thr oughput |
B T e o i S I i i S S N iy St S I S S

Fi gure 7: Throughput Sub- Cbject For nat

Throughput: 32 bits. The Throughput is encoded in 32 bits in
unsi gned integer format, expressed in bytes per second.

4.2. Latency

Simlar to throughput, the latency of nany LLN MAC sub-layers can
vary over many orders of magnitude, again with a correspondi ng change

in power consunption. Sone LLN MAC Iink layers will allow the
| atency to be adjusted globally on the subnet, on a |ink-by-Iink
basis, or not at all. Sone will insist that it be fixed for a given

link, but allowit to be variable fromlink to |ink
The Latency object MAY be present in the DAG Metric Container. There
MUST NOT be nore than one Latency object as a constraint per DAG
Metric Container, and there MJUST NOT be nore than one Latency object
as a netric per DAG Metric Container
The Latency object is nade of Latency sub-objects and MJST at | east
conpri se one Latency sub-object. Each Latency sub-object has a fixed
| ength of 4 bytes.
The Latency object does not contain any additional TLVs.
The Latency object Type has been assigned value 5 by | ANA
The Latency object is a netric or constraint.
The fornmat of the Latency object body is as foll ows:

0 1

0123456789012 3

B i S S S S S Tt S SHI S

| (sub-object) .....

B S il < S SN S S S S

Fi gure 8: Latency Object Body For nat
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0 1 2 3
01234567890123456789012345678901
R T R e s i T e e T i i S e e
| Lat ency |
B ey St S S s i I I R R S o S S S S S S S S S s S

Fi gure 9: Latency Sub-(bject Fornat

Latency: 32 bits. The Latency is encoded in 32 bits in unsigned
i nteger format, expressed in mcroseconds.

The Latency object nay be used as a constraint or a path netric. For
exanpl e, one may want the latency not to exceed sonme value. In this
case, the Latency object comobn header indicates that the provided
value relates to a constraint. |In another exanple, the Latency

obj ect may be used as an aggregated additive metric where the val ue
is updated along the path to reflect the path | atency.

4.3. Link Reliability

In LLNs, link reliability could be degraded for a nunber of reasons:
signal attenuation, interferences of various forns, etc. Tinme scales
vary frommlliseconds to days, and are often periodic and |linked to
human activity. Packet error rates can generally be neasured
directly, and other netrics (e.g., bit error rate, nean tine between
failures) are typically derived fromthat. Note that such
variability is not specific to wireless link but also applies to PLC
I'inks.

A change in link quality can affect network connectivity; thus, link
quality nmay be taken into account as a critical routing netric.

A nunmber of link reliability netrics could be defined reflecting
several reliability aspects. Two link reliability nmetrics are
defined in this docunent: the Link Quality Level (LQ.) and the ETX
Metric.

Note that a RPL depl oynent MAY use the LQ., the ETX, or both
4.3.1. The Link Quality Level Reliability Metric
The Link Quality Level (LQ.) object is used to quantify the link

reliability using a discrete value, fromO to 7, where 0 indicates
that the link quality level is unknown and 1 reports the highest |ink

quality level. The nmechani snms and al gorithns used to conpute the LQL
are inplenentation specific and outside of the scope of this
docunent .
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The LQL can be used either as a nmetric or a constraint. Wen used as
a netric, the LQL netric can only be recorded. For exanple, the DAG
Metric object may request all traversed nodes to record the LQ of
their incoming link into the LQL object. Each node can then use the
LQ record to select its parent based on sone user defined rules
(e.g., sonething like "select the path with nost |inks reporting a
LQ value of 3 or less").

Counters are used to conpress the information: for each encountered
LQ value, only the nunber of matching links is reported.

The LQL object MAY be present in the DAG Metric Container. There
MUST NOT be nore than one LQL object as a constraint per DAG Metric
Cont ai ner, and there MJST NOT be nore than one LQL object as a netric
per DAG Metric Contai ner.

The LQL object MJST contain one or nore sub-object used to report the
nunber of links along with their LQ..

The LQL object Type has been assigned value 6 by | ANA
The format of the LQL object body is as follows:
0 1 2
01234567890123456789012314
T S T i S S S S
| Res | LQ. sub-object
B T S S N i S S i T e i S S

Figure 10: LQL Obj ect Body For nat

Res flags (8 bits): Reserved field. This field MIST be set to zero
on transm ssion and MJST be ignored on receipt.

When the LQL nmetric is recorded, the LQ object body conprises one or
nore LQL Type 1 sub-object.

The format of the LQ Type 1 sub-object is as follows

0
01234567

B T i S T S
| val | Counter |
i e s

Figure 11: LQL Type 1 Sub- bj ect Format
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Val: LQL value fromO to 7 where 0 neans undeternined and 1 indicates
the highest link quality.

Count er: nunber of links with that val ue.
4.3.2. The ETX Reliability nject

The ETX netric is the nunber of transm ssions a node expects to nake
to a destination in order to successfully deliver a packet. In
contrast with the LQL routing netric, the ETX provides a discrete

val ue (which may not be an integer) conmputed according to a specific
formula: for exanple, an inplenentation nay use the foll ow ng
formula: ETX= 1/ (Df * Dr) where Df is the nmeasured probability that
a packet is received by the neighbor and Dr is the neasured
probability that the acknow edgnent packet is successfully received.
Thi s docunent does not nmandate the use of a specific fornula to
comput e the ETX val ue.

The ETX object MAY be present in the DAG Metric Container. There
MJUST NOT be nore than one ETX object as a constraint per DAG Metric
Cont ai ner, and there MJUST NOT be nore than one ETX object as a netric
per DAG Metric Cont ai ner.

The ETX object is made of ETX sub-objects and MJUST at | east conprise
one ETX sub-object. Each ETX sub-object has a fixed |l ength of 16
bits.

The ETX obj ect does not contain any additional TLVs.
The ETX obj ect Type has been assigned value 7 by | ANA
The format of the ETX object body is as foll ows:

0 1

01234567890123

B S S i s s SIS N S S

| (sub-object) .....

B T it S S

Figure 12: ETX Cbj ect Body For nmat

0 1
0123456789012345

I T i S S St SN S

| ETX |

S T S S e S SN S S

Fi gure 13: ETX Sub- Obj ect Format
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ETX: 16 bits. The ETX * 128 is encoded using 16 bits in unsigned
i nteger format, rounded off to the nearest whol e nunber. For
example, if ETX = 3.569, the object value will be 457. |If ETX >
511. 9921875, the object value will be the maxi num which is 65535.

The ETX object nmay be used as a constraint or a path netric. For
exanple, it nay be required that the ETX nust not exceed sone
specified value. In this case, the ETX object comon header

i ndicates that the value relates to a constraint. In another
exanpl e, the ETX object may be used as an aggregated additive netric
where the value is updated along the path to reflect the path
quality: when a node receives the aggregated additive ETX val ue of
the path (cunul ative path ETX cal cul ated as the sumof the Iink ETX
of all of the traversed links fromthe advertising node to the DAG
root), if it selects that node as its preferred parent, the node
updates the path ETX by adding the ETX of the local |ink between
itself and the preferred parent to the received path cost (path ETX)
before potentially advertising itself the new path ETX

4.4. Link Col or nject
4.4.1. Link Color Object Description

The Link Color (LC) object is an adnministrative 10-bit |ink
constraint (which may be either static or dynamcally adjusted) used
to avoid or attract specific links for specific traffic types.

The LC object can be used either as a nmetric or as a constraint.

When used as a netric, the LC netric can only be recorded. For
exanpl e, the DAG nay require recording the link colors for al
traversed links. A color is defined as a specific set of bit val ues:
in other words, that 10-bit field is a flag field, and not a scal ar
val ue. Each node can then use the LC to select the parent based on
user defined rules (e.g., "select the path with the maxi mum nunber of
links having their first bit set 1 (e.g., encrypted links)"). The LC
obj ect may al so be used as a constraint.

When used as a recorded netric, a counter is used to conpress the
i nformati on where the nunber of links for each Link Color is
report ed.

The Link Color (LC) object MAY be present in the DAG Metric

Contai ner. There MJST NOT be nore than one LC object as a constraint
per DAG Metric Container, and there MJUST NOT be nore than one LC
object as a netric per DAG Metric Contai ner

There MUST be a at |east one LC sub-object per LC object.
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The LC object does not contain any additional TLVs.
The LC object Type has been assigned val ue 8 by | ANA
The format of the LC object body is as follows:

0 1 2
0123456789012345678901234
T s E e e i o e e R e o ok
| Res | LC sub-objects
B i T S i S SIS i S S

Figure 14: LC nject Fornat

Res flags (8 bits): Reserved field. This field MIST be set to zero
on transm ssion and MJST be ignored on receipt.

When the LC object is used as a recorded netric, the LC object body
conprises one or nore LC Type 1 sub-objects.

The format of the LC Type 1 sub-object body is as foll ows:

0 1
0123456789012345
B T i i S i S S e e
| Li nk Col or | Counter |
B o I NI S R S S R S S e i i

Figure 15: LC Type 1 Sub- Cbject For nmat

When the LC object is used as a constraint, the LC object body
conprises one or nore LC Type 2 sub-objects.

The format of the LC Type 2 sub-object body is as foll ows:
0 1

0123456789012345

R et e i S S S R S

| Li nk Col or | Reserved ||
B i i S S S Tk i o

Figure 16: LC Type 2 Sub- (bj ect For nat

Reserved (5 bits): Reserved field. This field MIST be set to zero on
transm ssion and MJST be ignored on receipt.
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"I Bit: The "I’ bit is only relevant when the Link Color is used as
a constraint. Wen set, this indicates that links with the specified
col or nust be included. Wen cleared, this indicates that Iinks with
the specified col or nmust be excl uded.

It is left to the inplenenter to define the neaning of each bit of
the 10-bit Link Color Flag field.

4.4.2. Mde of Operation
The link color nmay be used as a constraint or a netric.

0 Wen used as constraint, the LC object may be inserted in the DAG
Metric Container to indicate that links with a specific color
shoul d be included or excluded fromthe conputed path.

0 \When used as recorded netric, each node along the path may insert
an LC object in the DAG Metric Container to report the col or of
the local link. |If there is already an LC object reporting a
simlar color, the node MUST NOT add another identical LC sub-
obj ect and MJUST increnment the counter field.

5. Conputation of Dynam c Metrics and Attributes

As al ready pointed out, dynanmically calculated netrics are of the
ut nost i nportance in many circunstances in LLNs. This is mainly
because a variety of metrics change on a frequent basis, thus,

i nplying the need to adapt the routing decisions. That being said,
care nmust be given to the pace at which changes are reported in the
network. The attributes will change according to their own tine
scales. RPL controls the reporting rate.

To minimze metric updates, multi-threshold al gorithms MAY be used to
det ermi ne when updates should be sent. \When practical, |ow pass
filtering and/or hysteresis should be used to avoid rapid
fluctuations of these values. Finally, although the specification of
path conputation algorithns using dynamic netrics is out of the scope
of this docunent, it is RECOMMENDED to carefully design the route
optimization algorithmto avoid too frequent conputation of new
routes upon netric val ues changes.

Controll ed adaptation of the routing nmetrics and rate at which paths
are conputed are critical to avoid undesirable routing instabilities
resulting in increased | atenci es and packet |oss because of tenporary
m cro-1loops. Furthernore, excessive route changes will adversely

i npact the traffic and power consunption in the network, thus,
potentially inpacting its scalability.
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6. | ANA Consi derati ons

| ANA has established a new top-I|evel

Rout i

Metric/Constraint",
codepoi nts and sub-registries.

ng for Path Calculation in LLNs

registry

March 2012

called "RPL Routing

to contain all Routing Metric/Constraint objects

The allocation policy for each new registry is by | ETF review. new
val ues are assigned through the | ETF revi ew process (see [ RFC5226]).

Speci fically,

Typically, the | ESG

appropriate persons (e.g.

new assi gnnents are nade via RFCs approved by the | ESG

wi |l seek input on prospective assignnents from

a relevant working group if one exists).

New bit nunbers nay be allocated only by an | ETF Review action. Each
bit should be tracked with the follow ng qualities

o Bit nunber

0 Capability Description

o Defining RFC

6.1. Routing Metric/Constraint Type

| ANA has created a sub-registry,
for Routing Metric/Constraint object types,

Type",

to 255. Value 0 is

Val ue

O~NOUITAWN P

unassi gned.

Meani ng Ref er ence

Node State and Attribute Thi s docunent
Node Ener gy Thi s docunent
Hop Count Thi s docunent
Li nk Thr oughput Thi s docunent
Li nk Latency Thi s docunent
Link Quality Level Thi s docunent
Li nk ETX Thi s docunent
Li nk Col or Thi s docunent

6.2. Routing Metric/Constraint TLVs

| ANA has created a sub-registry,

TLVs",

obj ect s.

used for al

bet ween 0 and 255.

8-bit field whose value ranges fromO to 255
val ue ranges dependi ng on the Type;

her e,

Vasseur,

called "Routing Metric/Constraint
whi ch range fromO

call ed "Routing Metric/Constraint

TLVs carried within Routing Metric/Constraint

Val ue 0 is unassigned.

t her ef or e,

The Type field is an 8-bit field whose value is conprised

The Length field is an

since no Type is registered at this tine.

et al.

St andards Track

The Val ue field has
they are not defined
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6.3. Routing Metric/Constraint Cormon Header Flag Field

| ANA has created a sub-registry, called "Routing Metric/Constraint
Common Header Flag field", to nanage the 9-bit Flag field of the
Routing Metric/Constraint cormon header

Several bits are defined for the Routing Metric/Constraint comon
header Flag field in this document. The follow ng values have been
assi gned:

Codespace of the Flag field (Routing Metric/Constraint comon header)

Bi t Description Ref er ence

8 Recor ded/ Aggr egat ed Thi s docunent
7 Optional Constraint Thi s docunent
6 Constraint/Metric Thi s docunent
5 P (Partial) Thi s docunent

Bits 0-4 are currently reserved

6.4. Routing Metric/Constraint Cormon Header A Field
| ANA has created a sub-registry, called "Routing Metric/Constraint
Common Header A field", to nanage the codespace of the A field of the
Routing Metric/Constraint comopn header.

The Afieldis 3 bits in length, and it has values ranging fromO to
7.

Codespace of the A field (Routing Metric/Constraint conmon header)

Val ue Meani ng Ref erence
0 Routing netric is additive Thi s docunent
1 Routing netric reports a maxi num Thi s docunent
2 Routing netric reports a mninum Thi s docunent
3 Routing netric is nultiplicative Thi s docunent

6.5. NSA nject Flags Field

| ANA has created a sub-registry, called "NSA hject Flag field", to
manage the codespace of the 8-bit Flag field of the NSA object.

Several bits are defined for the NSA Cbject Flag field in this
docunment. The follow ng val ues have been assigned:

Vasseur, et al. St andards Track [ Page 26]



RFC 6551 Routing for Path Cal culation in LLNs March 2012

Codespace of the Flag field (NSA object)

Bi t Descri ption Ref erence
6 Aggr egat or Thi s docunent
7 Over| oaded Thi s docunent

Bits 0-5 are reserved.
6.6. Hop-Count Cbject Flags Field

| ANA has created a sub-registry, called "Hop-Count hject Flag
field", to nanage the codespace of the 4-bit Flag field of the Hop
Count obj ect.

No Flag is currently defined.

6.7. Node Type Field
| ANA has created a sub-registry, called "Node Type Field", to nmanage
the codespace of the field of the Routing Metric/Constraint comon

header .

The T fieldis 2 bits in length, and it has values ranging fromO to
3.

Codespace of the T field (Routing Metric/Constraint conmon header)

Val ue Descri ption Ref er ence
0 a mai ns- power ed node Thi s docunent
1 a battery-powered node Thi s docunent
2 a node powered by an energy scavenger Thi s docunent

7. Security Considerations

Routing netrics should be handled in a secure and trustful nanner
For instance, RPL should not allow a nalicious node to falsely
advertise that it has good netrics for routing so as to be sel ected
as preferred next-hop router for other nodes’ traffic and intercept
packets. Another attack may consist of making internmittent attacks
on alink in an attenpt to constantly nodify the Iink quality and
consequently the associated routing netric, thus, leading to
potential fluctuation in the DODAG  Thus, it is RECOMWENDED for a
RPL inplenmentation to put in place nmechanisns so as to stop
advertising routing netrics for highly unstable |links that nmay be
subject to attacks.
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9.

9.

9.

Some routing netrics nmay also be used to identify sone areas of
weaknesses in the network (a highly unreliable link, a node running
lowin terns of energy, etc.). Such information nay be used by a
potential attacker. Thus, it is RECOMVENDED to carefully consider
whi ch metrics should be used by RPL and the level of visibility that
they provide about the network state or to use appropriate the
security neasures as specified in [RFC6550] to protect that

i nformation.

Since the routing nmetrics/constraints are carried within RPL nessage,
the security routing nechanisns defined in [ RFC6550] apply here.
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