I nt ernet Engi neering Task Force (I ETF) F. Baker
Request for Comments: 6556 Ci sco Systens
Cat egory: | nformational April 2012
| SSN: 2070-1721

Testing Eyebal | Happi ness

Abstract

The amount of tine it takes to establish a session using common
transport APlIs in dual-stack networks and networks with filtering
such as proposed in BCP 38 is a barrier to | Pv6 deploynent. This
note describes a test that can be used to determ ne whether an
application can reliably establish sessions quickly in a conpl ex
envi ronnent such as dual -stack (I Pv4+l Pv6) depl oynent or |Pv6

depl oynent with rmultiple prefixes and upstreamingress filtering.
This test is not a test of a specific algorithm but of the externa
behavi or of the systemas a black box. Any algorithmthat has the
i ntended external behavior will be accepted by it.

Status of This Meno

This docunent is not an Internet Standards Track specification; it is
publ i shed for informational purposes.

This docunment is a product of the Internet Engi neering Task Force
(ITETF). It represents the consensus of the I ETF comunity. |t has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Group (IESG. Not all docunents
approved by the | ESG are a candi date for any |level of Internet

St andard; see Section 2 of RFC 5741.

I nformation about the current status of this docunent, any errata,
and how to provide feedback on it nmay be obtai ned at
http://ww. rfc-editor.org/info/rfc6556

Copyright Notice

Copyright (c) 2012 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
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include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided wi thout warranty as
described in the Sinplified BSD License.
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1. Introduction

The Happy Eyebal | s [ RFC6555] specification notes an issue in deployed
mul ti-prefix | Pv6-only and dual -stack networks, and proposes a
correction. [RFC5461] sinmilarly |ooks at TCP' s response to so-called
"soft errors" (ICWP host and network unreachabl e messages), pointing
out an issue and a set of possible solutions.

In a dual -stack network (i.e., one that contains both |Pv4 [ RFC0791]
and | Pv6 [ RFC2460] prefixes and routes), or in an |Pv6-only network
that uses multiple prefixes allocated by upstream providers that

i npl ement BCP 38 ingress filtering [ RFC2827], the fact that two hosts
that need to comuni cate have addresses using the same architecture
does not inply that the network has usabl e routes connecting them or
that those addresses are useful to the applications in question. |In
addition, the process of establishing a session using the sockets AP
[ RFC3493] is generally described in terns of obtaining a list of
possi bl e addresses for a peer (which will normally include both IPv4
and | Pv6 addresses) using getaddrinfo() and trying themin sequence
until one succeeds or all have failed. This naive algorithm if

i npl enent ed as described, has the side effect of naking the worst-
case delay in establishing a session far |onger than human patience
normal Iy all ows.
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This has the effect of discouraging users fromenabling IPv6 in their
equi pnment or content providers fromoffering AAAA records for their
services

This note describes a test to determ ne how qui ckly an application
can reliably open sessions in a conplex environnent, such as dual -
stack (1Pv4+l Pv6) deployment or |Pv6 deploynent with multiple
prefixes and upstreamingress filtering. This is not a test of a
specific algorithm but a nmeasurenent of the external behavior of the
application and its host systemas a black box. The "happy eyeballs"
question is this: how long does it take an application to open a
session with a server or peer, under best-case and worst-case

condi tions?

The met hods defined here nmake the assunption that the initial

communi cati on setup of many applications can be sumari zed by the
measuring the DNS query/response and transport-I|ayer handshaki ng,
because no application-layer conmunication takes place w thout these
st eps.

The met hods and netrics defined in this note are ideally suited for
| aboratory operation, as this affords the greatest degree of contro
to nodify configurations quickly and produce consistent results.

However, if the device under test is operated as a single user wth
limted query and stream generation, then there’'s no concern about
overl oadi ng production network devices with a single "set of
eyebal | s". Therefore, these procedures and netrics MAY be applicable
to a production network application, as long as the injected traffic
represents a single user’s typical traffic load, and the testers
adhere to the precautions of the relevant network with respect to re-
configuration of devices in production

1.1. Requirenents

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
document are to be interpreted as described in [ RFC2119].

2. Measuring Eyebal | Happi ness

Thi s neasurenment deternines the anobunt of time it takes an
application to establish a session with a peer in the presence of at
| east one IPv4 and multiple I Pv6 prefixes and a variety of network
behaviors. [|SPs are reporting that a host (Mac OS X, W ndows, Linux,
FreeBSD, etc.) that has nore than one address (an |IPv4 and an | Pv6
address, two global |1Pv6 addresses, etc.) may serially try addresses,
all owi ng each TCP setup to expire, taking several seconds for each
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attenpt. There have been reports of |engthy session setup tines --
in various application and OS conbi nati ons, anywhere frommnulti-
second to half an hour -- as a result. The anount of time necessary
to establish comunication between two entities should be

approxi mately the same regardl ess of the type of address chosen or
the viability of routing in the specific network; users wll expect
this tinme to be consistent with their current experience (else,

happi ness is at risk).

2.1. Happy Eyeballs Test-Bed Configuration

The configuration of equipnent and applications is as shown in
Fi gure 1.

203.0.113.0/ 24
2001: db8:0: 3::/ 64

Fommmme o + | 198. 51. 100. 0/ 24
| Protocol | ]192.0.2.0/24 | 2001: db8: 0: 2: : / 64
| Anal yzer +- +2001: db8: 1: 0:: / 64 | 2001: db8: 1: 4::/64
Fomee - + | 2001: db8: 0: 1::/64 | 2001: db8: 2: 4::/ 64
| |
S e + | | +----- +
| Al'i ce+-+ +-+ Bob
+----- + | - + o ------- + | +----- +
+-+Routerl| | Router2+-+
L + L -+ - oo - - - + |
|
S e + N +- |
|
|

Figure 1: Generic Test Environnent

Alice is the unit being neasured, the conputer running the process
that will establish a session with Bob for the application in
question. DNS is represented in the diagramas a separate system as
is the protocol analyzer that will watch Alice’s traffic. This is
not absolutely necessary; if one conputer can run tcpdunp and a DNS
server process -- and for that matter, can subsune the routers --
that is acceptable. The units are separated in the test for purposes
of clarity.

On each test run, configuration is perforned in Router 1 to permt
only one route to work. There are various ways this can be
acconpl i shed, including but not limted to installing:

o a filter that drops datagrans to Bob resulting in an | CWP
"admi ni stratively prohibited"

o a filter that silently drops datagrans to Bob
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o anull route or renoving the route to one of Bob’'s prefixes,
resulting in an | CMP "destination unreachabl e", and

0 a mddleware programthat responds with a TCP RST.
o Path MIU issues

The Path MrU Di scovery [RFC1191] [RFC1981] natter requires sone
explanation. Wth IPv6, and with | Pv4, when "Do Not Fragnent" is
set, arouter with a nessage too large for an interface discards it
and replies with an 1 CvPv4 "Destinati on Unreachabl e: Datagram Too
Big" or ICWMPv6 "Packet Too Big". |If this packet is lost, the source
doesn’t know what size to fragnent to and has no indication that
fragmentation is required. A configuration for this scenario would
set the MIU on 203.0.113.0/24 or 2001:db8:0:3::/64 to the snall est
all owed by the address fanmily (576 or 1280) and di sabl e generation of
the indicated | CMP nessage. Note that [RFC4821] is intended to
address these issues.

The tester should try different nethods to deterni ne whether
variances in this configuration make a difference in the test. For
exanpl e, one might find that the application under test responds
differently to a TCP RST than to a silent packet |oss. Each of these
scenarios should be tested; if doing so is too difficult, the nost
important is the case of silent packet loss, as it is the worst case.

2.2. Happy Eyeballs Test Procedure

Consi der a network as described in Section 2.1. Alice and Bob each
have a set of one or nore IPv4 and two or nore | Pv6 addresses. Bob's
are in DNS, where Alice can find them Alice s and others’ nay be
there as well, but they are not relevant to the test. Routers 1 and
2 are configured to route the relevant prefixes. Different
nmeasurenent trials revise an access list or null route in Router 1
that would prevent traffic Alice->Bob using each of Bob’s addresses.
If Bob has a total of N addresses, we run the neasurenment at |east N
tinmes, permitting exactly one of the addresses to enjoy end-to-end
communi cation each tinme. |f the DNS service random zes the order of
the addresses, this may not result in a test requiring establishnent
of a connection to all of the addresses; in this case, the test wll
have to be run repeatedly until in at |east one instance a TCP SYN or
its equivalent is seen for each rel evant address. The tester either
shoul d flush the resol ver cache between iterations, to force repeated
DNS resol ution, or should wait for at least the DNS RR TTL on each
resource record. 1In the latter case, the tester should al so observe
DNS re-resolving; if not, the application is not correctly using DNS
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This specification assunmes comon LAN technol ogy with no conpeting
traffic and noni nal propagation del ays, so that they are not a factor
in the neasurenent.

The objective is to measure the amount of tinme required to establish
a session. This includes the tine fromAlice's initial DNS request
through one or nore attenpts to establish a session to the session
bei ng established, as seen in the LAN trace. The sinplest way to
measure this will be to put a traffic analyzer on Alice’s point of
attachnent and capture the nessages exchanged by Alice.

DNS Server Alice Bob
1. | <--ww. exanple.comA------ |

2. | <--www. exanpl e. com AAAA- - - |

3. |---198.51.100.21---------- >|

4, |---2001:db8:0:2::1------- > |

5.

6. I I"TCP SYN, | Pv6--->X I<***********
o |--TCP SYN, IPv6--->X | |

8. | |--TCP SYN, I|Pv6--->X | TCP 3wHS

9. | | | Time
10. | | --TCP SYN, |Pv4------- >| (any fanily)
11. | | <- TCP SYN+ACK, |Pv4----|
12. | | --TCP ACK, IPv4------- RS AL AL AL

Fi gure 2: Message Fl ow Using TCP

In a TCP-based application (Figure 2), that would be fromthe DNS
request (line 1) through the first conpletion of a TCP three-way
handshake (line 12), which is abbreviated "3wHS" above.

DNS Server Alice Bob

| | |
1. | <--ww exanple.comA------ |
2. | <--www. exanpl e. com AAAA- - - | |
3. |---198.51.100.1---------- >|
4. |---2001:db8:0:2::1------- >| |
5. | |
6. | | - - UDP Request, |Pv6-->X|<---------
7. | | - - UDP Request, 1Pv6-->X| first
8. | | --UDP Request, |Pv6-->X| request/
9. | | | response
10. | | -- UDP Request, |Pv4--->| success
11. | | <-UDP Response, |Pv4---|<---------

Fi gure 3: Message Fl ow Usi ng UDP
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In a UDP-based application (Figure 3), that would be fromthe DNS
request (line 1) through one or nore UDP Requests (lines 6-10) unti
a UDP Response is seen (line 11).

When using other transports, the methodology will have to be
specified in context; it should neasure the sane event.

2.3. Metrics for Happy Eyeballs

The measurenents taken are the duration of the interval fromthe
initial DNS request until the session is seen to have been
establ i shed, as described in Section 2.2. W are interested in the
shortest and | ongest durations (which will nost |ikely be those that
send one SYN and succeed and those that send a SYN to each possible
address before succeeding in one of the attenpts), and the pattern of
attenpts sent to different addresses. The pattern nay be sinply to
send an attenpt every <tine interval> or it may be nore conpl ex; as
aresult, this is in part descriptive.

ALL measurenent events on the sending and receiving of nmessages SHALL
be observed at Alice’s attachnment point and tinestanps SHOULD be
appl i ed upon reception of the last bit of the IP information field.
Use of an alternate timng reference SHALL be not ed.

2.3.1. Metric: Session Setup Interva
Name: Session Setup Interva

Description: The session setup interval MJST be the tine beginning
with the first DNS query sent (observed at Alice' s attachnent) and
ending with successful transport connection establishnent (as
indicated in line 12 of Figure 2 and line 11 of Figure 3). This
interval is defined as the session setup interval

This test will be run several tines, once for each possible
conbi nati on of destination address (configured on Bob) and failure
node (configured on Router 1).

Met hodol ogy: I n the LAN anal yzer trace, note the tines of the
initial DNS request and the confirmation that the session is open
as described in Section 2.2. If the session is not successfully

opened, possibly due to Alice aborting the attenpt, the Session
Setup Interval is considered to be infinite.

Units: Session setup tine is nmeasured in nilliseconds.
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2.

2

Measurement Point(s): The neasurenent point is at Alice’s LAN
interface, both sending and receiving, observed using a program
such as tcpdunp running on Alice or an external analyzer

Timng: The nmeasurenment program or external analyzer MJST run for a
duration sufficient to capture the entire nessage flow as
described in Section 2.2. Measurenent precision MIST be
sufficient to maintain no nore than 0.1 nms error over a 60-second
interval. 1 part per mllion (ppn) precision wuld suffice.

3.2. Metric: Mximm Session Setup Interva
Nane: Maxi mum Sessi on Setup Interva
Description: The maxi mum session setup interval is the | ongest
period of tine observed for the establishnent of a session as
described in Section 2.3.1.
Met hodol ogy: See Session Setup Interval
Units: Session setup tine is neasured in nilliseconds.
Measurement Point(s): See Session Setup Interval
Timng: The neasurenent program or external analyzer MJST run for a
duration sufficient to capture the entire nessage fl ow as
described in Section 2.2. Measurenent precision MJST be

sufficient to maintain no nore than 0.1 ns error over a 60-second
interval. 1 ppm precision would suffice.

.3.3. Metric: Mnimm Session Setup Interva

Name: M ni mum Session Setup Interva

Description: The m ni mum session setup interval is the shortest
period of tine observed for the establishnent of a session

Met hodol ogy: See Session Setup Interval

Units: Session setup tinme is nmeasured in nilliseconds.

Measurement Point(s): See Session Setup Interval

Timming: The neasurenment program or external analyzer MJST run for a
duration sufficient to capture the entire nessage fl ow as
described in Section 2.2. Measurenent precision MIST be

sufficient to maintain no nore than 0.1 ns error over a 60-second
interval. 1 ppm precision would suffice.
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2.

5.

3.

1.

4. Descriptive Metric: Attenpt Pattern
Nanme: Attenpt pattern

Descri ption: The Attenpt Pattern is a description of the observed

pattern of attenpts to establish the session. 1In sinple cases, it
may be sonething like "Initial TCP SYNs to a new address were
observed every <so many> nilliseconds"; in nore conplex cases, it
nm ght be sonething like "Initial TCP SYNs in | Pv6 were observed
every <so many> mlliseconds, and other TCP SYNs using | Pv4d were
observed every <so many> nilliseconds, but the two sequences were
i ndependent."” It nmay also comment on retransnission patterns if
observed.

Met hodol ogy: The traffic trace is analyzed to determ ne the pattern
of initiation.

Units: milliseconds.

Measurement Point(s): The nmeasurenent point is at Alice’'s LAN
i nterface, observed using a program such as tcpdunp runni ng on
Alice or an external analyzer.

Timng: The neasurenent program or external analyzer MJST run for a
duration sufficient to capture the entire nessage flow as
described in Section 2.2. Measurenent precision MJST be
sufficient to maintain no nore than 0.1 ns error over a 60-second
interval. 1 ppm precision would suffice.

Security Considerations
This note doesn’'t address security-rel ated issues.
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