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A Uniform Format for | Pv6 Extension Headers
Abst r act

In | Pv6, optional internet-layer information is encoded in separate
headers that may be placed between the | Pv6 header and the transport-
| ayer header. There are a small nunmber of such extension headers
currently defined. This docunment describes the issues that can arise
when defini ng new extensi on headers and di scusses the alternate

ext ensi on nmechanisns in IPv6. It also provides a conmon fornmat for
defining any new | Pv6 extension headers, if they are needed.

Status of This Meno
This is an Internet Standards Track docunent.

This docunent is a product of the Internet Engi neering Task Force
(IETF). It represents the consensus of the |IETF comunity. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Group (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741.

I nformation about the current status of this docunent, any errata,

and how to provide feedback on it nay be obtained at
http://ww. rfc-editor.org/info/rfc6564.
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Copyright Notice

Copyright (c) 2012 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunent is subject to BCP 78 and the I ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this document. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided wi thout warranty as
described in the Sinplified BSD License.
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1. Introduction

The base | Pv6 standard [ RFC2460] defines extension headers as an
expansi on mechanismto carry optional internet-layer information.

Ext ensi on headers, with the exception of the Hop-by-Hop Options
header, are not usually processed on internedi ate nodes. However,
several existing deployed |IPv6 routers and several existing deployed
IPv6 firewalls, in contradiction to [ RFC2460], are capabl e of parsing
past or ignoring all currently defined |IPv6 extension headers (e.gqg.
to exanine transport-|layer header fields) at wire speed (e.g., by
usi ng custom Application-specific Integrated Circuits (ASICs) for
packet processing). Hence, one nust al so consider that any new | Pv6
ext ensi on header will break |1 Pv6 depl oynents that use these existing
capabilities.

Any | Pv6 header or option that has hop-by-hop behavior, and is

i ntended for general use in the public IPv6 Internet, could be
subverted to create an attack on IPv6 routers that process packets
cont ai ni ng such a header or option. Reports fromthe field indicate
that some I P routers deployed within the global Internet are
configured either to ignore the presence of headers w th hop-by-hop
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behavi or or to drop packets containing headers w th hop-by-hop
behavi or.

Conventions Used in This Docunent

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
document are to be interpreted as described in [ RFC2119].

Applicability

The base I Pv6 standard [ RFC2460] allows the use of both extension
headers and destination options in order to encode optiona
destination information in an | Pv6 packet. The use of destination
options to encode this information provides nore flexible handling
characteristics and better backward conpatibility than using

ext ensi on headers. Because of this, inplenmentations SHOULD use
destination options as the preferred nmechani smfor encoding optiona
destination information, and use a new extension header only if
destination options do not satisfy their needs. The request for
creation of a new | Pv6 extension header MJST be acconpani ed by a
speci fic explanation of why destination options could not be used to
convey this information.

The base | Pv6 standard [ RFC2460] defines 3 extension headers (i.e.
Routi ng header, Destination Options header, Hop-by-Hop Options
header) to be used for any new I Pv6 options. The sane standard only
allows the creation of new extension headers in limted circunstances
([ RFC2460], Section 4.6).

As noted above, the use of any option wth hop-by-hop behavi or can be
problematic in the global public Internet. New | Pv6 extension

header (s) havi ng hop-by-hop behavi or MJST NOT be created or

specified. New options for the existing Hop-by-Hop Header SHOULD NOT
be created or specified unless no alternative solution is feasible.
Any proposal to create a new option for the existing Hop-by-Hop
Header MJUST include a detail ed expl anati on of why the hop-by-hop
behavior is absolutely essential in the docunent proposing the new
option wi th hop-by-hop behavi or

The use of I Pv6 Destination Options to encode information provides
nore flexible handling characteristics and better backward
conpatibility than using a new extension header. Because of this,
new optional information to be sent SHOULD be encoded in a new option
for the existing | Pv6 Destination Options header
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M ndful of the need for conpatibility with existing | Pv6 depl oynents,
new | Pv6 ext ension headers MJST NOT be created or specified, unless
no existing |IPv6 extension header can be used by specifying a new
option for that existing |IPv6 extension header. Any proposal to
create or specify a new | Pv6 extension header MJST include a detail ed
techni cal explanation of why no existing | Pv6 extension header can be
used in the docunent proposing the new | Pv6 extension header

4. Proposed | Pv6 Extension Header Fornat

Any |1 Pv6 extension headers defined in the future, keeping in mnd the
restrictions specified in Section 3 and also the restrictions
specified in [ RFC2460], MJST use the consistent fornat defined in
Figure 1. This minimzes breakage in internedi ate nodes that exam ne
t hese extension headers.

0 1 2 3
01234567890123456789012345678901
B s S S i i i ks a ks st S S S S S S

| Next Header | Hdr Ext Len |

B o I NI S R S S R S S e i i +

| |
Header Specific Data

| |

R R R R e e s o S e R S S S S S S e e e e e

Next Header 8-bit selector. |Identifies the type of header

i medi ately followi ng the extension header

Uses the sane values as the | Pv4 Protocol field
[ 1 ANA | P_PARAM .

Hdr Ext Len 8-bit unsigned integer. Length of the extension
header in 8-octet units, not including the first
8 octets.

Header Specific Variable length. Fields specific to the

Dat a ext ensi on header

Figure 1: Extension Header Layout
5. Backward Conpatibility
The scheme proposed in this document is not intended to be backward

conmpatible with all the currently defined | Pv6 extension headers. It
applies only to newy defined extension headers. Specifically, the
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fragment header predates this docunent and does not follow the fornat
proposed in this docunent.

Future Work

Thi s docunent proposes one step in easing the inspection of extension
headers by ni ddl eboxes. There is further work required in this area.
Some issues that are left unresol ved beyond this docunment include:

o0 There can be an arbitrary nunmber of extension headers.
0 Extension headers nust be processed in the order they appear

0 Extension headers nmay alter the processing of the payload itself,
and hence the packet may not be processed properly without
know edge of said header.

Security Considerations

Thi s docunent proposes a standard format for the | Pv6 extension
headers that minimzes breakage at intermedi ate nodes that inspect
but do not understand the contents of these headers. Internediate
nodes, such as firewalls, that skip over unknown headers night end up
all owing the setup of a covert channel fromthe outside of the
firewall to the inside using the data field(s) of the unknown

ext ensi on headers.

Acknowl edgenent s

The authors would like to thank Al bert Manfredi, Bob H nden, Brian
Carpenter, Erik Nordmark, Hemant Singh, Lars Westberg, Mrkku Savel a,
Tatuya Jinnmei, Thomas Narten, Vishwas Manral, Al fred Hoenes, Joe

Hal pern, Ran Atkinson, Steven Bl ake, Jari Arkko, Kathleen Mriarty,
Stephen Farrell, Ral ph Drons, Sean Turner, and Adrian Farrel for
their reviews and suggestions that made this docunent better

Nor mat i ve Ref erences

[ANA | P_PARAM | ANA, "I P Paraneters"”
<http://ww. i ana. or g/ assi gnnent s/ i p- par anet er s>

[ RFC2119] Bradner, S., "Key words for use in RFCs to Indicate
Requi rement Levels", BCP 14, RFC 2119, March 1997.

[ RFC2460] Deering, S. and R Hi nden, "Internet Protocol
Version 6 (1 Pv6) Specification", RFC 2460, Decenber
1998.

Kri shnan, et al. St andards Track [ Page 5]



RFC 6564 Format for |Pv6 Extension Headers April 2012

Aut hors’ Addr esses

Sur esh Krishnan

Eri csson

8400 Decari e Bl vd.

Town of Munt Royal, QC

Canada
Phone: +1 514 345 7900 x42871
EMai | : suresh. kri shnan@ri csson. com

Janes Whodyat t

Appl e Inc.

1 Infinite Loop
Cupertino, CA 95014
us

EMai | : j hw@ppl e. com

Erik Kline
Googl e

Mori Tower 26F
Roppongi 6-10-1

M nato ku
Tokyo 106-6126
Japan

Phone: +81 3-6384-9635
EMai | : ek@oogl e. com

Janmes Hoagl and
Symant ec Cor poration

350 Ellis St.

Mount ain Vi ew, CA 94043

us

EMai | : Ji m Hoagl and@ynant ec. com
URI : http://symantec. conl

Manav Bhati a

Al cat el - Lucent

Bangal ore

I ndi a

EMui | : manav. bhati a@l catel -1 ucent.com

Kri shnan, et al. St andards Track [ Page 6]



