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Abst ract

The Security Assertion Markup Language (SAM.) has found its usage on
the Internet for Web Single Sign-On. The Sinple Authentication and
Security Layer (SASL) and the Generic Security Service Application
Program Interface (GSS-APlI) are application frameworks to generalize
aut hentication. This neno specifies a SASL nmechani sm and a GSS- API
mechani smfor SAML 2.0 that allows the integration of existing SAML
Identity Providers with applications using SASL and GSS- API.
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I nternet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741.
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1. Introduction

Security Assertion Markup Language (SAM.) 2.0 [ OASI S- SAMLv2-CORE] i s
a set of specifications that provide various means for a user to be
identified to a Relying Party (RP) through the exchange of (typically
signed) assertions issued by an Identity Provider (1dP). It includes
a nunber of protocols, protocol bindings [QASIS-SAM.v2-BIND], and
interoperability profiles [OASIS-SAMLv2- PROF] designed for different
use cases.

The Sinple Authentication and Security Layer (SASL) [RFC4422] is a
general i zed nmechani smfor identifying and authenticating a user and
for optionally negotiating a security |layer for subsequent protoco
interactions. SASL is used by application protocols like | MAP

[ RFC3501], the Post O fice Protocol (POP) [RFC1939], and the

Ext ensi bl e Message and Presence Protocol (XMPP) [RFC6120]. The
effect is to make nodul ar aut hentication, so that newer

aut henti cati on nechani sns can be added as needed. This meno
specifies just such a nechani sm

The Ceneric Security Service Application ProgramInterface (GSS-API)
[ RFC2743] provides a framework for applications to support nultiple
aut henti cati on nmechani sns through a unified progranm ng interface.
Thi s docunent defines a pure SASL nechanismfor SAM., but it conforns
to the new bridge between SASL and the GSS-API called GS2 [ RFC5801].
Thi s neans that this docunent defines both a SASL nechani sm and a
GSS- APl nmechani sm  The GSS-API interface is OPTI ONAL for SASL

i npl ementers, and the GSS-APlI considerations can be avoided in
environnments that use SASL directly w thout GSS-API

As currently envisioned, this nmechani smenabl es interworking between
SASL and SAML in order to assert the identity of the user and other
attributes to RPs. As such, while servers (as RPs) will advertise
SASL mechani sns (including SAM), clients will select the SAML SASL
mechani sm as their SASL nmechani sm of choice

The SAML mechani sm described in this neno ains to reuse the Wb
Browser Single Sign-On (SSO profile defined in Section 4.1 of the
SAML 2.0 profiles specification [OASI S-SAMLv2- PROF] to the maxi num
extent and therefore does not establish a separate authentication
integrity, and confidentiality mechanism The nmechani sm assunes t hat
a security layer, such as Transport Layer Security (TLS) [RFC5246],
will continue to be used. This specification is appropriate for use
when a browser instance is available. |In the absence of a browser

i nstance, SAML profiles that don't require a browser, such as the
Enhanced Cient or Proxy profile (as defined in Section 4.2 of

[ OASI S- SAMLv2- PROF], may be used, but that is outside the scope of
this specification.
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Figure 1 describes the interworking between SAML and SASL: this
docunent requires enhancenents to the RP (the SASL server) and to the
client, as the two SASL communi cation end points, but no changes to
the SAML | dP are necessary. To acconplish this goal, sone indirect
messaging is tunneled within SASL, and sone use of external nethods

i s made.
T +
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Figure 1: Interworking Architecture
1.1. Termnol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "COPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

The reader is assuned to be familiar with the terns used in the
SAML 2.0 core specification [ QASI S- SAMLv2- CORE] .

1.2. Applicability

Because this nechani smtransports information that should not be
controlled by an attacker, the SAML mechani sm MJST only be used over
channel s protected by TLS, or over similar integrity-protected and
aut henti cated channels. In addition, when TLS is used, the client
MUST successfully validate the server’s certificate ([RFC5280],

[ RFC6125]).
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Note: An Intranet does not constitute such an integrity-protected and
aut henti cat ed channel

2. Authentication Fl ow

While SAML itself is nerely a markup | anguage, its conmobn use case
these days is with HITP [ RFC2616] or HTTPS [ RFC2818] and HTM
[ WVBC- REC- HTML401]. What follows is a typical flow

1. The browser requests a resource of an RP (via an HTTP request).

2. The RP redirects the browser via an HTTP redirect (as described
in Section 10.3 of [RFC2616]) to the IdP or an |IdP discovery
service. Wen it does so, it includes the follow ng parameters
(1) an authentication request that contains the name of the
resource being requested, (2) a browser cookie, and (3) a return
URL as specified in Section 3.1 of [QASIS-SAM.v2- PROF] .

3. The user authenticates to the |IdP and perhaps authorizes the
rel ease of user attributes to the RP

4. In its authentication response, the 1dP redirects (via an HITP
redirect) the browser back to the RP with an authentication
assertion (stating that the 1dP vouches that the subject has
successfully authenticated), optionally along with sone
additional attributes.

5. The RP now has sufficient identity information to approve access
to the resource or not, and acts accordingly. The authentication
i s concl uded.

When considering this flowin the context of SASL, we note that while
the RP and the client both nust change their code to inplenment this
SASL mechani sm the 1dP can remain untouched. The RP already has
some sort of session (probably a TCP connection) established with the
client. However, it nmay be necessary to redirect a SASL client to
anot her application or handler. The steps are as foll ows:

1. The SASL server (RP) advertises support for the SASL SAM.20
mechanismto the client.

2. The client initiates a SASL authentication with SAML20 and sends

a domain nane that allows the SASL server to determ ne the
appropriate 1dP

W erenga, et al. St andards Track [ Page 5]



RFC 6595 A SASL and GSS- APl Mechani sm for SAML April 2012

3. The SASL server transnits an authentication request encoded using
a Uniform Resource Identifier (URI) as described in RFC 3986
[ RFC3986] and an HTTP redirect to the IdP corresponding to the
domai n.

4. The SASL client now sends a response consisting of "=".
Aut hentication continues via the normal SAML flow, and the SASL
server will receive the answer to the challenge out of band from
the SASL conversation

5. At this point, the SASL client MJST construct a URL containing
the content received in the previous nessage fromthe SASL
server. This URL is transnitted to the IdP either by the SASL
client application or an appropriate handler, such as a browser.

6. Next, the user authenticates to the IdP. The manner in which the
end user is authenticated to the 1dP, and any policies
surroundi ng such authentication, are out of scope for SAM. and
hence for this docunent. This step happens out of band from
SASL.

7. The IdP will convey information about the success or failure of
the aut hentication back to the SASL server (RP) in the formof an
aut hentication statenent or failure, using an indirect response
via the client browser or the handler (and with an externa
browser, client control should be passed back to the SASL
client). This step happens out of band from SASL.

8. The SASL server sends an appropriate SASL response to the client.

Pl ease note: What is described here is the case in which the client
has not previously authenticated. It is possible that the client
already holds a valid SAML authentication token so that the user does
not need to be involved in the process anynore, but that would stil
be external to SASL. This is classic Wb Single Sign-On, in which
the Web Browser client presents the authentication token (cookie) to
the RP wi thout renewed user authentication at the IdP
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3.

Wth all of this in nmind, the flow appears as follows in Figure 2:

SASL Serv. Cient | dP
| >----- (1)----- >| Adverti senment
|< ..... (2)----- <I Initiation
>----- (3)----- >I Aut henti cati on Request
Da (4)----- <I Response of "="

|
|
|
|
|
|
I
<- -(5,6) - -> dient<>ldP
| Authentication
|
|
|
|
|
|

< - - - - - - - -(7)- - -] Authentication Statenent
>o oo (8)----- > SASL Conpl etion with
St at us
----- = SASL

- - - = HTTP or HTTPS (external to SASL)
Fi gure 2: Authentication Fl ow
SAML SASL Mechani sm Speci fi cation

This section specifies the details of the SAML SASL nmechani sm See
Section 5 of [RFC4422] for additional details.

The nane of this mechanismis "SAM.20". The nechanismis capabl e of
transferring an authorization identity (via the "gs2-header"). The
mechani sm does not offer a security |ayer

The mechanismis client-first. The first nechani sm nessage fromthe
client to the server is the "initial-response". As described in

[ RFC4422], if the application protocol does not support sending a
client response together with the authentication request, the server
will send an enpty server challenge to let the client begin. The
second nechani sm nessage is fromthe server to the client, containing
the SAML "aut hentication-request”. The third mechani sm nessage is
fromthe client to the server and is the fixed nessage consisting of
"=". The fourth nechani smnessage is fromthe server to the client,

i ndi cating the SASL mechani sm out cone.
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3.1. Initial Response

Aclient initiates a SAML20 aut hentication with SASL by sending the
GS2 header followed by the Identity Provider identifier (message 2 in
Figure 2) and is defined using ABNF [ RFC5234] as foll ows:

initial-response = gs2-header | dP-ldentifier
| dP-Identifier = domain ; domain name with corresponding |IdP

The gs2-header is used as foll ows:
- The "gs2-nonstd-flag" MJUST NOT be present.

- The "gs2-ch-flag" MJST be set to "n" because channel - bi ndi ng
[ RFC5056] data cannot be integrity protected by the SAM.
negotiation. (Note: In theory, channel-binding data could be
inserted in the SAML flow by the client and verified by the
server, but that is currently not supported in SAM..)

- The "gs2-authzid" carries the optional authorization identity as
specified in [ RFC5801] (not to be confused with the
I dP-ldentifier).

A domain nanme is either a "traditional domain nane" as described in

[ RFC1035] or an "internationalized donmain nane" as described in

[ RFC5890]. dients and servers MJIST treat the IdP-1dentifier as a
domai n nane slot [RFC5890]. They al so SHOULD support

i nternationalized domain nanes (IDNs) in the IdP-Identifier field; if
they do so, all of the domain nane’s |abels MJST be A-labels or
NR-LDH | abel s [ RFC5890]. |If necessary, internationalized |abels MJST
be converted from U | abels to A-labels by using the Punycode encodi ng
[ RFC3492] for A-labels prior to sending themto the SASL server, as
described in the protocol specification for Internationalized Donain
Names in Applications [RFC5891].

3.2. Authentication Request

The SASL server transnmits to the SASL client a URI that redirects the
SAML client to the IdP (corresponding to the dormain that the user
provided), with a SAML authentication request as one of the
paraneters (nessage 3 in Figure 2) using the foll ow ng ABNF:

aut henti cati on-request = URI
The URI is specified in [ RFC3986] and is encoded according to
Section 3.4 ("HTTP Redirect Binding") of the SAML 2.0 bindi ngs

specification [ OASI S-SAMLv2-BIND]. The SAM. aut hentication request
is encoded according to Section 3.4 ("Authentication Request
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Protocol ") of [QASIS-SAMLv2-CORE]. Should the client support
Internationalized Resource ldentifiers (IRs) [RFC3987], it MJST
first map the IRl to a URI before transnitting it to the server, as
defined in Section 3.1 of [RFC3987].

Not e: The SASL server nmy have a static mapping of dommin to
corresponding IdP or, alternatively, a DNS-lookup nechani smcoul d be
envi si oned, but that is out of scope for this docunent.

Note: While the SASL client MAY sanity-check the URI it received,
ultimately it is the SAML 1dP that will be validated by the SAM.
client; this topic is out of scope for this docunent.

The client then sends the authentication request via an HTTP GET
(sent over a server-authenticated TLS channel) to the IdP, as if
redirected to do so froman HTTP server and in accordance with the
Web Browser SSO profile, as described in Section 4.1 of

[ CASI S- SAMLv2- PROF] (nmessages 5 and 6 in Figure 2).

The client handl es both user authentication to the |dP and
confirmation or rejection of the authentication of the RP (out of
scope for this docunent).

After all authentication has been conpleted by the 1dP, the IdP wll
send a redirect nessage to the client in the formof a UR
corresponding to the RP as specified in the authentication request
("AssertionConsumer ServiceURL") and with the SAML response as one of
the paraneters (nessage 7 in Figure 2).

Pl ease note: This neans that the SASL server needs to inplenent a
SAML RP. Also, the SASL server needs to correlate the session it has
with the SASL client with the appropriate SAM. authentication result.
It can do so by conparing the I D of the SAML aut hentication request
it has issued with the one it receives in the SAML aut hentication

st at ement .

3.3. Qutcone and Paraneters

The SASL server (in its capacity as a SAML RP) now validates the SAML
aut hentication response it received fromthe SAM. client via HTTP or
HTTPS.

The outcone of that validation by the SASL server constitutes a SASL
mechani sm out cone and therefore (as stated in [ RFC4422]) SHALL be
used to set state in the server accordingly, and it SHALL be used by
the server to report that state to the SASL client, as described in
[ RFC4422], Section 3.6 (nmessage 8 in Figure 2).
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4. SAM. GSS- APl Mechani sm Speci fi cation

This section and its sub-sections are not required for SASL
i npl ementors, but this section MJST be observed to inplenment the
GSS- APl mechani sm di scussed bel ow.

This section specifies a GSS-API nechani smthat, when used via the
GS2 bridge to SASL, behaves |like the SASL mechanismdefined in this
docunent. Thus, it can loosely be said that the SAML SASL nechani sm
is also a GSS-API nechanism The SAM. user takes the role of the
GSS-API Initiator, and the SAML RP takes the role of the GSS-API
Acceptor. The SAM. | dP does not have a role in GSS-APl and is
considered an internal matter for the SAM.L nechanism The nessages
are the same, but

a) the GS2 header on the client’s first message and channel - bi ndi ng
data are excluded when SAML is used as a GSS- APl nechani sm and

b) the initial context token header (Section 3.1 of [RFC2743]) is
prefixed to the client’s first authenticati on nessage (context
t oken).

The GSS- APl mechanism O D for SAML is 1.3.6.1.5.5.17 (see Section 7.2
for nmore information). The DER encoding of the ADis
0x2b 0x06 0x01 0x05 0x05 Ox11

SAM_L20 security contexts MJST have the nutual _state flag

(GSS_C MUTUAL_FLAG set to TRUE. SAM. does not support credentia
del egation; therefore, SAM.L security contexts MJST have the

del eg state flag (GSS _C DELEG FLAG set to FALSE

The mutual authentication property of this mechanismrelies on
successfully conmparing the TLS server’s identity with the negoti ated
target nanme. Since the TLS channel is managed by the application

out side of the GSS-API nmechanism the nechanismitself is unable to
confirmthe nane, while the application is able to performthis
conpari son for the nechanism For this reason, applications MJST
match the TLS server’'s identity with the target nanme, as discussed in
[ RFC6125]. More precisely, to pass identity validation, the client
uses the securely negotiated targ_nane as the reference identifier
and matches it to the DNS-1D of the server’s certificate, and it MJST
reject the connection if there is a mismatch. For conpatibility with
depl oyed certificate hierarchies, the client MAY al so performa
conparison with the Conmon Nanme ID (CN-1D) when there is no DNS-1D
present. WIldcard matching is pernitted. The targ_nane reference
identifier is a "traditional domain nanes"; thus, the conparison is
made using case-insensitive ASCI| conparison
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4.

5.

The SAML nechani sm does not support per-nessage tokens or the
GSS Pseudo_randonm() function [ RFC4401].

1. GSS-API Principal Nanme Types for SAML

SAML supports standard generic nanme syntaxes for acceptors such as
GSS C NT_HOSTBASED SERVI CE (see [ RFC2743], Section 4.1). SAM
supports only a single nane type for initiators: GSS C NT_USER NAME
GSS_C NT_USER_NAME is the default nanme type for SAML.. The query,

di spl ay, and exported name syntaxes for SAM. princi pal nanmes are al
the sane. There are no SAM.-specific nanme syntaxes -- applications
shoul d use generic GSS-APlI nane types, such as GSS C NT_USER NAME and
GSS C NT_HOSTBASED SERVI CE (see [ RFC2743] Section 4). The exported
name token, of course, confornms to [ RFC2743], Section 3. 2.

Exanpl es

1. XMPP

Suppose the user has an identity at the SAML | dP sanl.exanple.org and
a Jabber Identifier (JID) "somenode@xanpl e.cont and wi shes to

aut henticate his XMPP [ RFC6120] connection to xmpp. exanple.com The
aut hentication on the wire would then | ook sonmething like the
fol | owi ng:

Step 1: dient initiates streamto server

<stream stream xm ns="j abber:client’
xm ns: strean¥ http://etherx.jabber.org/streans’
t o=" exanpl e. coni version="1.0">

Step 2: Server responds with a streamtag sent to client:

<stream stream
xm ns='jabber:client’ xmns:streane http://etherx.jabber.org/streans’
id="sone_id from' exanple.com version="1.0">

Step 3: Server informs client of available authentication nmechanisns:

<stream f eat ur es>

<nechani sns xm ns="urn:ietf:parans: xm : ns: xnpp-sasl’ >
<nmechani snm»Dl GEST- MD5</ nechani sn»
<mechani sn>PLAI N</ mechani sn®
<mechani sn>SAM_20</ nechani sne

</ mechani sns>

</ stream f eat ur es>
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Step 4: dient selects an authentication nmechani smand provides the
initial client response -- containing the gs2-header and donmain --
that has been encoded in base64 according to Section 4 of [RFC4648]:

<auth xm ns="urn:ietf:parans: xm : ns: xnpp-sasl’ mechani sm=" SAML20" >
bi wsZXhhbXBsZS5vcnt=</ aut h>

The decoded string is

n, , exanpl e.org

Step 5: Server sends a base64-encoded challenge to client in the form
of an HTTP redirect to the SAML | dP corresponding to exanple.org
(https://sanl .exanple.org) with the SAM. authentication request as
specified in the redirection URL:

aHROCHMBLY 9z YWLs LmiV4AYWLwb GUub3JInLINBTUW Jvd3N c¢j 9TQULMImvX
dW/zdD1QSE50Y! d4d09r Rj FkR2h1VWMWeGRXVnpk Q01 0Yl d4dVWN6CcHpZVzFz
YOQnaWRYSnVPbTI 0YzJsek9t NWhi V1Z6T25Sak9s TkJUVXc2TVWKOdOQunl i

MLJ2WI'l 5¢0l nMEt JQOFNSUVsRVBTSNZZbVZqTk RIMFpt RTFNVEF6TkRINEQU
QITVZVEL3WL Ze FpUTXhNVFKOTXpJ MLpq Yz VORGMWT1RNMEl pQ daVEEp6YVCE5
dVBTSXl Mak FpRFFvZ0l DQMTWES6ZFdWSmI uTj BZVz UWMUFNI e ULEQTNWEVS
TFRFA1ZERXhPak01T2pNVFdpSWISbTI 5SWIIVWQnRYUn®i aj BpWilGe2My VW E
UMWONSUNBZLINYTI FZWE56YVhabFBTSNLZV3h6W NI TkNpQAMJQJIRY205M3 y
TnZi RUpwYnllScGIt YzI Jbl Z5Ynpwdl | YTnBj enB1W/cxbGN6c DBZenBUUVUx
TU9gSXVNRHBp YVc 1a2FXNWhj enBJ VkZSUUXxWQ BVMVFpRFFv Z0l DQMNIRWES6
W hKMGFXOXVRM | 1YzZNWIFpYSI RaWEoy YVdOb FZWSk 1 QUTBL SUNBZOI DQWIJ
QOFpYUhSMGENI TTZMeTkOYIl hCdOxt V] RZVzF3YkdVdVky OXRVMU5CVFV3dI FY
TnpaVWEowYVc5dVEy OXV] MLZOW hKVFpYS] JhV05s SWOTKkNpQThj MKZ0YK Rw
SmVET] FaVEl nZUcxc2JuTTZj MKZOYKQAnaWRYSnVPbTI oYz Jsek9t Nwhi V1Z6
T25Sak9s TkJUVXc2TWk0d09t Rnpj M Z5ZEdsdm] pSSt EUM@nSUNBZO0I HaDBk
SEJ6T2k4dnVHMXd] QzVsZUdGdGNHeGxMhU52Yl EwS0l Ed3Zj MkZ0 YK RwSmivi
Tj FaWEkr RFFvZ1BI Trhi V3h3T2s1aGIXVkpSRkJ2YkdsanVTQ Ri V3h1Y3pw
el | XMXNj RDBpZFhKdU9t OWhj Mmx6T201aGI XVnpPbl JgT2x0Q RVdzZNaTR3
T25CeW zUnzZzZM | zSWewSO0I DQAMJI QOJHY] NKdFI YUTI Jbl Z5Ynpwdl | YTnBj

enB1W/cxbGN6c DBZenBUUVUX TU9qSXVNRHBLW/Ccx bGFXUXRab Tl 5YI dGVESuU
Q1xj bk5wYzNSbGIuUW EUM@NnSUNBZOI GTI FUbUZOW ZGWI XeHBabWks Y2ow
aVWHWXdj QzVsZUdGdGNHeGxMhUS2Yl NJZ1FXeHNi MPREY21VWAGRHVTI Jbl J5
ZFdVaU DOCt ELW@NnUEhGaGI XeHdPbEps Y1hWh Gvie UmkaRUYx ZEdod VEY OXVk
R1YOZEEWS0! DQMJQOI 0YI d4dWN6cHpZVz Fz YOQnaWRYSNVPbTI 0YzJsek9t

NWhi V1Z6T25Sak9s TkJUVXc2TWk0dO9unl i MLI2WIT 5¢0l pQUSDaUFnSUNB
Z0l DQWIRM | 0YOdGeWFYTnZi aj BpW hoaFkz UW QZz BLSUNBOGW RnRi RHBC
ZFhSb2Jr TnZi bl JsZUhSRG&I HRnpj MUpsWrewSO0I DOAM I QQFnZUcxc2JuTTZj

MZOYk QuaV\RYSNVPLTI 0YzJsek9t NWhi V1Z76T25Sak9s TkJUVXc2TWk0d09t

Rnpj M Z5ZEdsdml pSSt ELM@nbONBZO0I DQ Fj bTQY] JGenFYTTZi bUZOW hN
NMRHTTZVMEZOVERY e UxqQTZZV002WIJ 4aGVE Tnkj enBRW/hOenQy OXl aRkJ5
Y] NSbFkzUmxaRl J5W/c1emNHOXI kQrBLSUNBOEWz Trirhi V3¢ 2 UVhWMGFHNURI
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M UWW hoMFEy eGhj MO5TW dZKORRb2dQQzl 6W/cxc2NEc FNaVEYXW hOVFp X
UkJKWFIvYnt CdnmiuUnx| SFEr SUEWS1BDOXpZVz Fz YORWQTRYUnDi bEpsY1hW
bGW USs=

The decoded chal l enge is as foll ows:

https://sanl . exanpl e. or g/ SAM./ Br owser ?SAM_Request =PHNhbWwCk
F1dGhuUmvxdW/zdCB4bWkuczpz YWLscDOi dXJuOnBhc2l zOnbhbW/zOnRj O
NBTUNMGM 4wOnByb3RvY29s! gOKI CAgl El EPSJf YmVj NDI 0ZnmE1MTAz NDI 40T
ASYTMAZMYXZTMKMIY4AMEI 3Zj ¢5NDcOOTgO0l i BWZXJzaWBuPSlI yLj Ai DQogl C
AgSXNz dWJIbnNOYWE0PSI y MDA3LTEy LTEWVDEXQ M6 MOW | gRmBy Y2VBd X
Robj 0i ZnmFsc2Ui DQogl CAgSXNQYXNzaXZl PSImyWkzZSI NCi Agl CBQcmB0b2
NvbEJpbrmRpbnt 9l nVybj pvYXNpczpuYWLI czp0YzpTQULIMY | uMDpi aWbkaWw
5nczpl VFRQLVBPULQ DQogl CAgQXNzZXJ0aWu@9uc3Vt ZXITZXJ2aWNl W
JMPQOKI CAgl CAgl CAi aHROCHVBLY 94bXBwl miv4YWLwbGUuY29t L1NBTUw QX
Nz ZXJ0aVWQu@9uc 3Vt ZXITZXJ2aWNl | j 4ANCi ABc2Ft bDpJc3N1ZXI geGlshbn
Mbc2Ft bDOi dXJuQOrBhc2l zOrbhbW/zOnRj O NBTUW6GM 4wOnfzc2Vydd vbi

| +DQogl CAgl Gh0dHBz O 8veGlwe C5l eGFt ¢ GxI LmNvbQOKI Dwc2Ft bDpJc3
N1ZXl +DQogPHNhbWwWOk5hbW/JIRFBvbd j eSB4bWuczpz YWLscDOi dXJuOm
9hc2l zOnbhbW/zOnRj O NBTUMM 4wOnByb3RvY29s| gOKI CAgl CBGh3Jt YX
I nVWbj pvYXNpczpuYWLl czpOYzpTQUIMG | uMDpuYWLI aWXt ZmBy bWFOOn
Bl cnNpc 3Rl bnQ DQogl CAgl FNQTnFt ZVF1YWkpZm | ¢j 0i eGlwe C5l eGRt ¢ G
x| LmNvbSI g@QWksb3dDcnivhdGU91 nRydWUi | C8+DQogPHNhbWkwd JI cXVI ¢3
Rl ZEF1dGhu@9udGv4dAOKI CAgl CB4bWkuczpz YWLscDOi dXJuOrBhc2l zOm
5hbW/zOnRj O NBTUW6M 4wOnByb3RvY29sl i ANCi Agl CAgl CAgQR9t cGFyaX
Nvbj 0i ZXhhY3Q PgOKI CA8c2Ft bDpBdXRobkNvbnRl eHRDbGFzc1Jl ZgOKI C
Agl CAgeGlsbnMsc2Ft bDOi dXJuOrBhc2l zOrbhbW/zOnRj O NBTUW6M 4wOm
Fzc2Vydd vbi | +DQogl CAgl CAgl CAgl Hvybj pvYXNpczpuYWLl czpOYzpTQU
1MJ | uMDphYzpj bGFzc2VzA Bhec3N3b3JkUHIvAGV) dGVkVHIhbnNwb3J0DQ
ogl Dwc2Ft bDpBdXRobkNvbnRl eHRDbGFzc1J1 Zj 4NGi ASL3NnbWwd JI cX
VI ¢3Rl ZEF1dGhu@9udGv4dD4gDQo8L3NhbWkwOk F1dGhuUmvx dW/z dD4=

Wiere the decoded SAMLRequest | ooks l|ike the follow ng:

<saml p: Aut hnRequest xml ns: sam p="urn: oasi s: nanes: tc: SAM.: 2. 0: pr ot ocol "
| D="_bec424f a5103428909a30f f 1€31168327f 79474984" Ver si on="2. 0"
| ssuel nstant ="2007-12-10T11: 39: 342" For ceAut hn="f al se"
| sPassi ve="fal se"
Pr ot ocol Bi ndi ng="ur n: oasi s: nanes: t ¢c: SAM.: 2. 0: bi ndi ngs: HTTP- POST"
AssertionConsuner Servi ceURL=
"https://xnmpp. exanpl e. com SAM_/ Asserti onConsuner Servi ce">
<saml : | ssuer xnl ns:sanl ="urn: oasi s: names: tc: SAM.: 2. 0: assertion">
https:// xmpp. exanpl e. com
</ sam : | ssuer>
<sanl p: Narmel DPol i cy xml ns: sam p="urn: oasi s: names: tc: SAM.: 2. 0: pr ot ocol "
For mat =" ur n: oasi s: names: t c: SAM_: 2. 0: nanei d-f or mat : persi stent”
SPNaneQual i fi er="xnmpp. exanpl e. com’ Al |l owCreat e="true" />
<sam p: Request edAut hnCont ext
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xm ns: sam p="urn: oasi s: nanes: tc: SAM.: 2. 0: prot ocol "
Conpari son="exact ">
<sam : Aut hnCont ext O assRef
xm ns: sanl =" urn: oasi s: nanes: tc: SAM.: 2. 0: assertion">
urn: oasi s: nanes:tc: SAM.: 2. 0: ac: cl asses: Passwor dPr ot ect edTr anspor t
</ sam : Aut hnCont ext Cl assRef >
</ sanl p: Request edAut hnCont ext >
</ sanm p: Aut hnRequest >

Not e: The server can use the request ID
(" _bec424f a5103428909a30f f 131168327f 79474984") to correlate the SASL
session with the SAML authentication

Step 5 (alternative): Server returns error to client if no SAM.
aut henti cati on request can be constructed:

<failure xm ns="urn:ietf:parans: xn : ns: xnpp-sasl’ >
<tenporary-auth-failure/>

</failure>

</ stream streanr

Step 6: dient sends the "=" response (base64-encoded) to the
chal | enge

<response xm ns="urn:ietf:parans: xnl :ns: xnmpp-sasl’ >
PQ==

</ response>

The followi ng steps between brackets are out of scope for this
docunent but are included to better illustrate the entire flow

[ The client now sends the URL to a browser instance for processing.
The browser engages in a normal SAM. authentication flow (external to
SASL), like redirection to the 1dP (https://sanl.exanple.org); the
user logs into https://sanl .exanple.org and agrees to authenticate to
xnpp. exanple.com A redirect is passed back to the client browser.
The client browser in turn sends the AuthN response, which contains
the subject-identifier as an attribute, to the server. |If the AuthN
response doesn’t contain the JID, the server maps the subject-
identifier received fromthe 1dP to a JID.]

Step 7: Server infornms client of successful authentication

<success xm ns="urn:ietf:paranms: xm : ns: xnpp-sasl ' />
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Step 7 (alternative): Server inforns client of failed authentication:

<failure xm ns="urn:ietf:paranms: xn :ns: xnmpp-sasl’ >
<not - aut hori zed/ >

</failure>

</ stream streanp

Pl ease note: Line breaks were added to the base64 data for clarity.

| MAP

The foll owi ng sequence describes an | MAP exchange. Lines beginning
with 'S:’ indicate data sent by the server, and lines starting with
"C’ indicate data sent by the client. Long lines are wapped for

readability.

S * OK | MAP4revl
C. . CAPABILITY

S: * CAPABILITY | MAP4revl STARTTLS

S OK CAPABI LI TY Conpl et ed

C STARTTLS

S: . OK Begin TLS negoti ati on now

C. . CAPABILITY

S: * CAPABILITY | MAP4revl AUTH=SAM.20

S: OK CAPABI LI TY Conpl et ed

C. . AUTHENTI CATE SAM_20

S+

C. bi wsZXhhbXBsZS5vcnt=

S: + aHROCHWBLY9z YWLsLnvV4AYWiwbGUub3JnLINBTUWQNJIVd3N cj 9TQUIM
UnvxdW/z dD1QSE50Y! d4d09r RgOKMARHaHVWbVZ4ZFdWenRDQ Ri V3h1Y3pwe
[ 1 XMXN RDBpZFhKdU9t Ovwhj Mk6T201aGI XVnpPbl JqT2x OQgO0KVFV3Nk1pNH
dPbkJ5Yj NSdI ky OXNJZz BLSUNBZO! FbEVQUOpmANL WAk 5ESTBabUUx TVRBek 5
ESTRPVEE1WOKVEL3WrLZe FpUTXhNVFKOTXpJIMLpqYz VORGMWT1RnMEl pQ da
VEpP6YVc5dVBTSXI Mak FpRFFvZ0lI DQM TWAOKTNpk V1ZKYnbOVFl XNTBQUOI 5T
URBMDx URXI MVEV3VKRFeE9qTTVPakO0wW2l JZ1Jt OXI ZM ZCZFhSh2JgMAOKaV
pt RnNf M VpRFFvZ0I DQA TWES RWWh CenFYWrk QUOpt Wd4el pTSUSDaUFNSUN
CUWNt OTBi MK52YKVKcAOKYNLScGIt YzI Jbl Z5Ynpwdl | YTnBj enB1W/cxbGN6
¢ DBZenBUUVUXx TU9q SXVNRHBp YVc 1a2FXNWbj enBJVgOKRI JRTFZCUFUx UW EU
WAnSUNBZ1FYTnpaVWEowYVc5dVEy OXV) MLZOW hKVFpYS] JhV05sVI ZKTVBRVE
t JQWOKQMIQOFNSUNBaWFI Uj Bj SEO2THK5dFI XbHNVbVYOW/cxd2JHVXVZM |

0TDFOQ RVA3ZRWES56W hKMEFXOQUKAVEY OXV] MLZOW hKVFpYS] JhV05s SWh0
TkNpQThj MKZOYkRWSMMVE Tj FaVEl nZUcxc2JuTTZj MkZ0Yk QvaQQKZFhKdU9t O
Whj Mx6T201aGIXVnpPbl JgT2x0Q RVdzZNaTR3T21GemW Vnl kR2x2Yn JKO
RRb2dJ QQFNnSQOKR2gwZEhCek 9pOHZI Rz F3YOMLbGVHRNR) R3hs TGLOdmJ RVEL

JRHA2YzJGIQI EcEpj MD4AXW hJKORRb2dQSAOKTmhi V3h3T2s1aGI XVkpSRkJ2
YkdsamVVTQ R V3h1Y3pwel | XMXN RDBpZFhKdU9t OWhj Mx6T201aGI XVgOKe
k9uUnmpPbESCVFV3NKk 1pNHAPbkJ5Y] NSdI ky OXNJZz BLSUNBZOI DQkdi MOpOW/
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hROU uVnl i anB2W/hCOc AOKY3pwdVI XMAXj e n AWNKpwWVFFVMUL Pakl 1 TURWA VI
XM hV1FOWr05eW XRj BPbkJsY25Cc GV Unki bl FpRAOKUWNSUNBZOI GT1 FU
bUZOW ZGWI XeHBabWks Y2owaVWHMXd] Qz Vs ZUdGdGNHe GxMbU52Y1 NJZ1FXe
HNi MMVOKZERj bVZoZEdVOUl uUnl kV1VpSUWKORRb2dQSE50Yl d4d09sSnxj WF
ZsYzNSbFpFRj FKR2h1UTI 5dWRHVgOKNGRBMEL JQOFNSUNCNGI XeHVj enB6W/c
XC2NEMA kWEp1T205aGWbHpPbTVoYl dWek9uUnpPbESCVFV3NGOKTW0d09u
Ol i MLI2WI'1 5¢01 pQUsDaUFNSUNBZOI DOMIRM | 0YOdGeWFYTnZi aj BpW hoa
Fkz UW QZz BLSQOKQIE4YzJGIQI EcEJKWFIvYnt OdmJuUnx| SFIEYkdGenivk Sm
xaZz BLSUNBZOI DQMI Rz Fz YnBNNmW RnRi RAOKMAE kWEp1T205aGWbHpPbTV
oYl dWek9uUnpPbE5CVFV3Nk 1pNHAPbUZ6 Yz IWeWRHbHZi aUkr RFFvZ0l DQQOK
Z0l DQ Fj bTQY] JGenFYTTZi bUZOW hNNMRHTTZVMEZOVERvV e UxqQTZZVo02wW
TJ4aGvE Tnxj enBRWhHhQegOKZDI 5eVpGnl i MLISWINSbFpGUNnl ZVzV6Y0c5eW
RBMVEt JQOE4TDNCaGI Xdz ZRWFYwYUc 1RA y NTBaWGgwUQOKMnho' Yz NOUL p XWBt
EUVONUENBel | XMXNj RHBTW hGWpYTj BaV1JCZFhSb2Jr TnZi bl JsZUhRKOI B
MEt QQWOKOXpZVz Fz YORWQTRYUnBi bEps YIhWhGW USs =

C PQ=

S: . OK Success (TLS protection)

The decoded chal l enge is as foll ows:

https://sanl . exanpl e. or g/ SAM./ Br owser ?SAM_Request =PHNhbW«wOK F
1dGhuUmvxdWz dCB4bWkuczpz YWLscDOi dXJuOnmBhc?2l zOnbhbW/zOnRj O NB
TUW6M 4wOnByb3RvY29s| gOKI CAgl El EPSJf YnVj NDI 0ZnE1MTAzNDI 40TASY
TMAVZMYXZTMKMTY4AMz | 3Zj ¢5NDc0OTgO0l i BWZXJzaWuPSI yLj Ai DQogl CAgSX
Nz dW/JbnNOYW50PSI y MDA3SLTEYLTEWDEXG MG MOW | gRmBy Y2VBdXRobj 0
i ZnFsc2Ui DQogl CAgSXNQYXNzaXZl PSImyWkzZSI NCi Agl CBQcnmB0b2NvbEJp
brmRpbnt 9l nVybj pvYXNpczpuYWLI czp0YzpTQUIMJ | uMDpi aWwskawWsnczpl V
FRQLVBPULQ DQogl CAgQXNzZXJ0aWu@9uc3Vt ZXJITZXJI2aWNl VWIMPQOKI C
Agl CAgl CAl aHROCcHMVBLY 9t YW sLniv4AYWLwb GUUY29t L1NBTUw QXNz ZXJ0aWd
u@9uc3Vt ZXJTZXJ2aWNl | j 4ANCi ABc2Ft bDpJc3N1ZXI geGlsbnMbc2Ft bDOi

dXJuOmBhc2l zOrbhbWzOnRj O NBTUW6M 4wOnfzc2Vydd vbi | +DQogl CAgl

Gh0dHBz QG 8veGlwe C51 eGRt ¢ Gxl LmiNvbQOKI Dw e 2Ft bDpJc3N1ZXI +DQogPH
NhbW WOk 5hbW/JIRFBvbA j eSBAbWkuczpz YWLscDOi dXJuQOrBhc2l zOrbhbW/
zOnRj A NBTUW6M 4wOnByb3RvY29s| gOKI CAgl CBGh3Jt YX@I nVybj pvYXNp
czpuYWLI czpOYzpTQUIMG | uMDpuYWLI aWX ZmBy bWFOOnBI cnNpc 3Rl bnQ D
Qogl CAgl FNQInFt ZVF1YWkpZmi | ¢j 0i eGlwe Chl eGFt cGx| Lm\vbSI gQuW«sb3
dDcmvhdGU91 nRydWUi | C8+DQogPHNhbWkwA JI cXVI ¢3Rl ZEF1dGhu@9udGV
4dAOKI CAgl CB4AbWkuczpz YWLscDOi dXJuOnBhc2l zOrbhbWzOnRj A NBTUWG
M 4wOnByb3RvY29sl i ANCi Agl CAgl CAgQR9t cGFyaXNvbj 0i ZXhhY3Q PgOKI

CA8c2Ft bDpBdXRobkNvbnR eHRDbGFzc1J1 ZgOKI CAgl CAgeGlsbnMbc2Ft bD
0i dXJuOmdhc2l zObhbWzOnRj O NBTUWGM 4wOnFzc2Vydd vbi | +DQogl CA
gl CBlcmibb2FzaXMebntt ZXM6dGVBUOFNTDoyLj A6 YWVBY2Xxhc3Nl czpQYXNz
d29yZFByb3Rl Y3RI ZFRy YWz c Ry dAOKI CASL3NhbWW6QXV0aGDh250Z2Xh0Q
2xhc3NSZWY+DQogPC9z YWL s ¢ Dp SZXF1ZXNOZWRBA XRobk NvbnRl e HQ+I AOKPC
9z YWLscDpBdXRobl JI ¢ XVl c3Q+
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Where t he decoded SAM.Request | ooks |ike the foll ow ng:

<sam p: Aut hnRequest xml ns: sam p="urn: oasi s: nanes: tc: SAM.: 2. 0: pr ot ocol "
| D="_bec424f a5103428909a30f f 131168327f 79474984" Ver si on="2. 0"
| ssuel nst ant =" 2007- 12-10T11: 39: 347" For ceAut hn="f al se"
| sPassi ve="f al se"
Pr ot ocol Bi ndi ng="ur n: oasi s: nanes: tc: SAM.: 2. 0: bi ndi ngs: HTTP- POST"
AssertionConsuner Servi ceURL=
"https://mail.exanpl e. com SAM_./ Asserti onConsuner Servi ce">
<san : | ssuer xm ns:saml ="urn:oasi s: nanes:tc: SAM.: 2. 0: assertion">
htt ps://xnmpp. exanpl e. com
</ sam : | ssuer>
<sam p: Nanel DPol i cy xml ns: sam p="urn: oasi s: nanes: tc: SAM.: 2. 0: pr ot ocol "
For mat =" ur n: oasi s: names: t c: SAM.: 2. 0: nanei d-f or mat : persi stent"
SPNaneQual i fi er="xmnmpp. exanpl e. com' Al |l owCreate="true" />
<saml p: Request edAut hnCont ext
xm ns: sanml p="urn: oasi s: names: tc: SAML: 2. 0: prot ocol "
Conpari son="exact " >
<sanl : Aut hnCont ext O assRef
xm ns: sam ="urn: oasi s: nanes:tc: SAM.: 2. 0: assertion">
urn: oasi s: nanes:tc: SAM.: 2. 0: ac: cl asses: Passwor dPr ot ect edTr anspor t
</ sam : Aut hnCont ext Cl assRef >
</ sanm p: Request edAut hnCont ext >
</ san p: Aut hnRequest >

6. Security Considerations

This section addresses only security considerations associated with
the use of SAML with SASL applications. For considerations relating
to SAML in general, and for general SASL security considerations, the
reader is referred to the SAM. specifications and to other

literature.

6.1. Man-in-the-M ddle and Tunneling Attacks

This mechanismis vulnerable to nan-in-the-mddle and tunneling
attacks unless a client always verifies the server’s identity before
proceeding with authentication (see [ RFC6125]). Typically, TLS is
used to provide a secure channel with server authentication

6.2. Binding SAML Subject Identifiers to Authorization ldentities
As specified in [ RFC4422], the server is responsible for binding
credentials to a specific authorization identity. It is therefore

necessary that only specific trusted I1dPs be allowed. This is a
typical part of SAM. trust establishment between RPs and the IdP
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6.3. User Privacy
The 1dP is aware of each RP that a user logs into. There is nothing
in the protocol to hide this information fromthe 1dP. It is not a
requirenent to track the visits, but there is nothing that prohibits
the collection of information. SASL server inplenenters should be
aware that SAML I dPs will be able to track -- to sone extent -- user
access to their services

6.4. Collusion between RPs

It is possible for RPs to link data that they have collected on the
users. By using the sane identifier to log into every RP, collusion
between RPs is possible. In SAM., targeted identity was introduced.
Targeted identity allows the IdP to transformthe identifier the user
typed in to an RP-specific opaque identifier. This way, the RP would
never see the actual user identifier but instead would see a randomy
generated identifier.

6.5. Security Considerations Specific to GSS-API
Security issues inherent in GSS-API [RFC2743] and GS2 [ RFC5801] apply
to the SAML GSS- APl nechani sm defined in this docunent. Further, and
as discussed in Section 4, proper TLS server identity verification is
critical to the security of the nechani sm

7. | ANA Considerations

7.1. 1 ANA Mech-Profile
The 1 ANA has registered the follow ng SASL profile:
SASL mechani sm profile: SAM.20
Security Considerations: See this docunent
Publ i shed Specification: See this docunent
For further information: Contact the authors of this document.
Owner/ Change controller: the | ETF
I nt ended usage: COVMON

Not e: None
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7.2. IANA QD

The |1 ANA has al so assigned a new entry for this GSS mechanismin the
SM Security for Mechani sm Codes sub-registry, whose prefix is

i so.org.dod.internet.security.nechanisns (1.3.6.1.5.5), and
referenced this specification in the registry.

8. References
8. 1. Nor mati ve Ref erences

[ OASI S- SAMLV2- BI ND|
Cantor, S., Ed., Hrsch, F., Ed., Kenp, J., Ed., Philpott,
R, Ed., and E. Maler, Ed., "Bindings for the QASI S
Security Assertion Markup Language (SAM.) V2.0", OASIS
St andard samnl - bi ndi ngs-2. 0-os, March 2005, <http://
docs. oasi s-open. org/ security/sam /v2.0/
san - bi ndi ngs- 2. 0- os. pdf >.

[ OASI S- SAMLv2- CORE]
Cantor, S., Ed., Kenp, J., Ed., Philpott, R, Ed., and E
Mal er, Ed., "Assertions and Protocols for the QASI S
Security Assertion Markup Language (SAM.) V2.0", OASIS
St andard sanl -core-2.0-0s, March 2005, <http://
docs. oasi s- open. org/ security/sam /v2.0/
sanl - core- 2. 0- 0s. pdf >.

[ OASI S- SAM_v2- PROF]
Hughes, J., Ed., Cantor, S., Ed., Hodges, J., Ed., Hirsch,
F., BEd., Mshra, P., Ed., Philpott, R, Ed., and E. Maler,
Ed., "Profiles for the OASIS Security Assertion Markup
Language (SAM.) V2.0", OASIS Standard OASI S. sam -profil es-
2.0-0s, March 2005, <http://docs. oasis-open.org/security/
sam /v2.0/san -profil es-2.0-o0s. pdf >.

[ RFC1035] Mockapetris, P., "Donmain nanes - inplenentation and
specification", STD 13, RFC 1035, Novenber 1987.

[ RFC2119] Bradner, S., "Key words for use in RFCs to Indicate
Requi rement Level s", BCP 14, RFC 2119, March 1997.

[ RFC2616] Fielding, R, Gettys, J., Mgul, J., Frystyk, H.,
Masinter, L., Leach, P., and T. Berners-Lee, "Hypertext
Transfer Protocol -- HTTP/1.1", RFC 2616, June 1999.

[ RFC2743] Linn, J., "Ceneric Security Service Application Program
Interface Version 2, Update 1", RFC 2743, January 2000.

W erenga, et al. St andards Track [ Page 19]



RFC 6595 A SASL and GSS- APl Mechani sm for SAML April 2012

[ RFC2818] Rescorla, E., "HTTP Over TLS", RFC 2818, May 2000.

[ RFC3492] Costello, A, "Punycode: A Bootstring encoding of Unicode
for Internationalized Domai n Names in Applications
(IDNA) ", RFC 3492, March 2003.

[ RFC3986] Berners-Lee, T., Fielding, R, and L. Masinter, "Uniform
Resource ldentifier (URI): Generic Syntax", STD 66,
RFC 3986, January 2005.

[ RFC3987] Duerst, M and M Suignard, "lInternationalized Resource
Identifiers (IRIs)", RFC 3987, January 2005.

[ RFC4422] Melnikov, A, Ed., and K Zeilenga, Ed., "Sinple
Aut henti cation and Security Layer (SASL)", RFC 4422,
June 2006.

[ RFC5056] WIllianms, N, "On the Use of Channel Bindings to Secure
Channel s", RFC 5056, Novemnber 2007.

[ RFC5234] Crocker, D., Ed., and P. Overell, "Augnented BNF for
Syntax Specifications: ABNF', STD 68, RFC 5234,
January 2008.

[ RFC5246] Dierks, T. and E. Rescorla, "The Transport Layer Security
(TLS) Protocol Version 1.2", RFC 5246, August 2008.

[ RFC5280] Cooper, D., Santesson, S., Farrell, S., Boeyen, S.,
Housley, R, and W Polk, "Internet X 509 Public Key
Infrastructure Certificate and Certificate Revocation List
(CRL) Profile", RFC 5280, May 2008.

[ RFC5801] Josefsson, S. and N. WIllianms, "Using Generic Security
Service Application ProgramInterface (GSS-APlI) Mechanisns
in Sinple Authentication and Security Layer (SASL): The
GS2 Mechani sm Fanmi ly", RFC 5801, July 2010.

[ RFC5890] Klensin, J., "Internationalized Domain Nanmes for
Applications (IDNA): Definitions and Docunent Framewor k",
RFC 5890, August 2010.

[ RFC5891] Klensin, J., "Internationalized Donmain Nanes in
Applications (IDNA): Protocol", RFC 5891, August 2010.

W erenga, et al. St andards Track [ Page 20]



RFC 6595

[ RFC6125]

A SASL and GSS- APl Mechani sm for SAML April 2012

Sai nt-Andre, P. and J. Hodges, "Representation and
Verification of Domai n-Based Application Service ldentity
within Internet Public Key Infrastructure Using X 509
(PKIX) Certificates in the Context of Transport Layer
Security (TLS)", RFC 6125, March 2011.

[ WBC- REC- HTML401]

Le Hors, A, Ed., Raggett, D., Ed., and |I. Jacobs, Ed.,
"HTML 4.01 Specification”, Wrld Wde Wb Consortium
Recommendat i on REC- ht nl 401- 19991224, Decenber 1999,
<htt p:// ww. w3. or g/ TR/ 1999/ REC- ht ml 401- 19991224>,

8.2. Informative References

[ RFC1939] Mers, J. and M Rose, "Post Ofice Protocol - Version 3",
STD 53, RFC 1939, May 1996.

[ RFC3501] Crispin, M, "INTERNET MESSAGE ACCESS PROTOCOL -
VERSI ON 4rev1", RFC 3501, March 2003.

[ RFC4401] Wlliams, N, "A Pseudo-Random Function (PRF) API
Extension for the Generic Security Service Application
Program I nterface (GSS-API)", RFC 4401, February 2006.

[ RFC4648] Josefsson, S., "The Basel6, Base32, and Base64 Data
Encodi ngs", RFC 4648, Cctober 2006.

[ RFC6120] Saint-Andre, P., "Extensible Messaging and Presence

Protocol (XWMPP): Core", RFC 6120, March 2011.

W erenga, et al. St andards Track [ Page 21]



RFC 6595 A SASL and GSS- APl Mechani sm for SAML April 2012

Appendi x A.  Acknow edgrent s

The authors would like to thank Scott Cantor, Joe Hildebrand, Josh
Howl ett, Leif Johansson, Thomas Lenggenhager, Di ego Lopez, Hank
Maul di n, RL "Bob" Mrgan, Stefan Plug, and Hannes Tschofenig for
their review and contributions.

Aut hors’ Addr esses

Kl aas W er enga

Ci sco Systens, Inc.
Haar | er bergweg 13-19
1101 CH Ansterdam
The Net herl ands

Phone: +31 20 357 1752
EMai | : kl aas@i sco. com

Eli ot Lear

Cisco Systenms GrbH
Ri chtistrasse 7

CH 8304 Wal lisellen
Swi t zer | and

Phone: +41 44 878 9200
EMail: | ear @i sco. com

Si non Josef sson

SJD AB

Johan d of Wallins vag 13
Solna 171 64

Sweden
EMai | : sinon@ osefsson. org
URI : http://josefsson. org/

W erenga, et al. St andards Track [ Page 22]



