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Abst r act

Thi s docunent specifies the payload format for packetization of KLV
(Key- Lengt h- Val ue) Encoded Data, as defined by the Society of Mdtion
Pi cture and Tel evi si on Engi neers (SMPTE) in SMPTE ST 336, into the
Real -time Transport Protocol (RTP)
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This docunent is a product of the Internet Engi neering Task Force
(IETF). It represents the consensus of the I ETF comunity. |t has
recei ved public review and has been approved for publication by the
I nternet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741.

I nformation about the current status of this docunent, any errata,
and how to provide feedback on it nmay be obtai ned at
http://ww. rfc-editor.org/infol/rfc6597
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This docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
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include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided w thout warranty as
described in the Sinplified BSD License.
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I nt roducti on

Thi s docunent specifies the payload format for packetization of KLV
(Key- Lengt h- Val ue) Encoded Data, as defined by the Society of Mdtion
Pi cture and Tel evi si on Engi neers (SMPTE) in [ SMPTE-ST336], into the
Real -time Transport Protocol (RTP) [RFC3550].

The payload format is defined in such a way that arbitrary KLV data
can be carried. No restrictions are placed on which KLV data keys
can be used.

A brief description of SMPTE ST 336, "Data Encodi ng Protocol Using
Key- Lengt h-Val ue", is given. The payload format itself, including
use of the RTP header fields, is specified in Section 4. The nedia
type and | ANA considerations are al so described. This docunent
concludes with security considerations relevant to this payl oad
fornat .
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2.

Conventions, Definitions, and Acronyns

The term "Universal Label Key" is used in this docunment to refer to a
fixed-l1ength, 16-byte SMPTE-adni ni stered Universal Label (see
[ SMPTE- ST298]) that is used as an identifying key in a KLV item

The term "KLV itent is used in this docunent to refer to one single
Uni versal Label Key, length, and value triplet encoded as described
in [ SMPTE- ST336] .

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "COPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

Medi a For mat Backgr ound

[ SMPTE- ST336], "Data Encodi ng Protocol Using Key-Length-Val ue”
defines a byte-level data encoding protocol for representing data
itenms and data groups. This encoding protocol definition is

i ndependent of the application or transportation nmethod used.

SMPTE ST 336 data encoding can be applied to a wide variety of binary
data. This encoding has been used to provide diverse and rich

net adat a sets that describe or enhance associ ated video
presentations. Use of SMPTE ST 336 encoded netadata in conjunction
with video has enabled inprovenments in nultinedia presentations,
content managenent and distribution, archival and retrieval, and
producti on wor kf | ow.

The SMPTE ST 336 standard defines a KLV triplet as a data interchange
protocol for data itens or data groups where the Key identifies the
data, the Length specifies the length of the data, and the Value is
the data itself. The KLV protocol provides a conmmon interchange
point for all conpliant applications irrespective of the nethod of

i npl enmentation or transport.

The Key of a KLV triplet (a Universal Label Key) is coded using a
fixed-1ength 16-byte SMPTE-admi ni stered Universal Label

[ SMPTE- ST298] further details the structure of 16-byte SMPTE-
adm ni stered Universal Labels. Universal Label Keys are nmintained
in registries published by SMPTE (see, for exanple, [SMPTE-ST335] and
[ SMPTE- RP210] ) .
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The standard al so provides nethods for conbining associ ated KLV
triplets in data sets where the set of KLV triplets is itself coded
with the KLV data coding protocol. Such sets can be coded in either
full form (Universal Sets) or one of four increasingly bit-efficient
forns (A obal Sets, Local Sets, Variable Length Packs, and Defi ned
Length Packs). The standard provides a definition of each of these
data constructs.

Additionally, the standard defines the use of KLV coding to provide a
means to carry information that is registered with a non- SMPTE
ext ernal agency.

4. Payl oad For nat

The main goal of the payload format design for SMPTE ST 336 data is
to provide carriage of SMPTE ST 336 data over RTP in a sinple, yet
robust manner. All forns of SMPTE ST 336 data can be carried by the
payl oad format. The payload fornmat maintains sinplicity by using
only the standard RTP headers and not defining any payl oad headers.

SMPTE ST 336 KLV data is broken into KLVunits. A KLVunit is sinply a
| ogi cal grouping of otherw se unframed KLV data, grouped based on
source data timng (see Section 4.2.1). Each KLVunit is then placed
into one or nore RTP packet payloads. The RTP header marker bit is
used to assist receivers in |locating the boundaries of KLVunits.
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4.

4.

4.

1. RTP Header Usage

Thi s payl oad format uses the RTP packet header fields as described in
the tabl e bel ow

The RTP Tinmestanp encodes the instant along a
presentation tineline that the entire KLVunit encoded
in the packet payload is to be presented. When one
KLVunit is placed in nultiple RTP packets, the RTP
timestanp of all packets conprising that KLVunit MJST
be the same. The timestanp clock frequency is
defined as a paraneter to the payl oad fornmat

(Section 6).

| | |
| | |
| | |
| | |
| | |
| | |
| | |
] :
| Mbit | The RTP header marker bit (M is used to demarcate
| | KLVunits. Senders MUST set the marker bit to "1 for

| | any RTP packet that contains the final byte of a |
| | KLvunit. For all other packets, senders MJST set the

| | RTP header nmarker bit to '0’". This allows receivers

| | to pass a KLVunit for parsing/decoding i mediately

| | upon receipt of the |last RTP packet conprising the

| | KLVunit. Wthout this, a receiver would need to wait |
| | for the next RTP packet with a different tinmestanp to

| | arrive, thus signaling the end of one KLVunit and the

| | start of another. |

The renai ni ng RTP header fields are used as specified in [ RFC3550].
2. Payload Data
2.1. The KLVunit

A KLVunit is a logical collection of all KLV itens that are to be
presented at a specific time. A KLVunit is conprised of one or nore
KLV items. Compound itens (sets, packs) are allowed as per

[ SMPTE- ST336], but the contents of a conpound item MJST NOT be split
across two KLVunits. Miltiple KLV itens in a KLVunit occur one after
another with no padding or stuffing between itens.
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4.2.2. KLVunit Mpping to RTP Packet Payl oad

An RTP packet payl oad SHALL contain one, and only one, KLVunit or a
fragment thereof. KLVunits small enough to fit into a single RTP
packet (RTP packet size is up to the inplenmentation but should

consi der underlying transport/network factors such as MIu
limtations) are placed directly into the payl oad of the RTP packet,
with the first byte of the KLVunit (which is the first byte of a KLV
Uni versal Label Key) being the first byte of the RTP packet payl oad.

KLVunits too large to fit into a single RTP packet payload MAY span
nmul ti pl e RTP packet payloads. Wen this is done, the KLVunit data
MUST be sent in sequential byte order, such that when all RTP packets
conprising the KLVunit are arranged in sequence nunber order
concatenati ng the payl oad data together exactly reproduces the
original KLVunit.

Additionally, when a KLVunit is fragnented across nultiple RTP
packets, all RTP packets transporting the fragnents of a KLVunit MJST
have t he sane tinmestanp.

KLVunits are bounded with changes in RTP packet tinestanps. The
marker (M bit in the RTP packet headers marks the | ast RTP packet
conprising a KLVunit (see Section 4.1).

4.3. Inplenmentation Considerations

4.3.1. Loss of Data
RTP is generally deployed in network environnents where packet |oss
m ght occur. RTP header fields enable detection of |ost packets, as
described in [RFC3550]. When transnmitting payl oad data described by

this payl oad format, packet |oss can cause the |oss of whole KLVunits
or portions thereof.
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4.3.1.1. Damaged KLVunits

A damaged KLVunit is any KLVunit that was carried in one or nore RTP
packets that have been lost. When a |ost packet is detected (through
use of the sequence nunber header field), the receiver

0 MJST consider the KLVunit partially received before a | ost packet
as damaged. This damaged KLVunit includes all packets prior to
the I ost one (in sequence nunber order) back to, but not
i ncludi ng, the npst recent packet in which the Mbit in the RTP
header was set to '71

0 MJST consider the first KLVunit received after a | ost packet as
damaged. This danaged KLVunit includes the first packet after the
| ost one (in sequence nunber order) and, if the first packet has
its Mbit in the RTP header set to "0, all subsequent packets up
to and including the next one with the Mbit in the RTP header set
to "1

The above applies, regardless of the Mbit value in the RTP header of
the | ost packet itself. This enables very basic receivers to | ook
solely at the Mbit to determ ne the outer boundaries of danaged
KLVunits. For exanple, when a packet with the Mbit set to "1 is

|l ost, the KLVunit that the | ost packet would have terninated is

consi dered danaged, as is the KLVunit conprised of packets received
subsequent to the | ost packet (up to and including the next received
packet with the Mbit set to '1').

Downs & Arbeiter St andards Track [ Page 7]



RFC 6597 RTP Format for SMPTE ST 336 Data April 2012

The exanple below illustrates how a receiver would handl e a | ost
packet in another possible packet sequence:

[ S B TS + S +
| RTP Hdr | Data | |
[ SR —-— S + [ +
| ts = 30 | KLV KLV ... | | | >--+
| M=1 | | |
| seq =5 | KLV KLV | | |
[ S B TS + S +
Last RTP pkt for time 30 Lost RTP Pkt
(seq = 6) I
NSNS, +
|
| [ S B TS + [ S B TS +
| | RTP Hdr | Dat a | | RTP Hdr | Dat a
| Fomm e e o S + Fomm e e o S +
+--> | ts =45 | KLV KLV ... | | ts =45 ] . KLV . | >---+
| M=0 | | | M=1 | | |
| seq =7 | KLV . | | seq = 8 | KLV KLV |
[ S B TS + [ S B TS + |
RTP pkt for time 45 Last RTP pkt for time 45 |
KLVunit carried in these two packets is "danmaged" |
|
N N N NN +
|
| [ S B TS +
| | RTP Hdr | Dat a |
| Fommm e a - Fomm e a +
+--> | ts =55 | KLV KLV ...
| M=1 | |
| seq = 9 | KLV |
[ S B TS +

Last and only RTP pkt
for time 55

In this exanple, the packets with sequence nunbers 7 and 8 contain
portions of a KLVunit with a tinestanp of 45. This KLVunit is
consi dered "damaged" due to the m ssing RTP packet with sequence
nunber 6, which m ght have been part of this KLVunit. The KLVunit
for tinestanp 30 (ended in packet with sequence nunber 5) is
unaffected by the nissing packet. The KLVunit for tinmestanp 55,
carried in the packet with sequence nunber 9, is also unaffected by
the missing packet and is considered conplete and intact.
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4.3.1.2. Treatnent of Damaged KLVunits

SMPTE ST 336 KLV data streans are built in such a way that it is
possible to partially recover fromerrors or mssing data in a
stream Exact specifics of how damaged KLVunits are handled are left
to each inplenentation, as different inplenentations can have
differing capabilities and robustness in their downstream KLV payl oad
processing. Because sone inplenentations can be particularly limted
in their capacity to handl e damaged KLVunits, receivers MAY drop
damaged KLVunits entirely.

5. Congestion Contro
The general congestion control considerations for transporting RTP
data apply; see RTP [ RFC3550] and any applicable RTP profile, like
AVP [ RFC3551] .
Further, SMPTE ST 336 data can be encoded in different schenes that
reduce the overhead associated with individual data itens within the
overall stream SMPTE ST 336 grouping constructs, such as local sets
and data packs, provide a nmechanismto reduce bandw dth requirenents.
6. Payl oad Format Paraneters
This RTP payload format is identified using the application/snpte336m
medi a type, which is registered in accordance with [ RFC4855], and
using the tenplate of [RFC4288].
6.1. Media Type Definition
Type nane: application
Subt ype name: snpt e336m
Requi red paraneters
rate: RTP tinestanp clock rate. Typically chosen based on
sampling rate of netadata being transmitted, but other rates
can be specified.
Optional paraneters: None

Encodi ng considerations: This nedia type is franed and bi nary; see
Section 4.8 of [RFC4288].

Security considerations: See Section 8 of RFC 6597.
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Interoperability considerations: Data itenms in snpte336m can be very
di verse. Receivers night only be capable of interpreting a subset
of the possible data itemnms; unrecognized itens are skipped.
Agreement on data itens to be used out of band, via application
profile or simlar, is typical.

Publ i shed specification: RFC 6597

Applications that use this nedia type: Stream ng of netadata
associ ated with simultaneously streanmed video and transmi ssion of
[ SMPTE- ST336] - based nedia formats (e.g., Material Exchange Format
(MXF) [ SMPTE-ST377]).

Addi tional Information: none

Person & email address to contact for further information: J. Downs
<j ef f _downs@artech. conr; | ETF Payl oad Working G oup
<payl oad@et f. org>

I nt ended usage: COVMON

Restrictions on usage: This nmedia type depends on RTP fram ng, and
hence is only defined for transfer via RTP ([ RFC3550]). Transport
within other fram ng protocols is not defined at this tine.

Aut hor :
J. Downs <jeff_downs@artech. conr

J. Arbeiter <jinsgti @nuail.conpr

Change controller: |ETF Payl oad working group del egated fromthe
| ESG

6.2. Mapping to SDP

The mappi ng of the above defined payload fornmat nedia type and its
paraneters SHALL be done according to Section 3 of [RFC4855].

6.2.1. O fer/Answer Mdel and Decl arative Considerations

This payload format has no configuration or optional fornat
paraneters. Thus, when offering SMPTE ST 336 Encoded Data over RTP
usi ng the Session Description Protocol (SDP) in an O fer/Answer nodel
[ RFC3264] or in a declarative manner (e.g., SDP in the Real -Tine
Stream ng Protocol (RTSP) [RFC2326] or the Session Announcenent
Protocol (SAP) [RFC2974]), there are no specific considerations.
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7.

| ANA Consi der ati ons

| ANA has registered application/snpte336m as specified in

Section 6.1. The nmedia type has been added to the | ANA registry for
"RTP Payl oad Format nedia types”
(http://ww.iana. org/assi gnnments/rtp-paraneters).

Security Considerations

RTP packets using the payload format defined in this specification
are subject to the security considerations discussed in the RTP
specification [ RFC3550], and in any applicable RTP profile. The nmin
security considerations for the RTP packet carrying the RTP payl oad
format defined within this neno are confidentiality, integrity, and
source authenticity. Confidentiality is achieved by encryption of
the RTP payload. Integrity of the RTP packets is achieved through a
sui tabl e cryptographic integrity protection mechanism Cryptographic
systens may al so allow the authentication of the source of the

payl oad. A suitable security nechanismfor this RTP payl oad fornat
shoul d provide confidentiality, integrity protection, and at |east
source authentication capable of determ ning whether or not an RTP
packet is froma nmenber of the RTP session.

Note that the appropriate nechanismto provide security to RTP and
payl oads following this neno may vary. |t is dependent on the
application, the transport, and the signaling protocol enployed.
Therefore, a single mechanismis not sufficient, although if suitable
the usage of the Secure Real -tinme Transport Protocol (SRTP) [RFC3711]
is recomrended. O her nechanisns that may be used are | Psec

[ RFC4301] and Transport Layer Security (TLS) [RFC5246] (RTP over
TCP), but other alternatives may exist as well.

This RTP payl oad format presents the possibility for significant
non-uni formty in the receiver-side conputational conplexity during
processi ng of SMPTE ST 336 payl oad data. Because the |ength of SMPTE
ST 336 encoded data itens is essentially unbounded, receivers nust
take care when allocating resources used in processing. It is easy
to construct pathol ogical data that woul d cause a nai ve decoder to

al l ocate | arge anounts of resources, resulting in denial-of-service
threats. Receivers SHOULD place linits on resource allocation that
are within the bounds set forth by any application profile in use.

This RTP payl oad fornmat does not contain any inherently active
content. However, individual SMPTE ST 336 KLV itens coul d be defined
to convey active content in a particular application. Therefore,
recei vers capabl e of decoding and interpreting such data itens shoul d
use appropriate caution and security practices. In particular
accepting active content fromstreans that |ack authenticity or
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integrity protection nmechani sns places a receiver at risk of attacks
usi ng spoof ed packets. Receivers not capable of decodi ng such data
items are not at risk; unknown data itens are skipped over and

di scarded according to SMPTE ST 336 processing rules.
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