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Abstract

For extending the lifetime of a nobility session, the Proxy Mbile

| Pv6 specification requires the nobile access gateway to send a Proxy
Bi ndi ng Update nmessage to the local nobility anchor on a per-session
basis. In the absence of signaling semantics for performng
operations with group-specific scope, this results in a significant
anmount of signaling traffic on a periodic basis between a given
nmobi | e access gateway and a | ocal nobility anchor. This docunent
defines optinizations to the binding update and revocati on operations
in Proxy Mbile IPv6 for perforning operations with group-specific
scope with the use of a group identifier.
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1. Introduction

The Proxy Mobile I Pv6 base specification [ RFC5213] requires the
Mobil e Node Identifier option to be present in the nobility signaling
messages, such as in the Proxy Binding Update (PBU) and Proxy Binding
Acknowl edgenent (PBA) nessages. It essentially limts the
operational scope of the binding update operation to a single
mobility session. These signaling nessages |ack the capability to
identify a group of nobility sessions, so the operations related to
bi ndi ng update and revocati on can be perforned on all the nobility
sessions that are part of that group

There is a need to have semantics for associating a group identity to
a mobility session, so the scope of the operations related to binding
update and revocation can be extended to all the nobility sessions
identified by the group identifier. The group identifier therefore
provi des a considerably inproved nechani smfor protocol operations
that would otherwise require nultiple atonic transactions on a per-
nmobi | i ty-session basis. Followi ng are sone of the use cases where
the group identifier can be used.

0 For extending the lifetine of a nobility session, the nobile
access gateway (MAG periodically sends a Proxy Binding Update
message to the local nobility anchor (LMA) on a per-session basis
This process can be optim zed by allowing the nobile access
gateway to send a single Proxy Binding Update [ RFC5213] nessage
for a group of nmobility sessions identified by a group identifier
Upon accepting the request, the local nobility anchor can update
the lifetinme of all the nobility sessions that are part of that

group.

0 On detecting the failure of a specific service card, a |loca
nmobi lity anchor, or a nobile access gateway service hosted on
bl ade architecture system can potentially request the peer to
revoke all the sessions identified by a common group identifier
that are hosted on that service card. Potentially, a single
Bi ndi ng Revocation |Indication [ RFC5846] nessage carrying the group
identifier can be used to revoke all the sessions hosted on that
service card, which otherwi se needs to be handl ed on a per-session
basi s.

This docunent defines a new nobility option, the Mbile Node G oup
Identifier option, and the extensions to procedures related to

bi ndi ng update and bi nding revocation for perforning binding
operations with group-specific scope.
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2. Conventions and Term nol ogy
2.1. Conventions

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "COPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

2.2. Term nol ogy

Al'l the nobility-related ternms used in this docunent are to be
interpreted as defined in the base Proxy Mbile | Pv6 specifications
[ RFC5213] and [ RFC5844]. Additionally, this docunent uses the

foll owi ng terns:

Bul k Bi ndi ng Update

A bi ndi ng update operation that has group-specific scope. A

bi ndi ng operation is associated with a specific nobility session
However, a bul k binding update operation is associated wth
multiple nmobility sessions. This operation is not relevant for
new nobility session creation

Bul k Bi ndi ng Update Group

A group of nmobility sessions that are part of the same |ogica
group and therefore share a conmon group identifier. This group
is the bul k binding update group. This bul k bi ndi ng update group
is maintained by both the nobile access gateway and the | oca

nmobi lity anchor, and the grouping logic is local to that node. A
nmobility session can therefore be identified by two bul k binding
update group identifiers, one specific group created by the nobile
access gateway and the other specific group created by the loca
mobi l ity anchor. The bul k binding update group identifiers are
exchanged as part of the initial nobility session creation. The
mobility entities thereafter can performoperations related to

bi ndi ng update such as lifetinme extension and revocation
operations on an entire bul k binding update group identified by
the group identifier

3. Bulk Binding Update Overview

3.1. Mtivation
In a typical Proxy Mbile |Pv6 domain, a local nmobility anchor serves
mul tiple nmobil e access gateways, and the capacity of that node with

respect to the nunber of nobility sessions that it can host is quite
high, typically in the order of a fewmnmllions. As the nunber of
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nmobi lity sessions hosted by a local nobility anchor goes up, so does
the amount of signaling traffic related to periodic binding update
traffic.

The currently specified approach of the binding update procedure for
extending the lifetinmes of nultiple nobility sessions (where the
nobi | e access gateway is required to send a uni que bindi ng update
message for each nobility session even when there is no change to the
session state) is inefficient or sub-optimal. These periodic binding
updat e nessages consunme a significant anmount of network resources at
both the peers, in terms of processing power and network bandwi dt h.
There is an opportunity to optim ze the signaling procedures by
allowing the local nobility anchor and the nobile access gateway to
perform bul k bi nding update operations. This document specifies
extensions to Proxy Mbile I Pv6 signaling for perforning binding
update and revocation operations on a group of nobility sessions.
These extensions do not take away the existing functionality of
perform ng binding operations on a single nobility session.

3.2. Ceneral Operation

The bul k bi ndi ng update nechani sm specified in this docunment all ows
the nobil e access gateway and the |local nobility anchor to perform

bi ndi ng update and revocation operations on a group of nmobility
sessions. As part of the initial signaling during nobility session
establishnent, the local nobility anchor and the nobile access

gat eway exchange the respective bul k binding update group identifiers
for that nmobility session. Subsequently, both the peers can perform
bul k operations on those groups by presenting the bul k bi ndi ng update
group identifier in the signaling nessages.

When sending a Proxy Binding Update nessage after detecting a new
nmobi |l e node on its access link, a nobile access gateway can request
the I ocal nobility anchor to assign a bul k binding update group
identifier for the nobile node’s nobility session. This is indicated
by setting the (B) flag in the Proxy Binding Update to a val ue of

(1). The nobile access gateway will al so assign a bul k binding
update group identifier (or it nmay assign a default bul k binding
update group - ALL-SESSIONS) and include that in the Mbile Node
Goup ldentifier option.

Upon accepting the request, the local nobility anchor will group the
nmobility session to a specific bulk binding update group (or it may
assign it to the default bul k bindi ng update group - ALL- SESSI ONS)
and return this bulk binding update group identifier in a Proxy

Bi ndi ng Acknowl edgenment nessage. It will also set the (B) flag in
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the Proxy Bi ndi ng Acknow edgenent nessage to a value of (1). The
bul k bi nding update group identifier is carried in the Mbile Node
Group ldentifier option, described in Section 4.3.

Once the bul k binding update group identifiers are exchanged, the

| ocal nobility anchor and the nobile access gateway can perform

bi ndi ng operations on those entire groups, by including the bulk

bi ndi ng update group identifier in the signaling nessages. For
exanpl e, the nobile access gateway can extend the lifetine of all the
mobility sessions that are part of a group by sending a single Proxy
Bi ndi ng Update nmessage with that bul k bi ndi ng update group
identifier. Simlarly, the local nobility anchor can revoke all the
nmobility sessions that are part of a group by including that group
identifier in the Proxy Binding Revocation nessage. Wen initiating
bul k bi ndi ng update operations on a group of nobility sessions, the
group identifier that is carried in the Mbile Node Goup ldentifier
option is always the identifier of the local group, and not the
identifier of the group on the peer

Figure 1 explains the operational sequence of the bul k bindi ng update

and revocation operations on a group of nobile nodes (M\1, M\2, and
MN3) .
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Fi gure 1: Exchange of Group ldentifier

0 (1) to (2): The MAG detects the nobile node’s (M\N1) attachment to
the access link. The MAG groups the nobile node to a specific
bul k bi ndi ng update group, (ML). The MAG notifies this group
identifier to the LMA by including it in the Mbile Node G oup
Identifier option of the PBU nessage.

0 (3): Upon accepting the PBU, the LMA creates a nobility session
and groups the mobility session to a specific bul k binding update
group, (L1). The LMA updates the nobile node’ s Binding Cache
entry to include the bul k binding update group identifier, (L1),
and the bul k binding update group identifier presented by the MAG
(ML). The LMA also notifies the MAG about the bul k binding update
group identifier (L1), by including it in the PBA
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o0 (4) to (5): Upon receiving the PBA the MAG updates the Binding
Update List entry for that nmobility session to include the bul k
bi ndi ng update group identifiers (L1) and (ML). At this point,
both the LMA and MAG are aware of the nobile node’s bul k binding
update group identifiers assigned by the peers.

0o (6) to (9): The above steps (1 through 5) are repeated here for
M\2 and MN3; details are onmitted. At the end of step (9), the MAG
conpl etes the signaling with the LMA. The MAG assigns the nobile
nodes M2 and MN3 to bul k bindi ng update groups (ML) and (M)
respectively, while the LMA assigns themboth to the same bul k
bi ndi ng update group, (L1).

0o At this point, LMA has assigned MN1, M\2, and MN3 to the bul k
bi ndi ng update group (L1), while the MAG has assigned MN1 and M\2
to group (ML) and MN3 to group (M2). Both peers can now perform
bi ndi ng operations on a group of nobility sessions identified by
the respective bul k binding update group identifier

o (10) to (13): The MAG sends a Proxy Bindi ng Update nessage for
extending the lifetinme of all the nobility sessions that are part
of the bul k binding update group (M). It includes the bulk
bi ndi ng update group identifier (ML) in the PBU Upon accepting
the PBU, the LMA extends the lifetime of both MN1 and M\2, which
are part of the group (M).

0 (14) to (17): The LMA decides to revoke all the sessions that are
part of bul k bindi ng update group (L1). The LMA sends a Binding
Revocation Indication (BRI) nmessage with the bul k bi ndi ng update
group identifier (L1). Upon accepting the BRI nessage, the MAG
revokes all the MN1, M\N2, and MN3 nobility sessions, which are
part of that bul k binding update group (L1), and sends a Bindi ng
Revocati on Acknow edgenent (BRA) [ RFC5846] nessage.

4. Message Formats

This section identifies the extensions to Proxy Mbile | Pv6 signaling
messages that are required for supporting this specification
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4.1. Extensions to Proxy Binding Update Message

0 1 2 3

01234567890123456789012345678901
B il i S S S S S T S S

| Sequence # |
+- 4o+ i S i T S S S it St SN SN S
AIH LI KIMR P| F| T| Bl Reserved | Lifetinme |
+-4-+ e S s i S i i S O b o e

I

Mobility options
|

B e e i o e S e e i S S T e R i ik T TR o S S S e
Figure 2: Extensions to Proxy Binding Update Message

A new flag, the Bul k-Bi ndi ng-Update flag (B), is defined in the Proxy
Bi ndi ng Update nmessage specified in [RFC5213]. The bit val ue of

Bul k- Bi ndi ng-Update flag (B) in the flags field of the nessage will
be 0x0040.

I f the Bul k-Bi ndi ng-Update flag (B) is set to a value of (1), it
inforns the local nobility anchor to enabl e bul k bi ndi ng update
support for the nobility session associated with this nessage. |If
the (B) flag is set to a value of (0), the local nobility anchor MJST
exclude the nobility session associated with this nessage from any
bul k- bi ndi ng-rel ated operations and any bi ndi ng update, or binding
revocation operations with bul k-specific scope will not be rel evant
to that nobility session

This flag is relevant only for Proxy Mbile IPv6 and therefore MJST
be set to the value of (0) when the (P) flag is set to a value of

(0).
Al'l other fields in the Proxy Binding Update nessage and the nobility

options that can be carried in the nessage conformto the appropriate
speci fications.
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4.2. Extensions to Proxy Binding Acknow edgenent Message

0 1 2 3
01234567890123456789012345678901
B il i S S S S S T S S
| St at us | KIR P] T| Bl Res. |
B s S S i i i ks a ks st S S S S S S
| Sequence # | Lifetine |
R R R R e e s o S e R S S S S S S e e e e e
| |
Mobility options
| |

B e e i o e S e e i S S T e R i ik T TR o S S S e
Figure 3: Extensions to Proxy Binding Acknow edgenent Message

A new flag, the Bul k-Bi ndi ng-Update flag (B), is defined in the Proxy
Bi ndi ng Acknowl edgenment nessage specified in [RFC5213]. The bit

val ue of Bul k-Bi ndi ng-Update flag (B) in the flags field of the
message i s 0x08.

I f the Bul k-Bi ndi ng-Update flag (B) is set to a value of (1), it
serves as an indication to the nobile access gateway that the | oca
nmobi l ity anchor has enabl ed bul k bi ndi ng update support for the
mobility session associated with this nessage. The value of the flag
MUST be set to the value of (0) if the value of the (B) flag in the
Proxy Bi ndi ng Update nessage that it received fromthe nobile access
gateway was set to a value of (0).

This flag is relevant only for Proxy Mbile IPv6 and therefore MJST
be set to a value of (0) when the (P) flag is set to a value of (0).

Al'l other fields in the Proxy Bindi ng Acknow edgenent nmessage and the
nmobility options that can be carried in the nessage conformto the
appropriate specifications.

4.3. Mbile Node Goup Identifier Option

A new option, the Mbile Node Goup lIdentifier option, is defined for
use in Proxy Mobile I Pv6 signaling nmessages exchanged between a | oca
nmobi l ity anchor and a nobile access gateway. This option is used for
carrying the nmobile node’s group identifier. There can be multiple

i nstances of this option in a given signaling nessage; however, each
of the instances SHOULD have a different sub-type value. This option
is a generic option, and this specification uses only the sub-type
val ue of (1).
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4.4,

Abi

The type value for this option is 50.
9 8901
- +- R N
Sub-t ype

i S S ik Sir S N N

hmblle Node Group ldentifier
T R s I I NI S e I otk o EIE D S R S R i T R P R it et R R

34567
R
h |
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23456
I
|
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+ r'+ or
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| ngt

+- -4+
I
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Figure 4: Mbile Node Group Identifier Option

Type
<50>

Length
This is an 8-bit unsigned integer indicating the length in octets
of this option, excluding the type and length fields. The value
for this field MUST be set to a value of (6).

Sub-t ype
This 8-bit field identifies the specific nobile node’s group type.
Thi s nunber space will be managed by the I ANA. The sub-type val ue
of (1) is reserved for the Bul k Binding Update G oup.

Reserved
This 8-bit field is unused for now The value MJST be initialized
to (0) by the sender and MJST be ignored by the receiver.

Mobi | e Node Group Identifier
This 32-bit field contains the nobile node’s group identifier
The value of (0) is reserved and SHOULD NOT be used. The val ue of
(1) ALL-SESSIONS is the default group of all nobility sessions
est abl i shed between a given | ocal nobility anchor and a nobile
access gateway.

St at us Codes

Thi s docunent defines the followi ng new status code values for use in
the Proxy Bindi ng Acknow edgenent nessage. These val ues have been

al l ocated fromthe sanme nunber space as defined in Section 6.1.8 of

[ RFC6275] .

| NVALI D_MOBI LE_NODE_GROUP_I| DENTI FI ER. 175

Invalid group identifier value in the request
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5. Protocol Considerations
5.1. MAG Consi derations

The following are the considerations relevant to the nobil e access
gat eway when supporting this specification

5.1.1. Extensions to Binding Update List Entry Data Structure

The conceptual Binding Update List entry data structure maintai ned by
the nmobil e access gateway, described in Section 6.1 of [RFC5213], is
extended to include the followi ng REQU RED additional fields:

o MAG Bul k- Bi ndi ng- Updat e- G oup-1d
This is the bul k binding update group identifier assigned by this
nmobi | e access gateway for this nobility session. It is a 32-bit
unsigned integer. This identifier is not globally unique within a
Proxy Mobile | Pv6 domain; the same group identifier value nay be
used by ot her nodes.

0 LMA- Bul k- Bi ndi ng- Updat e- G oup-1d
This is the bul k binding update group identifier assigned by the
| ocal nobility anchor for this nobility session. It is a 32-bit
unsigned integer. This identifier is received in the Mbile Node
Group Identifier option of the Proxy Bindi ng Acknow edgenent
nmessage. This identifier is not globally unique within a Proxy
Mobil e | Pv6 domai n; the sane group identifier value nay be used by
ot her nodes.

5.1.2. Requesting Bul k Binding Update Support for a Mbility Session

The following are the considerations for the nobile access gateway
for requesting bul k binding update support for a nobility session

0 \When sending a Proxy Binding Update nessage to the local nobility
anchor, the nobile access gateway can choose to request that the
| ocal nobility anchor enabl e bul k bi ndi ng update support for the
nmobi lity session associated with that Proxy Bi nding Update
request. When naki ng such request, the Bul k-Bi ndi ng- Update fl ag
(B) in the request MJST be set to a value of (1) and the Mbile
Node Goup ldentifier option MIST be present. The decision to
request bul k bi ndi ng update support for a nobile node is a matter
of local policy at the nobile access gateway and is controlled by
the configuration variable
Request Bul kBi ndi ngUpdat eSupport For Mbbi | it ySessi on
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0 The nobile access gateway MJST assign a bul k bi ndi ng update group
identifier for the nobility session. Considerations on how the
nmobi | e access gateway assigns a group identifier to a nobility
session is outside the scope of this docunent. This group
identifier can be unique to the service card on which the nobility
session is hosted or based on other grouping considerations. Wen
no such group assignnent is done, the nobile access gateway SHOULD
assign the default group identifier value of (ALL-SESSIONS). This
assigned group identifier value MIST be present in the Mbile Node
G oup ldentifier option, and the sub-type value in the option MJST
be set to the value of (1) (Bulk Binding Update G oup).

o |If the received Proxy Binding Acknow edgenent nessage has the
status code value set to (0) (Proxy Binding Update accepted) and
t he Bul k- Bi ndi ng-Update flag (B) set to a value of (0), in
response to a Proxy Binding Update request with the Bul k- Bi ndi ng-
Update flag (B) set to a value of (1), it is an indication that
the I ocal nobility anchor has denied the request for enabling bul k
bi ndi ng update support for that nobility session and that the
mobility session is not associated with any bul k bi ndi ng update
group. The nobile access gateway SHOULD set the bul k bi ndi ng
update group identifier values LMA-Bul k-Bi ndi ng- Updat e- G oup-1d
and MAG Bul k- Bi ndi ng- Updat e-G oup-1d to (0) in the Binding Update
List entry for that nobility session. Furthernore, the nobility
session shoul d be excluded from any bul k bi ndi ng update
operations.

o If the received Proxy Bi nding Acknow edgenment nessage has the
status code value set to (0) (Proxy Binding Update accepted) and
t he Bul k- Bi ndi ng-Update flag (B) in the reply is set to a val ue of
(1), it is an indication that the | ocal nmobility anchor has
accepted the request to all ow bul k bindi ng update support for that
nmobility session. Furthernore, the Mbile Node Goup Identifier
option in the reply, with the sub-type value of (1) (Bulk Binding
Update Group), contains the bulk binding update group identifier
for that nobility session assigned by the local nobility anchor
The nobil e access gateway MJST update the LMA-Bul k- Bi ndi ng- Updat e-
Group-1d and MAG Bul k- Bi ndi ng- Updat e- G oup-1d paraneters in the
Bi ndi ng Update List entry for that nobility session. However, if
the recei ved Proxy Bi ndi ng Acknow edgenment nessage has the Bul k-
Bi ndi ng- Update flag (B) set to a value of (1), but the Mdbile Node
Group ldentifier option is not present, the nmessage MJST be
consi dered mal forned and i gnor ed.

o If, at any point in time, the nobile access gateway chooses to
request the local nobility anchor to disable bul k binding update
support for a nobility session, it MJST send a Proxy Binding
Update nmessage with the (B) flag set to a value of (0), and the
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5.
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3.

Mobi |l e Node Group Identifier option MJUST NOT be present. This
message is sent as a nornal binding update request for lifetine
extension. Requirenments from Section 6.9.1 of [RFC5213] apply.
Furt hernmore, the nobile access gateway MJST update the Binding
Update List entry by setting the bul k binding update group

i dentifier val ues LMA-Bul k- Bi ndi ng- Updat e- G oup-1d and MAG Bul k-
Bi ndi ng- Update- G oup-1d to (0), and the nobility session MJST be
excluded from any bul k bi ndi ng update operati ons.

Supporting Bul k Bi ndi ng Updat es

The followi ng section identifies the considerations for a nobile
access gateway perform ng binding update and revocati on operations
wi th group-specific scope.

(0]

For extending the lifetime of all nobility sessions that share the
same bul k bi ndi ng update group identifier, the nobile access
gateway can choose to send a bul k bindi ng update request. To nake
such a request, it can send a Proxy Bindi ng Update nessage to the
| ocal nmobility anchor, including the Mbile Node Group Identifier
option with the sub-type value of (1) (Bul k Bi ndi ng Update G oup)
and with the Bul k-Bi ndi ng-Update flag (B) set to a value of (0).
The identifier value in the option MIST be set to the bul k bi ndi ng
update group identifier of the group for which bul k binding update
operation is being requested. The nessage MUST NOT include any

i ndi vi dual session identifiers such as the Mbile Node Identifier
option [ RFC4283], the Honme Network Prefix option [ RFC5213], the

| Pv4 Home Address Request option [ RFC5844], or the GRE Key option
[ RFC5845]. Al the considerations from Section 5.3.3 of [ RFC5213]
MUST be foll owed when sending the bul k bindi ng update request,
with the exception related to the use of Mobile Node G oup
Identifier option in place of the individual session identifiers
(Mobil e Node ldentifier option, Home Network Prefix option, GRE
Key option, and | Pv4 Home Address Request option).

When requesting binding revocation for all the sessions that share
the sane bul k binding update group identifier, the nobile access
gateway can choose to send a bulk revocation request. To nake
such a request, it can send a Binding Revocation Indication
nmessage [ RFC5846] to the local nmobility anchor, including the
Mobi |l e Node Group Identifier option with the sub-type value of (1)
(Bul k Binding Update Group). The identifier value in the option
MUST be set to the bul k binding update group identifier of the
group for which bul k binding update operation is being requested.
The message MJST NOT include any individual session identifiers
such as the Mbile Node Identifier option [RFC4283], the Hone

Net work Prefix option [RFC5213], the |IPv4 Hone Address Request
option [ RFC5844], or the GRE Key option [RFC5845]. Al the
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consi derations from Section 9.2 of [RFC5846] MJST be foll owed when
sendi ng the bul k bi nding update request, with the exception
related to the use of Mobile Node G oup lIdentifier option in place
of the individual session identifiers (Mbile Node Identifier
option, Home Network Prefix option, GRE Key option, |Pv4 Hone

Addr ess Request option).

0o Any tine the nobile access gateway receives a Binding Revocation
I ndi cation nessage [ RFC5846], with a Mobile Node Group Identifier
option present in the request and with the sub-type value of (1)
(Bul k Bi ndi ng Update G oup), this nessage serves as a bulk
revocation request, with the request scope for revoking of all the
nmobility sessions that are part of that bul k binding update group
specific to that local nmobility anchor and identified by the group
identifier in the Mobile Node Goup ldentifier option

0o Al the considerations from|[RFC5846] apply when processing a
bi ndi ng revocation request, except making the scope of the
operation apply to a set of nobility sessions identified by the
bul k bi nding update group identifier present in the request.

o |If the received Binding Revocation Indication nmessage includes the
Mobil e Node ldentifier option [RFC4283], the Hone Network Prefix
option [ RFC5213], the I Pv4 Hone Address Request option [ RFC5844],
or the GRE Key option [ RFC5845], the nobil e access gateway MJIST
consider this as an invalid nessage; it MJST reject the Binding
Revocation I ndication nessage and send a Bi ndi ng Revocation
Acknow edgenent nessage with the Status field set to a val ue of
128 (Bi ndi ng Does NOT Exist).

5.2. LMA Consi derations

The following are the considerations relevant to a local nobility
anchor when supporting this specification.

5.2.1. Extensions to Binding Cache Entry Data Structure
The conceptual Binding Cache entry data structure naintai ned by the
local mobility anchor, described in Section 5.1 of [RFC5213], is
extended to include the foll ow ng REQU RED additional fields.
o0 MAG Bul k- Bi ndi ng- Updat e- G oup-1d
This is the bul k binding update group identifier assigned by the
nmobi | e access gateway for this nobility session. It is a 32-bit

unsigned integer. This identifier is received in the Mbile Node
Goup Identifier option of the Proxy Binding Update nessage. This
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identifier is not globally unique within a Proxy Mbile | Pve
domai n; the sane group identifier value may be used by other
nodes.

0 LMA- Bul k- Bi ndi ng- Updat e- G oup-1d

This is the bul k binding update group identifier assigned by this
local mobility anchor for this nobility session. It is a 32-bit
unsigned integer. This identifier is not globally unique within a
Proxy Mobile | Pv6 domain; the same group identifier value may be
used by ot her nodes.

5.2.2. Enabling Bul k Binding Update Support for a Mobility Session

The |l ocal nobility anchor will process a received Proxy Binding
Updat e nmessage as specified in [ RFC5213]. However, if the (B) flag
in the received Proxy Binding Update nmessage is set to a value of (1)
and if it includes a Mbile Node Goup ldentifier option with the
sub-type val ue of (1) (Bul k Bindi ng Update G oup), the follow ng
processi ng takes pl ace:

o If the (B) flag in the received Proxy Bindi ng Update nessage is
set to a value of (1) and if the Mobile Node G oup Identifier
option is present in the request, the nessage serves as a request
to the local nmobility anchor to enabl e bul k bindi ng update support
for that nobility session.

0o Upon successful processing and acceptance of the Proxy Binding
Update, the local nobility anchor can choose to enabl e bul k
bi ndi ng update support for this nobility session. The decision
whet her to enabl e bul k bindi ng update support for that nobility
session is a matter of local policy and is controlled by the
configuration variable
Accept Bul kBi ndi ngUpdat eRegFor Mbbi | it ySessi on

o For enabling the bulk binding update support for the nobility
session, the local nobility anchor MJUST associate the nobility
session to a specific bulk binding update group locally. The
specific details on how the |local nobility anchor associates the
given nobility session to a specific bul k binding update group is
out side the scope of this docunent. The local nobility anchor can
choose to assign a default bul k binding update group identifier
val ue of (ALL-SESSIONS), indicating that all the nobility sessions
fromthat nobile access gateway are part of that group. The loca
nmobi l ity anchor SHOULD update the bul k bi ndi ng update group
identifier values in the Binding Cache entry, LMA-Bul k-Bi ndi ng-
Updat e- G oup-1d and MAG Bul k- Bi ndi ng- Updat e- Group-1d, to the
respective val ues.
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(o]

If the bul k binding update support is enabled for the nobile
node’s nobility session, the local nobility anchor MJST send the
assi gned bul k bindi ng update group identifier as part of the
Mobil e Node Group Identifier option, with the sub-type val ue of
(1) (Bulk Binding Update G oup) in the Proxy Binding

Acknowl edgenent nessage that it sends to the nobile access
gateway. The (B) flag in the Proxy Bi ndi ng Acknow edgenent
message MJST be set to value of (1).

If the bul k binding update support is not enabled for the mobility
session, the local nobility anchor MJUST NOT include the Mbile
Node Group ldentifier option with the sub-type value of (1) (Bulk
Bi ndi ng Update Group), in the Proxy Binding Acknow edgenent
nmessage that it sends to the nobile access gateway. Furthernore,
the (B) flag in the Proxy Bindi ng Acknow edgenent nmessage MJST be
set to value of (0). It is to be noted that the Mbile Node G oup
Identifier option is a generic option and new sub-types may be
defined by future specifications.

If the received Proxy Binding Update nessage is not a bul k binding
update request, (i.e., the (B) flag is set to a value of (0) and
the Mobile Node G oup ldentifier option with the sub-type val ue of
(1) (Bulk Binding Update G oup) is not present), but is a request
for extending the lifetine of an existing nobility session, for

whi ch the bul k bindi ng update support is already enabled, then the
| ocal nobility anchor MJUST process the request as specified in

[ RFC5213]. However, the value of (0) in the (B) flag in the
message serves as a request for the local nmobility anchor to

di sabl e bul k bi ndi ng update support for that nobility session

Upon accepting the request, the local nobility anchor SHOULD set

t he paraneters, LMA-Bul k- Bi ndi ng- Updat e- Group-1d and MAG Bul k-

Bi ndi ng- Updat e- G oup-1d in the Binding Cache entry to a val ue of
(0) and the nobility session MJST be excluded from any bul k

bi ndi ng updat e operations.

Any tine the local nobility anchor detects that the nobile node
has roaned and changed its point of attachnent to a new nobile
access gateway, it SHOULD al so update the bul k bi ndi ng update
group identifier of the nmobility session. Additionally, it should
al so update the existing group identifiers associated w th that
session. As part of sending the Proxy Binding Acknow edgenent to
the new nobil e access gateway, it MJIST include the updated group
identifier in the Mobile Node Goup ldentifier option, with a sub-
type value of (1). However, if the if the received Proxy Binding
Update fromthe new nobil e access gateway did not have the (B)
flag set to a value of (1), then it MJST NOT include the nobility
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session in any of bul k binding update group and MUST NOT i ncl ude
the Mobile Node Group Identifier option with the sub-type val ue of

(1).

0 Any tine a nobile node’s nobility session is de-registered by the
nobi | e access gateway, or the session is revoked for
adm ni strative or any other reasons, the nobility session MJST
al so be renoved fromthe bul k bindi ng update group

5.2.3. Supporting Bul k Binding Updates

The followi ng section identifies the considerations for a |oca
nmobi l ity anchor for perforning bul k binding update and revocati on
operations with group-specific scope.

0 Any tine the local nobility anchor receives a Proxy Binding Update
message with the (B) flag in the request set to a value of (0) and
a Mobile Node Group ldentifier option present in the request with
sub-type val ue of (1) (Bulk Binding Update Group), the |oca
nmobi l ity anchor MJST consi der the request a bul k bi nding update
request, with the request scope including all the nmobility
sessions that are part of that bul k bi nding update group, specific
to that nobil e access gateway, and identified by the group
identifier in Mbile Node Goup ldentifier option. However, if
the received request also includes any individual session
identifiers such as the Mobile Node Identifier option [ RFC4283],
the Hone Network Prefix option [ RFC5213], the |Pv4 Hone Address
Request option [ RFC5844], or the GRE Key option [ RFC5845], the
| ocal nobility anchor MJUST consider this as an invalid nmessage; it
MUST reject the Proxy Binding Update nessage and send a Proxy
Bi ndi ng Acknowl edgenment nessage with the Status field set to
| NVALI D_MOBI LE_NODE_GROUP_I DENTI FI ER (I nvalid group identifier
val ue in the request).

o The local nobility anchor MJST consider the nessage as a request
for extending the lifetine of all the nobility sessions that are
associated with the group identifier in the Mbile Node G oup
Identifier option. However, if the Mbile Node Goup ldentifier
option with the sub-type value of (1) (Bul k Bi ndi ng Update G oup)
has an unknown group identifier, then the local mobility anchor
MUST reject the Proxy Binding Update nessage and send a Proxy
Bi ndi ng Acknowl edgenent nessage with the Status field set to
I NVALI D _MOBI LE_NODE_GROUP_I DENTI FI ER (I nvalid group identifier
val ue in the request).

o Upon accepting the bul k bindi ng update request, the local nobility

anchor SHOULD extend the lifetime for all the nobility sessions
that are part of the bul k binding update group identified by the
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group identifier in the Mbile Node Goup lIdentifier in the
nmessage. Considerations from[RFC5213] MJUST be applied for
extending the lifetime of a nobile node’s session. |t MJST al so
send a Proxy Bi ndi ng Acknow edgenment nessage with the Status field
value set to 0 (Proxy Binding Update accepted). The lifetime
field in the nmessage MJST be set to the allocated lifetine for al
the nobility sessions. The nessage MJST al so i nclude the Mbile
Node G oup ldentifier option, with the sub-type value of (1) (Bulk
Bi ndi ng Update Group) and with the identifier value copied from
the Mobile Node G oup ldentifier option present in the received
Proxy Bi ndi ng Updat e nessage.

o |If the local nmobility anchor rejects the bul k bindi ng update
request for any administrative reason, then it MJST NOT update the
lifetime in the Binding Cache entries of any of the nobile nodes
identified by the group identifier. The local mobility anchor
SHOULD send a Proxy Bi ndi ng Acknow edgenent i ndicating the reason
for the rejection in the status code.

0o Any tine the local nobility anchor receives a Binding Revocation
I ndi cati on Message [ RFC5846] with a Mobile Node Goup ldentifier
option present in the request and with the sub-type val ue of (1)
(Bul k Bi ndi ng Update G oup), the local mobility anchor MJST
consider the request as a bulk revocation request, with the
request scope including all the nobility sessions that are part of
the bul k bindi ng update group specific to that nobile access
gateway and identified by the group identifier in Mbile Node
G oup ldentifier option. However, if the received request also
i ncludes the Mobile Node Identifier option [ RFC4283], the Home
Net work Prefix option [RFC5213], the |IPv4 Hone Address Request
option [ RFC5844], or the GRE Key option [ RFC5845], the |oca
nmobi l ity anchor MJUST consider this as an invalid nessage; it MJST
reject the Binding Revocation Indication nessage and send a BRA
message with the Status field set to a value of 128 (Binding Does
NOT Exist). Al the considerations from][RFC5846] apply when
processing a binding revocation request, except making the scope
of the operation apply to a set of nobility sessions identified by
the group identifier present in the request.

o Upon accepting the Binding Revocation Indication request and
conmpl eting the operation, the |local nmobility anchor MJST send a
Bi ndi ng Revocati on Acknow edgenent nessage with the Status field
set to a value of 0 (success). The nessage MJST include the
Mobil e Node Group Identifier option, with the identifier value
copied fromthe Mbile Node Goup Identifier option present in the
recei ved Bi ndi ng Revocation Indication nessage.
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6.

Prot ocol Configuration Variabl es

6.1. Local Mbility Anchor - Configuration Variables

6. 2.

Abi

This specification adds a new configuration variable for the |oca
nmobility anchor. The configured value for this variable is expected
to survive server reboots and service restarts

Accept Bul kBi ndi ngUpdat eReqgFor Mbbi | it ySessi on

This flag indicates whether or not the local nobility anchor wll
accept the request fromthe nobile access gateway to enabl e bul k
bi ndi ng update support for the nobility session. The default

value for this flag is set to (1), indicating that it will accept

the request fromthe nobile access gateway. |If the value of the
flag is set to (0), the local mobility anchor will deny the
request.

Mobi | e Access Gateway - Configuration Variables

Thi s specification adds a new configuration variable for the nobile
access gateway. The configured value for this variable is expected
to survive server reboots and service restarts

Request Bul kBi ndi ngUpdat eSupport For Mbbi | i t ySessi on

This flag indicates whether or not the nobile access gateway wil |l
request the local nmobility anchor to enabl e bul k bi ndi ng update
support for the nobility session. The default value for this flag
is set to (1), indicating that the nobile access gateway will set
the bul k binding update flag (B) in the Proxy Binding Update
request to a value of (1). |If the flag is set to a value of (0),
the mobil e access gateway will set the bul k binding update fl ag
(B) in the Proxy Binding Update to a value of (0).

| ANA Consi derations
Per this docunment, | ANA has done the follow ng:

0 Action-1: This specification defines a new flag (B) to the Proxy
Bi ndi ng Update nessage, specified in [RFC5213]. This flag is
described in Section 4.1. The value of the flag (B) has been
all ocated fromthe "Binding Update Flags" registry.

0 Action-2: This specification defines a new flag (B) to the Proxy
Bi ndi ng Acknowl edgenent nessage, specified in [RFC5213]. This
flag is described in Section 4.2. The value of the flag (B) has
been allocated fromthe "Bi ndi ng Acknow edgenent Fl ags" registry.
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0 Action-3: This specification defines a new Mbility Header option
the Mobile Node Group ldentifier option. This option is described
in Section 4.3. The Type value for this option has been assigned
in the same nunber space as allocated for the other mobility
options [ RFC6275].

0 Action-4: The Sub-type field of the Mobile Node G oup Identifier
option introduces a new nunber space. This nunber space is now
managed by | ANA, under the Registry, "Mbile Node Goup lIdentifier
Type Registry". This specification reserves the sub-type val ue of
(1) (Bulk Binding Update G oup). Approval of new sub-type val ues
are to be nmade through | ANA Expert Review. The val ue range of
this field is 0 through 255, but the values 0 and 255 are narked
as reserved. The renmining values 2-254 are avail able for
al | ocati on.

0 Action-5: This docunent al so defines a new status val ue
I NVALI D _MOBI LE_NODE_GROUP_I DENTI FI ER (I nvalid group identifier
value in the request: 175) for use in the Proxy Binding
Acknowl edgenment message, as described in Section 4.4. This value
has been assigned fromthe same nunber space as allocated for
ot her status codes [ RFC6275].

8. Security Considerations

The Mobile Node Goup ldentifier option defined in this specification
is for use in Proxy Binding Update and Proxy Bi ndi ng Acknow edgenent
messages. This option is carried |ike any other nobility header
option, and it does not require any other special security

consi derati ons.

The bul k bi ndi ng update and the bul k revocati on operations specified
in this docunent perform operations on a group of nmobility sessions.

I f proper authorization checks are not in place, a malicious node may
be able to hijack a nobile node’s nobility session or may carry out a
deni al -of -service attack. To prevent this attack, this specification
requires the local nobility anchor to allow only authorized nobile
access gateways to perform bul k operations.

9. Acknow edgenent s
The authors would like to specially thank Jouni Korhonen, Basavar aj

Patil, Carlos Jesus Bernardos Cano, Dirk Von-Hugo, Pete Resnick, and
Jari Arkko for reviewing this docunment and providing input.

Abi nader, et al. St andards Track [ Page 21]



RFC 6602

Bul k Bi ndi ng Update Support May 2012

10. References

10.1. Normative References

[ RFC2119] Bradner, S., "Key words for use in RFCs to Indicate
Requi rement Levels", BCP 14, RFC 2119, March 1997.

[ RFC5213] «@undavelli, S., Leung, K, Devarapalli, V., Chowdhury, K.,
and B. Patil, "Proxy Mbile | Pv6", RFC 5213, August 2008.

[ RFC5844] Waki kawa, R and S. Gundavel li, "I1Pv4 Support for Proxy
Mobil e | Pv6", RFC 5844, My 2010.

[ RFC5846] Muhanna, A., Khalil, M, Gundavelli, S., Chowdhury, K
and P. Yegani, "Binding Revocation for |IPv6 Mbility",
RFC 5846, June 2010.

[ RFC6275] Perkins, C., Johnson, D., and J. Arkko, "Mdbility Support
in |Pve", RFC 6275, July 2011

10.2. Informative References

[ RFC4283] Patel, A, Leung, K., Khalil, M, Akhtar, H, and K
Chowdhury, "Mbile Node Identifier Option for Mbile | Pv6
(MPv6)", RFC 4283, Novenber 2005.

[ RFC5845] Mihanna, A., Khalil, M, Gundavelli, S., and K Leung,

"Ceneric Routing Encapsul ation (GRE) Key Option for Proxy
Mobil e | Pv6", RFC 5845, June 2010.

Abi nader, et al. St andards Track [ Page 22]



RFC 6602 Bul k Bi ndi ng Update Support May 2012

Aut hors’ Addr esses

Fuad Abi nader (editor)

Instituto Nokia de Tecnol ogi a

Av. Torquato Tapajos, 7200 - Km 12 - Col Terra Nova
Manaus, AM 69048- 660

Brazi |

EMai | : fabi nader @nmail . com

Sri G@undavel Ii (editor)
Ci sco

170 West Tasman Drive
San Jose, CA 95134
USA

EMai | : sgundave@i sco. com

Kent Leung

Ci sco

170 West Tasman Drive
San Jose, CA 95134
USA

EMai | : Kkl eung@i sco. com

Sur esh Kri shnan

Eri csson

8400 Decarie Bl vd.

Town of Munt Royal, QC

Canada

Phone: +1 514 345 7900 x42871

EMai | : suresh. kri shnan@ri csson. com
Domagoj Prenec

Unaffiliated

EMai | : donagoj . prenec@nai | . com

Abi nader, et al. St andards Track [ Page 23]



