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Abst r act

The Donai n Nanme System (DNS) has | ong provided neans, such as the
CNAME (Canoni cal Nane), whereby a DNS query can be redirected to a
different nane. A DNS response header has an RCODE (Response Code)
field, used for indicating errors, and response status bits. This
docunent clarifies, in the case of such redirected queries, how the
RCODE and status bits correspond to the initial query cycle (where
the CNAME or the |ike was detected) and subsequent or final query
cycl es.

Status of This Meno
This is an Internet Standards Track docunent.

This docunent is a product of the Internet Engi neering Task Force
(IETF). It represents the consensus of the |IETF comunity. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Group (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741.

I nformation about the current status of this docunent, any errata,
and how to provide feedback on it may be obtai ned at
http://ww. rfc-editor.org/info/rfc6604.

Copyright Notice

Copyright (c) 2012 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunent is subject to BCP 78 and the I ETF Trust’s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this document. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided wi thout warranty as
described in the Sinplified BSD License.

East | ake St andards Track [ Page 1]



RFC 6604 XxNAME RCODE C arification April 2012

Tabl e of Contents

1. IntroduCti ON . ... e 2
1.1. Conventions Used in This Docunment ............. ... 3
2. Restatement of Status Bits and What They Mean ................... 3
2.1. The Authoritative Answer Bit .......... ... .. 3
2.2. The Authentic Data Bit .......... ... 3
3. RCODE A arificati ONn .. ... e e e 3
4., Security Considerati ONS . . ... ... 4
. Ref BrenNCEes ... e 4
5.1. Normative References .......... ... i 4
5.2. Informative References .......... ... i 5
1. Introduction

The Domai n Name System (DNS) has | ong provi ded neans, such as the
CNAME (Canoni cal Nane [ RFC1035]) and DNAME [ RFC2672] RRs (Resource
Records), whereby a DNS query can be redirected to a different nane.
In particular, CNAME nornally causes a query to its owner nane to be
redirected, while DNAME nornally causes a query to any |ower-1|eve
name to be redirected. There has been a proposal for another
redirection RR In addition, as specified in [ RFC2672], redirection
through a DNAME al so results in the synthesis of a CNAME RR in the
response. In this docunent, we will refer to all RRs causing such
redirection as xNAVE RRs.

XNAME RRs can be explicitly retrieved by querying for the xXNAME type.
When a different type is queried and an XxNAME RR i s encountered, the
XNAME RR (and possibly a synthesized CNAME) is added to the answer in
the response, DNS Security Extensions (DNSSEC) [ RFC4035] RRs
applicable to the xNAME RR nay be added to the response, and the
query is restarted with the nane to which it was redirected.

An xNAMVE may redirect a query to a nane at which there is another
XNAME and so on. In this docunent, we use "xXNAME chain" to refer to
a series of one or nore xNAVEs each of which refers to another XxNAME
except the last, which refers to a non-xNAME or results in an error

A DNS response header has an RCODE (Response Code) field, used for
indicating errors, and status bits that indicate whether an answer is
aut horitative and/or authentic. This docunment clarifies, in the case
of such redirected queries, how the RCODE and status bits correspond
to the initial query cycle (where the (first) xNAME was detected) and
subsequent or final query cycles.
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1.1. Conventions Used in This Docunment

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

2. Restatenent of Status Bits and Wat They Mean

There are two status bits returned in query responses for which a
question could arise as to how, in the case of an xNAME chai n, they
relate to the first, possible internediate, and/or |ast queries, as
below. Note that the followi ng is unchanged from [ RFC1035] and

[ RFC4035]. The neaning of these bits is sinply restated here for
clarity, because of observations of released inplenentations that did
not follow these neani ngs.

2.1. The Authoritative Answer Bit

The AA, or Authoritative Answer bit, in the DNS response header
indicates that the answer returned is froma DNS server authoritative
for the zone containing that answer. For an XNAME chain, this
"authoritative" status could be different for each answer in that

chai n.

[ RFC1035] states that the AA bit is to be set based on whether the
server providing the answer with the first owner name in the answer
section is authoritative. This specification of the AA bit has not
been changed.

2.2. The Authentic Data Bit

The AD, or Authentic Data bit, indicates that the response returned
is authentic according to the dictates of DNSSEC [ RFC4035].

[ RFC4035] unanbi guously states that the AD bit is to be set in a DNS
response header only if the DNSSEC-enabl ed server believes all RRs in
the answer and authority sections of that response to be authentic.
This specification of the AD bit has not been changed.

3. RCODE Carification

The RCODE field in a DNS query response header is non-zero to
indicate an error. Section 4.3.2 of [RFCL034] has a resolution

al gorithmthat includes CNAME processing but has been found to be
uncl ear concerning the ultinmate setting of RCODE in the case of such
redirection. Section 2.1 of [RFC2308] inplies that the RCODE shoul d
be set based on the last query cycle in the case of an xNAME chai n,
but Section 2.2.1 of [RFC2308] says that sonme servers don't do that!
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4.

5.

5.
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When there is an XNAME chain, the RCODE field is set as foll ows:

When an xNAME chain is followed, all but the |last query cycle
necessarily had no error. The RCODE in the ultimte DNS response
MUST BE set based on the final query cycle |leading to that

response. |If the XxNAME chain was terninated by an error, it wll
be that error code. |If the xNAVE chain ternm nated w thout error
it will be zero

Security Considerations

The AA header flag bit is not protected by DNSSEC [ RFC4033]. To
secure it, secure conmunications are needed between the querying
resol ver and the DNS server. Such security can be provided by DNS
transaction security, either TSI G [RFC2845] or SI G 0) [RFC2931].

An AD header flag bit and the RCODE in a response are not, in
general, protected by DNSSEC, so the sane conditions as stated in the
previ ous paragraph generally apply to them however, this is not
always true. In particular, if the follow ng apply, then the AD bit
and an NXDOVAI N RCODE are protected by DNSSEC in the sense that the
querier can cal cul ate whether they are correct:

1. The zone where an NXDOVAI N RCODE occurs or all the zones where the
data whose authenticity would be indicated by the AD flag bit are
si gned zones.

2. The query or queries involved indicate that DNSSEC RRs are OK in
responses.

3. The responses providing these indications are fromservers that
i nclude the additional DNSSEC RRs required by DNSSEC

4. The querier has appropriate trust anchor(s) and appropriately
val i dates and processes the DNSSEC RRs in the response.
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