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Abstr act

Thi s docunent describes how to specify Elliptic Curve Digita
Signature Al gorithm (DSA) keys and signatures in DNS Security
(DNSSEC). It lists curves of different sizes and uses the SHA-2
famly of hashes for signatures

Status of This Meno
This is an Internet Standards Track docunent.

This docunment is a product of the Internet Engi neering Task Force
(ITETF). It represents the consensus of the I ETF comunity. |t has
recei ved public review and has been approved for publication by the
I nternet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741.

I nformation about the current status of this docunent, any errata,
and how to provide feedback on it nmay be obtai ned at
http://ww.rfc-editor.org/infol/rfc6605

Copyright Notice

Copyright (c) 2012 I ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided wi thout warranty as
described in the Sinplified BSD License.
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I ntroduction

DNSSEC, which is broadly defined in RFCs 4033, 4034, and 4035

([ RFC4033], [ RFC4034], and [ RFC4035]), uses cryptographi c keys and
digital signatures to provide authentication of DNS data. Currently,
the nost popul ar signature algorithmis RSA with SHA-1, using keys
that are 1024 or 2048 bits |ong.

Thi s docunent defines the DNSKEY and RRSI G resource records (RRs) of
two new signing algorithns: ECDSA (Elliptic Curve DSA) with curve

P- 256 and SHA- 256, and ECDSA with curve P-384 and SHA-384. (A
description of ECDSA can be found in [FIPS-186-3].) This docunent
al so defines the DS RR for the SHA-384 one-way hash al gorithm the
associated DS RR for SHA-256 is already defined in RFC 4509

[ RFC4A509]. [ RFC6090] provides a good introduction to inplenenting
ECDSA.

Current estinates are that ECDSA with curve P-256 has an approxi mate
equi valent strength to RSA with 3072-bit keys. Using ECDSA wth
curve P-256 in DNSSEC has sone advant ages and di sadvant ages rel ative
to using RSA with SHA-256 and with 3072-bit keys. ECDSA keys are
much shorter than RSA keys; at this size, the difference is 256
versus 3072 bits. Simlarly, ECDSA signatures are much shorter than
RSA signatures. This is relevant because DNSSEC stores and transnits
bot h keys and si gnat ures.

In the two signing algorithms defined in this docunment, the size of
the key for the elliptic curve is matched with the size of the output
of the hash algorithm This design is based on the w despread beli ef
that the equivalent strength of P-256 and P-384 is half the | ength of
the key, and also that the equival ent strength of SHA-256 and SHA- 384
is half the length of the key. Using matched strengths prevents an
attacker from choosing the weaker half of a signature algorithm For
exanple, in a signature that uses RSA with 2048-bit keys and SHA- 256,
the signing portion is significantly weaker than the hash portion
whereas the two algorithns here are bal anced

Signing with ECDSA is significantly faster than with RSA (over 20
times in some inplenmentations). However, validating RSA signatures
is significantly faster than validating ECDSA signatures (about 5
times faster in sonme inplenentations).

Some of the nmaterial in this docunent is copied liberally fromRFC
6460 [ RFC6460].

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "COPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].
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2.

SHA- 384 DS Records

SHA-384 is defined in FIPS 180-3 [FI PS-180-3] and RFC 6234 [ RFC6234],
and is simlar to SHA-256 in many ways. The inplenmentation of SHA-
384 in DNSSEC follows the inplenmentati on of SHA-256 as specified in
RFC 4509 except that the underlying algorithmis SHA-384, the digest
value is 48 bytes long, and the digest type code is 4.

ECDSA Par aneters

Verifying ECDSA signatures requires agreement between the signer and
the verifier of the paraneters used. FIPS 186-3 [FIPS-186-3] lists
some NI ST-recomended el liptic curves. (Other docunents give nore
detail on ECDSA than is given in FIPS 186-3.) These are the sane
curves listed in RFC 5114 [ RFC5114]. The curves used in this
docunent are:

FI PS 186-3 RFC 5114
P-256 (Section D.1.2.3) 256-bit Random ECP G oup (Section 2.6)
P-384 (Section D.1.2.4) 384-bit Random ECP G oup (Section 2.7)

DNSKEY and RRSI G Resource Records for ECDSA

ECDSA public keys consist of a single value, called "Q" in FIPS
186-3. In DNSSEC keys, Qis a sinple bit string that represents the

unconpressed formof a curve point, "x | y".

The ECDSA signature is the conbination of two non-negative integers,
called "r" and "s" in FIPS 186-3. The two integers, each of which is
formatted as a sinple octet string, are conbined into a single |onger
octet string for DNSSEC as the concatenation "r | s". (Conversion of
the integers to bit strings is described in Section C 2 of FIPS
186-3.) For P-256, each integer MJST be encoded as 32 octets; for

P- 384, each integer MJST be encoded as 48 octets.

The al gorithm nunbers associated with the DNSKEY and RRSI G resource
records are fully defined in the | ANA Considerations section. They
are:

0 DNSKEY and RRSI G RRs signifying ECDSA with the P-256 curve and
SHA- 256 use the al gorithm nunber 13.

0 DNSKEY and RRSI G RRs signifying ECDSA with the P-384 curve and
SHA- 384 use the al gorithm nunber 14.
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6.

1.

Conformant inplenmentations that create records to be put into the DNS
MUST i npl ement signing and verification for both of the above

al gorithms. Conformant DNSSEC verifiers MJST inplement verification
for both of the above al gorithns.

Support for NSEC3 Denial of Existence

RFC 5155 [ RFC5155] defines new algorithmidentifiers for existing
signing algorithnms to indicate that zones signed with these algorithm
identifiers can use NSEC3 as well as NSEC records to provide deni al

of existence. That nmechani smwas chosen to protect inplenmentations
predati ng RFC 5155 from encountering resource records they could not
know about. This docunent does not define such algorithmaliases.

A DNSSEC validator that inplenents the signing algorithnms defined in
this docunent MJST be able to validate negative answers in the form
of both NSEC and NSEC3 with hash algorithm 1, as defined in RFC 5155.
An authoritative server that does not inplenent NSEC3 MAY still serve
zones that use the signing algorithns defined in this docunent with
NSEC deni al of existence.

Exanpl es

The followi ng are sone exanpl es of ECDSA keys and signatures in DNS
format.

P- 256 Exanpl e

Private-key-format: vl1.2
Algorithm 13 (ECDSAP256SHA256)
Privat eKey: GQU6SNQ Qu+xC5Runul Ul uJZt eXT2z0Q ok1s38Et 6nQ=

exanpl e. net. 3600 I N DNSKEY 257 3 13 (
0j | hhXUN u4v54ZQqGSnyhWwaubCvTneexv7bR6edb
kr SqQoF64cYbcB7wNc P+e+MANLr +W 9X MAY QLc8NAA== )

exanpl e.net. 3600 IN DS 55648 13 2 (
b4c8clf e2e7477127b27115656ad6256f 424625bf 5¢1
€2770ce6d6e37df 61d17 )

www, exanpl e.net. 3600 IN A 192.0.2.1

www. exanpl e.net. 3600 IN RRSIG A 13 3 3600 (
20100909100439 20100812100439 55648 exanpl e. net .
gx6wLYqgnh+l 90CKTN6ql c+bweya+KJ8oMz0YP107epXA
yGnt +3SNr uPFKGrt ZoLBLI Uz GGus 7ZwmMWAe p666VOow== )
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6.2. P-384 Exanple

Private-key-format: vl1.2

Al gorithm 14 (ECDSAP384SHA384)

Privat eKey: WJRgWHCcYI YUPWjeLni PY2DJJk02vgr mrfi t xggcL4vw
W BOr bawvmve0d9V94 SR

exanpl e. net. 3600 I N DNSKEY 257 3 14 (
xKYaNhWIGOF J+nPr L8/ ar kwf 2EY3MDJ +SEr Ki vBVSuni
w egsXvSADt NJhy enbRCOpg Q6 K8 X1 DRSEKr bYQ+OB+v8
/ uX45NBwY8r p65F6d ur 81 / m VNgF6W qTl 37md0 )

exanpl e.net. 3600 IN DS 10771 14 4 (
72d7b62976ce06438e9c0bf 319013cf 801f 09ecc84b8
d7e9495f 27e305¢c6a9b0563a9b5f 4d288405¢3008a94
6df 983d6 )

www. exanpl e.net. 3600 IN A 192.0.2.1

www. exanpl e.net. 3600 IN RRSIG A 14 3 3600 (
20100909102025 20100812102025 10771 exanpl e. net.
/ L5hDKI vCDy| 1f cARX3z65qr mPsVz73QD1M 5CEqO LP
95hxQouur 0GCeZOvzFaxsT8A r 74hbavRKayJNuydCuz
WI'SSPdz 7wngXL5bdcJzusdnl ORSMROxxWG pWeJdm )
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7.

| ANA Consi der ati ons

Thi s docunent updates the | ANA registry for digest types in DS
records, currently called "Del egation Signer (DS) Resource Record
(RR) Type Digest Algorithns". The follow ng entry has been added:

Val ue 4
Di gest Type SHA- 384
St at us OPTI ONAL

Thi s docunment updates the | ANA registry "Domain Nane System Security
(DNSSEC) Al gorithm Nunbers". The following two entries have been
added to the registry:

Nunber 13

Description ECDSA Curve P-256 with SHA-256
Mhenoni ¢ ECDSAP256SHA256

Zone Si gni ng Y

Trans. Sec. *

Ref erence Thi s docunent

Nunber 14

Descri ption ECDSA Curve P-384 with SHA-384
Mhenoni ¢ ECDSAP384SHA384

Zone Si gni ng Y

Trans. Sec. *

Ref erence Thi s docunent

* There has been no determ nation of standardi zation of the
use of this algorithmwi th Transaction Security.

Security Considerations

The cryptographic work factor of ECDSA with curve P-256 or P-384 is
generally considered to be equivalent to half the size of the key, or
128 bits and 192 bits, respectively. Such an assessnent coul d, of
course, change in the future if new attacks that work better than the
ones known today are found.

The security considerations listed in RFC 4509 apply here as well.
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