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Abst r act

A range of Managenent |nformation Base (M B) nodul es has been

devel oped to hel p nodel and manage the various aspects of

Mul tiprotocol Label Switching (MPLS) networks. These M B nodul es are
defined in separate docunents that focus on the specific areas of
responsibility of the nodul es that they descri be.

The MPLS Transport Profile (MPLS-TP) is a profile of MPLS
functionality specific to the construction of packet-sw tched
transport networKks.

Thi s docunent describes the M B-based architecture for MPLS-TP,
indicates the interrel ati onshi ps between different existing MB
nodul es that can be | everaged for MPLS-TP network nmanagenment, and
identifies areas where additional M B nodul es are required.

Status of This Meno

This docunent is not an Internet Standards Track specification; it is
publ i shed for informational purposes.

This docunment is a product of the Internet Engi neering Task Force
(IETF). It represents the consensus of the I ETF comunity. |t has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Group (IESG. Not all docunents
approved by the | ESG are a candi date for any |level of Internet

St andard; see Section 2 of RFC 5741.

I nformation about the current status of this docunent, any errata,

and how to provide feedback on it nmay be obtai ned at
http://ww. rfc-editor.org/info/rfc6639
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1. Introduction

The MPLS Transport Profile (MPLS-TP) is a packet transport technol ogy
based on a profile of the MPLS functionality specific to the
construction of packet-switched transport networks. MLS is
described in [RFC3031], and requirenents for MPLS-TP are specified in
[ RFC5654] .

A range of Managenent |nfornmation Base (M B) nodul es has been

devel oped to hel p nodel and manage the various aspects of

Mul ti protocol Label Switching (MPLS) networks. These M B nodul es are
defined in separate docunments that focus on the specific areas of
responsibility for the nodules that they descri be.
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An MPLS- TP network can be operated via static provisioning of
transport paths, Label Switched Paths (LSPs) and pseudow res (PW),
or the elective use of a Generalized MPLS (GWLS) control plane to
support dynani c provisioning of transport paths, LSPs, and PW.

Thi s docunent describes the M B-based nmanagenent architecture for
MPLS, as extended for MPLS-TP. The docunent also indicates the
interrel ati onshi ps between existing MB nodul es that should be

| everaged for MPLS-TP network managenent and identifies areas where
additional MB nodul es are required.

Not e that [ RFC5951] does not specify a preferred managenent interface
protocol to be used as the standard protocol for nanagi ng MPLS-TP
net wor ks.

1.1. MPLS-TP Managenent Function

The managenent of the MPLS-TP networks is separable fromthat of its
client networks so that the sane neans of managenent can be used
regardl ess of the client. The nanagenment function of MPLS-TP

i ncludes fault nanagenent, configurati on nanagenent, perfornmance
nmoni toring, and security managenent.

The purpose of the nanagenent function is to provide control and
nmoni toring of the MPLS transport profile protocol mechani sns and
procedures. The requirenments for the network nmanagenent
functionality are found in [RFC5951]. A description of the network
and el ement managenent architectures that can be applied to the
managenent of MPLS-based transport networks is found in [ RFC5950].

2. Term nol ogy

Thi s docunent al so uses terninology fromthe MPLS architecture
docunent [ RFC3031], Pseudow re Enul ati on Edge-to- Edge (PWE3)
architecture [RFC3985], and the followi ng MPLS-rel ated M B nodul es:
the MPLS- TG STD-M B [ RFC3811], MPLS-LSR-STD-M B [ RFC3813],
MPLS- TE- STD-M B [ RFC3812], MPLS-LDP-STD-M B [ RFC3815],

MPLS- FTN- STD-M B [ RFC3814], and TE-LI NK- STD-M B [ RFC4220] .

3.  The SNWP Managenent Framewor k
Managed objects are accessed via a virtual information store, terned
t he Managenent Infornmation Base or MB. MB objects are generally
accessed through the Sinple Network Managenent Protocol (SNWP).

hjects in the MB are defined using the nmechani sns defined in the
Structure of Managenent Information (SM).
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For a detailed overview of the docunents that describe the current
I nt ernet - Standard Managenent Franmework, please refer to Section 7 of
[ RFC3410] .

Thi s docunment di scusses M B nodul es that are conpliant to the SMv2,
which is described in [ RFC2578], [RFC2579], and [ RFC2580].

4. Overview of Existing Wrk

This section describes the existing tools and techni ques for managi ng
and nodeling MPLS networks, devices, and protocols. It is intended
to provide a description of the tool kit that is already avail abl e.

Section 5 of this docunent outlines the applicability of existing
MPLS M B nodul es to MPLS-TP, describes the optional use of GWLS MB
nmodul es in MPLS-TP networks, and exani nes the additional M B nodul es
and objects that would be required for managi ng an MPLS- TP net wor k.

4.1. WMPLS Managenent Overvi ew and Requirenents

[ RFCA378] outlines how data-plane protocols can assist in providing
the Operations, Administration, and M ntenance (QAM requirenents
outlined in [RFC4377] and how it is applied to the managenent
functions of fault, configuration, accounting, perfornmance, and
security (conmonly known as FCAPS) for MPLS networks.

[ RFC4221] describes the managenent architecture for MPLS. In

particular, it describes how the nmanaged objects defined in various
MPLS-rel ated M B nodul es nodel different aspects of MPLS, as well as
the interactions and dependenci es between each of these M B nodul es.

[ RFC4377] describes the requirenents for user- and data-pl ane OAM and
applications for MPLS.

[ RFC5654] describes the requirenents for the optional use of a
control plane to support dynam c provisioning of MPLS-TP transport
paths. The MPLS-TP LSP control plane is based on GWLS and is
described in [ RFC3945].

4.2. An Introduction to the MPLS and Pseudowi re M B Mdul es

4.2.1. Structure of the MPLS M B O D Tree

The MPLS M B (bject Identifier (OD) tree has the follow ng

structure. It is based on the tree originally set out in Section 4.1
of [RFC4221] and has been enhanced to include other relevant MB
nodul es.
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mb-2 -- RFC 2578 [ RFC2578]

|+-transm’ ssi on

I |+ npl sSt dM B

I I |+ npl sTCStdM B -- MPLS- TC- STD-M B [ RFC3811]

I I |+ npl sLsrStdM B -- MPLS-LSR- STD-M B [ RFC3813]

I I |+ npl sTeStdM B -- MPLS- TE- STD-M B [ RFC3812]

I I |+ npl sLdpSt dM B -- MPLS- LDP- STD-M B [ RFC3815]

I I |+ npl sLdpGeneri cStdM B

| | -- MPLS- LDP- GENERI C- STD-M B [ RFC3815]
I I |+ npl SFTNSt dM B -- MPLS- FTN- STD-M B [ RFC3814]

I I |+ gnpl sTCStdM B -- GWPLS-TC- STD-M B [ RFC4801]

I I |+ gnpl sTeStdM B -- GWLS- TE- STD- M B [ RFC4802]

I I |+ gnpl sLsrStdM B -- GWPLS-LSR- STD-M B [ RFC4803]
I I |+ gnpl sLabel StdM B -- GWPLS- LABEL- STD- M B [ RFC4803]
I |+ teLi nkStdM B -- TE-LI NK- STD-M B [ RFC4220]

I |+ pwStdM B -- PWSTD-M B [ RFC5601]

|-|r- i anaGmpls -- | ANA-GWLS-TC-M B [ RFC4802]

|+- i anaPwe3M B -- | ANA- PME3- M B [ RFC5601]

|+- pwEnet St dM B -- PWENET- STD-M B [ RFC5603]

|+- pw\pl sStdM B -- PW MPLS- STD-M B [ RFC5602]

:+- pwIiDVM B -- PWTDM M B [ RFC5604]

T

pwicStdM B -- PWTC- STD-M B [ RFC5542]

Note: The O Ds for MB nodul es are assi gned and nanaged by | ANA
They can be found in the referenced M B docunents.
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4,2.2. Textual Convention Mdul es

The MPLS-TC-STD-M B [ RFC3811], GWPLS-TC- STD-M B [ RFC4801] ,

| ANA- GWPLS- TC-M B [ RFC4802], and PWTC- STD-M B [ RFC5542] contain the
Textual Conventions for MPLS and GWLS networks. These Textua
Conventions should be inported by M B nodul es that nanage MPLS and
GWPLS networks. Section 4.2.11 highlights dependenci es on additiona
external M B nodul es.

4.2.3. Label Switched Path (LSP) Mdul es

An LSP is a path over which a | abel ed packet travels across the
sequence of Label Switching Routers (LSRs) for a given Forward
Equi val ence d ass (FEC). Wien a packet, with or w thout a | abel
arrives at an ingress Label Edge Router (LER) of an LSP, it is
encapsul ated with the | abel corresponding to the FEC and sent across
the LSP. The | abel ed packet traverses the LSRs and arrives at the
egress LER of the LSP, where it gets forwarded, depending on the
packet type it came with. LSPs could be nested using | abel stacking,
such that an LSP could traverse another LSP. A nore detailed
description of an LSP can be found in [ RFC3031].

The MPLS-LSR-STD-M B [ RFC3813] describes the objects required to
define the LSP.

4.2.4. Label Edge Router (LER) Mdul es

I ngress and egress LSRs of an LSP are known as Label Edge Routers
(LERs). An ingress LER takes each inconing unlabeled or |abeled
packet and encapsulates it with the corresponding | abel of the LSP it
represents, and then forwards it to the adjacent LSR of the LSP

Each FEC is mapped to a | abel -forwarding entry, so that a packet
could be encapsulated with one or nore |label entries; this is
referred to as a | abel stack

The packet traverses the LSP. Upon reaching the egress LER, further
action will be taken to handl e the packet, depending on the type of
packet received. MPLS Architecture [ RFC3031] details the
functionality of ingress and egress LERs.

The MPLS-FTN- STD-M B [ RFC3814] describes the nmanaged objects for
mappi ng FEC to | abel bindi ngs.
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4.2.5. Label Switching Router (LSR) Mdul es

A router that performs MPLS forwarding is known as an LSR.  An LSR
recei ves a | abel ed packet and perforns forwarding acti on based on the
| abel received.

The LSR nmaintains a mapping of an inconming | abel and inconing
interface to one or nore outgoing | abels and outgoing interfaces in
its forwardi ng database. Wien a | abel ed packet is received, the LSR
exam nes the topnost label in the |abel stack and then does a ’'swap’
"push’, or ’'pop’ operation based on the contents.

The MPLS-LSR-STD-M B [ RFC3813] describes the nanaged objects for
model i ng an MPLS [ RFC3031] LSR.  The MPLS-LSR-STD-M B [ RFC3813]
contai ns the nmanaged objects to maintain mappi ng of in-segnments to
out - segnents.

4,2.6. Pseudow re Mbdul es

The pseudowire (PW MB architecture provides a | ayered nodul ar node
i nto which any supported enul ated service such as Frane Relay, ATM

Et hernet, Time-Division Miultiplexing (TDM, and Synchronous Opti cal
Net wor k/ Synchronous Digital Hierarchy (SONET/SDH) can be connected to
any supported Packet Switched Network (PSN) type. This MB
architecture is nodel ed based on PWB architecture [ RFC3985].

The emul ated service |layer, generic PWlayer, and PSN Virtual G rcuit
(VC) layer constitute the different layers of the nodel. A

conmbi nation of the MB nodul es belonging to each | ayer provides the
glue for mapping the enul ated service onto the native PSN service

At | east three M B nodul es, each belonging to a different |ayer, are
required to define a PWenul ated servi ce.

- The service-specific nodule is dependent on the emrul ated signa
type and hel ps in nodeling the enul ated service | ayer

The PW ENET- STD-M B [ RFC5603] descri bes a nodel for managi ng Et hernet
pseudowi re services for transm ssion over a PSN. This MB nodule is
generic and comon to all types of PSNs supported in the PWE3
Architecture [ RFC3985], which describes the transport and
encapsul ati on of L1 and L2 services over supported PSN types.

In particular, the MB nodul e associates a port or specific VLANs on
top of a physical Ethernet port or a virtual Ethernet interface (for
the Virtual Private LAN Service (VPLS)) to a point-to-point PW It
is conplenmentary to the PWSTD-M B [ RFC5601], whi ch nmanages the
generic PWparanmeters comon to all services, including all supported
PSN t ypes
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The PWTDM M B [ RFC5604] descri bes a nodel for nanagi ng TDM

pseudowires, i.e., TDM data encapsul ated for transm ssion over a PSN
The term"TDM' in this docunent is limted to the scope of
Pl esi ochronous Digital Hi erarchy (PDH). It is currently specified to

carry any TDM signals in either Structure Agnostic Transport node
(El, T1, E3, and T3) or Structure Aware Transport node (E1l, T1, and
NxDSO) as defined in the PWE3 TDM Requi renents docunent [RFC4197].

- The generic PWnodul e configures general paraneters of the PWthat
are common to all types of enul ated services and PSN types.

The PW STD-M B [ RFC5601] defines a M B nodul e that can be used to
manage PWservices for transm ssion over a PSN [ RFC3931] [ RFC4447].
This M B nodul e provi des generic nmanagenment of PW that is conmon to
all types of PSN and PWservices defined by the | ETF PWE3 Wr ki ng

G oup.

-  The PSN-specific nodul e associates the PWwith one or nore
"tunnel s" that carry the service over the PSN. There is a
different nodule for each type of PSN

The PW MPLS- STD-M B [ RFC5602] describes a nodel for managi ng
pseudowi re services for transm ssion over different flavors of MPLS
tunnels. The generic PWM B nodul e [ RFC5601] defines the paraneters
global to the PW regardl ess of the underlying PSN and enul at ed
service. This docunent is applicable for PW that use the MPLS PSN
type in the PWSTD-MB. Additionally, this docunent describes the
M B objects that define pseudowire association to the MPLS PSN t hat
is not specific to the carried service.

Toget her, [RFC3811], [RFC3812], and [RFC3813] describe the nodeling
of an MPLS tunnel and a tunnel’s underlying cross-connects. This MB
nodul e supports MPLS Traffic Engi neering (MPLS-TE) PSNs, non-TE MPLS
PSNs (an outer tunnel created by the Label Distribution Protoco

(LDP) or manually), and MPLS PW Il abels only (no outer tunnel).

4.2.7. Routing and Traffic Engi neering

In MPLS traffic engineering, it’'s possible to specify explicit routes
or choose routes based on QS netrics in setting up a path such that
some specific data can be routed around network hot spots. TE LSPs
can be set up through a managenent plane or a control plane.

The MPLS-TE- STD-M B [ RFC3812] descri bes nanaged objects for nodeling
MPLS [ RFC3031] - based traffic engineering. This MB nodule should be
used in conjunction with the conpani on docunment [RFC3813] for MPLS-
based traffic engi neering configuration and nmanagenent.
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4.2.8. Resiliency

The purpose of MPLS resiliency is to ensure minimal interruption to
traffic when a failure occurs within the system or network

Various conponents of MPLS resiliency solutions are as foll ows:
1) Gaceful restart in LDP and RSVP-TE nodul es
2) Make before break
3) Protection switching for LSPs
4) Fast reroute for LSPs
5) PWredundancy

The M B nodul es bel ow only support M B-based nanagenent for MPLS
resiliency.

MPLS Fast Reroute (FRR) is a restoration network resiliency nechanism
used in MPLS TE to redirect traffic onto the backup LSPs in tens of
mlliseconds in case of link or node failure across the LSP

The MPLS- FRR- GENERAL- STD- M B [ RFC6445] contains objects that apply to
any MPLS LSR inplenmenting MPLS TE fast-reroute functionality.

The MPLS- FRR- ONE2ONE- STD- M B [ RFC6445] contains objects that apply to
t he one-to-one backup nethod.

The MPLS- FRR- FACI LI TY-STD-M B [ RFC6445] contains objects that apply
to the facility backup method.

Protection sw tching nechani sns have been designed to provide network
resiliency for MPLS networks. Different types of protection
swi tching nmechani sns, such as 1:1, 1:N, and 1+1, have been desi gned.

4.2.9. Fault Managenment and Performance Managenent
MPLS nmanages LSP and pseudowi re faults through the use of LSP ping
[ RFC4379], Virtual Circuit Connectivity Verification (VCCV)
[ RFC5085], Bidirectional Forwarding Detection (BFD) for LSPs
[ RFC5884], and BFD for VCCV [ RFC5885] tools.

MPLS currently focuses on in and/or out packet counters, errored
packets, and discontinuity tinmne.
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Some of the MPLS and pseudowi re perfornance tables used for
performance nmanagenent are gi ven bel ow.

The npl sTunnel Perf Tabl e [ RFC3812] provi des several counters (e.qg.
packets forwarded, packets dropped because of errors) to neasure the
performance of the MPLS tunnels.

The npl sinterfacePerfTabl e [ RFC3813] provi des performance infornmation
(inconmi ng and outgoing |abels in use, and | ookup failures) on a
per-interface basis.

The npl sl nSegnent Perf Tabl e [ RFC3813] contains statistical infornation
(total packets received by the in-segnent, total errored packets
received, total packets discarded, discontinuity tine) for incom ng
MPLS segnents to an LSR

The npl sQut Segnent Perf Tabl e [ RFC3813] contains statistica
information (total packets received, total errored packets received,
total packets discarded, discontinuity tine) for outgoing MPLS
segrments froman LSR

The npl sFTNPer f Tabl e [ RFC3814] contai ns performance information for
the specified interface and an FTN entry mapped to this interface.

The npl sLdpEntityStatsTabl e [ RFC3815] and npl sLdpSessi onSt at sTabl e
[ RFC3815] contain statistical information (session attenpts, errored
packets, notifications) about an LDP entity.

The pwPerf Current Tabl e [ RFC5601], pwPerflnterval Tabl e [ RFC5601], and
pwPer f 1Dayl nt er val Tabl e [ RFC5601] provi de pseudow re perfornmance
information (in and/or out packets) based on tinme (current interval
preconfigured specific interval, 1-day interval).

The pwEnet St at sTabl e [ RFC5603] contains statistical counters specific
for Ethernet PW

The pwTDMPer f Current Tabl e [ RFC5604], pwTDMPerf | nt erval Tabl e

[ RFC5604], and pwTDMPer f 1Dayl nt er val Tabl e [ RFC5604] contain
statistical information accunul ated per 15-m nute, 24-hour, and 1-day
peri ods, respectively.

The gnpl sTunnel Error Tabl e [ RFC4802] and gnpl sTunnel Rever sePer f Tabl e

[ RFC4802] provide infornation about performance, errored packets, and
i n/out packet counters.
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4.2.10. M B Mdul e | nterdependenci es

Thi s section provides an overview of the relationship between the
MPLS M B nodul es for nmanagi ng MPLS networks. More details of these
rel ati onshi ps are given bel ow

[ RFC4221] mainly focuses on MPLS M B nodul e interdependencies. This
section al so highlights GWwLS and PW M B nodul e i nterdependenci es.

The relationship "A --> B" neans that A depends on B and that M B
nmodul e A uses an object, object identifier, or Textual Convention
defined in MB nodule B, or that M B nodul e A contains a pointer
(index or RowPointer) to an object in MB nodul e B.
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Fo------ > MPLS-TCG-STD-MB <-----mmmmm oo e +
N N N
I I
| MPLS-LSR-STD-M B <------mmme e oo + |
| L
R LR MPLS- LDP-STD-MB ---------------- >+ |
N N N |
I I I I
+<-- MPLS-LDP-GENERI C-STD-MB ------ >+ | |
I L
F<-- - - MPLS-FTN-STD-MB ----------mmmm e e oo >+ |
~ I ~ I
I v I I
A MPLS-TE-STD-M B -->4------omiii i oo oo >+ |

A GQWLS-TGSTDMB ------------ >+
| N N
I I I
+---+ +<-- GWLS- LABEL-STD-MB -->+
AN AN AN AN AN
| I I I
+----> PWTC STD-M B | GWLS-LSR-STD-MB --------------- >+
N | N N N
I I I I I
| | ANA- PWE3- M B | | | 1ANA-GWLS-TCMB |
I n I I I n I
I I I I I I I
| | +<--- GWLS-TE-STD-MB ------------- >+
| | A A
+<--- PWSTD-MB <------ + | |
AN AN | |
I I I I
+<--- PWENET-STD-M B ->+ | |
N N | |
I I I I
I I I I
e PWMPLS- STD- M B-- - - - - e e o e e e e e oo >+
Thus,
- Al the MPLS M B nodul es depend on the MPLS-TC- STD-M B.
- Al the GWLS M B nodul es depend on the GWLS- TC- STD- M B.
- Al the PWM B nodul es depend on the PWTC STD-M B.
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- The MPLS-LDP-STD-M B, MPLS-TE-STD-M B, MPLS-FTN-STD-M B,
GWLS-LSR-STD-M B, and PWMPLS-STD-M B contain references to
objects in the MPLS-LSR-STD-M B.

- The MPLS-LDP- GENERI C- STD-M B contains references to objects in the
MPLS- LDP- STD- M B.

-  The MPLS-FTN-STD-M B, PW MPLS-STD-M B, and GWLS- TE- STD-M B
contain references to objects in the MPLS-TE- STD-M B.

- The PWMPLS-STD-M B and PW ENET-STD-M B contain references to
objects in the PWSTD M B.

- The PWSTD-M B contains references to objects in the
| ANA- PWE3- M B.

- The GWLS-TE-STD-M B contains references to objects in the
| ANA- GWPLS- TC- M B.

- The GWLS-LSR-STD-M B contai ns references to objects in the
GWPLS- LABEL- STD- M B.

Note that there is a Textual Convention (Ml slndexType) defined in
the MPLS-LSR-STD-M B that is inported by the MPLS-LDP-STD-M B.

4.2.11. Dependencies on External M B Mdul es

Wth the exception of the MPLS-TC-STD-M B, all the MPLS M B nodul es
have dependencies on the Interfaces MB (also called the Interfaces
Goup MB or the IFFMB) [RFC2863]. The MPLS-FTN STD-M B references
| P-capabl e interfaces on which received traffic is to be classified
using indexes in the Interfaces Table (ifTable) of the IF-MB

[ RFC2863]. The other MPLS M B nodul es reference MPLS-capabl e
interfaces in the ifTable.

The I F-M B [ RFC2863] defines generic nmanaged objects for managi ng
interfaces. The MPLS M B nodul es contai n nedi a-specific extensions
to the Interfaces Goup for managi ng MPLS interfaces.

The MPLS M B nodul es assune the interpretation of the Interfaces
Group to be in accordance with [RFC2863], which states that the

i f Tabl e contains informati on on the nanaged resource’s interfaces and
that each sub-layer below the internetwork | ayer of a network
interface is considered an interface. Thus, the MPLS interface is
represented as an entry in the ifTable.

The interrelation of entries in the ifTable is defined by the
Interface Stack Group defined in [ RFC2863].
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The MPLS M B nodul es have dependenci es on the TE-LI NK-STD-M B for
mai ntai ning traffic engineering information.

The MPLS M B nodul es depend on the Constrai ned Shortest Path First
(CSPF) conponent to obtain the path required for an MPLS tunnel to
reach the end point of the tunnel, and on the BFD conponent to verify
dat a- pl ane failures of LSPs and PWs.

Finally, all of the MB nodules inport standard Textual Conventions
such as integers, strings, timestanps, etc., fromthe MB nodules in
whi ch they are defined.

5. Applicability of MPLS M B Mdules to MPLS-TP

This section highlights gaps in existing MPLS M B nodules in order to
determ ne extensions or additional MB nodules that are required to
support MPLS-TP in MPLS networks.

[ RFC5951] specifies the requirenents for the nmanagenent of equipnent
used in networks supporting MPLS-TP. It also details the essential
net wor k managenent capabilities for operating networks consisting of
MPLS- TP equi pnent .

[ RFC5950] provides the network nmanagenent franmework for MPLS-TP. The
docunent expl ai ns how network el enents and networks that support
MPLS- TP can be managed using sol utions that satisfy the requirenents
defined in [RFC5951]. The relationship between MPLS- TP managenent
and OAM i s described in the MPLS-TP framework docunent [RFC5950].

The MPLS M B docunents MPLS-TE-STD-M B [ RFC3812], PWSTD-M B
[ RFC5601], and MPLS-LSR-STD-M B [ RFC3813], and their associated MB
nodul es, are reused for MPLS-based transport network managenent.

Faul t managenent and performance managenent form key parts of the QAM
function. MPLS-TP OAMis described in [ RFC6371].
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5.1

5.1

1.

MPLS- TP Tunnel

Gap Anal ysis

An MPLS-TP tunnel can be operated over IP and/or I TU-T Carrier Code
(1CC) environnments. The points bel ow capture the gaps in existing
MPLS M B nodul es for nanagi ng MPLS- TP net wor ks.

. 2.

5.2.

5.2.

1.

| P- based environnment

i. The MPLS-TE-STD-M B [ RFC3812] does not support the tunnel
I ngress/ Egress identifier based on @ obal _ID and Node |ID
[ RFC6370] .

ii. The MPLS-TE-STD-M B [ RFC3812] does not support
co-routed/ associ ated bidirectional tunnel configurations.

| CC- based envi ronment

i. The MPLS-TE-STD-M B [ RFC3812] does not support the tunnel LSR
identifier based on ICC.

Recommendat i ons

New M B definitions may be created for d obal Node |ID and/or |ICC
configurations.

The MPLS-LSR-STD-M B [ RFC3813] nodul e may be enhanced to identify
the next hop based on a Media Access Control (MAC) address for
environnents that do not use |IP. The npl sCut Segnent Tabl e may be
extended to hold the MAC address.

The MPLS-TE-STD-M B [ RFC3812] and MPLS-LSR-STD-M B may be enhanced
to provide static and signaling MB nodul e extensions for
co-routed/ associ ated bidirectional LSPs.

MPLS- TP Pseudowi re

Gap Anal ysis

MPLS- TP pseudowi re can be operated over |IP and/or |ICC environments.
The points bel ow capture the gaps in existing PWMB nodul es for
managi ng MPLS- TP net wor ks.

[ RFC6370] specifies an initial set of identifiers to be used in
MPLS-TP. These identifiers were chosen to be conpatible with
exi sting MPLS, GWLS, and PWdefinitions.
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- | P-based environnent

i. The PWSTD-M B [ RFC5601] does not support the PWend point
identifier based on d obal I D and Node_ |D.

ii. The PWMPLS-STD-M B [ RFC5602] does not support operation over
co-rout ed/ associ ated bidirectional tunnels.

- | CC-based environnment

i. The PWSTD-M B [ RFC5601] does not support the PWend point
identifier based on | CC.

5.2.2. Recommendati ons

- The PWMPLS- STD-M B [ RFC5602] can be enhanced to operate over
co-rout ed/ associ ated bidirectional tunnels.

5.3. MPLS-TP Sections
5.3.1. Gap Analysis
The existing MPLS M B nodul es do not support MPLS-TP sections.
5.3.2. Recommendati ons
Li nk-specific and/ or path/segnent-specific sections can be supported
by enhancing the I|F-MB [ RFC2863], MPLS-TE-STD-M B [ RFC3812], and
PW STD-M B [ RFC5601] M B nodul es.
5.4. MPLS-TP OAM
5.4.1. Gap Analysis
MPLS manages LSP and pseudow re faults through LSP ping [ RFC4379],
VCCV [ RFC5085], BFD for LSPs [ RFC5884], and BFD for VCCV [ RFC5885]

t ool s.

The MPLS M B nodul es do not support the foll owi ng MPLS- TP OAM
functi ons:

0 Continuity Check and Connectivity Verification
0 Renote Defect Indication
0 Al arm Reporting

0 Lock Reporting
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0 Lock Instruct

o Cdient Failure Indication

o Packet Loss Measurenent

o Packet Delay Measurenent
5.4.2. Reconmendati ons

New M B nodul e for BFD can be created to address all the gaps
nmentioned in Section 5.4.1.

5.5. MPLS-TP Protection Switching and Recovery

5.5.1. Gap Analysis
An i nportant aspect that MPLS-TP technol ogy provides is protection
switching. 1In general, the nmechani smof protection switching can be
described as the substitution of a protection or standby facility for
a working or primary facility.
The MPLS M B nodul es do not provide support for protection swtching
and recovery in the followi ng three topologies: linear, ring, and
nmesh.

5.5.2. Recommendati ons

New M B nodul es can be created to address all the gaps nentioned in
Section 5.5.1.

5.6. MPLS-TP Interfaces

5.6.1. Gap Analysis
As per [RFC6370], an LSR requires identification of the node itself
and of its interfaces. An interface is the attachnent point to a

server |layer MPLS-TP section or MPLS-TP tunnel

The MPLS M B nodul es do not provide support for configuring the
interfaces within the context of an operator

5.6.2. Recommendati ons

New M B definitions can be created to address the gaps nentioned in
Section 5.6.1.
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6.

6.

6.

An Introduction to the MPLS-TP M B Mbodul es

Thi s section highlights new M B nodul es that have been identified as
being required for MPLS-TP. This section al so provides an overvi ew
of the purpose of each M B nodule within the MB docunents, what it

can be used for, and howit relates to the other M B nodul es.

Not e that each new M B nodul e (apart from Textual Conventions

nmodul es) will contain one or nore Conpliance Statenents to indicate
whi ch objects must be supported in what manner to claima specific

| evel of conpliance. Additional text, either in the docunents that
define the MB nodules or in separate Applicability Statenments, will
define which Conpliance Statenents need to be conforned to in order
to provide specific MPLS-TP functionality. This docunent does not
set any requirenments in that respect, although some reconmendati ons
are included in the sections that follow

1. MPLS-TP M B Modul es
1.1. New M B Mdules for MPLS-TP
Four new M B nodul es are identified as follows:

Text ual Conventions for MPLS-TP

Identifiers for MPLS-TP

LSR M B Extensions for MPLS-TP

Tunnel Extensions for MPLS-TP

Note that the M B nodul es nmenti oned here are applicable for MPLS
operations as well.

6.1.2. Textual Conventions for MPLS-TP

A new M B nodul e needs to be witten that will define Textual
Conventions [RFC2579] for MPLS-TP-related M B nodul es. These
conventions allow nmultiple MB nodul es to use the same syntax and
format to provide a concept that is shared between the M B nodul es.

For exanple, a Maintenance Entity Goup End Point (MEP) identifier is
used to identify a nmintenance entity group end point within MPLS-TP
networks. The Textual Convention representing the MEP identifier
shoul d be defined in a new Textual Convention M B nodul e.

All new extensions related to MPLS-TP are defined in the M B npdul e
and will be referenced by other MB nodul es to support MPLS-TP.
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6.1.3. ldentifiers for MPLS-TP

New i dentifiers describe managed objects that are used to nodel
common MPLS-TP identifiers [ RFC6370].

6.1.4. LSR MB Extensions for MPLS-TP
The MPLS-LSR-STD-M B descri bes managed obj ects for nodeling an MPLS
LSR. This puts it at the heart of the managenent architecture for
MPLS.
In the case of MPLS-TP, the MPLS-LSR-STD-M B is extended to support
MPLS- TP LSPs, which are co-routed or associated bidirectionally.
This extended MB is also applicable for nodeling MPLS-TP tunnels.
6.1.5. Tunnel Extensions for MPLS-TP

The MPLS-TE- STD-M B descri bes nmanaged objects that are used to nodel
and nanage MPLS-TE tunnel s.

MPLS-TP tunnels are very similar to MPLS-TE tunnels but are co-routed
or associated bidirectionally.

The MPLS-TE-STD-M B nust be extended to support the MPLS-TP-specific
attributes for the tunnel.

6.2. PWE3 MB Mdules for MPLS-TP

This section provides an overvi ew of pseudow re-extension M B nodul es
used to nmeet MPLS-based transport network requirenents.

6.2.1. New M B Mdules for MPLS-TP Pseudowi res
Three new M B nodul es are identified as foll ows:
- Pseudow re Textual Conventions for MPLS-TP
- Pseudowi re Extensions for MPLS-TP
-  Pseudowi re MPLS Extensions for MPLS-TP
6.2.2. Pseudowi re Textual Conventions for MPLS-TP
The PWTC-STD-M B defi nes Textual Conventions used for PWtechnol ogy
and for PWE3 M B nodul es. A new Textual Convention MB nodule is

required to define textual definitions for MPLS-TP-specific
pseudowi re attri butes.
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6.2.3. Pseudowi re Extensions for MPLS-TP
The PW STD-M B descri bes managed objects for the nodeling of
pseudow re edge-to-edge services carried over a general PSN. This
M B nodul e is extended to support MPLS-TP-specific attributes rel ated
to pseudow res.
6.2.4. Pseudowi re MPLS Extensions for MPLS-TP

The PW MPLS- STD-M B defi nes the nanaged objects for pseudow re
operations over MPLS LSRs. This M B nodul e supports

- manual ly and dynamically signal ed PW

- point-to-point connections

- the use of any enul ated service

- outer tunnels provisioned using MPLS-TE

- PW with no outer tunnel

An extended M B nodul e woul d define additional objects, extending the
PW MPLS- STD-M B by continuing to support configurations that operate
with or without an outer tunnel.

6.3. OAM M B Mdul es for MPLS-TP

This section provides an overview of Operations, Admnistration, and
Mai nt enance (OAM M B nodul es for MPLS LSPs and pseudowi res.

6.3.1. New MB Mdules for CAM for MPLS-TP
Two new M B nodul es are identified as foll ows:
- BFD M B nodul e
- CAM M B nodul e
6.3.2. BFD M B Mdul e
The BFD- STD-M B defi nes nanaged objects for perform ng BFD operations
in |P networks. This MB nodule is nodeled to support the BFD
prot ocol [RFC5880].
A new M B nodul e needs to be witten that will be an extension to

BFD- STD- M B nmanaged objects to support BFD operations on MPLS LSPs
and PW.
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6.3.3. OAM M B Modul e
A new M B nodul e needs to be witten that will define nmanaged objects
for OAM mai ntenance identifiers, i.e., Miintenance Entity G oup (MEGQ
identifiers, the MEP, and the Mintenance Entity G oup Intermnedi ate
Point (MP). Maintenance points are uniquely associated with a MEG
Wthin the context of a MEG MEPs and M Ps nust be uniquely
identified.

6.4. Protection Switching and Recovery M B Mdul es for MPLS-TP

This section provides an overview of protection swtching and
recovery M B nodules for MPLS LSPs and pseudow res.

6.4.1. New MB Mdules for MPLS Protection Switching and Recovery
Three new M B nodul es are identified as foll ows:
- Linear Protection Switching MB nodul e
- Ring Protection Switching MB nodul e
- Mesh Protection Switching M B nodul e
6.4.2. Linear Protection Switching MB Mdul e

A new M B nodul e needs to be witten that will define nmanaged objects
for Iinear protection switching of MPLS LSPs and pseudowi res.

6.4.3. Ring Protection Switching M B Mdul e

A new M B nodul e needs to be witten that will define nmanaged objects
for ring protection switching of MPLS LSPs and pseudowi res.

6.4.4. Mesh Protection Switching M B Mdul e

A new M B nodul e needs to be witten that will define nanaged objects
for mesh protection switching of MPLS LSPs and pseudowi res.

7. Managenment Options

This docunent applies only to scenari os where M B nodul es are used to

manage the MPLS-TP network. It is not the intention of this docunent
to provide instructions or advice to inplenenters of nanagenent
systens, nanagenent agents, or managed entities. It is, however,

useful to make sone observati ons about how the M B nodul es descri bed
above m ght be used to manage MPLS systens, if SNWP is used in the
managenent interface.
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8.

10.

For MPLS-specific managenent options, refer to [ RFC4221] Section 12
(" Managenment Options").

Security Considerations

This docunent describes the interrel ationshi ps anongst the different
M B nodul es rel evant to MPLS-TP managenent and as such does not have
any security inplications in and of itself.

Each | ETF M B docunent that specifies MB objects for MPLS-TP nust
provide a proper Security Considerations section that explains the
security aspects of those objects.

The attention of readers is particularly drawn to the security

i mplications of making M B objects available for create or wite
access through an access protocol such as SNMP. SNWPvl by itself is
an insecure environment. Even if the network itself is nade secure
(for exanple, by using I Psec), there is no control over who on the
secure network is allowed to access the objects in the M B nodul e

It is reconmmended that the inplenmenters consider the security
features as provided by the SNWPv3 framework. Specifically, the use
of the User-based Security Mdel STD 62, RFC 3414 [RFC3414], and the
Vi ew based Access Control Mdel STD 62, RFC 3415 [ RFC3415], is
reconmended.

It is then a custoner/user responsibility to ensure that the SNW
entity giving access to an instance of each MB nodule is properly
configured to give access to only those objects, and to those
principals (users) that have legitimate rights to access them

| ANA Consi der ati ons

Thi s docunent has identified areas where additional MB nodul es are
necessary for MPLS-TP. The new M B nodul es recommended by this
docunent will require O D assignments fromI|ANA.  However, this
docunent nakes no specific request for | ANA action.

Acknowl edgenent s
The authors would like to thank Eric Gay, Thomas Nadeau, Benjanin
Ni ven- Jenki ns, Saravanan Narasi mhan, Joel Hal pern, David Harrington
and Stephen Farrell for their val uabl e comments.

This docunent al so benefited fromreview by participants in [TUT
Study G oup 15.

Ki ng & Venkat esan I nf or mat i onal [ Page 24]



RFC 6639 MPLS- TP M B- Based Managenent Overvi ew June 2012

11. Contributors’ Addresses

Adrian Farre
A d Dog Consulting
UK

EMai | ; adri an@l ddog. co. uk

Scott Mansfield

Eri csson

300 Hol ger Way

San Jose, CA 95134
Us

Phone: +1 724 931 9316
EMail : scott.mansfiel d@ricsson. com

Jeong- dong Ryoo

ETRI

161 Gaj eong, Yuseong
Daej eon, 305-700
Sout h Kor ea

Phone: +82 42 860 5384
EMai | : ryoo@tri.re.kr

A S Kiran Koushi k

Cisco Systems Inc.

EMai | : kkoushi k@i sco. com
A. Kar nakar

Cisco Systems Inc.

EMai | : akar maka@i sco. com
Sam Al drin

Huawei Technol ogi es Co.
2330 Central Expressway
Santa Cara, CA 95051
USA

EMail: aldrin.ietf@nail.com

Ki ng & Venkat esan I nf or mat i onal [ Page 25]



RFC 6639

12. References

MPLS- TP M B- Based Managenent Overvi ew June 2012

12.1. Normative References

[ RFC2863]

[ RFC3811]

[ RFC3812]

[ RFC3813]

[ RFC3814]

[ RFC3815]

[ REC4220]

[ RFC4221]

[ RFC4801]

[ RFC4802]

McCl oghrie, K. and F. Kastenholz, "The Interfaces G oup
M B", RFC 2863, June 2000.

Nadeau, T., Ed., and J. Cucchiara, Ed., "Definitions of
Textual Conventions (TCs) for Muiltiprotocol Label
Swi tching (MPLS) Managenent”, RFC 3811, June 2004.

Srinivasan, C., Viswanathan, A, and T. Nadeau,

"Mul tiprotocol Label Switching (MPLS) Traffic Engineering
(TE) Managenent Information Base (MB)", RFC 3812,

June 2004.

Srinivasan, C., Viswanathan, A, and T. Nadeau,

"Mul tiprotocol Label Switching (MPLS) Label Switching
Rout er (LSR) Managenent |nfornation Base (MB)",

RFC 3813, June 2004.

Nadeau, T., Srinivasan, C., and A Vi swanathan,

"Mul tiprotocol Label Swi tching (MPLS) Forwarding
Equi val ence C ass To Next Hop Label Forwarding Entry
(FEC- To- NHLFE) Managenent |nfornati on Base (MB)",
RFC 3814, June 2004.

Cucchiara, J., Sjostrand, H., and J. Luciani,
"Definitions of Managed Cbjects for the Miltiprotocol
Label Switching (MPLS), Label Distribution Protocol
(LDP)", RFC 3815, June 2004.

Dubuc, M, Nadeau, T., and J. Lang, "Traffic Engineering
Li nk Managenent | nformati on Base", RFC 4220,
Novenber 2005.

Nadeau, T., Srinivasan, C., and A Farrel, "Miltiprotocol
Label Switching (MPLS) Managenent Overview', RFC 4221,
Novernber 2005.

Nadeau, T., Ed., and A Farrel, Ed., "Definitions of
Textual Conventions for Generalized Miltiprotocol Label
Swi tching (GWLS) Managenent", RFC 4801, February 2007.

Nadeau, T., Ed., and A Farrel, Ed., "Generalized
Mul tiprotocol Label Switching (GWLS) Traffic Engi neering
Managenent | nformati on Base", RFC 4802, February 2007.

Ki ng & Venkat esan I nf or mat i onal [ Page 26]



RFC 6639 MPLS- TP M B- Based Managenent Overvi ew June 2012

[ RFC4803] Nadeau, T., Ed., and A Farrel, Ed., "GCeneralized
Mul ti protocol Label Switching (GWLS) Label Switching
Router (LSR) Managenent |nformation Base", RFC 4803,
February 2007.

[ RFC5542] Nadeau, T., Ed., Zelig, D., Ed., and O N cklass, Ed.,
"Definitions of Textual Conventions for Pseudowi re (PW
Management ", RFC 5542, My 2009.

[ RFC5601] Nadeau, T., Ed., and D. Zelig, Ed., "Pseudow re (PW
Management | nformati on Base (MB)", RFC 5601, July 2009.

[ RFC5602] Zelig, D., Ed., and T. Nadeau, Ed., "Pseudowire (PW over
MPLS PSN Managenent |nformation Base (MB)", RFC 5602,
July 2009.

[ RFC5603] Zelig, D, Ed., and T. Nadeau, Ed., "Ethernet Pseudow re
(PW Managenent Information Base (MB)", RFC 5603,
July 2009.

[ RFC5604] Ni ckl ass, O, "Managed Objects for Tine Division
Mul tiplexing (TDM over Packet Sw tched Networks (PSNs)",
RFC 5604, July 2009.

12.2. Informative References

[ RFC2578] McC oghrie, K., Ed., Perkins, D., Ed., and J.
Schoenwael der, Ed., "Structure of Managenent |nformation
Version 2 (SMv2)", STD 58, RFC 2578, April 1999.

[ RFC2579] McC oghrie, K., Ed., Perkins, D., Ed., and J.
Schoenwael der, Ed., "Textual Conventions for SMv2",
STD 58, RFC 2579, April 1999.

[ RFC2580] McC oghrie, K, Ed., Perkins, D., Ed., and J.
Schoenwael der, Ed., "Conformance Statenents for SMv2",
STD 58, RFC 2580, April 1999.

[ RFC3031] Rosen, E., Viswanathan, A, and R Callon, "Miltiprotocol
Label Switching Architecture", RFC 3031, January 2001.

[ RFC3410] Case, J., Mundy, R, Partain, D., and B. Stewart,
"Introduction and Applicability Statements for |nternet-
St andard Managenent Framewor k", RFC 3410, Decenber 2002.

[ RFC3414] Bl unmenthal, U and B. Wjnen, "User-based Security Nbdel

(USM for version 3 of the Sinple Network Managenent
Protocol (SNWPv3)", STD 62, RFC 3414, Decenber 2002.

Ki ng & Venkat esan I nf or mat i onal [ Page 27]



RFC 6639 MPLS- TP M B- Based Managenent Overvi ew June 2012

[ RFC3415] Wijnen, B., Presuhn, R, and K Md oghrie, "View based
Access Control Model (VACM for the Sinple Network
Managenment Protocol (SNWP)", STD 62, RFC 3415,
Decenber 2002.

[ RFC3931] Lau, J., Ed., Townsley, M, Ed., and |I. Goyret, Ed.,
"Layer Two Tunneling Protocol - Version 3 (L2TPv3)",
RFC 3931, March 2005.

[ RFC3945] Mannie, E., Ed., "Generalized Milti-Protocol Label
Swi tching (GWLS) Architecture”, RFC 3945, Cctober 2004.

[ RFC3985] Bryant, S., Ed., and P. Pate, Ed., "Pseudo Wre Emulation
Edge-t o- Edge (PWE3) Architecture", RFC 3985, March 2005.

[ RFC4197] Riegel, M, Ed., "Requirenents for Edge-to-Edge Emul ation
of Time Division Miultiplexed (TDM Crcuits over Packet
Swi t chi ng Networ ks", RFC 4197, Cctober 2005.

[ RFCA377] Nadeau, T., Mrrow, M, Swallow, G, Allan, D, and S
Mat sushi ma, "Operations and Managenent (QAM Requirenents
for Multi-Protocol Label Switched (MPLS) Networks",
RFC 4377, February 2006.

[ RFCA378] Allan, D., Ed., and T. Nadeau, Ed., "A Franework for
Mul ti-Protocol Label Switching (MPLS) Qperations and
Managenent (QAM ", RFC 4378, February 2006.

[ RFC4379] Konpella, K and G Swallow, "Detecting Milti-Protocol
Label Switched (MPLS) Data Pl ane Failures", RFC 4379,
February 2006.

[ RFC4447] Martini, L., Ed., Rosen, E., El-Aawar, N., Smith, T., and
G Heron, "Pseudowi re Setup and Maintenance Using the
Label Distribution Protocol (LDP)", RFC 4447, April 2006.

[ RFC5085] Nadeau, T., Ed., and C. Pignataro, Ed., "Pseudow re
Virtual Grcuit Connectivity Verification (VCCV): A
Control Channel for Pseudow res", RFC 5085,
Decenber 2007.

[ RFC5654] Ni ven-Jenkins, B., Ed., Brungard, D., Ed., Betts, M,
Ed., Sprecher, N, and S. Ueno, "Requirenments of an MPLS
Transport Profile", RFC 5654, Septenber 2009.

[ RFC5880] Katz, D. and D. Ward, "Bidirectional Forwardi ng Detection
(BFD)", RFC 5880, June 2010.

Ki ng & Venkat esan I nf or mat i onal [ Page 28]



RFC 6639 MPLS- TP M B- Based Managenent Overvi ew June 2012

[ RFC5884] Aggarwal , R, Konpella, K, Nadeau, T., and G Swall ow,
"Bi directional Forwarding Detection (BFD) for MPLS Label
Swi tched Paths (LSPs)", RFC 5884, June 2010.

[ RFC5885] Nadeau, T., Ed., and C. Pignataro, Ed., "Bidirectional
Forwar di ng Detection (BFD) for the Pseudow re Virtual
Circuit Connectivity Verification (VCCV)", RFC 5885,
June 2010.

[ RFC5950] Mansfield, S., BEd., Gay, E, Ed., and K Lam Ed.,
"Net wor k Management Framework for MPLS-based Transport
Net wor ks", RFC 5950, Septenber 2010.

[ RFC5951] Lam K., Mansfield, S., and E. Gay, "Network Managenent
Requi rements for MPLS-based Transport Networks",
RFC 5951, Septenber 2010.

[ RFC6370] Bocci, M, Swallow, G, and E. Gray, "MPLS Transport
Profile (MPLS-TP) Identifiers", RFC 6370, Septenber 2011.

[ RFC6371] Busi, |I., Ed., and D. Allan, Ed., "Operations,
Adm ni strati on, and Mi ntenance Franmework for MPLS-Based
Transport Networks", RFC 6371, Septenber 2011.

[ RFC6445] Nadeau, T., Ed., Koushik, A, Ed., and R Cetin, Ed.,
"Mul tiprotocol Label Switching (MPLS) Traffic Engineering
Managenment | nformati on Base for Fast Reroute", RFC 6445,
Novenber 2011.

Aut hors’ Addresses

Dani el King (editor)

a d Dog Consul ting

UK

EMai | : dani el @l ddog. co. uk

Venkat esan Mahal i ngam (editor)

Ari cent

I ndi a

EMai | : venkat. mahal i ngans@nai | . com

Ki ng & Venkat esan I nf or mat i onal [ Page 29]



