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I ntroduction

Preferred techniques for handling email abuse explicitly identify
good actors and bad actors, giving each significantly different
service quality. |In some cases, an actor does not have a known
reputation; this can justify providi ng degraded service, until there
is a basis for providing better service. This latter approach is
known as "greylisting". Broadly, the termrefers to any degradation
of service for an unknown or suspect source, over a period of tine
(typically nmeasured in mnutes or a small nunber of hours). The
narrow use of the termrefers to generation of an SMIP tenporary
failure reply code for traffic fromsuch sources. There are diverse
i mpl enentations of this basic concept and predictably, therefore,
sone blurred terninol ogy.

Absent a perfect abuse-detection mechanismthat incurs no cost, the
current requirement is for an array of techniques to be used by each
filtering system They range in cost, effectiveness, and types of
abuse techni ques they target.

Greylisting happens to be a technique that is cheap and early (in
terns of its application in the SMIP sequence) and surprisingly
remai ns useful. Sonme spanware does indeed route around this
techni que, but nuch does not.

The firehose of spam over the Internet represents a w de range of
sophistication. Geylisting is useful for renmoving a | arge anount of
simplistic-but-significant traffic.

This meno docunents conmon greylisting techni ques and di scusses their
benefits and costs. It also defines terminology to enable clear
di stinction and di scussion of these techniques.

There is sone confusion in the industry that conflates greylisting
with an SMIP tenporary failure for any reason. The purpose of this
meno is also to dispel such confusion

1. Background

For many years, |arge amobunts of spam have been sent through purpose-
built software, or "spammare", that supports only a constrained
version of SMIP. In particular, such software does not perform
retransm ssion attenpts after receiving an SMIP tenporary failure.
That is, if the spanmnare cannot deliver a nessage, it just goes on to
the next address in its list since, in spanm ng, volune counts for
far nmore than reliability. Geylisting exploits this by rejecting
mai |l fromunfamliar sources with a "transient (soft) fail" (4xx)

[ SMIP] error code. Another application of greylisting is to delay
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mail fromnewy seen | P addresses on the theory that, if it’s a spam
source, then by the tine it retries, it will appear in a list of
sources to be filtered, and the mail will not be accepted.

Early references for greylisting descriptions and inplenentations can
be found at [ SAUCE] and [ PUREMAG (] .

1.2. Definitions
1.2.1. Keywords

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
document are to be interpreted as described in [ KEYWORDS] .

1.2.2. Email Architecture Term nol ogy

Readers need to be faniliar with the material and term nol ogy
di scussed in [MAIL], [EMAIL-ARCH, and [ SMIP].

2. Types of Geylisting

Geylisting is primarily performed at sone phase during an SMIP
session. A set of attributes about the client-side SMIP server are
used for assessing whether to performgreylisting. At its sinplest,
the attribute is the IP address of the client, and the assessnent is
whet her it has previously connected recently. More elaborate
attribute conbinati ons and nore sophisticated assessnents can be
performed. The follow ng di scussion covers the nost comon

conbi nations and relies on know edge of [SMIP], its commands, and the
di stinction between envel ope and content.

2.1. Connection-Level Geylisting

Connection-1level greylisting decides whether to accept the TCP
connection froma "new' [SMIP] client. At this point in the

communi cati on between the client and the server, the only information
known to the receiving server is the incomng |P address. This, of
course, is often (but not always) translatable into a host nane.

The typical application of greylisting here is to keep a record of
SMIP client |IP addresses and/or host nanes (collectively, "sources")
t hat have been seen. Such a database acts as a cache of known
senders and ni ght or might not expire records after sonme period. |If
the source is not in the database, or the record of the source has
not reached some required mninum age (such as 30 minutes since the
initial connection attenpt), the server does one of the follow ng,
inviting a later retry:
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0 returns a 421 SMIP reply and cl oses the connection, or

0o returns a different 4yz SMIP reply to all further comands in this
SMIP sessi on.

A useful variant of the basic known/unknown policy is to linmt
greylisting to those addresses that are on sone |ist of |IP addresses
known to be affiliated with bad actors. Wereas the sinpler policy
affects all new connections, including those fromgood actors, the
constrained policy applies greylisting actions only to sites that

al ready have a negative reputation

2.2. SMIP HELO EHLO Greylisting

HELO EHLO greylisting refers to the first conmand verb in an SMIP

session. It includes a single, required paraneter that is supposed
to contain the client’s fully qualified host name or its literal IP
addr ess.

Greylisting inplenented at this phase retains a record of sources
coupled with HELO EHLO paraneters. It returns 4yz SMIP replies to
all commands until the end of the SMIP session if that tuple has not
previously been recorded or if the record exists but has not reached
sonme configured m ni num age

2.3. SMIP MAIL Greylisting

MAI L command greylisting refers to the command verb in an SMIP
session that initiates a new transaction. It includes at |east one
required parameter that indicates the return enmail address
(RFC5321. Mai | From) of the nessage being relayed fromthe client to
t he server.

Greylisting inplenented at this phase retains a record of sources
coupled with return enmail addresses. It returns 4yz SMIP replies to
all commands for the remmi nder of the SMIP session if that tuple has
not previously been recorded or if the record exists but has not net
sone configured mnini num age.

2.4. SMIP RCPT Greylisting

RCPT greylisting refers to the command verb in an SMIP session that
specifies intended recipients of an email transaction. It includes
at least one required paraneter that indicates the enail address of
an intended recipient of the message being relayed fromthe client to
the server.
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Greylisting inplenented at this phase retains a record of tuples that
conbi nes the provided recipient address with any conbi nati on of the
fol | owi ng:

o the source, as described above;
o the return email| address; and
0 the other recipient addresses of the nessage (if any).

If the selected tuple is not found in the database, or if the record
is present but has not reached sone configured m ni num age, the
greylisting Mail Transfer Agent (MIA) [ EMAI L- ARCH] returns 4yz SMIP
replies to all commands for the remai nder of the SMIP session

Note that often a match on a tuple involving the first valid RCPT is
sufficient to identify a retry correctly, and further checks can be
om tted.

2.5. SMIP DATA Greylisting

DATA greylisting refers to the command verb in an SMIP session that
transmits the actual nessage content, as opposed to its envel ope
detail s.

This type of greylisting can be perforned at two places in the SMIP
sequence:

1. on receipt of the DATA command, because at that point the entire
envel ope has been received (i.e., all MAIL and RCPT conmands have
been issued); or

2. on conpletion of the DATA comrand, i.e., after the "." that
term nates transm ssion of the message body, since at that point
a digest or other analysis of the nessage coul d be perforned.

Some i nplenentations do filtering here because there are clients that
don’t bother checking SMIP reply codes to commands ot her than DATA.
Hence, it can be useful to add greylisting capability at that point
in an SMIP session

Nunerous greylisting policies are possible at this point. Al of
themretain a record of tuples that conmbine the various parts of the
SMIP transaction in sone conbi nation, including:

0 the source, as described above;

o the return email address;
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2. 6.

Kuc

o the recipients of the nessage, as a set or individually;

o identifiers in the nessage header, such as the contents of the
RFC5322. From or RFC5322. To fi el ds;

0 other proninent parts of the content, such as the RFC5322. Subj ect
field;

o a digest of sone or all of the nessage content, as a test for
uni queness; and

o analysis of arbitrary portions of the nmessage body.

(The last four itens in the |ist above are only possible at the end
of DATA, not on receipt of the DATA conmand.)

If the selected tuple is not found in the database, or if the record
exi sts but has not reached sone configured m ni nrum age, the
greylisting MIA returns 4yz SMIP replies to all comands for the
remai nder of the SMIP session

Addi ti onal Heuristics

Since greylisting seeks to target spamsenders, it follows that being
able to identify spammare within the SMIP context beyond the sinple
noti on of "not seen before" would be desirable. A nore targeted
approach mght also include in its selection heuristics such as the
fol | owi ng:

o If a DNS blacklist [DNSBL] lists an | P address but the inplenenter
wi shes to be cautious with nitigation actions rather than bl ocki ng
traffic fromthe I P address outright, then subject it to
greylisting.

o If the value found in a PTR record foll ows conmon naning patterns
for dynamic | P addresses, then subject it to greylisting.

Excepti ons

Most greylisting systems provide for an exception nechani sm allow ng
one to specify I P addresses, |IP address O assl ess Inter-Donmain
Routing (CIDR) [CIDR] bl ocks, host names, or donain nanes that are
exenpt fromgreylisting checks and thus whose SMIP client sessions
are not subject to such interference.

Li kel y candi dates to be excepted fromgreylisting include those known

not to retry according to a pattern that will be observed as
legitimate and those that send so rarely that they will age out of
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the database. |n both cases, the excepted source is known not to be
an abusive one by the site inplenenting greylisting. Oherw se,

typi cal non-abusive senders will enter the exception Iist on the
first proper retry and remain there permanently.

One could al so use a [DNSBL] that |ists known good hosts as a
greylisting exception set.

3. Benefits and Costs
The nost obvi ous benefit with any of the above techniques is that
spamware generally does not retry and is therefore less likely to
succeed, absent a record of a previous delivery attenpts.

The nost obvious detrinment to inplenmenting greylisting is the

i mposition of delay on legitimate mail. Sone popul ar MIAs do not
retry failed delivery attenpts for an hour or nore, which can cause
expensi ve del ays when delivery of mail is tinme critical. Wrse, sone
legitimate MIAs do not retry at all. (Note, however, that non-

retrying clients are not fully SMIP-capabl e, per Section 2.1 of
[SMIP]. A client does not know, nor is it entitled to know, the
reason for the tenporary failure status code being returned;
greylisting could be in effect, or it could be caused by a |oca
resource issue at the server. A client therefore needs to be
equi pped to retry in order to be considered fully capable.)

The counterargunent to this "fal se positive" problemis that emnsi

has al ways been a "best-effort"” mechanism thus, this cost is
ultimately low in conparison to the cost of dealing with high vol unes
of unwanted nmail. Still, the actual effect of such delays can be
significant, such as altering the tone or flow of a nulti-participant
di scussion to a mailing list.

When the clients are subjected to any kind of reconfiguration
especi al ly network renunbering, the cache of information stored about
SMIP client history does not benefit legitinate clients that are
already listed for acceptance. To the greylisting inplenentation
such clients are once again unknown, and they will once again be

subj ected to the del ay.

Anot her obvious cost is for the required database. It has to be

| arge enough to keep the necessary history and fast enough to avoid
excessive inefficiencies in the server’s operations. The prinmary
consideration is the maxi num age of records in the database. |If
records age out too soon, then hosts that do retry per [SMIP] will be
periodically subjected to greylisting even though they are well -
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4.

4.

behaved; if records age out after too long a period, then eventually
spamwar e that |aunches a new canpaign will not be identified as
"unknown" in this manner and will not be required to retry.

Presum ng that known friendly senders will be manually configured as
exceptions to the greylisting check, a steady state will eventually
be reached wherein the only nail that is delayed is mail froman IP
address that has never sent mail before. Experience suggests that
the vast mgjority of mail conmes from places on a devel oped exception
list, so after a training period, only a small proportion of mail is
actually affected. The training period could be replaced by
processing a history of email traffic and adding the | P addresses
fromwhich nost traffic arrives to the exception |ist.

Applying greylisting based on actual nessage content (i.e., post-
DATA) is substantially nore expensive than any of the other
alternatives both in terms of the resources required to accept and
tenporarily store a conpl ete nessage body (which can be quite
substantial) and any processing that is done on that content. As a
consequence, such methods incur nore cost during the session and thus
are not typical practice

Uni nt ended Consequences
1. Unintended Mail Delivery Failures

There are a few failure nodes of greylisting that are worth

consi dering. For exanple, consider an email nessage intended for
user @xampl e.com The exanple.com domain is served by two receiving
mai | servers, one called mail 1. exanpl e. com and one cal |l ed

mai | 2. exanple.com On the first delivery attenpt, nmail 1. exanpl e. com
greylists the client, and thus the client places the message in its
out goi ng queue for later retry. Later, when a retry is attenpted,
mai | 2. exanpl e.comis selected for the delivery, either because

mai | 1. exanpl e.com i s unavail abl e or because a round-robin [ DNS]

eval uation produces that result. However, the two exanple.com hosts
do not share greylisting databases, so the second host again denies
the attenpt. Thus, although exanpl e.com has sought to inprove its
emai | throughput by having two servers, it has, in fact, anplified
the problemof legitimte mail delay introduced by greylisting.

Simlarly, consider a site with nultiple outbound MIAs that share a
common queue. On a first outbound delivery attenpt to exanple.com
the attenpt is greylisted. On a later retry, a different outbound
MIA i s sel ected, which neans exanpl e.com sees a different source, and
once again greylisting occurs on the sane nmessage. The sane effect
can result fromthe use of [DHCP], where the IP address of an

out bound MIA changes between attenpts.
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For systens that do DATA-level greylisting, if any part of the
message has changed since the first attenpt, the tuple constructed
nm ght be different than the one for the first attenpt, and the
delivery is again greylisted. Some MIAs do reformul ate portions of
the message at submission tinme, and this can produce visible

di fferences for each attenpt.

A host that sends mail to a particular destination infrequently mni ght
not remain "known" in the receiving server’s database and will
therefore be greylisted for a high percentage of nmail despite

possi bly being a legitimate sender

Al'l of these and other sinilar cases can cause greylisting to be
applied inproperly to legitimate MIAs nultiple times, leading to |ong
delays in delivery or ultimately the return of the message to its
sender. Oher side effects include out-of-order delivery of related
sequenced nessages.

Address transl ation technol ogi es such as [NAT] cause distinct MIAs to
appear to come froma common | P address. This can cause greylisting
to be applied only to the first connection attenpt fromthe shared IP
address, neaning future MIAs connecting for the first tine will be
exenpted fromthe protection greylisting provides.

4.2. Unintended SMIP dient Failures

Atypi cal SMIP client behaviors also need to be consi dered when
depl oyi ng greyli sting.

Sonme clients do not retry nessages for very |long periods. Popular
open source MIAs inplenent increasing backoff tines when nessages
receive tenporary failure nmessages and/or degrade queue priority for
very | arge nmessages. This nmeans greylisting introduces even nore
del ay for MIAs inplenenting such schenmes, and the delay can becone

| arge enough to becone a nui sance to users.

Sonme clients do not retry nessages at all, in violation of [SMIP].
This neans greylisting will cause outright delivery failure right
away for sources, envel opes, or nessages that it has not seen before,
regardl ess of the client attenpting the delivery, essentially
treating legitimate mail and spamthe sane.

If a greylisting schene requires a database record to have reached a
certain age rather than nerely testing for the presence of the record
in the database, and the client has a retry schedule that is too
aggressive, the client could be subjected to rate limting by the MA
i ndependent of the restrictions inposed by greylisting.
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Some SMTP i npl enmentations nake the error of treating all error codes
as fatal, contrary to [SMIP]; that is, a 4yz response is treated as
if it were a 5yz response, and the nessage is returned to the sender
as undeliverable. This can result in such things as inadvertent
renoval frommailing lists in response to the perceived rejections.

Some clients encode nessage-specific details in the address paraneter
to the [SMIP] MAIL command. |If doing so causes the parameter to
change between retry attenpts, a greylisting inplenentation could see
it as a new delivery rather than a retry and disallow the delivery.
In such cases, the mail will never be delivered and will be returned
to the sender after the retry tineout expires.

A client subjected to greylisting mght nove to the next host found
in the ordered [DNS] MX record set for the destination domain and re-
attenpt delivery. This has several considerations of its own:

o Traffic to those alternate servers increases nerely as a result of
greylisting.

0o Alternate (MX) servers SHOULD share the sane greylisting database.
When they do not -- as is often true when the servers occupy
different Administrative Managenent Donmains (ADMDs) -- SMIP
clients can see variable treatnent if they try to send to
di fferent MX hosts.

o When alternate MX servers relay mail back to the "primry" M
server, the latter SHOULD be configured to pernit the other
servers to relay mail wi thout being subjected to greylisting.

There are sone applications that connect to an SMIP server and

simul ate a transaction up to the point of sending the RCPT command in
an attenpt to confirmthat an address is valid. Sone of these are
legitimate applications (e.g., mailing list servers), and others are
aut omat ed prograns that attenpt to ascertain valid addresses to which
to send spam (a "directory harvesting" attack). Geylisting can
interfere with both instances, with harnful effects on the forner.

4.3. Address Space Saturation
Greylisting is obviously not a fool proof solution to avoiding abusive
traffic. Bad actors that send mail with just enough frequency to

avoid having their records expire will never be caught by this
mechani sm after the first instance.
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Where this is a concern, conbining greylisting with sone form of
reputation service that estinates the |ikely behavior for IP
addresses that are not intercepted by the greylisting function would
be a good choi ce.

Recomendat i ons

The foll owi ng practices are RECOWENDED based on col |l ected
experi ence:

1

| mpl enent greylisting based on a tuple consisting of (IP address,
RFC5321. Mai | From and the first RFC5321.RcptTo). It is
sufficient to use only the first RFC5321. RcptTo as legitimate
MIAs appear not to reorder recipients between retries. |ncluding
RFC5321. Mai | From i nproves accuracy where the I P address is being
mat ched in clusters (e.g., CIDR blocks) rather than precisely
(see below). After a successful retry, allow all further [SMIP]
traffic fromthe IP address in that tuple regardl ess of envel ope
i nformation.

Include a configurable range of tine within which a retry froma
greylisted host is considered and outside of which it is
otherw se ignored. The range needs to cover typical retry tines
of common MIA configurations, thus anticipating that a fully
capable MTA will retry sonetinme after the beginning of the range
and before the end of it. The default range SHOULD be from one
mnute to 24 hours. Retries within the range are pernitted and
satisfy the greylisting test, and the client is thus no | onger
likely to be a sender of spam Retries after the end of the
range SHOULD be considered to be a new nessage for the purposes
of greylisting evaluation (i.e., reset the "first seen" tinestanp
for that I P address). Sone sites use a higher tinme value for the
low end of the time range to match common legitimte MIA retry

ti meouts, but additional benefit from doing so appears unlikely.

Include a tineout for database entries, after which records for

| P addresses that have generated no recent traffic are del eted.
This step is intended to re-enable greylisting for an | P address
in the event that it has changed "owners" and will subject the
client to another round of greylisting. The default SHOULD be at
| east one week.

For an Adninistrative Managenent Donmain (ADMD), all inbound
border MIAs listed in the [DNS] SHOULD share a common greylisting
dat abase and common greylisting policies. This handl es sequences
in which a client’s retry goes to a different server after the
first 4yz reply, and it lets all servers share the list of hosts
that did retry successfully.
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5. To accomodate those senders that have clusters of outgoing nail
servers, greylisting servers MAY track CI DR bl ocks of a size of
its own choosing, such as /24, rather than the full |Pv4 address.
(Note, however, that this heuristic will not work for clusters
havi ng nachi nes on different networks.) A simlar grouping
capability MAY be established based on the domai n name of the
mai |l server if one can be determ ned.

6. Include a nanual override capability for adding specific IP
addresses or network bl ocks that always bypass checks. There are
legitimate senders that sinply don’t respond well to greylisting
for a variety of reasons, nost of which do not conflict with
[SMIP]. There are also sone highly visible online entities such
as enail service providers that will be certain to retry; thus
those that are known SHOULD be allowed to bypass the filter

7. Geylisting SHOULD NOT be applied by an ADMD s subm ssion service
(see [SUBM SSION]) for authenticated client hosts. It also
SHOULD not be applied agai nst any authenticated ADVD sessi on.

Aut henti cation can include whatever mechani snms are deened
appropriate for the ADMD, such as known internal |P addresses,
protocol -1 evel client authentication, or the like.

There is no specific recommendation as to the specific choice of 4yz
code to be returned as a result of a greylisting delay. Per [SMIP],
however, the only two reasonabl e choices are 421 if the

i mpl erent ati on wi shes to ternminate the connection i medi ately and 450
otherwise. It is possible that sonme clients treat different 4yz
codes differently, but no data is available on whether using 421
versus sone other 4yz code is particularly advant ageous.

There is also no specific reconmendation as to the choice of text to
include in the SMIP reply, if any. Some inplenenters argue that
indicating that greylisting is in effect can give spamware a hint as
to when to try again for successful delivery, while others suspect
that it won’'t nmatter to spammare and thus the nore |likely audience is
legitinmate senders seeking to understand why their mail is being

del ayed.

6. Measuring Effectiveness

A few techni ques are common when neasuring the effectiveness of
greylisting in a particular installation:

0o Arrange to log the spamversus legitimte determ nations of
nmessages and what the greylisting decision would have been if
enabl ed; then determ ne whether there is a correlation (and, of
course, whether too nuch legitimate email would also be affected).
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0 Continuing fromthe previous point, query the set of |IP addresses
subjected to greylisting in any popular [DNSBL] to see if there is
a strong correl ation.

7. 1Pv6 Applicability

The descriptions and recommendati ons presented in this neno are based
on many years of experience with greylisting in the |Pv4 Internet
environnent, so they clearly pertain to | Pv4 depl oynents only.

The greater size of an | Pv6 address seens likely to permt

di fferences in behaviors by bad actors, and this could well nean
needing to alter the details for applying greylisting; it might even
negate any benefits in using greylisting at all. At a mninmm it is
likely to call for different specific choices for any greylisting

al gorithm vari abl es.

In addition, an obvious consideration is that the size of the
dat abase required to store records of all of the |IP addresses seen
will likely be substantially larger in the | Pv6 environment.

8. Security Considerations

This section discusses potential security issues related to
greylisting.

8.1. Trade-Ofs

The di scussi on above highlights the fact that, although greylisting
provi des sone obvi ous and val uabl e defenses, it can introduce

uni ntenti onal and detrinental consequences for delivery of legitinmate
mail. \here tinely delivery of email is essential, especially for
financial, transactional, or security-related applications, the
possi bl e consequences of such systens need to be carefully
consi der ed.

Specific sources can be exenpted fromgreylisting, but, of course,
that nmeans they have elevated privilege in terns of access to the
mai | boxes on the greylisting system and nalefactors can seek to
exploit this.

8.2. Dat abase

The dat abase that has to be maintained as part of any greylisting
systemw ||l grow as the diversity of its SMIP clients’ hosts grows
and, of course, is larger in general depending on the nature of the
tupl e stored about each delivery attenpt. Even with a record aging
policy in place, such a database could grow | arge enough to interfere
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9.

9.

with the systemhosting it, or at least to a point at which
greylisting service is degraded. Moreover, an attacker know ng which
greylisting scheme is in use could rotate paraneters of SMIP clients
under its control, in an attenpt to inflate the database to the point
of deni al - of - servi ce.

| mpl enenters coul d consider configuring an appropriate failure policy
so that something | ocally acceptabl e happens when the database is
attacked or otherw se unavail abl e.

In practice, this has not appeared as a serious concern, because any
reasonabl e agi ng policy successfully noderates database growth. It
is nevertheless identified here as a consideration as there nay be

i mpl ementations in some environnents where this is indeed an issue.
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