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Abstr act

As interest in |IPv6 deploynent in cellular networks increases,
several mgration issues have been being raised; |1Pv6 prefix
managenent is the issue addressed in this docunent. Based on the

i dea that DHCPv6 servers can nanage prefixes, we use DHCPv6 Prefix
Del egation to address such prefix nanagenent issues as an access
router offloading del egation of prefixes and rel ease tasks to a
DHCPv6 server. The access router first requests a prefix for an

i ncom ng nmobil e node fromthe DHCPv6 server. The access router nmay
next do stateless or stateful address allocation to the nobile node,
e.g., with a Router Advertisenent or using DHCP. W also describe
prefi x managenent using Authentication, Authorization, and Accounting
(AAA) servers.

Status of This Meno

This docunent is not an Internet Standards Track specification; it is
published for infornational purposes.

This is a contribution to the RFC Series, independently of any other
RFC stream The RFC Editor has chosen to publish this docunment at
its discretion and nmakes no statenent about its value for

i npl enentati on or depl oynent. Docunents approved for publication by
the RFC Editor are not a candidate for any | evel of I|nternet
Standard; see Section 2 of RFC 5741.

I nformation about the current status of this docunent, any errata,

and how to provide feedback on it may be obtai ned at
http://ww. rfc-editor.org/info/rfc6653
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1. Introduction
Figure 1 illustrates the key elenments of a typical cellular access
network. In a Long-Term Evolution (LTE) network, the Access Router

(AR) is the Packet Data Network (PDN) Gateway [3GPP-23401].
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Figure 1: Key Elenents of a Typical Cellular Network

The Mobile Node (M\) attaches to a Base Station (BS) through an LTE
air interface. A BS nmanages connectivity of User Equi prent (UE) and
ext ends connections to an Access Gateway (GWN, e.g., the Serving
Gateway (S-GW in an LTE network. The access GNand the AR are
connected via an IP network. The AR is the first-hop router of the
M\Ns and is in charge of address/prefix managenent.

The AR is connected to an IP network that is owned by the operator
this network is connected to the public Internet via a border router
The network contains servers for subscriber managenent, including
Quality of Service, billing, and accounting, as well as a Dynanic
Host Configuration Protocol (DHCP) server [RFC6342].

Wth | Pv6 addressing, because nobile network |inks are point-to-point
(P2P), the per-MN interface prefix nodel is used [ RFC3314] [ RFC3316].
In the per-MN interface prefix nodel, prefix nmanagenent is an issue.

Wien an MN attaches to an AR, the AR requests one or nore prefixes
for the MN. When the MN detaches fromthe AR, the prefixes should be
rel eased. Wen the MN becones idle, the AR should keep (i.e., not

rel ease) the allocated prefixes.

Thi s docunent describes how to use DHCPv6 Prefix Del egation
(DHCPv6-PD) in nobile networks, such as networks based on standards
devel oped by the 3rd CGeneration Partnership Project (3GPP) and it
could easily be adopted by the Worl dwi de Interoperability for

M crowave Access (WMAX) Forumas well. In view of migration to
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| Pv6, the nunber of MNs connected to the network at a given tinme nmay
becone very high. Traditional techniques such as prefix pools are
not scalable. In such cases, DHCPv6-PD becones the viable approach
to take.
The techni ques described in this docunent have not been approved by
the I ETF or the 3GPP, except for those techni ques described below in
Section 3.3. This docunment is not a Standard or Best Current
Practice. This docurment is published only for possible consideration
by operators.
This docunent is useful when address space needs to be nmanaged by
DHCPv6- PD. There are obviously other nmeans of nanagi ng address
space, including having the AR track internally what address space is
used by what nobile.

2. Term nol ogy and Acronyns
3GPP - 3rd Ceneration Partnership Project
AAA - Aut hentication, Authorization, and Accounting
AR - Access Router
BS - Base Station
DHCP - Dynami c Host Configuration Protoco
E- UTRAN - Evol ved Universal Terrestrial Radio Access Network
GPRS - General Packet Radio Service
LTE - Long- Term Evol ution
MN - Mbbil e Node
P2P - Poi nt -t o- Poi nt
PD - Prefix Del egation
PDN - Packet Data Network
S-GW - Serving Gat eway

W MAX - Worldwi de Interoperability for Mcrowave Access
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3.

3.

Prefix Del egati on Usi ng DHCPv6

"Access router" refers to the cellular network entity that has a DHCP
client. According to [3GPP-23401], the DHCP client is located in the
PDN Gat eway, and so the AR is the PDN Gateway in the LTE
architecture.

1. Prefix Request Procedure for Stateless Address Configuration

There are two function nodules in the AR the DHCP client and the
DHCP rel ay. DHCP nessages should be relayed if the AR and a DHCP
server are not directly connected; otherw se, the DHCP relay function
in the ARis not necessary. Figure 2 illustrates a scenario in which
the AR and the DHCP server aren't directly connected:

1 lnitial NWentry |
or attach procedure|

|
|
|
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Comm e e e e e e oo - >| I
|
|
|

|

|

|

|
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| |2 Solicit

| [--------- > Rel ay- f or war d

| | e >
| | 3 Relay-reply

| | Advertise R R |
| | <oooeee |
| | 4 Request

| [--------- > Rel ay-forward |
| O >
| | 5 Relay-reply |
| | Reply R R

| ERREREEE |
|6 Attach | |
| Conpl et ed | |
| <o > |
| 7 Rout er | |
| Solicitation | |
| oo >| |
| 8 Router | |
| Advertisenent | |
R e | |

Figure 2: Prefix Request
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1. An M (also referred to as UE, or User Equipnent, by the 3GPP)
perfornms initial network entry and authentication procedures,
a.k.a. the attach procedure.

2. On successful conpletion of Step 1, the AR initiates the DHCP
Solicit procedure to request prefixes for the MN. The DHCP
client in the AR creates and transmits a Solicit nessage as
described in Sections 17.1.1 ("Creation of Solicit Messages") and
17.1.2 ("Transmi ssion of Solicit Messages") of [RFC3315]. The
DHCP client in an AR that supports DHCPv6 Prefix Del egation
[ RFC3633] creates an ldentity Association for Prefix Del egation
(A PD) and assigns it an ldentity Association IDentifier (IAlID)
The client nust include the A PD option in the Solicit nmessage.
The DHCP client as Requesting Router (RR) nust set the
prefix-length field to a value less than, e.g., 48 or equal to 64
to request a /64 prefix. Next, the relay agent in the AR sends
to the DHCP server a Relay-forward nessage in which a Solicit
nmessage i s encapsul at ed.

3. The DHCP server sends an Advertise nessage to the AR in the sane
way as that described in Section 17.2.2 ("Creation and
Transm ssi on of Advertise Messages") of [RFC3315]. An Advertise
message with the A PD shows that the DHCP server is capable of
del egating prefixes. This nessage is received encapsulated in a
Rel ay-reply nessage by the relay agent in the AR and is sent as
an Advertise nessage to the DHCP client in the AR

4. The AR (DHCP client and relay agent) uses the sanme nessage
exchanges as those described in Section 18 ("DHCP dient-
Initiated Configuration Exchange") of [RFC3315] and in [ RFC3633]
to obtain or update prefixes fromthe DHCP server. The AR ( DHCP
client and relay agent) and the DHCP server use the I A PD Prefix
option to exchange informati on about prefixes in much the sane
way as | A Address options are used for assigned addresses. This
i s acconplished by the AR sendi ng a DHCP Request nessage and the
DHCP server sending a DHCP Reply nessage.

5. The AR stores the prefix information it received in the Reply
nessage

6. A connection between the MN and AR is established, and the |ink
becones active. This step conpletes the Packet Data Protoco
(PDP) Context Activation Procedure in Universal Mbbile
Tel econmuni cati ons System (UMIS) and PDN connection establishnent
in LTE networks.
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7. The MN may send a Router Solicitation nmessage to solicit the AR
to send a Router Advertisement (RA) nessage.

8. The AR advertises the prefixes received in the A PD option to
the MN via an RA once the PDP Context/PDN connection is
established, or in response to a Router Solicitation nessage sent
fromthe M

The 4-way exchange between the AR as RR and the DHCP server as

Del egating Router (DR), as shown in Figure 2, may be reduced to a

t wo- message exchange by using the Rapid Commit option [RFC3315]. The
DHCP client in the AR acting as RR includes a Rapid Cormit option in
the Solicit nmessage. The DR then sends a Reply nessage contai ni ng
one or nore prefixes.

3.2. Prefix Request Procedure for Stateful Address Configuration

Stateful address configuration requires a different architecture than
that shown in Figure 2; in this type of configuration, there are two
function nodules in the AR the DHCP server and the DHCP client.

After the initial attach is conpleted, a connection to the ARIis
established for the MN\.  The DHCP client function at the AR as RR and
the DHCP server as DR follow Steps 2 through 5 of the procedure shown
in Figure 2 to get the new prefix for this interface of the MN from
the | A_PD option exchange defined in [ RFC3633].

The DHCPv6 client at the MN sends the DHCP Request to the AR The
DHCP server function at the AR nust use the I A PD option received in
t he DHCPv6- PD exchange to assign an address to the MN\.  The | A PD
option nust contain the prefix. The AR sends to the MN a DHCP Reply
nmessage containing the I A address option (I AADDR). Figure 3 shows

t he message sequence.

The MN configures its interface with the address assigned by the DHCP
server in the DHCP Reply nessage
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In Figure 3, the AR may be the hone gateway of a fixed network to
whi ch the MN gets connected during the M\N's handover.

AR
| |DHCP | | DHCP |DHCP | e +
erver |

Initial NWentry
or attach procedure

| | |
| | |
| <----mmmmmmeem e > | |
| | DHCPv6- PD exchange |
| | simlar to Steps 2-5 |
| Solicit | of Figure 2 (1A PD) |
[=-mmmmm e >| |
| Adverti se | |
| <----mmmmm e | |
| Request | |
[=-mmmmm >| |
| | |
| | |
| | Use prefix in | A PD |
| Reply | to assign | AADDR |
| <-mmmmmmmee e | |

Figure 3: Stateful Address Configuration Follow ng PD
3.3. The MN as Requesting Router in Prefix Del egation

The AR nmay use a DHCPv6 Prefix Del egati on exchange to get a del egated
prefix shorter than /64 by setting the prefix-length field to a val ue
Il ess than 64, e.g., 56 to get a /56 prefix. Each newly attaching M\
first goes through the steps in Figure 2, in which the AR requests a
shorter prefix to establish a default connection with the M\

The MN may next request additional prefixes (/64 or shorter) fromthe
AR usi ng DHCPv6 Prefix Del egati on, where the MNis the RR and the AR
is the DR (see [ RFC6459] and Section 5.3.1.2.6 of [3GPP-23401]). In
this case, the call flowis sinmlar to that shown in Figure 3. The
Solicit message nmust include the 1A PD option with the prefix-length
field set to 64. The MN may request nore than one /64 prefix. The
AR as DR nust del egate these prefixes, excluding the prefix assigned
to the default connection.
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3.4. Prefix Release Procedure

Prefixes can be released in two ways: via prefix aging, or via the
DHCP rel ease procedure. |In prefix aging, a prefix should not be used
by an MN when the prefix ages, and the DHCP server can delegate it to
another MN. A prefix lifetime is delivered fromthe DHCPv6 server to
the MN via the DHCP | A PD Prefix option [RFC3633] and the RA Prefix
Information option [RFC4861]. Figure 4 illustrates how the AR

rel eases prefixes to a DHCP server that isn't directly connected to
the AR

1. A signal that an MN has detached, such as sw tch-off or handover
triggers the prefix rel ease procedure.

2. The AR initiates a Rel ease nmessage to give the prefixes back to
t he DHCP server.

3. The server responds with a Reply nessage. The prefixes can then
be reused by other M\s.

|
1 De-registration
handover, or other
|
|

Figure 4: Prefix Rel ease
3.5. M scell aneous Consi derations
3.5.1. Howto Cenerate an | AID
The 1AIDis 4 bytes in length and should be unique in the scope of an
AR The prefix table should be naintained; this table contains the
| AID, the Media Access Control (MAC) address, and the prefix(es)

assigned to the MN. |In LTE networks, the International Mbile
Equi pnent Identity (IMEl) uniquely identifies the MNs interface and
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thus corresponds to the MAC address. The MAC address of the
interface should be stored in the prefix table and is used as the key
for searching the table.

The 1 AID should be set to Start _IAID, Start _IAIDis an integer of
4 octets. The following algorithmis used to generate the 1AID

1. Set this IAIDvalue in the A PD Prefix option. Request a prefix
for this MN as described in Section 3.1 or Section 3.2.

2. Store the IAID, MAC address, and received prefix(es) in the next
entry of the prefix table.

3. I ncrenent the | AlD.

A prefix table entry for an MN that hands over to another AR nust be
removed. The I AID value is released and can then be reused.

3.5.2. Policy to Delegate Prefixes

In P2P links, if /64 prefixes of all M\s connected to one or nore ARs
are broadcast dynamically upstreamas route information, high
routing-protocol traffic (1GP, OSPF, etc.) due to per-M interface
prefixes will result. There are two solutions to this problem One
solution is to use static configuration, which would be preferable in
many cases. No routing protocols are needed, because each AR has a
known pi ece of address space. |If the DHCP servers al so know that
address space, then they will assign to a particular AR a prefix from
t hat space.

The other solution is to use route aggregation. For exanple, each AR
can be assigned a /48 or /32 prefix (an aggregate prefix, a.k.a
service provider common prefix), while each interface of an MN can be
assigned a /64 prefix. The /64 prefix is an extension of the /48
prefix -- for exanple, an AR s /48 prefix is 2001:db8:0::/48 -- while
an interface of the MNis assigned a 2001:db8:0:2::/64 prefix. The
border router in Figure 1 may be nanually configured to broadcast
only an individual AR's /48 or /32 prefix information to the

I nternet.

4. Prefix Del egation Using RADI US and Di aneter

In the initial network entry procedure shown in Figure 2, the AR as
Renote Aut hentication Dial In User Service (RADIUS) client sends an
Access- Request nmessage with MN information to the RADI US server. |If
the MN passes the authentication, the RADIUS server may send an
Access- Accept nessage with prefix information to the AR using the
Framed-| Pv6-Prefix attribute. The AAA server also provides routing
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information to be configured for the MN on the AR using the
Franmed-| Pv6- Route attribute. Using such a process, the AR can handl e
initial prefix assignments to M\Ns, but nanaging the lifetime of the
prefixes is totally left to the AR The Franmed-1Pv6-Prefix is not
designed to support del egation of I Pv6 prefixes. For this situation
the Del egated-1Pv6-Prefix attribute, which is discussed bel ow, can be
used.

[ RFC4818] defines a RADIUS attribute, Del egated-I1Pv6-Prefix, which
carries an I Pv6 prefix to be delegated. This attribute is usable
within either RADIUS or Diameter. [RFC4818] recommends that the DR
use the AAA server to receive the prefixes to be del egated, by using
the Del egated-1Pv6-Prefix attribute/ Attribute-Value Pair (AVP)

The DHCP server as DR, as shown in Figure 2, nmay send an

Access- Request packet containing the Del egated-1Pv6-Prefix attribute
to the RADIUS server to request prefixes. 1In the Access-Request
message, the DR may provide a hint that it would prefer a prefix --
for exanple, a /48 prefix. As the RAD US server is not required to
honor the hint, the server may del egate a | onger prefix -- e.g., /56
or /64 -- in an Access-Accept nessage containing the

Del egat ed- | Pv6-Prefix attribute [ RFC4818]. The attribute can appear
multiple times when the RADI US server delegates multiple prefixes to
the DR. The DR sends the prefixes to the RR using the | A PD option,
and the AR as RR uses them for M\s, as described in Section 3.

Wien Di aneter is used, the DHCP server as DR, as shown in Figure 2,
sends an AA- Request nessage. The AA-Request nessage nmay contain a
Del egat ed- | Pv6-Prefi x AVP. The Dianmeter server replies with an

AA- Answer nessage. The AA- Answer nessage may contain a

Del egat ed- | Pv6- Prefi x AVP. The AVP can appear nultiple tinmes when
the Dianmeter server assigns multiple prefixes to an MN. The

Del egat ed- | Pv6- Prefi x AVP nay appear in an AA-Request packet as a
hint fromthe ARto the Dianeter server that it would prefer a

prefix -- for exanple, a /48 prefix. The D aneter server may

del egate in the AA-Answer nessage a /64 prefix, which is an extension
of the /48 prefix. As in the case of RADIUS, the DR sends the
prefixes to the RR using the | A PD option, and the AR as RR uses them
for the MNs as described in Section 3.

5. Security Considerations
Thi s docunent does not introduce any additional nessage types and
t heref ore does not introduce any additional threats. The security

procedures for DHCPv6 [ RFC3633], RADI US [ RFC2865], and Di aneter
[ RFC3588] apply.
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