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Keyi ng (HOKEY) Architecture Design

The Handover Keying (HOKEY) Working Group seeks to mninmze handover
del ay due to authentication when a peer noves from one point of

attachnent to anot her.
approaches to reduce handover del ay:

Wirk has progressed on two different
early authentication (so that

aut henti cation does not need to be perforned during handover), and

reuse of cryptographic nmateria
aut hentication to save tine during re-authentication.
assunption is that the nmobile host or "peer"
aut henti cated using the Extensible Authentication Protocol

generated during an initial

A basic
is initially
(EAP) ,

execut ed between the peer and an EAP server as defined in RFC 3748.

Thi s docunent defines the HOKEY architecture.
descri bes design objectives,
handover keyi ng oper at es,

architecture itself,
ar chi t ect ur al

conponents.

the functiona

Specifically, it

envi ronment w thin which
the functions to be performed by the HOKEY

and the assignnent of those functions to

It goes on to illustrate the operation of

the architecture within various deploynment scenarios that are
described nore fully in other docunents produced by the HOKEY Wrking

G oup.

Zorn, et al.

I nf or mat i onal

[ Page 1]



RFC 6697 HOKEY Architecture Design July 2012

Status of This Meno

This docunent is not an Internet Standards Track specification; it is
published for informational purposes.

This docunent is a product of the Internet Engi neering Task Force
(IETF). It represents the consensus of the I ETF comunity. |t has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Group (IESG. Not all docunents
approved by the | ESG are a candi date for any |evel of Internet

St andard; see Section 2 of RFC 5741.

I nformation about the current status of this docunent, any errata,
and how to provide feedback on it nay be obtained at
http://ww.rfc-editor.org/info/rfc6697

Copyright Notice

Copyright (c) 2012 I ETF Trust and the persons identified as the
document authors. All rights reserved.

This docunent is subject to BCP 78 and the | ETF Trust’s Lega
Provisions Relating to | ETF Documents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunment. Code Conponents extracted fromthis docunent rnust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1. Introduction

The Extensible Authentication Protocol (EAP) [ RFC3748] is an

aut hentication framework that supports different types of

aut hentication nmethods. Oiginally designed for dial-up connections,
EAP is now commonly used for authentication in a variety of access
net wor ks.
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When a host (or "peer", the termused fromthis point onward) changes
its point of attachnent to the network, it nust be re-authenticated.
If a full EAP authentication nust be repeated, several nessage round
trips between the peer and the home EAP server may be involved. The
resulting delay will result in degradation -- or, in the worst case,

| oss of any service session in progress -- if comunication is
suspended while re-authentication is carried out. The delay is worse
if the new point of attachment is in a visited network rather than
the peer’s hone network because of the extra procedural steps

i nvol ved as well as the probable increase in round-trip tinmne.

O ancy, et al. [RFC5169] describe this problemnore fully and
establish design goals for solutions to reduce re-authentication
delay for transfers within a single adninistrative domain. They al so
suggest a nunber of ways to achi eve a sol ution

o specification of a nethod-independent, efficient re-authentication
prot ocol based upon EAP

o reuse of keying material fromthe initial EAP authentication

o deploynent of re-authentication servers local to the peer to
reduce round-trip del ay; and

o specification of the additional protocol needed to allow the EAP
server to pass authentication information to the |oca
re-aut hentication servers.

Sal owey, et al. [RFC5295] tackle the problemof the reuse of keying
mat eri al by specifying how to derive a hierarchy of cryptographically
i ndependent purpose-specific keys fromthe results of the origina
EAP aut hentication, while Cao, et al. [RFC6696] specify a nethod-

i ndependent re-authentication protocol (the EAP Re-authentication
Protocol (ERP)) applicable to two specific depl oynent scenari os:

0 where the peer’s hone EAP server also perforns re-authentication
and

o where a local re-authentication server exists but is co-located
wi th an Authentication, Authorization, and Accounting (AAA) proxy
wi thin the donain.

O her work provides further pieces of the solution or insight into
the problem For the purpose of this meno, Hoeper, et al. [RFC5749]
provi de an abstract nmechanismfor distribution of keying materia
fromthe EAP server to re-authentication servers. Ohba,

et al. [RFC5836] contrast the EAP Re-authentication (ER) strategy
provided by ERP with an alternative strategy called "early
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aut hentication". RFC 5836 defines EAP early authentication as the
use of EAP by a nobile peer to establish authenticated keying
material on a target attachnment point prior to its arrival. Hence
the goal of EAP early authentication is to conplete all EAP-rel ated
communi cati ons, including AAA signaling, in preparation for the
handover, before the nobile device actually noves. Early

aut hentication includes direct and indirect pre-authentication as
wel | as Authenticated Anticipatory Keying (AAK). All three early

aut henti cati on nmechani sns provi de neans to securely establish

aut henti cated keying material on a Candi date Attachnment Point (CAP)
while still being connected to the Serving Attachment Point (SAP) but
vary in their respective system assunptions and conmmuni cati on pat hs.
In particular, direct pre-authentication assunes that clients are
capabl e of discovering CAPs and all conmunications are routed through
the SAP. On the other hand, indirect pre-authentication assunes an
exi sting rel ati onshi p between the SAP and CAP, whereas the di scovery
and sel ection of CAPs is outside the scope of AAK.  Furthernore, both
direct and indirect pre-authentication require a full EAP execution
to occur before the handover of the peer takes place, while AAK
techni ques (like ERP [ RFC6696]) use keys derived fromthe initial EAP
aut henti cati on.

Bot h EAP re-authentication and early authentication enable faster

i nter-authenticator handovers. However, it is currently unclear how
t he necessary handover infrastructure can be deployed and integrated
into existing EAP infrastructures. |In particular, previous work has
not described how ER servers that act as endpoints in the

re-aut hentication process should be integrated into | ocal and hone
domai n networks. Furthernore, how EAP infrastructure can support the
tinely triggering of early authentications and aid with the selection
of CAPs is currently unspecified.

Thi s docunent proposes a general HOKEY architecture and denonstrates
how it can be adapted to different depl oynent scenarios. To begin
with, Section 3 recalls the design objectives for the HOKEY
architecture. Section 4 reviews the functions that nust be supported
within the architecture. Section 5 describes the conponents of the
HOKEY architecture. Section 6 describes the different depl oynent
scenarios that the HOKEY Wbrki ng Group has addressed and the
information flows that nust occur within those scenarios, by
reference to the docunments summari zed above where possible and
otherwise within this docunent itself. Finally, Section 7 provides
an anal ysis of how AAA protocols can be applied in the HOKEY
architecture.
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2. Term nol ogy

Thi s docunent reuses terns defined in Section 2 of Chba,
et al. [RFC5836] and Section 2 of Cao, et al. [RFC6696]. In
addition, it defines the foll ow ng:

DS-r RK
Domai n- Speci fi c re-aut henticati on Root Key.

pMBK
pre-established Master Session Key.

EAP Early Authentication
The use of EAP by a nobile peer to establish authenticated keying
material on a target attachment point prior to its arrival; see
Chba, et al. [RFC5836].

ER Key Managenent
An instantiation of the nechani sm described in Hoeper
et al. [RFC5749] for creating and delivering root keys from an EAP
server to an ER server.

EAP Re-aut hentication (ER)
The use of keying material derived froman initial EAP
aut hentication to enable single-round-trip re-authentication of a
nobil e peer. For a detailed description of the keying nateri al
see Section 4 of Cao, et al. [RFC6696].

ER Server
A conponent of the HOKEY architecture that term nates the EAP
re-aut hentication exchange with the peer

3. Design CGoals

This section investigates the design goals for the HOKEY
architecture. These include reducing the signaling overhead for
re-aut hentication and early authentication, integrating |local donain
nane di scovery, enabling fault-tol erant re-authentication, and

i mprovi ng depl oynent scalability. These goals supplenent those

di scussed in Section 4 of RFC 5169. Note that the identification and
sel ection of CAPs is not a goal of the architecture, since those
operations are generally specific to the | ower layer in use.
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3.1. Reducing Signaling Overhead
3.1.1. Mninized Conmuni cations with Honme Servers

ERP [ RFC6696] requires only one round trip; however, this round trip
may require comunication between a peer and its hone ER and/or hone
AAA server in explicit bootstrappi ng and conmmuni cati on between | oca
servers and the hone server in inplicit bootstrapping even if the
peer is currently attached to a visited (local) network. As a
result, even this one round trip may introduce |ong del ays because
the hone ER and hone AAA servers may be distant fromthe peer and the
network to which it is attached. To |ower signaling overhead,
comuni cation with the home ER server and honme AAA server should be
mnimzed. Ideally, a peer should only need to communicate wth

| ocal servers and other local entities.

3.1.2. M nimzed User Interaction for Authentication

When the peer is initially attached to the network or noves between
het er ogeneous networks, full EAP authentication between the peer and
EAP server occurs and user interaction may be needed, e.g., a dialog
to pronpt the user for credentials. To reduce |atency, user
interaction for authentication at each handover should be m nim zed.
I deal | y, user involvenent should take place only during initia

aut henti cation and subsequent re-authentication should occur
transparently.

3.2. Integrated Local Domain Nanme (LDN) Di scovery

ERP boot strappi ng nust occur before (inplicit) or during (explicit) a
handover to transport the necessary keys to the local ER server
involved. Inplicit bootstrapping is preferable because it does not
requi re comuni cation with the home ER server during handover, but it
requires that the peer know the domai n nane of the ER server before

t he subsequent | ocal ERP exchange happens in order to derive the
necessary re-authentication keying material. ERP [RFC6696] does not
speci fy such a donai n nane di scovery nmechani sm and suggests that the
peer nmay |learn the domain nane through the EAP-Initiate/ Re-auth-Start
nmessage or via |lower-layer announcenents. However, donain name

di scovery happens after the inplicit bootstrappi ng conpletes, which
may introduce extra latency. To allow nore efficient handovers, a
HOKEY architecture should support an efficient domai n nane di scovery
mechani sm (for exanple, see Zorn, WI & Wang [ RFC6440]) and allow its
integration with ERP inplicit bootstrapping. Even in the case of
explicit bootstrapping, LDN discovery should be optinzed such that
it does not require contacting the home AAA server, as is currently

t he case.
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3.3. Fault-Tol erant Re-Authentication

If all authentication services depend upon a renpte server, a network
partition can result in the denial of service to valid users

However, if for exanmple an ER server exists in the |ocal network,
previously authenticated users can re-authenticate even though a link
to the hone or main authentication server doesn't exist.

3.4. Inproved Depl oynment Scalability

To provide better deploynent scalability, there should be no
requirenent for the co-location of entities providing handover keying
services (e.g., ER servers) and AAA servers or proxies. Separation
of these entities nmay cause problens with routing but allows greater
flexibility in deploynent and inpl enmentation.

4. Required Functionality
4.1. Authentication Subsystem Functional Overview

The operation of the authentication subsystem provided by HOKEY al so
depends on the availability of a nunber of discovery functions:

o discovery of CAPs by the peer, by the SAP, or by sone other
entity;

o discovery of the authentication services supported at a given CAP,

o discovery of the required server in the honme domain when a CAP is
not in the sane donain as the SAP, or no |ocal server is
avai |l abl e;

o peer discovery of the LDN when EAP re-authentication is used with
a local server.

It is assuned that these functions are provided by the environnent

wi thin which the authentication subsystem operates and are outside
the scope of the authentication subsystemitself. LDN discovery is a
possi bl e exception

The maj or functions conprising the authentication subsystem and their
i nt erdependenci es are discussed in greater detail bel ow

o When AAA is invoked to authorize network access, it uses one of
two services offered by the authentication subsystem full EAP
aut hentication or EAP re-authentication. Note that although AAA
may perform authentication directly in sone cases, when EAP is
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utilized AAA functions only as a transport for EAP nessages and
the encryption keys (if any) resulting from successful EAP
aut henti cati on.

0 Pre-authentication triggers AAA network access authorization at
each CAP, which in turn causes full EAP authentication to be
i nvoked.

0 EAP re-authentication invokes ER key managenent at the tine of
aut hentication to create and distribute keying material to ER
servers.

0 AAK relies on ER key managenent to establish keying nmaterial on
ER/ AAK servers but uses an extension to ER key nanagenent to
derive and establish keying material on candi date authenticators.
AAK uses an extension to EAP re-authentication to conmunicate with
ER/ AAK servers.

EAP aut henti cation, EAP re-authentication, and handover key

di stribution depend on the routing and secure transport service
provi ded by AAA. Discovery functions and the function of

aut henti cation and authorization of network entities (access points,
ER servers) are not shown. As stated above, these are external to
t he aut henticati on subsystem

4.2. Pre-Authentication Function (Direct or Indirect)

The pre-authentication function is responsible for discovery of CAPs
and conpl etion of network access authentication and authorization at
each CAP in advance of handover. The operation of this function is
described in general ternms in Chba, et al. [RFC5836]. No docunent is
yet available to describe the inplenmentation of pre-authentication in
terns of specific protocols; pre-authentication support for the
Protocol for Carrying Authentication for Network Access (PANA)

[ RFC5873] could be part of the solution

4.3. EAP Re-Authentication Function

The EAP re-authentication function is responsible for authenticating
the peer at a specific access point using keying material derived
froma prior full EAP authentication. RFC 5169 [RFC5169] provides
the design objectives for an inplenentation of this function. ERP

[ RFC6696] describes a protocol to inplenent EAP re-authentication
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4.4, EAP Authentication Function

The EAP authentication function is responsible for authenticating the
peer at a specific access point using a full EAP exchange. Aboba,

et al. [RFC3748] define the associated protocol, while Chba,

et al. [RFC5836] describe the use of EAP as part of
pre-authentication. Note that the HOKEY Wbrki ng Group has not

speci fied the non- AAA protocol required to transport EAP frames over
IP that is shown in Figures 3 and 5 of Chba, et al. [RFC5836],

al t hough PANA [ RFC5873] is a candidate.

4.5, Authenticated Anticipatory Keying (AAK) Function

The AAK function is responsible for pre-placing keying materi al
derived froman initial full EAP authentication on CAPs. The
operation is carried out in two steps: ER key managenent (with
trigger not currently specified) places root keys derived from
initial EAP authentication onto an ER/ AAK server associated with the
peer. \Wen requested by the peer, the ER/ AAK server derives and
pushes predefined naster session keys to one or nore CAPs. The
operation of the AAK function is described in very general terns in
Chba, et al. [RFC5836]. A protocol specification exists (see Cao,

et al. [RFC6630]).

4.6. Managenent of EAP-Based Handover Keys
Handover key managenment consists of EAP nethod-i ndependent key
derivation and distribution and conprises the follow ng specific
functions:
o handover key derivation
o handover key distribution
The derivation of handover keys is specified in Sal owey,

et al. [RFC5295], and AAA-based key distribution is specified in
Hoeper, Nakhjiri & Chba [ RFC5749].
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5. Conponents of the HOKEY Architecture

This section describes the conponents of the HOKEY architecture in
terns of the functions they perform The conponents cooperate as
described in this section to carry out the functions described in the
previ ous section. Section 6 describes the different depl oynent
scenarios that are possible using these functions.

The conponents of the HOKEY architecture are as foll ows:

(o]

(o]

Zorn,

t he
t he
t he
t he

t he
t he

peer ;

aut henticator, which is a part of the SAP and CAPs;
EAP server;

ER server; and

ER/ AAK server [RFC6630], either in the honme domain or local to
aut henti cat or.
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The peer participates in the functions described in Section 4, as
shown in Table 1.

Zorn,

Direct
pre-aut hentication

I ndi rect
pre-aut henti cation

EAP
re-aut hentication

ER key managenent

Peer Rol e

Determ nes that full EAP authentication is

needed based on context (e.g.
aut hentication), pronpting fr
aut henticator, or discovery t
aut hentication is supported.
in the EAP exchange with the
Di scovers CAPs. Initiates
pre-authentication with each
EAP aut hentication as above,

rather than L2 transport for the EAP franes.

Enters into a full EAP exchange when

triggered, using either L2 or
for the frames

Deternines that EAP re-authentication is
possi bl e based on di scovery or authenticator
pronpting. Participates in ERP exchange

with the ER server.

Determ nes that AAK i s possible based on

di scovery or serving authenti
pronpting. Discovers CAPs.

ERP/ AAK exchange, requesting
keying material to the CAPs.

No role.

Tabl e 1: Functions of the Peer

et al.

I nf or mat i ona

, initial

omt he

hat only EAP
Partici pates
EAP server.

fol |l owed by
but using IP

L3 transport

cat or
Participates in
di stribution of
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5.2. Functions of the Serving Authenticator

The serving authenticator participates in the functions described in
Section 4, as shown in Table 2.

o e e e e e e e oo o o m e o e e e e e e e e e e e e e e e e e e e e e e e oo - o +
| Function | Serving Authenticator Role
e e e ek oo o e e e e e e e e e e e e e e e e e e e eee oo +
EAP aut henti cati on No rol e
Direct No rol e
pre-aut hentication
I ndi rect Di scovers CAPs. Initiates an EAP exchange

|
|
|
|
|

pre-aut henti cation bet ween the peer and the EAP server through
each candi date aut henti cator. Medi at es |

between L2 transport of EAP frames on the

peer side and a non- AAA protocol over |IP |
toward the CAP. |
- |
EAP |
re-aut hentication |
|
|
|
|
|
|

AAK

No role.

Medi at es between L2 transport of AAK franes
on the peer side and AAA transport toward
t he ER/ AAK server.

ER key managenent

Tabl e 2: Functions of the Serving Authenticator
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The candi date authenticator participates in the functions described
in Section 4, as shown in Table 3.

Zorn,

___________________ +
Functi on |
___________________ +
EAP aut henti cati on

|

|

|

|
- |
Direct |
pre-aut henti cation

|

|

|
- |
I ndi rect |
pre-aut henti cation

|
- |
EAP |
re-aut hentication

|

|

|

|
- |
AAK |
- |
ER key managenent
___________________ +

Candi dat e Aut henticator Rol e

I nvokes AAA networ k access authentication

and aut hori zati on upon handover/initi
attachnent. Mediates between L2 tran

of EAP franmes on the peer link and AAA

transport toward the EAP server

I nvokes AAA networ k access authentication

and aut hori zation when the peer initi
aut hentication. Mediates between non
transport of EAP franmes on the peer s
AAA transport toward the EAP server

Sanme as direct pre-authentication, ex
that it comunicates with the serving
aut henti cator rather than the peer.

I nvokes AAA networ k access authentication

and aut hori zation upon handover. Dis
or is configured with the address of
server. Mediates between L2 transpor
ERP frames on the peer side and AAA
transport toward the ER server

Recei ves and saves the pMsK

No role.

Tabl e 3: Functions of the Candi date Authenti cator

et al.
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a
sport

at es
- AAA L3
i de and

cept

covers
the ER
t of
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5.4. Functions of the EAP Server

The EAP server participates in the functions described in Section 4,
as shown in Table 4.

| Function | EAP Server Role

EAP aut henti cati on Term nates EAP signaling between it and the
peer via the candi date authenticator.
Det er m nes whet her network access
aut henti cation succeeds or fails. Provides
the MSK to the authenticator (via AAA).

Direct Sane as for EAP authentication

pre-aut henti cation

| |
| |
| |
| |
| |
| |
| |
| |
| - - |
| I'ndirect Sane as for EAP authentication. |
| pre-authentication |
| |
| |
| |
| |
| |
| |
| |
| |

EAP
re-aut hentication

Provides an rRK or DS-rRK to the ER server
(via AAA).

AAK

Sane as for EAP re-authentication

Creates an rRK or DS-rRK and distributes it
to the ER server requesting the information

ER key managenent

Tabl e 4: Functions of the EAP Server
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5.5. Functions of the ER Server

The ER server participates in the functions described in Section 4,
as shown in Table 5.

o e e e e e e e oo o o m e o e e e e e e e e e e e e e e e e e e e e e e e oo - o +
| Function | ER Server Role
e e e ek oo o e e e e e e e e e e e e e e e e e e e eee oo +
EAP aut henti cati on No rol e
Direct No role
pre-aut hentication
I ndi rect No rol e

pre-aut henti cation

EAP
re-aut hentication

|
|
|
|
|
|
I
Acquires an rRK or DS-rRK as applicabl e when
necessary. Term nates ERP signaling between |
it and the peer via the candidate |
aut henticator. Determ nes whet her network
access authentication succeeds or fails. |
Provi des an M5K to the authenticator. |
- |
Acquires an rRK or DS-rRK as applicabl e when
necessary. Derives pMSKs and passes themto
t he CAPs. |
|
|
|

ER key managenent Recei ves and saves an rRK or DS-rRK as

appl i cabl e.

Tabl e 5: Functions of the ER Server
6. Usage Scenari os

Dependi ng upon whether a change in a domain or access technology is
i nvol ved, we have the follow ng usage scenari os.

6.1. Sinple Re-Authentication
The peer remains stationary and re-authenticates to the origina

access point. Note that in this case, the SAP takes the role of the
CAP in the discussion above.
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6.2. Intra-Donai n Handover

The peer noves between two authenticators in the same domain. In
this scenario, the peer comunicates with the ER server via the ER
aut henticator within the sane network.

6.3. Inter-Donai n Handover

The peer noves between two different domains. |In this scenario, the
peer conmuni cates with nore than one ER server via one or two
different ER authenticators. One ER server is located in the current
network as the peer, and one is located in the previous network from
whi ch the peer noves. Another ER server is located in the hone
network to which the peer bel ongs.

6.4. Inter-Technol ogy Handover

The peer nobves between two heterogeneous networks. In this scenario,
the peer needs to support at |east two access technol ogies. The
coverage of two access technol ogies usually is overlapped during
handover. |In this case, only authentication corresponding to

i ntra-domai n handover is required; i.e., the peer can comunicate
with the same | ocal ER server to conplete authentication and obtain
keyi ng material corresponding to the peer

7. AAA Consi derations

This section provides an anal ysis of how the AAA protocol can be
applied in the HOKEY architecture in accordance with Section 4.1
("Aut hentication Subsystem Functional Overview').

7.1. Authorization

Aut hori zation is a major issue in deploynents. Werever the peer
nmoves around, the hone AAA server provides authorization for the peer
during its handover. However, it is unnecessary to couple

aut hori zation with authentication at every handover, since

aut horization is only needed when the peer is initially attached to
the network or noves between two different AAA domains. The EAP key
managenent docunent [ RFC5247] discusses several vulnerabilities that
are comon to handover mechani sms. One inportant issue arises from
the way that the authorization decisions nmght be handl ed at the AAA
server during network access authentication. For exanple, if AAA
proxi es are involved, they may al so influence authorization
decisions. Furthernore, the reasons for choosing a particul ar

decision are not comrunicated to the AAA clients. In fact, the AAA
client only knows the final authorization result. Another issue
relates to session nmanagenent. |n sone circunstances, when the peer
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noves from one authenticator to another, the peer nmay be

aut henticated by the different authenticator during a period of ting,
and the authenticator to which the peer is currently attached needs
to create a new AAA user session; however, the AAA server should not
view t hese handoffs as different sessions. Qherw se, this may

af fect user experience and al so cause accounting or |ogging issues.
For exanple, session ID creation, in nost cases, is done by each

aut henticator to which the peer attaches. In this sense, the new
aut henticator acting as AAA client needs to create a new AAA user
session fromscratch, which forces its correspondi ng AAA server to
term nate the existing user session with the previous authenticator
and set up a new user session with the new authenticator. This may
conplicate the setup and nai ntenance of the AAA user session.

7.2. Transport Aspect

The existing AAA protocols can be used to carry EAP and ERP nessages
bet ween the AAA server and AAA clients. AAA transport of ERP
messages i s specified in Hoeper, Nakhjiri & GChba [ RFC5749] and
Bournelle, et al. [D AMETER-ERP]. AAA transport of EAP nessages is
specified in [RFC4072]. Key transport al so can be performed through
a AAA protocol. Zorn, Wi & Cakul ev [ DI AMETER- AVP] specify a set of
Attribute-Value Pairs (AVPs) providing native D aneter support of
crypt ographi c key delivery.

8. Security Considerations
Thi s docunent does not introduce any new security vulnerabilities.
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