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Abst r act

Thi s docunent establishes an | ANA registry for Level of Assurance
(LoA) Profiles. The registry is intended to be used as an aid to

di scovering such LoA definitions in protocols that use an LoOA
concept, including Security Assertion Markup Language (SAM.) 2.0 and
Openl D Connect.

Status of This Meno

This docunent is not an Internet Standards Track specification; it is
published for informational purposes.

This docunent is a product of the Internet Engi neering Task Force
(IETF). It represents the consensus of the I ETF comunity. |t has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Group (IESG. Not all docunents
approved by the | ESG are a candi date for any |evel of Internet

St andard; see Section 2 of RFC 5741.

I nformation about the current status of this docunent, any errata,
and how to provide feedback on it nay be obtained at
http://ww. rfc-editor.org/info/rfc6711

Copyright Notice

Copyright (c) 2012 | ETF Trust and the persons identified as the
document authors. All rights reserved.

This docunent is subject to BCP 78 and the | ETF Trust’s Lega
Provisions Relating to | ETF Documents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunment. Code Conponents extracted fromthis docunent nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided wthout warranty as
described in the Sinplified BSD License.
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1. Introduction

Thi s docunent establishes an | ANA registry for Level of Assurance
(LoA) Profiles.

[ SAML] provides the followi ng definition of the concept of "level of
assurance":

Many existing (and potential) SAM. federation deploynents have
adopted a "levels of assurance" (or LOA) nodel for categorizing
the wide variety of authentication nethods into a small nunber of

| evel s, typically based on some notion of the strength of the

aut hentication. Federation nenbers (service providers or "relying
parties") then decide which | evel of assurance is required to
access specific protected resources, based on sone assessnment of
"val ue" or "risk".

Anot her definition of an "assurance level" is given in RFC 4949

[ RFC4949], which also identifies the roots of such profiles in the

NI ST special publication series, in particular SP 800-63 [ SP63].
Level of Assurance Profiles are used in various protocols, including
the Security Assertion Markup Language (SAM.) version 2.0 and CpenlD
Connect .

Several so-called trust franeworks and identity federations now

exi st, sone of which define one or nore LoAs. The purpose of this
specification is to create an | ANA regi stry where such LoOA
definitions can be discovered. While the quote above references
SAM_, the notion of a |evel of assurance has gai ned w despread
acceptance and should be treated as a protocol -i ndependent concept.
The newly created | ANA registry attenpts to reflect this.
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Al though the registry will contain URIs that reference SAML

Aut henti cation Context Profiles, other protocols nmay use such URIs to
identify level of assurance definitions w thout relying on or
transmtting their SAML XM_ definitions. Use of the registry by
protocol s other than SAM.L i s encouraged.

For instance, Qpenl D Connect defines the standard claim’'acr’ as a
identifier that may reference a SAML Aut hentication Context C ass
even though Openl D Connect is not itself based on XML or SAM..

Prot ocol designers who want to reference the registry should be aware
that regi stered LoAs may depend on assunptions that do not carry over
to all protocols and that such assunptions nmay vary anong the
protocols for which the LoAs were originally registered

2. Nane of Registry

The nane of the registry shall be "Level of Assurance (LoA) Profile"
in plural "Level of Assurance (LoA) Profiles"

3. Registration Tenpl ate
The follow ng informati on nmust be provided with each registration

URI: A URI referencing a Level of Assurance Profile. This is the
registry key.

Context Class: A valid XM. schema definition for the SAML 2.0 LoA
Context Class fulfilling the requirements of [SAM.]. The registry
key (the URI) is the unique identifier for the Context C ass.

Name: A string uniquely and unanbi guously identifying the LoA for
use in protocols where URIs are not appropriate.

Informational URL: A URL containing auxiliary information. This URL
must mnimally reference contact information for the
adm nistrative authority of the level of assurance definition and
nmust use either the http or https schene.

Note that it is possible for a single SAML Authentication Context
Class to contain definitions of multiple URIs. In that case, a
separate registration is to be used for each URI. Both the nanme and
the URI are to uniquely and unanbi guously identify the LoA. The name
is neant to be used in protocols where URIs are not appropriate. In
addition the requester is expected to provide basic contact

i nformati on and the name of the organization on behalf of which the
LoA definition is registered.
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The nane is defined by the foll owing ABNF (as defined in RFC 5234
[ RFC5234]):

label = ( ALPHA/ DIGT)

nane = | abel 1*( label / "-" /[ "." [ " ")

The el enents defined by the follow ng ABNF productions represent a
set of reserved values for the nane el enent and are not to be
regi stered:

reserved = loa / al / num
loa =( "I™/ "L") ( "o" [/ "O ) ( "a" [/ "A") *DAT
al = (C"a" / "A") ( "I/ "L") *DdAT
num=*DIGA T
The reason for excluding these productions is a desire to avoid a
race to register overly generic LOA Profiles under nanmes |ike "AL1"
or "LOA2".
3.1. Exanple Registration
1. Nanme of requester: J. Random User
2. Emmil address of requester: jrandom@xanple.com
3. Oganization of requester: Exanple Trust Franeworks LLP
4. Requested registration
URI http://foo.exanpl e.com assurance/l oa-1
Name foo-1loa-1
Informational URL https://foo.exanpl e.com assurance/
SAML 2.0 Authentication Context O ass Definition
<?xm version="1.0" encodi ng="UTF-8"?>
<xs:schem
t ar get Nanespace="htt p://foo. exanpl e. conf assur ance/ | oa-1"
xm ns: xs="http://ww. w3. org/ 2001/ XM_Schema"
xm ns="http://foo. exanpl e. conf assurance/ | oa-1"
fi nal Def aul t =" ext ensi on"
bl ockDef aul t =" substitution”
version="2.0">
<xs:redefine

schemalLocat i on="saml - schema- aut hn- cont ext -1 oa-profil e. xsd">
<xs:annot ati on>
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<xs: docunent ati on>
Class identifier:
http://foo. exanpl e. conf assurance/ | oa-1
Defines Level 1 of the Foo Assurance Framework
</ xs: docunent ati on>
</ xs:annot at i on>
<xs: conpl exType nanme="CGover ni ngAgr eenent Ref Type" >
<xs: conpl exCont ent >
<xs:restriction base="CGover ni ngAgr eenent Ref Type" >
<xs:attribute name="governi ngAgreenent Ref "
type="xs:anyURl "
fixed="https://foo.exanpl e. com assurance/"
use="required"/>
</xs:restriction>
</ xs: conpl exCont ent >
</ xs: conpl exType>
</ xs:redefine>
</ xs: schema>

3.2. Note on the Exanple

The exanmple is borrowed (slightly nodified) from[SAM]. The exanple
shoul d not be registered.

4. Registration Policy

The registry is to be operated under the "Expert Review' policy from
RFC 5226 [ RFC5226], enploying a pool of experts. I1ANA will be kindly
asked to do rough, random zed | oad- bal anci ng anong the experts and
also to performan initial review of each submi ssion to ensure that
the nane and URI are unique within the registry. The reviewcriteria
are outlined bel ow.

For registrations that reference nmultiple LoAs in a consistent set of
policies -- for instance, when a trust framework defines nultiple

| evel s of assurance -- the registered LoA nane and URIs shoul d be
consistently named so that they can be identified as belonging to the
same set of registrations. For instance, fruitLoAl, fruitLoA2, and
fruitLoA3 are preferred over apple, pear, and banana when these nanes
refer to a single set of policies defining three LoAs.

4.1. Reviewer Expectations
The expectation of the | ANA LOA Registry is that it will contain

regi strations of bona fide Level of Assurance Profiles while not
presenting a very high bar for entry.
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Expert reviewers are expected to verify that:

0 the registration is consistent and that the provided XML fulfills
the requirenents of [SAM].

o0 the nane elenment is clearly associated with the registered LoA
Profile and is not a reserved val ue.

o the URI and nane el ements are not al ready registered.
o the Informational URL can be expected to be stable and pernanent.

Note that nultiple registrations may share a conmon | nfornmationa
URL.

The revi ewers shoul d exclude registrati ons where the nane does not
unambi guously identify the LoA definition or where the nane is a
sinple variation on one of the reserved nanes.

Expert reviewers are expected to allow registrations nmade in good
faith that fulfill these requirenments.

5. Registry Semantics

The intended use for this registry is to serve as a basis for

di scovery of LOA definitions that might, for instance, be used by
protocol -specific (e.g., SAM. 2.0 or Openl D Connect) mnanagenent

t ool s.

Not e that consuners of the registry, being inplenmentations of [SAM],
are expected to allow configuration of LOA URIs at system depl oynent
time. If nultiple sources of LOA URIs are pernitted in addition to
the registry (e.g., manual input), then it is inportant to avoid
collisions with URIs found in the registry.

The presence of an entry in the registry does not inply any senmantics
or quality beyond that which results fromthe revi ew done by the
expert reviewer as part of the registration process.

6. | ANA Considerations

This docunent sets up a registry with I ANA, maki ng the whol e docunent
a set of considerations for | ANA
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7. Security Considerations

The registry is not a federation or trust franmework. Consuners of
the registry are strongly advised to review the information about an
LoA before relying on it.
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