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1

I ntroduction

Aut henti cation, Authorization, and Accounting (AAA) protocols such as
TACACS [ RFC1492] and RADI US [ RFC2865] were initially deployed to
provi de dial -up PPP [ RFC1661] and term nal server access. Over tineg,
AAA support was needed on many new access technol ogi es, the scale and
compl exity of AAA networks grew, and AAA was al so used on new
applications (such as voice over IP). This led to new demands on AAA
pr ot ocol s.

Net wor k access requirements for AAA protocols are sunmmarized in
Aboba, et al. [RFC2989]. These incl ude:

Fai | over

[ RFC2865] does not define fail over mechani sms and, as a result,
fail over behavior differs between inplenentations. |In order to
provi de wel | -defined fail over behavior, Dianeter supports
application-layer acknow edgenents and defines failover algorithns
and the associ ated state nachi ne.

Transm ssion-1evel security

RADI US [ RFC2865] defines an application-layer authentication and
integrity schene that is required only for use with response
packets. While [RFC2869] defines an additional authentication and
integrity nechanism use is only required during Extensible

Aut henti cation Protocol (EAP) [RFC3748] sessions. Wiile attribute
hiding is supported, [RFC2865] does not provide support for per-
packet confidentiality. In accounting, [RFC2866] assunes that
replay protection is provided by the backend billing server rather
than within the protocol itself.

Whil e [ RFC3162] defines the use of IPsec with RADI US, support for
I Psec is not required. 1In order to provide universal support for
transm ssion-level security, and enable both intra- and inter-
domai n AAA depl oynents, Dianeter provides support for TLS/ TCP and
DTLS/ SCTP. Security is discussed in Section 13.

Re

i abl e transport

RADI US runs over UDP, and does not define retransm ssion behavior
as a result, reliability varies between inplenentations. As
described in [RFC2975], this is a nmajor issue in accounting, where
packet loss may translate directly into revenue loss. 1In order to
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provi de wel | -defined transport behavior, Di aneter runs over
reliable transport nechanisns (TCP, Stream Control Transni ssion
Protocol (SCTP)) as defined in [ RFC3539].

Agent support

RADI US does not provide for explicit support for agents, including
proxies, redirects, and relays. Since the expected behavior is
not defined, it varies between inplenentations. D aneter defines
agent behavior explicitly; this is described in Section 2.8.

Server-initiated nessages

Wil e server-initiated nessages are defined in RADI US [ RFC5176],
support is optional. This nmakes it difficult to inplenent
features such as unsolicited disconnect or re-authentication/
re-aut horizati on on demand across a heterogeneous depl oynent. To
address this issue, support for server-initiated nessages is
mandatory in Dianeter.

Transition support

VWil e Di aneter does not share a conmmon protocol data unit (PDU)
with RADI US, considerable effort has been expended in enabling
backward conpatibility with RADIUS so that the two protocols nay
be deployed in the same network. Initially, it is expected that
Di ameter will be deployed w thin new network devices, as well as
wi t hi n gat eways enabling comuni cati on between | egacy RADI US
devices and Di aneter agents. This capability enables D aneter
support to be added to | egacy networks, by addition of a gateway
or server speaking both RADIUS and Di aneter.

In addition to addressing the above requirenments, Dianeter also
provi des support for the foll ow ng:

Capability negotiation

RADI US does not support error nessages, capability negotiation, or
a mandat ory/ non-mandatory flag for attributes. Since RAD US
clients and servers are not aware of each other’s capabilities,
they may not be able to successfully negotiate a nutually
acceptabl e service or, in sone cases, even be aware of what
service has been inplenented. D aneter includes support for error
handl i ng (Section 7), capability negotiation (Section 5.3), and
mandat or y/ non- mandat ory Attri bute-Val ue Pairs (AVPs)

(Section 4.1).
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Peer discovery and configuration

RADI US i npl enentations typically require that the nane or address
of servers or clients be nmanually configured, along with the
correspondi ng shared secrets. This results in a large

adm ni strative burden and creates the tenptation to reuse the

RADI US shared secret, which can result in najor security
vulnerabilities if the Request Authenticator is not globally and
tenporally unique as required in [RFC2865]. Through DNS, Di aneter
enabl es dynani c di scovery of peers (see Section 5.2). Derivation
of dynam c session keys is enabled via transm ssion-1|eve

security.

Over time, the capabilities of Network Access Server (NAS) devices
have increased substantially. As a result, while D anmeter is a
consi derably nore sophisticated protocol than RADIUS, it renains
feasible to inplement it wthin enbedded devices.

1.1. Dianmeter Protoco
The Di anmeter base protocol provides the following facilities:
0o Ability to exchange nmessages and deliver AVPs
0 Capabilities negotiation
o Error notification

0o Extensibility, required in [ RFC2989], through addition of new
appl i cations, comands, and AVPs

0 Basic services necessary for applications, such as the handling of
user sessions or accounting

Al'l data delivered by the protocol is in the formof AVPs. Some of
these AVP val ues are used by the Dianeter protocol itself, while
others deliver data associated with particular applications that

enpl oy Dianmeter. AVPs may be arbitrarily added to D aneter nessages,
the only restriction being that the Command Code Format (CCF)
specification (Section 3.2) be satisfied. AVPs are used by the base
D aneter protocol to support the follow ng required features:

0 Transporting of user authentication information, for the purposes
of enabling the Dianeter server to authenticate the user

o Transporting of service-specific authorization information

between client and servers, allow ng the peers to deci de whether a
user’s access request should be granted
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0 Exchangi ng resource usage information, which nay be used for
accounting purposes, capacity planning, etc.

o Routing, relaying, proxying, and redirecting of D aneter nessages
t hrough a server hierarchy

The Di aneter base protocol satisfies the mininumrequirenments for a
AAA protocol, as specified by [ RFC2989]. The base protocol may be
used by itself for accounting purposes only, or it may be used with a
D aneter application, such as Mbile | Pv4d [ RFC4004], or network
access [RFC4005]. It is also possible for the base protocol to be
extended for use in new applications, via the addition of new
comands or AVPs. The initial focus of D aneter was network access
and accounting applications. A truly generic AAA protocol used by
many applications might provide functionality not provided by

Di aneter. Therefore, it is inperative that the designers of new
applications understand their requirenents before using D aneter.
See Section 1.3.4 for nore information on Di aneter applications.

Any node can initiate a request. In that sense, Dianeter is a peer-
to-peer protocol. In this document, a Dianeter client is a device at
the edge of the network that perfornms access control, such as a

Net wor k Access Server (NAS) or a Foreign Agent (FA). A Dianeter
client generates Di aneter nessages to request authentication

aut hori zation, and accounting services for the user. A D aneter
agent is a node that does not provide |ocal user authentication or
aut hori zati on services; agents include proxies, redirects, and relay
agents. A Dianeter server perforns authentication and/or

aut hori zation of the user. A D aneter node may act as an agent for
certain requests while acting as a server for others.

The Dianmeter protocol also supports server-initiated nessages, such
as a request to abort service to a particul ar user

1.1.1. Description of the Docunent Set

The Di aneter specification consists of an updated version of the base
protocol specification (this docunent) and the Transport Profile

[ RFC3539]. This docunent obsol etes both RFC 3588 and RFC 5719. A
summary of the base protocol updates included in this docunent can be
found in Section 1.1.3.

Thi s docunent defines the base protocol specification for AAA which
i ncl udes support for accounting. There are also a nyriad of
appl i cations docunents describing applications that use this base
specification for Authentication, Authorization, and Accounti ng.
These application docunents specify how to use the D anmeter protoco
within the context of their application
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The Transport Profile docunent [RFC3539] discusses transport |ayer
i ssues that arise with AAA protocols and recommendati ons on how to
overcone these issues. This docunent also defines the Dianeter
fail over algorithmand state nachine.

"Clarifications on the Routing of Dianeter Request Based on the
Username and the Real nf [ RFC5729] defines specific behavior on how to
route requests based on the content of the User-Name AVP (Attribute
Val ue Pair).

1.1.2. Conventions Used in This Docunent

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunment are to be interpreted as described in [ RFC2119].

1.1.3. Changes from RFC 3588

Thi s docunent obsol etes RFC 3588 but is fully backward conpati bl e
with that docunent. The changes introduced in this docunment focus on
fixing i ssues that have surfaced during the inplenmentation of

D aneter (RFC 3588). An overview of sone the major changes are given
bel ow.

0 Deprecated the use of the Inband-Security AVP for negotiating
Transport Layer Security (TLS) [RFC5246]. It has been generally
consi dered that bootstrapping of TLS via |Inband-Security AVP
creates certain security risks because it does not conpletely
protect the information carried in the CER/ CEA (Capabilities-
Exchange- Request/ Capabi | i ti es- Exchange- Answer). This version of
D aneter adopts the common approach of defining a well-known
secured port that peers should use when comunicating via TLS/ TCP
and DTLS/ SCTP. This new approach augnments the existing in-band
security negotiation, but it does not conpletely replace it. The
old nethod is kept for backward conpatibility reasons.

o Deprecated the exchange of CER/ CEA nessages in the open state.
This feature was inplied in the peer state machi ne table of RFC
3588, but it was not clearly defined anywhere else in that
docunent. As work on this docunment progressed, it becane clear
that the multiplicity of meaning and use of Application-1d AVPs in
t he CER/ CEA nessages (and the nmessages thenselves) is seen as an
abuse of the Dianeter extensibility rules and thus required
sinplification. Capabilities exchange in the open state has been
re-introduced in a separate specification [ RFC6737], which clearly
defines new commands for this feature
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o Sinplified security requirenents. The use of a secured transport
for exchanging D aneter messages remains nandatory. However, TLS/
TCP and DTLS/ SCTP have becone the primary nmethods of securing
Dianeter with | Psec as a secondary alternative. See Section 13
for details. The support for the End-to-End security framework
(E2E- Sequence AVP and 'P -bit in the AVP header) has al so been
depr ecat ed.

0 Changed Di aneter extensibility. This includes fixes to the
D aneter extensibility description (Section 1.3 and others) to
better aid Dianeter application designers; in addition, the new
specification relaxes the policy with respect to the allocation of
Command Codes for vendor-specific uses.

0o Clarified Application Id usage. Cdarify the proper use of
Application Id information, which can be found in nultiple places
within a Dianeter nessage. This includes correlating Application
Ids found in the nessage headers and AVPs. These changes al so
clearly specify the proper Application Id value to use for
speci fic base protocol nmessages (ASR/ ASA, STR/ STA) as well as
clarify the content and use of Vendor- Specific-Application-Id.

o Carified routing fixes. This docunent nore clearly specifies
what information (AVPs and Application Ids) can be used for naking
general routing decisions. A rule for the prioritization of
redirect routing criteria when nultiple route entries are found
via redirects has al so been added (see Section 6.13).

o Sinmplified D aneter peer discovery. The Dianeter discovery
process now supports only w dely used di scovery schenes; the rest
have been deprecated (see Section 5.2 for details).

There are many other m scell aneous fixes that have been introduced in
this docunent that nmay not be considered significant, but they have
val ue nonet hel ess. Exanples are renoval of obsolete types, fixes to
the state machine, clarification of the election process, nessage
validation, fixes to Failed-AVP and Result-Code AVP val ues, etc. Al
of the errata filed against RFC 3588 prior to the publication of this
docunment have been addressed. A conprehensive list of changes is not
shown here for practical reasons.

1.2. Term nol ogy
AAA

Aut henti cati on, Authorization, and Accounti ng.
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ABNF

Augnent ed Backus- Naur Form [ RFC5234]. A netal anguage with its own
formal syntax and rules. It is based on the Backus-Naur Form and
is used to define nmessage exchanges in a bi-directiona

conmuni cati ons prot ocol

Account i ng
The act of collecting informati on on resource usage for the
pur pose of capacity planning, auditing, billing, or cost
al | ocati on.

Accounting Record
An accounting record represents a sumary of the resource
consunption of a user over the entire session. Accounting servers
creating the accounting record may do so by processing interim
accounting events or accounting events from several devices
serving the sane user.

Aut henti cati on
The act of verifying the identity of an entity (subject).

Aut hori zati on

The act of determ ning whether a requesting entity (subject) will
be all owed access to a resource (object).

Attribute-Value Pair (AVP)
The Di aneter protocol consists of a header followed by one or nore
Attribute-Value-Pairs (AVPs). An AVP includes a header and is
used to encapsul ate protocol -specific data (e.g., routing
information) as well as authentication, authorization, or
accounting information.

Command Code Format (CCF)

A nodified formof ABNF used to define Dianeter conmands (see
Section 3.2).

D anet er Agent

A Dianmeter Agent is a Diameter node that provides relay, proxy,
redirect, or translation services.
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D aneter dient

A Dianmeter client is a Dianmeter node that supports Dianmeter client
applications as well as the base protocol. D aneter clients are
often inplemented in devices situated at the edge of a network and
provi de access control services for that network. Typical

exanpl es of Dianmeter clients include the Network Access Server
(NAS) and the Mobile I P Foreign Agent (FA).

D aneter Node

A Dianeter node is a host process that inplenents the D aneter
protocol and acts as either a client, an agent, or a server.

D aneter Peer

Two Di aneter nodes sharing a direct TCP or SCTP transport
connection are called D aneter peers.

D aneter Server
A Dianeter server is a Dianmeter node that handl es authentication,
aut hori zation, and accounting requests for a particular realm By
its very nature, a Dianeter server nust support Dianeter server
applications in addition to the base protocol.

Downst r eam

Downstreamis used to identify the direction of a particul ar
D aneter nessage fromthe hone server towards the Dianmeter client.

Home Real m

A Hone Realmis the adnm nistrative domain with which the user
mai nt ai ns an account rel ati onshi p.

Hone Server
A Di aneter server that serves the Hone Real m
I nterimAccounting

An interimaccounting nessage provi des a snapshot of usage during
a user’'s session. Typically, it is inplenented in order to
provide for partial accounting of a user’s session in case a

devi ce reboot or other network problem prevents the delivery of a
session summary nmessage or session record.
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Local Real m
A local realmis the administrative domain providing services to a
user. An administrative dormain may act as a local realmfor
certain users while being a hone real mfor others.

Mul ti-session

A multi-session represents a logical |inking of several sessions.
Mil ti-sessions are tracked by using the Acct-Milti-Session-1d. An
exanple of a multi-session would be a Milti-Iink PPP bundle. Each

|l eg of the bundle would be a session while the entire bundl e would
be a multi-session

Net wor k Access ldentifier

The Network Access Identifier, or NAl [RFC4282], is used in the

D aneter protocol to extract a user’'s identity and realm The
identity is used to identify the user during authentication and/or
aut hori zation while the realmis used for nessage routing

pur poses.

Proxy Agent or Proxy

In addition to forwardi ng requests and responses, proxies nake
policy decisions relating to resource usage and provisioning.
Typically, this is acconplished by tracking the state of NAS
devices. Wiile proxies usually do not respond to client requests
prior to receiving a response fromthe server, they may originate
Rej ect messages in cases where policies are violated. As a
result, proxies need to understand the senantics of the nessages
passi ng through them and they nay not support all Dianeter
applications.

Real m

The string in the NAl that immediately follows the '@ character
NAI real m nanmes are required to be uni que and are piggybacked on
the adninistration of the DNS nanespace. Di aneter makes use of
the realm also |loosely referred to as donmain, to determ ne

whet her nessages can be satisfied locally or whether they nmust be
routed or redirected. In RADUS, real mnanmes are not necessarily
pi ggybacked on the DNS nanespace but nmay be independent of it.
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Real - Ti me Accounti ng

Re

Real -time accounting invol ves the processing of information on
resource usage within a defined time window. Typically, tine
constraints are inposed in order to limt financial risk. The

D aneter Credit-Control Application [ RFC4006] is an exanple of an
application that defines real-tine accounting functionality.

ay Agent or Rel ay

Rel ays forward requests and responses based on routing-rel ated
AVPs and routing table entries. Since relays do not nake policy
deci sions, they do not exanine or alter non-routing AVPs. As a
result, relays never originate nessages, do not need to understand
the senmantics of nmessages or non-routing AVPs, and are capabl e of
handl i ng any Di anmeter application or nessage type. Since relays
make deci sions based on information in routing AVPs and real m
forwardi ng tables, they do not keep state on NAS resource usage or
sessions in progress.

Redi rect Agent

Rat her than forwardi ng requests and responses between clients and
servers, redirect agents refer clients to servers and all ow them
to comunicate directly. Since redirect agents do not sit in the
forwardi ng path, they do not alter any AVPs transiting between
client and server. Redirect agents do not originate nmessages and
are capabl e of handling any nmessage type, although they may be
configured only to redirect nmessages of certain types, while
acting as relay or proxy agents for other types. As with relay
agents, redirect agents do not keep state with respect to sessions
or NAS resources.

Sessi on

A session is a related progression of events devoted to a
particular activity. Dianeter application docunents provide

gui del i nes as to when a session begins and ends. Al D aneter
packets with the sane Session-l1d are considered to be part of the
same session.

Stat eful Agent

A stateful agent is one that naintains session state infornmation,
by keeping track of all authorized active sessions. Each

aut hori zed session is bound to a particular service, and its state
is considered active either until it is notified otherw se or

until expiration
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Sub- sessi on

A sub-session represents a distinct service (e.g., QS or data
characteristics) provided to a given session. These services may
happen concurrently (e.g., simultaneous voice and data transfer
during the sane session) or serially. These changes in sessions
are tracked with the Accounti ng-Sub-Session-1d.

Transaction State

The Di aneter protocol requires that agents maintain transaction
state, which is used for fail over purposes. Transaction state

i mplies that upon forwardi ng a request, the Hop-by-Hop Identifier
is saved; the field is replaced with a locally unique identifier
which is restored to its original value when the correspondi ng
answer is received. The request’s state is released upon receipt
of the answer. A stateless agent is one that only maintains
transaction state.

Transl ati on Agent

A translation agent (TLA in Figure 4) is a stateful Dianeter node
that perforns protocol translation between D ameter and anot her
AAA protocol, such as RADI US

Upst ream

Upstreamis used to identify the direction of a particul ar
D aneter nmessage fromthe Dianeter client towards the home server

User

1.3

The entity or device requesting or using sone resource, in support
of which a Dianeter client has generated a request.

Approach to Extensibility

The Dianeter protocol is designed to be extensible, using severa
mechani snms, i ncl udi ng:

(0]

(o]

Def i ni ng new AVP val ues
Creati ng new AVPs
Creati ng new comrands

Creating new applications
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From the point of view of extensibility, Dianeter authentication
aut hori zation, and accounting applications are treated in the sane
way .

Not e: Protocol designers should try to reuse existing functionality,
nanely AVP val ues, AVPs, comands, and Di aneter applications. Reuse
sinmplifies standardi zati on and inplenentation. To avoid potential
interoperability issues, it is inportant to ensure that the semantics
of the reused features are well understood. G ven that Dianmeter can
al so carry RADIUS attributes as Di aneter AVPs, such reuse

consi derations also apply to existing RADIUS attributes that may be
useful in a D aneter application

1.3.1. Defining New AVP Val ues

In order to allocate a new AVP value for AVPs defined in the D aneter
base protocol, the | ETF needs to approve a new RFC that describes the
AVP val ue. | ANA considerations for these AVP val ues are di scussed in
Section 11.3.

The all ocation of AVP values for other AVPs is guided by the | ANA
consi derations of the docunment that defines those AVPs. Typically,

al l ocati on of new values for an AVP defined in an RFC would require

| ETF Revi ew [ RFC5226], whereas val ues for vendor-specific AVPs can be
al | ocated by the vendor.

1.3.2. Creating New AVPs

A new AVP bei ng defined MIST use one of the data types listed in
Sections 4.2 or 4.3. |If an appropriate derived data type is already
defined, it SHOULD be used instead of a base data type to encourage
reusability and good design practice.

In the event that a |ogical grouping of AVPs is necessary, and
multiple "groups"” are possible in a given conmand, it is recomended
that a Grouped AVP be used (see Section 4.4).

The creation of new AVPs can happen in various ways. The reconmended
approach is to define a new general -purpose AVP in a Standards Track
RFC approved by the | ETF. However, as described in Section 11.1.1,
there are other nechani sns.

1.3.3. Creating New Conmands
A new Command Code MUST be all ocated when required AVPs (those
i ndi cated as {AVP} in the CCF definition) are added to, deleted from

or redefined in (for exanple, by changing a required AVP into an
optional one) an existing conmand.
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Furthernmore, if the transport characteristics of a command are
changed (for exanple, with respect to the nunber of round trips
requi red), a new Conmand Code MJST be registered.

A change to the CCF of a conmand, such as described above, MJST
result in the definition of a new Conmand Code. This subsequently
| eads to the need to define a new Dianeter application for any
application that will use that new comand.

The | ANA consi derations for Command Codes are di scussed in
Section 3. 1.

1.3.4. Creating New D aneter Applications

Every Dianeter application specification MIUST have an | ANA-assi gned
Application Id (see Section 2.4). The managed Application |ID space
is flat, and there is no relationship between different Di aneter
applications with respect to their Application Ids. As such, there
is no versioning support provided by these Application |ds

t hensel ves; every Dianeter application is a standal one application.
If the application has a relationship with other D aneter
applications, such a relationship is not known to Di aneter.

Bef ore describing the rules for creating new D aneter applications,

it is inportant to discuss the semantics of the AVP occurrences as
stated in the CCF and the Mbit flag (Section 4.1) for an AVP. There
is no relationship inposed between the two; they are set

i ndependent | y.

0 The CCF indicates what AVPs are placed into a D aneter comand by
the sender of that command. Oten, since there are multiple nodes
of protocol interactions, many of the AVPs are indicated as
optional.

o The Mbit allows the sender to indicate to the receiver whether or
not understanding the semantics of an AVP and its content is
mandatory. |If the Mbit is set by the sender and the receiver
does not understand the AVP or the values carried within that AVP,
then a failure is generated (see Section 7).

It is the decision of the protocol designer when to devel op a new

D aneter application rather than extending D aneter in other ways.
However, a new Di aneter application MIST be created when one or nore
of the following criteria are net:
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Mbit Setting

An AVP with the Mbit in the MIST colum of the AVP flag table is
added to an existing Comrand/ Application. An AVP with the Mbit
in the MAY columm of the AVP flag table is added to an existing
Command/ Appl i cati on.

Note: The Mbit setting for a given AVP is relevant to an
Application and each comrand within that application that includes
the AvP. That is, if an AVP appears in two comrands for
application Foo and the Mbit settings are different in each
command, then there should be two AVP flag tables describing when
to set the Mbit.

Conmands

A new conmmand is used within the existing application because
either an additional command is added, an existing command has
been nodified so that a new Command Code had to be registered, or
a command has been del et ed.

AVP Flag bits

If an existing application changes the neani ng/ semantics of its
AVP Fl ags or adds new flag bits, then a new Di aneter application
MJUST be creat ed.

If the CCF definition of a conmand allows it, an inplenmentation may
add arbitrary optional AVPs with the Mbit cleared (including vendor-
specific AVPs) to that conmand wi t hout needing to define a new
application. Please refer to Section 11.1.1 for details.

2. Protocol Overview

The base Di ameter protocol concerns itself with establishing
connections to peers, capabilities negotiation, how nessages are sent
and routed through peers, and how the connections are eventually torn
down. The base protocol also defines certain rules that apply to all
nmessage exchanges between Di anmeter nodes.

Commruni cati on between Di aneter peers begins with one peer sending a
nmessage to another Dianeter peer. The set of AVPs included in the
message is deternmined by a particular D aneter application. One AVP
that is included to reference a user’s session is the Session-Id.

The initial request for authentication and/or authorization of a user

woul d include the Session-1d AVP. The Session-1d is then used in all
subsequent nmessages to identify the user’s session (see Section 8 for
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nore information). The conmmunicating party nay accept the request or
reject it by returning an answer nessage with the Result-Code AVP set
to indicate that an error occurred. The specific behavior of the

D aneter server or client receiving a request depends on the D aneter
application enpl oyed.

Session state (associated with a Session-1d) MJST be freed upon
recei pt of the Session-Terni nation-Request, Session-Terni nation-
Answer, expiration of authorized service tinme in the Session-Ti meout
AVP, and according to rules established in a particular D aneter
appl i cation.

The base Dianeter protocol nay be used by itself for accounting
applications. For authentication and authorization, it is always
extended for a particular application.

D aneter clients MJST support the base protocol, which includes
accounting. In addition, they MJUST fully support each Di aneter
application that is needed to inplenent the client’s service, e.qg.
Net wor k Access Server Requirenents (NASREQ [ RFC2881] and/or Mobile
I Pv4. A Dianeter client MIUST be referred to as "Dianeter X dient"”
where X is the application that it supports and not a "D aneter
Cient”.

D aneter servers MJST support the base protocol, which includes
accounting. In addition, they MJUST fully support each D aneter
application that is needed to inplenent the intended service, e.g.
NASREQ and/or Mobile IPv4. A Dianeter server MJIST be referred to as
"Di aneter X Server"” where X is the application that it supports, and
not a "Di ameter Server"

D aneter relays and redirect agents are transparent to the Di aneter
applications, but they MJST support the Di aneter base protocol, which
i ncl udes accounting, and all D ameter applications.

Di anet er proxies MJST support the base protocol, which includes
accounting. |In addition, they MJUST fully support each Di aneter
application that is needed to inplenent proxied services, e.g.
NASREQ and/ or Mobile IPv4. A Dianeter proxy MJIST be referred to as
"Di aneter X Proxy" where X is the application which it supports, and
not a "Di aneter Proxy".
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2.1. Transport
The Di ameter Transport profile is defined in [ RFC3539].

The base Diameter protocol is run on port 3868 for both TCP [ RFC0793]
and SCTP [ RFC4960]. For TLS [RFC5246] and Dat agram Transport Layer
Security (DTLS) [RFC6347], a Dianeter node that initiates a
connection prior to any nessage exchanges MJST run on port 5658. It
is assuned that TLS is run on top of TCP when it is used, and DILS is
run on top of SCTP when it is used.

If the Dianeter peer does not support receiving TLS/ TCP and DTLS/ SCTP
connections on port 5658 (i.e., the peer conplies only with RFC
3588), then the initiator MAY revert to using TCP or SCTP on port
3868. Note that this schene is kept only for the purpose of backward
compatibility and that there are inherent security vulnerabilities
when the initial CER CEA nessages are sent unprotected (see

Section 5.6).

D aneter clients MJST support either TCP or SCTP; agents and servers
SHOULD support bot h.

A Diameter node MAY initiate connections froma source port other
than the one that it declares it accepts inconing connections on, and
it MJUST al ways be prepared to receive connections on port 3868 for
TCP or SCTP and port 5658 for TLS/ TCP and DTLS/ SCTP connecti ons.

When DNS- based peer discovery (Section 5.2) is used, the port numnbers
recei ved from SRV records take precedence over the default ports
(3868 and 5658).

A given Dianeter instance of the peer state nmachi ne MJUST NOT use nore
than one transport connection to conmmunicate with a given peer

unl ess nultiple instances exist on the peer, in which, case a
separate connection per process is allowed.

When no transport connection exists with a peer, an attenpt to
connect SHOULD be nmde periodically. This behavior is handled via
the Tc tiner (see Section 12 for details), whose recommended value is
30 seconds. There are certain exceptions to this rule, such as when
a peer has termnated the transport connection stating that it does
not wi sh to comuni cate.

When connecting to a peer and either zero or nore transports are
specified, TLS SHOULD be tried first, followed by DTLS, then by TCP
and finally by SCTP. See Section 5.2 for nore information on peer
di scovery.
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D aneter inplenmentations SHOULD be able to interpret |ICWMP protoco
port unreachabl e nessages as explicit indications that the server is
not reachable, subject to security policy on trusting such nessages.
Furt her guidance regarding the treatment of ICMP errors can be found
in [RFC5927] and [ RFC5461]. Dianeter inplenentations SHOULD al so be
able to interpret a reset fromthe transport and tined-out connection
attenpts. |f Dianeter receives data fromthe [ower |ayer that cannot
be parsed or identified as a Dianeter error nade by the peer, the
streamis conproni sed and cannot be recovered. The transport
connection MJST be closed using a RESET call (send a TCP RST bit) or
an SCTP ABORT nessage (graceful closure is conprom sed).

2.1.1. SCTP Cuidelines

D aneter nmessages SHOULD be mapped into SCTP streans in a way that
avoi ds head-of-the-line (HOL) bl ocking. Anong different ways of
performng the mapping that fulfill this requirenment it is
RECOMVENDED t hat a Di aneter node send every Di aneter nessage (request
or response) over streamzero with the unordered flag set. However,
Di amet er nodes MAY sel ect and inplenment other design alternatives for
avoi di ng HOL bl ocking such as using nmultiple streans with the
unordered flag cleared (as originally instructed in RFC 3588). On
the receiving side, a Diameter entity MJST be ready to receive

D aneter nessages over any stream and it is free to return responses
over a different stream This way, both sides nanage the avail abl e
streans in the sending direction, independently of the streans chosen
by the other side to send a particular Dianmeter nmessage. These
nmessages can be out-of-order and belong to different D aneter

sessi ons.

Qut - of -order delivery has special concerns during a connection
establishment and termination. Wen a connection is established, the
responder side sends a CEA nessage and noves to R-Qpen state as
specified in Section 5.6. If an application nessage is sent shortly
after the CEA and delivered out-of-order, the initiator side, stil
in Wait-1-CEA state, will discard the application nessage and cl ose
the connection. |In order to avoid this race condition, the receiver
si de SHOULD NOT use out-of-order delivery nmethods until the first
nmessage has been received fromthe initiator, proving that it has
moved to |-Qpen state. To trigger such a nmessage, the receiver side
could send a DWR i medi ately after sending a CEA. Upon reception of
the correspondi ng DWA, the receiver side should start using out-of-
order delivery nmethods to counter the HOL bl ocki ng.

Anot her race condition rmay occur when DPR and DPA nessages are used.
Both DPR and DPA are small in size; thus, they nmay be delivered to
the peer faster than application messages when an out - of - order
delivery nechanismis used. Therefore, it is possible that a DPR/ DPA
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exchange conpletes while application nessages are still in transit,
resulting in a |loss of these nmessages. An inplenentation could
mtigate this race condition, for exanple, using tiners, and wait for
a short period of time for pending application |evel nessages to
arrive before proceeding to disconnect the transport connection.
Eventual |y, | ost nessages are handl ed by the retransm ssi on nechani sm
described in Section 5.5.4.

A Di ameter agent SHOULD use dedi cated payl oad protocol identifiers
(PPIDs) for clear text and encrypted SCTP DATA chunks instead of only
usi ng the unspecified payl oad protocol identifier (value 0). For
this purpose, two PPID values are allocated: the PPID value 46 is for
D aneter nessages in clear text SCTP DATA chunks, and the PPID val ue
47 is for Dianeter nessages in protected DTLS/ SCTP DATA chunks.

2.2. Securing D aneter Messages

Connecti ons between Di aneter peers SHOULD be protected by TLS/ TCP and
DTLS/ SCTP. Al Dianmeter base protocol inplenentations MJUST support
the use of TLS/TCP and DTLS/ SCTP. |If desired, alternative security
nmechani sns that are independent of Dianmeter, such as |Psec [ RFC4301],
can be depl oyed to secure connections between peers. The Di aneter
prot ocol MJST NOT be used wi thout one of TLS, DILS, or |Psec.

2.3. Dianeter Application Conpliance

Application Ids are advertised during the capabilities exchange phase
(see Section 5.3). Advertising support of an application inplies
that the sender supports the functionality specified in the
respective Dianeter application specification

| mpl enent ati ons MAY add arbitrary optional AVPs with the Mbit

cl eared (including vendor-specific AVPs) to a conmand defined in an
application, but only if the command s CCF syntax specification
allows for it. Please refer to Section 11.1.1 for details

2.4. Application ldentifiers

Each Di aneter application MIUST have an | ANA-assigned Application ID
The base protocol does not require an Application Id since its
support is mandatory. During the capabilities exchange, D aneter
nodes informtheir peers of locally supported applications.
Furthernmore, all Dianmeter nessages contain an Application Id, which
is used in the nessage forwardi ng process.
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The following Application |Id values are defi ned:

Di amet er conmon nmessage 0
D anet er base accounting 3
Rel ay Oxffffffff

Rel ay and redirect agents MJUST advertise the Relay Application ID
while all other Di aneter nodes MJST advertise |locally supported
applications. The receiver of a Capabilities Exchange nessage
advertising relay service MJST assune that the sender supports al
current and future applications.

D aneter relay and proxy agents are responsible for finding an
upstream server that supports the application of a particular

message. |f none can be found, an error nessage is returned with the
Resul t - Code AVP set to DI AMETER _UNABLE TO DELI VER

2.5. Connections vs. Sessions

This section attenpts to provide the reader with an understandi ng of
the di fference between "connection" and "session", which are terns
used extensively throughout this docunent.

A connection refers to a transport-Ilevel connection between two peers
that is used to send and receive D aneter nessages. A session is a

| ogi cal concept at the application layer that exists between the

D aneter client and the Dianmeter server; it is identified via the
Session-1d AVP

Fom e oo - + F - + Fom e oo - +

| dient | | Relay | | Server |

E R + Fomm e + E R +
Smmmmme - - > Smmmmme - - >

peer connection A  peer connection B

User session X
Figure 1: Diameter Connections and Sessions

In the exanple provided in Figure 1, peer connection A is established
between the client and the relay. Peer connection B is established
between the relay and the server. User session X spans fromthe
client via the relay to the server. Each "user" of a service causes
an auth request to be sent, with a unique session identifier. Once
accepted by the server, both the client and the server are aware of

t he sessi on.
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It is inportant to note that there is no relationship between a
connection and a session, and that Dianeter messages for multiple
sessions are all nultiplexed through a single connection. Also, note
that Di aneter nessages pertaining to the session, both application-
specific and those that are defined in this docunent such as ASR/ ASA,
RAR/ RAA, and STR/ STA, MJST carry the Application Id of the
application. Dianeter nessages pertaining to peer connection
establ i shment and nai ntenance such as CER/ CEA, DWR/ DWA, and DPR/ DPA
MUST carry an Application Id of zero (0).

2.6. Peer Table

The Dianeter peer table is used in nessage forwarding and is

referenced by the routing table. A peer table entry contains the

followi ng fields:

Host Identity
Fol I owi ng the conventions described for the Dianeterldentity-
derived AVP data fornmat in Section 4.3.1, this field contains the
contents of the Origin-Host (Section 6.3) AVP found in the CER or
CEA nessage

StatusT

This is the state of the peer entry, and it MJST nmatch one of the
val ues listed in Section 5.6.

Static or Dynamc

Speci fies whether a peer entry was statically configured or
dynani cal | y di scovered

Expiration Tine
Specifies the tinme at which dynamically discovered peer table
entries are to be either refreshed or expired. |If public key
certificates are used for Dianmeter security (e.g., with TLS), this
val ue MUST NOT be greater than the expiry times in the rel evant
certificates.

TLS/ TCP and DTLS/ SCTP Enabl ed

Speci fies whether TLS/ TCP and DTLS/ SCTP is to be used when
conmuni cating with the peer.

Addi tional security information, when needed (e.g., keys,
certificates).
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2.7. Routing Table

Al'l Real m Based routing | ookups are perforned agai nst what is
commonly known as the routing table (see Section 12). Each routing
table entry contains the follow ng fields:

Real m Nane

This is the field that MJST be used as a primary key in the
routing table | ookups. Note that sone inplenentations perform
their | ookups based on |ongest-match-fromthe-right on the realm
rather than requiring an exact natch.

Application ldentifier

An application is identified by an Application Id. A route entry
can have a different destination based on the Application Id in
the nmessage header. This field MUST be used as a secondary key
field in routing table | ookups.

Local Action

The Local Action field is used to identify how a nessage shoul d be
treated. The followi ng actions are supported:

1. LOCAL - Dianeter nmessages that can be satisfied locally and do
not need to be routed to another Diameter entity.

2. RELAY - Al Dianeter nessages that fall within this category
MUST be routed to a next-hop Dianeter entity that is indicated
by the identifier described below Routing is done without
nmodi fyi ng any non-routing AVPs. See Section 6.1.9 for
rel ayi ng guidelines.

3. PROXY - All Dianeter nessages that fall within this category
MUST be routed to a next Dianeter entity that is indicated by
the identifier described below The |ocal server MAY apply
its local policies to the nmessage by including new AVPs to the
nmessage prior to routing. See Section 6.1.9 for proxying
gui del i nes.

4. REDI RECT - Dianeter nessages that fall within this category
MUST have the identity of the home Dianeter server(s)
appended, and returned to the sender of the nessage. See
Section 6.1.8 for redirection guidelines.
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Server ldentifier

The identity of one or nore servers to which the nessage is to be
routed. This identity MIST al so be present in the Host ldentity
field of the peer table (Section 2.6). Wen the Local Action is
set to RELAY or PROXY, this field contains the identity of the
server(s) to which the nessage MJST be routed. Wen the Loca
Action field is set to REDIRECT, this field contains the identity
of one or nore servers to which the nmessage MJST be redirected.

Static or Dynamc

Specifies whether a route entry was statically configured or
dynani cal | y di scovered

Expiration Tine

Specifies the time at which a dynanmically discovered route table
entry expires. |If public key certificates are used for D aneter
security (e.g., with TLS), this value MJUST NOT be greater than the
expiry time in the relevant certificates.

It is inmportant to note that Di ameter agents MJST support at | east
one of the LOCAL, RELAY, PROXY, or REDI RECT nodes of operation
Agents do not need to support all nodes of operation in order to
conformwith the protocol specification, but they MIST follow the
protocol conpliance guidelines in Section 2. Relay agents and
proxi es MJUST NOT reorder AVPs.

The routing table MAY include a default entry that MJST be used for
any requests not natching any of the other entries. The routing
tabl e MAY consist of only such an entry.

When a request is routed, the target server MJST have advertised the
Application Id (see Section 2.4) for the given nessage or have

advertised itself as a relay or proxy agent. Oherwise, an error is
returned with the Result-Code AVP set to DI AVETER UNABLE TO DELI VER.

2.8. Role of Dianeter Agents
In addition to clients and servers, the Diameter protocol introduces
relay, proxy, redirect, and translation agents, each of which is
defined in Section 1.2. Dianeter agents are useful for severa
reasons:

0 They can distribute adninistration of systens to a configurable
groupi ng, including the maintenance of security associ ations.
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0 They can be used for concentration of requests froma nunber of
co-located or distributed NAS equi pnent sets to a set of |ike user
gr oups.

o They can do val ue-added processing to the requests or responses.
0 They can be used for |oad bal anci ng.

0o A conplex network will have multiple authentication sources, they
can sort requests and forward towards the correct target.

The Dianeter protocol requires that agents mmintain transaction
state, which is used for fail over purposes. Transaction state

i mplies that upon forwarding a request, its Hop-by-Hop ldentifier is
saved; the field is replaced with a locally unique identifier, which
is restored to its original value when the correspondi ng answer is
received. The request’s state is released upon receipt of the
answer. A stateless agent is one that only maintains transaction

st at e.

The Proxy-Info AVP allows stateless agents to add local state to a
D aneter request, with the guarantee that the same state will be
present in the answer. However, the protocol’s failover procedures
require that agents maintain a copy of pending requests.

A stateful agent is one that nmaintains session state information by
keepi ng track of all authorized active sessions. Each authorized
session is bound to a particular service, and its state is considered
active until either the agent is notified otherwi se or the session
expires. Each authorized session has an expiration, which is

communi cated by Di aneter servers via the Session-Ti neout AVP

Mai nt ai ni ng session state may be useful in certain applications, such
as:

o0 Protocol translation (e.g., RADIUS <-> Dianeter)

o Limting resources authorized to a particular user

0 Per-user or per-transaction auditing

A Dianeter agent MAY act in a stateful manner for sone requests and
be stateless for others. A Dianeter inplenentation MAY act as one

type of agent for sonme requests and as another type of agent for
ot hers.
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2.8.1. Relay Agents

Rel ay agents are Diameter agents that accept requests and route
nmessages to ot her Dianeter nodes based on information found in the
messages (e.g., the value of the Destination-Real mAVP Section 6.6).
This routing decision is performed using a |list of supported real ns
and known peers. This is known as the routing table, as is defined
further in Section 2.7.

Rel ays may, for exanple, be used to aggregate requests fromnultiple
Net wor k Access Servers (NASes) within a conmon geographical area
(Poi nt of Presence, POP). The use of relays is advantageous since it
elimnates the need for NASes to be configured with the necessary
security information they would otherwi se require to comunicate with
Di ameter servers in other realns. Likew se, this reduces the
configuration | oad on D aneter servers that woul d ot herw se be
necessary when NASes are added, changed, or del eted.

Rel ays nodi fy D aneter nessages by inserting and renoving routing

i nformati on, but they do not nodify any other portion of a nessage.
Rel ays SHOULD NOT nmi ntain session state but MJST maintain
transaction state.

[ + e - - > [ + e ---- > [ +
| | 1. Request | | 2. Request | |
| NAS | | DRL | | HVB
| | 4. Answer | | 3. Answer | |
[ + [ — [ + [ — [ +

exanpl e. net exanpl e. net exanpl e. com

Figure 2: Relaying of Dianeter nessages

The exanple provided in Figure 2 depicts a request issued froma NAS
which is an access device, for the user bob@xanple.com Prior to

i ssuing the request, the NAS perfornms a Dianeter route | ookup, using
"exanpl e. com' as the key, and determ nes that the nessage is to be
relayed to a DRL, which is a Dianeter relay. The DRL perforns the
same route | ookup as the NAS, and relays the nessage to the HVS
which is exanple.coms honme server. The HVS identifies that the
request can be locally supported (via the realn), processes the

aut henti cation and/or authorization request, and replies with an
answer, which is routed back to the NAS using saved transaction

st at e.

Since relays do not perform any application-Ievel processing, they

provide relaying services for all D aneter applications; therefore,
they MJUST advertise the Relay Application Id.
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2.8.2. Proxy Agents

Simlar to relays, proxy agents route Di aneter nessages using the

D aneter routing table. However, they differ since they nodify
messages to inplenment policy enforcenent. This requires that proxies
mai ntain the state of their downstream peers (e.g., access devices)
to enforce resource usage, provide adm ssion control, and provide
provi si oni ng.

Proxi es may, for exanple, be used in call control centers or access

| SPs that provide outsourced connections; they can nonitor the nunber
and type of ports in use and make all ocati on and adni ssi on deci si ons
according to their configuration.

Si nce enforcing policies requires an understandi ng of the service
bei ng provi ded, proxies MJST only advertise the Di ameter applications
t hey support.

2.8.3. Redirect Agents

Redi rect agents are useful in scenarios where the Di ameter routing
configuration needs to be centralized. An exanple is a redirect
agent that provides services to all menbers of a consortium but does
not wish to be burdened with relaying all nessages between real ns.
This scenario is advantageous since it does not require that the
consortium provide routing updates to its nenbers when changes are
made to a nmenber’s infrastructure

Since redirect agents do not relay nessages, and only return an
answer with the infornmation necessary for Dianmeter agents to
communi cate directly, they do not nodify nessages. Since redirect
agents do not receive answer nessages, they cannot naintain session
state.

The exanpl e provided in Figure 3 depicts a request issued fromthe
access device, NAS, for the user bob@xanple.com The nessage is
forwarded by the NAS to its relay, DRL, which does not have a routing
entry inits Diameter routing table for exanple.com The DRL has a
default route configured to DRD, which is a redirect agent that
returns a redirect notification to DRL, as well as the HVE contact
information. Upon receipt of the redirect notification, the DRL
establishes a transport connection with the HVB, if one doesn’'t

al ready exist, and forwards the request to it.
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3. Redirection
Noti fication

[ + e -ee-a-- > [ + eeeeea--- > [ +
| | 1. Request | | 4. Request | |

| NAS | | DRL | | HVB

| | 6. Answer | | 5. Answer | |
Hom oo + Cmmmmmma - Hom oo + Cmmmmmma - Hom oo +
exanpl e. net exanpl e. net exanpl e. com

Figure 3: Redirecting a D ameter Message

Since redirect agents do not performany application-Ievel
processing, they provide relaying services for all Dianeter
applications; therefore, they MIST advertise the Relay Application
I D.

2.8.4. Translation Agents

A translation agent is a device that provides translation between two
protocols (e.g., RADIUS<->Di anmeter, TACACS+<->Di aneter). Translation
agents are likely to be used as aggregati on servers to communi cate
with a Dianeter infrastructure, while allowi ng for the enbedded
systens to be mgrated at a sl ower pace.

G ven that the Dianeter protocol introduces the concept of long-lived
aut hori zed sessions, translation agents MJST be session stateful and
MUST nmai ntain transaction state.

Transl ati on of nessages can only occur if the agent recogni zes the
application of a particular request; therefore, translation agents
MJUST only advertise their locally supported applications.

[ + e -ee-a-- > [ + eeeeea--- > [ +
| | RADI US Request | | Diameter Request | |

| NAS | TLA | | HVB

| | RADIUS Answer | | Dianmeter Answer | |
Hom oo + Cmmmmmma - Hom oo + Cmmmmmma - Hom oo +
exanpl e. net exanpl e. net exanpl e. com

Figure 4: Translation of RADIUS to Di aneter
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2.9. Dianeter Path Authorization

As noted in Section 2.2, Dianeter provides transnission-I|eve
security for each connection using TLS/ TCP and DTLS/ SCTP. Therefore,
each connection can be authenticated and can be replay and integrity
pr ot ect ed.

In addition to authenticating each connection, the entire session
MUST al so be authorized. Before initiating a connection, a D aneter
peer MJST check that its peers are authorized to act in their roles.
For exanple, a Dianeter peer may be authentic, but that does not nean
that it is authorized to act as a Dianeter server advertising a set
of Di aneter applications.

Prior to bringing up a connection, authorization checks are perforned
at each connection along the path. D aneter capabilities negotiation
(CER/ CEA) al so MUST be carried out, in order to determn ne what

D aneter applications are supported by each peer. D aneter sessions
MUST be routed only through authorized nodes that have advertised
support for the Dianmeter application required by the session

As noted in Section 6.1.9, a relay or proxy agent MJST append a
Rout e- Record AVP to all requests forwarded. The AVP contains the
identity of the peer from which the request was received.

The hone Di aneter server, prior to authorizing a session, MJIST check
t he Route-Record AVPs to nake sure that the route traversed by the
request is acceptable. For exanple, admnistrators within the home
real mmay not wish to honor requests that have been routed through an
untrusted realm By authorizing a request, the hone Di aneter server
is inplicitly indicating its willingness to engage in the business
transaction as specified by any contractual relationship between the
server and the previous hop. A DI AVETER AUTHCRI ZATI ON_REJECTED err or
message (see Section 7.1.5) is sent if the route traversed by the
request i s unacceptable.

A home real mmay al so wi sh to check that each accounting request
nmessage corresponds to a Di aneter response authorizing the session
Accounting requests w thout correspondi ng authorization responses
SHOULD be subjected to further scrutiny, as should accounting
requests indicating a difference between the requested and provi ded
servi ce.

Forwar di ng of an authorization response is considered evidence of a
willingness to take on financial risk relative to the session. A
local realmmy wish to limt this exposure, for exanple, by
establishing credit Iimts for internmediate realns and refusing to
accept responses that would violate those linmts. By issuing an
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accounting request corresponding to the authorization response, the
local realminplicitly indicates its agreement to provide the service
indicated in the authorization response. |f the service cannot be
provided by the |l ocal realm then a D AVETER UNABLE TO COWPLY error
message MJST be sent within the accounting request; a Dianeter client
recei ving an authorization response for a service that it cannot
perform MJUST NOT substitute an alternate service and then send
accounting requests for the alternate service instead.

3. D anet er Header

A summary of the Dianeter header format is shown below. The fields
are transmtted in network byte order.

0 1 2 3
01234567890123456789012345678901
B T e o i S I i i S S N iy St S I S S
| Ver si on | Message Length |
e e i i e e i ik s i S SR S S
| Command Fl ags | Command Code |
i T i i S e e S e e e i o i R R TR R R SR
| Application-1D |
B T e o i S I i i S S N iy St S I S S
| Hop- by- Hop Identifier |
e e i i e e S S e
| End-to-End ldentifier |
i T i i o e e e e e e et i S S S R R SR
| AVPs ...

B g ol ST S S S S

Ver si on

This Version field MUST be set to 1 to indicate Di aneter Version
1.

Message Length
The Message Length field is three octets and indicates the length
of the Diameter nessage including the header fields and the padded
AVPs. Thus, the Message Length field is always a nultiple of 4.
Conmmand Fl ags

The Conmand Flags field is eight bits. The following bits are
assi gned:
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01234567
R e e s
IRPETT rr rj
+o e e e e e - -+

R(equest)
If set, the nessage is a request. |If cleared, the nessage is
an answer.

P(roxi abl e)

If set, the nessage MAY be proxied, relayed, or redirected. |If
cl eared, the nessage MJUST be locally processed.

E(rror)

If set, the nessage contains a protocol error, and the nessage
will not conformto the CCF described for this conmmand.
Messages with the 'E bit set are comonly referred to as error
messages. This bit MJST NOT be set in request nessages (see
Section 7.2).

T(Potentially retransnmitted nessage)

This flag is set after a link failover procedure, to aid the
renoval of duplicate requests. It is set when resending
requests not yet acknow edged, as an indication of a possible
duplicate due to a link failure. This bit MJST be cleared when
sending a request for the first tine; otherw se, the sender
MUST set this flag. Dianeter agents only need to be concerned
about the nunber of requests they send based on a single
received request; retransnissions by other entities need not be
tracked. Dianmeter agents that receive a request with the T
flag set, MJUST keep the T flag set in the forwarded request.
This flag MUST NOT be set if an error answer nessage (e.g., a
protocol error) has been received for the earlier nessage. It
can be set only in cases where no answer has been received from
the server for a request, and the request has been sent again.
This flag MUST NOT be set in answer nessages.

r (eserved)

These flag bits are reserved for future use; they MIST be set
to zero and ignored by the receiver
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Conmand Code

The Conmand Code field is three octets and is used in order to
communi cate the command associated with the message. The 24-bit
address space i s nmanaged by I ANA (see Section 3.1). Comuand Code
val ues 16, 777,214 and 16, 777, 215 (hexadeci mal val ues FFFFFE-
FFFFFF) are reserved for experinental use (see Section 11.2).

Application-1D

Application-1Dis four octets and is used to identify for which
application the nessage is applicable. The application can be an
aut henti cation application, an accounting application, or a
vendor - speci fic application.

The value of the Application-ID field in the header MIST be the
same as any relevant Application-1d AVPs contained in the nessage.

Hop- by- Hop Il dentifier

The Hop-by-Hop ldentifier is an unsigned 32-bit integer field (in
network byte order) that aids in matching requests and replies.
The sender MUST ensure that the Hop-by-Hop Identifier in a request
is unique on a given connection at any given tine, and it MAY
attenpt to ensure that the number is unique across reboots. The
sender of an answer nessage MJST ensure that the Hop-by-Hop
Identifier field contains the sane value that was found in the
correspondi ng request. The Hop-by-Hop ldentifier is normally a
nmonot oni cal |y i ncreasi ng nunber, whose start val ue was randonly
generated. An answer nessage that is received with an unknown
Hop- by-Hop ldentifier MJST be discarded.

End-to-End ldentifier

The End-to-End ldentifier is an unsigned 32-bit integer field (in
network byte order) that is used to detect duplicate nessages.
Upon reboot, inplenentations MAY set the high order 12 bits to
contain the |l ow order 12 bits of current tine, and the |ow order
20 bits to a random value. Senders of request nmessages MJST
insert a unique identifier on each nessage. The identifier MJST
remain | ocally unique for a period of at |east 4 m nutes, even
across reboots. The originator of an answer nessage MJST ensure
that the End-to-End lIdentifier field contains the same val ue that
was found in the correspondi ng request. The End-to-End ldentifier
MUST NOT be nodi fied by Dianmeter agents of any kind. The

combi nation of the Origin-Host AVP (Section 6.3) and this field is
used to detect duplicates. Duplicate requests SHOULD cause the
same answer to be transmtted (nodul o the Hop-by-Hop Identifier
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field and any routing AVPs that nay be present), and they MJST NOT
affect any state that was set when the original request was
processed. Duplicate answer nmessages that are to be locally
consunmed (see Section 6.2) SHOULD be silently discarded.

AVPs

AVPs are a method of encapsulating information relevant to the
D aneter nmessage. See Section 4 for nore information on AVPs.

3.1. Commmand Codes

Each comand Request/Answer pair is assigned a Comand Code, and the
sub-type (i.e., request or answer) is identified via the "R bit in
the Conmand Fl ags field of the Di aneter header

Every Di anmeter message MJIST contain a Command Code in its header’s
Command Code field, which is used to determine the action that is to
be taken for a particular nmessage. The followi ng Command Codes are
defined in the Dianeter base protocol

Section
Command Name Abbr ev. Code Ref er ence
Abort - Sessi on- Request ASR 274 8.5.1
Abort - Sessi on- Answer ASA 274 8.5.2
Account i ng- Request ACR 271 9.7.1
Account i ng- Answer ACA 271 9.7.2
Capabi | i ti es- Exchange- CER 257 5.3.1
Request
Capabi | i ti es- Exchange- CEA 257 5.3.2
Answer
Devi ce- WAt chdog- Request DWR 280 5.5.1
Devi ce- WAt chdog- Answer DWA 280 5.5.2
Di sconnect - Peer - Request DPR 282 5.4.1
Di sconnect - Peer - Answer DPA 282 5.4.2
Re- Aut h- Request RAR 258 8.3.1
Re- Aut h- Answer RAA 258 8.3.2
Sessi on- Term nati on- STR 275 8.4.1
Request
Sessi on- Term nati on- STA 275 8.4.2
Answer
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3.2. Command Code Format Specification

Every Conmand Code defined MJST include a correspondi ng Conmand Code
Format (CCF) specification, which is used to define the AVPs t hat
MUST or MAY be present when sending the nmessage. The follow ng ABNF
specifies the CCF used in the definition

command- def = "<" comand-nanme ">" "::=" dianeter-nessage
comand- nane = di anet er - nane
di anet er - nane = ALPHA *(ALPHA / DIG@T / "-")

di anet er - mressage header *fixed *required *optiona

header = "<D anet er - Header:" conmmand-id
[r-bit] [p-bit] [e-bit] [application-id]">"

application-id =1*DAd T

comrand-id =1*DIAT
; The Conmand Code assigned to the conmand.

r-bit =", REQ
; If present, the 'R bit in the Conmand
; Flags is set, indicating that the nessage
; 1s a request as opposed to an answer.

p- bit =", PXY"
; If present, the 'P bit in the Conmand
; Flags is set, indicating that the nessage
; 1's proxiable.

e-bit =", ERR
; If present, the 'E bit in the Command
; Flags is set, indicating that the answer
; nmessage contains a Result-Code AVP in
; the "protocol error" class.

fixed = [qual] "<" avp-spec ">"
; Defines the fixed position of an AVP

required = [qual] "{" avp-spec "}"

; The AVP MUST be present and can appear
; anywhere in the nessage
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=[qual] "[" avp-nane "]’

; The avp-name in the 'optional’ rule cannot
; evaluate to any AVP Nane that is included
; in a fixed or required rule. The AVP can
; appear anywhere in the nessage.

; NOTE: "[" and "]" have a slightly different

; meaning than in ABNF. These braces

; cannot be used to express optional fixed rules
; (such as an optional ICV at the end). To do

; this, the convention is ’'0*1fi xed

[mn] "*" [max]

; See ABNF conventions, RFC 5234, Section 4.

; The absence of any qualifier depends on

; whether it precedes a fixed, required, or

; optional rule. If a fixed or required rule has
; no qualifier, then exactly one such AVP MJST

; be present. If an optional rule has no

; qualifier, then O or 1 such AVP nay be

; present. |If an optional rule has a qualifier

; then the value of min MJST be 0 if present.

1*DIGAT
The m ni mum nunber of tines the el enent nay

for fixed and optional rules and 1 for
required rules. The value MIJST be at least 1
; for required rules.

; be present. |If absent, the default value is O

1*DIAT
; The maxi mum nunber of tines the el enment nmay
; be present. |If absent, the default value is

; infinity. A value of O inplies the AVP MJST
; NOT be present.

di anet er - nane

; The avp-spec has to be an AVP Nane, defined
; in the base or extended D aneter

; specifications.

avp-spec / "AVP"

; The string "AVP' stands for *any* arbitrary AVP
; Name, not otherwise listed in that Comrand Code
; definition. The inclusion of this string

; is recomrended for all CCFs to allow for

; extensibility.
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The following is a definition of a fictitious Conmand Code:

Exanpl e- Request ::= < Dianmeter Header: 9999999, REQ PXY >
{ User-Nane }
1* { Oigin-Host }
* [ AVP ]

3.3. Dianeter Conmand Nani ng Conventions

D aneter conmmand nanes typically includes one or nore English words
foll owed by the verb "Request” or "Answer”. Each English word is
delinmted by a hyphen. A three-letter acronymfor both the request
and answer is also nornally provided.

An exanple is a nessage set used to termnate a session. The command
nane i s Sessi on-Term nat e- Request and Sessi on- Ter ni nat e- Answer, whil e
the acronyns are STR and STA, respectively.

Both the request and the answer for a given comand share the sane
Command Code. The request is identified by the R(equest) bit in the
D aneter header set to one (1), to ask that a particular action be
performed, such as authorizing a user or terminating a session. Once
the receiver has conpleted the request, it issues the corresponding
answer, which includes a result code that conmuni cates one of the
fol | owi ng:

0 The request was successfu
o The request failed

0 An additional request has to be sent to provide information the
peer requires prior to returning a successful or failed answer.

0o The receiver could not process the request, but provides
i nformati on about a Dianeter peer that is able to satisfy the
request, known as redirect.

Addi tional information, encoded within AVPs, may al so be included in
answer messages.

4. Diameter AVPs
D aneter AVPs carry specific authentication, accounting,

aut hori zation, and routing information as well as configuration
details for the request and reply.
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Each AVP of type CctetString MIUST be padded to align on a 32-bit
boundary, while other AVP types align naturally. A nunber of zero-
val ued bytes are added to the end of the AVP Data field until a word
boundary is reached. The Iength of the padding is not reflected in
the AVP Length field.

4.1. AVP Header

The fields in the AVP header MIUST be sent in network byte order. The
format of the header is:

0 1 2 3
01234567890123456789012345678901
B Lt r s i i i o o T s ks S R S
| AVP Code |
B T T T o o S S S e i S S Tk e e Y S
[IVMPTr rorrrj AVP Length |
B i ok it I I S e S e S ki ol ik i I TR SR i S S e S e e e e i i 5
| Vendor-1D (opt) |
B Lt r s i i i o o T s ks S R S
| Data ...

+- - - - - - - -+

AVP Code

The AVP Code, conbined with the Vendor-1d field, identifies the
attribute uniquely. AVP nunbers 1 through 255 are reserved for
reuse of RADIUS attributes, without setting the Vendor-1d field.
AVP nunbers 256 and above are used for Dianeter, which are

al | ocated by | ANA (see Section 11.1.1).

AVP Fl ags

The AVP Flags field informs the receiver how each attribute nust
be handl ed. New Di aneter applications SHOULD NOT define
additional AVP Flag bits. However, note that new Di aneter
applications MAY define additional bits within the AVP header, and
an unrecogni zed bit SHOULD be considered an error. The sender of
the AVP MUST set 'R (reserved) bits to 0 and the receiver SHOULD
ignore all 'R (reserved) bits. The 'P bit has been reserved for
future usage of end-to-end security. At the time of witing,
there are no end-to-end security nechani sns specified; therefore,
the 'P bit SHOULD be set to O.

The "M bit, known as the Mandatory bit, indicates whether the
recei ver of the AVP MUST parse and understand the semantics of the
AVP including its content. The receiving entity MJST return an
appropriate error nessage if it receives an AVP that has the Mbit
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4.

1

set but does not understand it. An exception applies when the AVP
is enbedded within a G ouped AVP. See Section 4.4 for details.

D aneter relay and redirect agents MJST NOT reject messages with
unr ecogni zed AVPs.

The "M bit MJST be set according to the rules defined in the
application specification that introduces or reuses this AVP
Wthin a given application, the Mbit setting for an AVWP is
defined either for all command types or for each conmand type.

AVPs with the "M bit cleared are informational only; a receiver
that receives a nessage with such an AVP that is not supported, or
whose val ue is not supported, MAY sinply ignore the AVP

The 'V bit, known as the Vendor-Specific bit, indicates whether
the optional Vendor-1D field is present in the AVP header. When
set, the AVP Code belongs to the specific vendor code address
space.

AVP Length

1

The AVP Length field is three octets, and indicates the nunber of
octets in this AVP including the AVP Code field, AVP Length field,
AVP Flags field, Vendor-ID field (if present), and the AVP Data
field. If a nmessage is received with an invalid attribute |ength,
t he message MJST be rej ect ed.

Optional Header Elenents

The AVP header contains one optional field. This field is only
present if the respective bit-flag is enabl ed.

Vendor - | D

The Vendor-ID field is present if the "V bit is set in the AW
Flags field. The optional four-octet Vendor-1D field contains the
| ANA- assi gned "SM Networ k Managenent Private Enterprise Codes"

[ ENTERPRI SE] val ue, encoded in network byte order. Any vendors or
standardi zati on organi zations that are also treated |ike vendors
in the | ANA-managed "SM Networ k Managenent Private Enterprise
Codes"” space wi shing to inplenment a vendor-specific D anmeter AVP
MUST use their own Vendor-ID along with their privately nmanaged
AVP address space, guaranteeing that they will not collide with
any ot her vendor’s vendor-specific AVP(s) or with future | ETF
AVPs.
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A Vendor-1D val ue of zero (0) corresponds to the | ETF-adopted AVP
val ues, as nanaged by I ANA. Since the absence of the Vendor-1D
field inplies that the AVP in question is not vendor specific,

i npl enent ati ons MJST NOT use the value of zero (0) for the
Vendor-1D fiel d.

4.2. Basic AVP Data Fornats

The Data field is zero or nore octets and contains information
specific to the Attribute. The format and length of the Data field
is determ ned by the AVP Code and AVP Length fields. The format of
the Data field MJUST be one of the followi ng base data types or a data
type derived fromthe base data types. 1In the event that a new Basic
AVP Data Format is needed, a new version of this RFC MJUST be created.

Cctet String

The data contains arbitrary data of variable length. Unless
otherwi se noted, the AVP Length field MJUST be set to at |east 8
(12 if the "V bit is enabled). AVP values of this type that are
not a multiple of 4 octets in length are followed by the necessary
paddi ng so that the next AVP (if any) will start on a 32-bit
boundary.

I nt eger 32

32-bit signed value, in network byte order. The AVP Length field
MUST be set to 12 (16 if the 'V bit is enabled).

I nt eger 64

64-bit signed value, in network byte order. The AVP Length field
MJUST be set to 16 (20 if the 'V bit is enabled).

Unsi gned32

32-bit unsigned value, in network byte order. The AVP Length
field MUST be set to 12 (16 if the 'V bit is enabled).

Unsi gned64

64-bit unsigned value, in network byte order. The AVP Length
field MUST be set to 16 (20 if the 'V bit is enabled).
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Fl oat 32

This represents floating point values of single precision as
described by [FLOATPO NT]. The 32-bit value is transnmitted in
network byte order. The AVP Length field MJST be set to 12 (16 if
the "V bit is enabled).

Fl oat 64

This represents floating point values of double precision as
described by [FLOATPO NT]. The 64-bit value is transmitted in
network byte order. The AVP Length field MJUST be set to 16 (20 if
the "V bit is enabled).

G ouped

The Data field is specified as a sequence of AVPs. These AVPs are
concatenated -- including their headers and padding -- in the
order in which they are specified and the result encapsulated in
the Data field. The AVP Length field is set to 8 (12 if the 'V
bit is enabled) plus the total length of all included AVPs,

i ncluding their headers and padding. Thus, the AVP Length field
of an AVP of type G ouped is always a nultiple of 4.

4.3. Derived AVP Data Fornmats

In addition to using the Basic AVP Data Formats, applications may
define data formats derived fromthe Basic AVP Data Formats. An
application that defines new Derived AVP Data Formats MJST i ncl ude
themin a section titled "Derived AVP Data Fornmats", using the sane
format as the definitions below. Each new definition MIST be either
defined or listed with a reference to the RFC that defines the
format.

4.3.1. Common Derived AVP Data Formats
The following are commonly used Derived AVP Data Formats.
Addr ess

The Address format is derived fromthe CctetString Basic AVP
Format. It is a discrimnated union representing, for exanple, a
32-bit (IPv4) [RFCO791] or 128-bit (I1Pv6) [RFC4291] address, nost
significant octet first. The first two octets of the Address AVP
represent the AddressType, which contains an Address Fanily
defined in [I ANAADFAM . The AddressType is used to discrimnate
the content and format of the renaining octets.
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Ti e

The Time format is derived fromthe CctetString Basic AVP Fornat.
The string MJST contain four octets, in the same format as the
first four bytes are in the NIP tinestanp format. The NITP
tinmestanp format is defined in Section 3 of [RFC5905].

This represents the nunber of seconds since Oh on 1 January 1900
with respect to the Coordinated Universal Tine (UTC

On 6h 28m 16s UTC, 7 February 2036, the tinme value will overfl ow.
Sinmpl e Network Tine Protocol (SNTP) [ RFC5905] describes a
procedure to extend the time to 2104. This procedure MJST be
supported by all Di aneter nodes.

UTF8Stri ng

The UTF8String format is derived fromthe CctetString Basic AVP
Format. This is a hunan-readable string represented using the
ISOIEC IS 10646-1 character set, encoded as an CctetString using
the UTF-8 transformation format [ RFC3629].

Since additional code points are added by anendnents to the 10646
standard fromtinme to tinme, inplenentations MJST be prepared to
encounter any code point from 0x00000001 to Ox7fffffff. Byte
sequences that do not correspond to the valid encoding of a code
point into UTF-8 charset or are outside this range are prohibited

The use of control codes SHOULD be avoi ded. Wen it is necessary
to represent a new line, the control code sequence CR LF SHOULD be
used.

The use of leading or trailing white space SHOULD be avoi ded.

For code points not directly supported by user interface hardware
or software, an alternative neans of entry and display, such as
hexadeci mal , MAY be provi ded.

For information encoded in 7-bit US-ASCI|I, the UTF-8 charset is
identical to the US-ASCI| charset.

UTF-8 may require nultiple bytes to represent a single character /
code point; thus, the length of a UTF8String in octets nmay be
different fromthe nunber of characters encoded.

Note that the AVP Length field of an UTF8String is nmeasured in
octets not characters.

Faj ardo, et al. St andards Track [ Page 45]



RFC 6733 D aneter Base Protocol Cct ober 2012

D aneterldentity

The Dianmeterldentity format is derived fromthe CctetString Basic
AVP For mat .

D aneterldentity = FQDN Real m

The Dianmeterldentity value is used to uniquely identify either:
* A Dianeter node for purposes of duplicate connection and
routing | oop detection.

* A Real mto deternine whet her nessages can be satisfied locally
or whether they nust be routed or redirected.

When a Dianeterldentity value is used to identify a Di aneter node,
the contents of the string MJUST be the Fully Qualified Domai n Name
(FQDN) of the Dianeter node. |If nultiple D aneter nodes run on
the sane host, each Dianeter node MJST be assigned a uni que

Di aneterldentity. |f a Diameter node can be identified by several
FQDNs, a single FQDN shoul d be picked at startup and used as the
only Dianeterldentity for that node, whatever the connection on
which it is sent. 1In this docunent, note that D aneterldentity is
in ASCII formin order to be conpatible with existing DNS
infrastructure. See Appendix D for interactions between the

Di ameter protocol and Internationalized Domai n Nanes (| DNs).

D anet er URI

The Dianeter URI MUST follow the Uni form Resource ldentifiers (RFC
3986) syntax [RFC3986] rul es specified bel ow

"aaa://" FQN [ port ] [ transport ] [ protocol ]
; No transport security

"aaas://" FQDN [ port ] [ transport ] [ protocol ]
; Transport security used

FCQDN = < Fully Qalified Domai n Nane >
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=":" 1*DaT

; One of the ports used to listen for

; incom ng connections.

I f absent, the default Dianeter port
(3868) is assunmed if no transport

security is used and port 5658 when
transport security (TLS/ TCP and DTLS/ SCTP)
i s used.

= ";transport=" transport-protocol

; One of the transports used to listen

; for incom ng connections. |If absent,

; the default protocol is assunmed to be TCP
; UDP MUST NOT be used when the aaa-protoco
; field is set to dianeter.

transport-protocol = ( "tcp" / "sctp" [/ "udp" )

pr ot ocol = ";protocol =" aaa-protoco

; |f absent, the default AAA protoco

; is Dianeter.
aaa- pr ot ocol = ( "dianmeter" / "radius" / "tacacs+" )
The followi ng are exanples of valid Dianeter host identities:
aaa: // host. exanpl e. comtransport=tcp
aaa: // host. exanpl e. com 6666; t ransport =tcp
aaa: // host . exanpl e. com pr ot ocol =di anet er
aaa: // host. exanpl e. com 6666; pr ot ocol =di anet er
aaa: // host. exanpl e. com 6666; t ransport =t cp; pr ot ocol =di anet er
aaa: // host. exanpl e. com 1813; t ransport =udp; pr ot ocol =r adi us

Enurer at ed

The Enunerated format is derived fromthe Integer32 Basic AVP

For

mat .

The definition contains a list of valid values and their

interpretation and is described in the D anmeter application
i ntroduci ng the AVP

Faj ar do
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IPFilterRul e

The IPFilterRule format is derived fromthe CctetString Basic AVP
Format and uses the ASCI| charset. The rule syntax is a nodified
subset of ipfw(8) from FreeBSD. Packets may be filtered based on
the following infornmation that is associated with it:

Direction (in or out)
Source and destination |IP address (possibly masked)
Pr ot ocol

Source and destination port (lists or ranges)
TCP fl ags

I P fragnment flag

| P options

| CVP types

Rules for the appropriate direction are evaluated in order, with the
first matched rule term nating the evaluation. Each packet is

eval uated once. If no rule matches, the packet is dropped if the

|l ast rule evaluated was a pernmit, and passed if the last rule was a
deny.

IPFilterRule filters MJUST foll ow t he fornmat

action dir proto fromsrc to dst [options]

action permit - Allow packets that match the rule.
deny - Drop packets that match the rule.

dir "in" is fromthe termnal, "out" is to the
t er m nal

proto An | P protocol specified by nunber. The "ip"
keyword means any protocol wll match.

src and dst <address/ nask> [ports]

The <address/ mask> nay be specified as:

i pno An 1 Pv4 or | Pv6 nunber in dotted-
quad or canonical IPv6 form Only
this exact I P nunber will match the
rule.
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i pno/bits An | P nunber as above with a nmask
width of the form192.0.2.10/24. In
this case, all |IP nunbers from
192.0.2.0 to 192.0.2.255 will match.
The bit width MIUST be valid for the
| P version, and the | P nunber MJST
NOT have bits set beyond the nask.
For a match to occur, the sane I P
versi on nust be present in the
packet that was used in describing
the I P address. To test for a
particular |IP version, the bits part
can be set to zero. The keyword
"any" is 0.0.0.0/0 or the | Pv6
equi val ent. The keyword "assi gned"
is the address or set of addresses
assigned to the termnal. For |Pv4,
a typical first rule is often "deny
inip! assigned"

The sense of the match can be inverted by
preceding an address with the not nodifier (!),
causing all other addresses to be matched
instead. This does not affect the selection of
port nunbers.

Wth the TCP, UDP, and SCTP protocols, optiona
ports may be specified as:

{port/port-port}[,ports[,...]]

The ' -’ notation specifies a range of ports
(i ncl udi ng boundari es).

Fragnment ed packets that have a non-zero offset
(i.e., not the first fragnent) will never nmatch
a rule that has one or nore port

specifications. See the frag option for
details on matching fragnmented packets.

Match if the packet is a fragnent and this is not
the first fragnent of the datagram frag nmay not
be used in conjunction with either tcpflags or
TCP/ UDP port specifications.
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i poptions spec
Match if the | P header contains the coma-separated
list of options specified in spec. The
supported I P options are:

ssrr (strict source route), Isrr (loose source
route), rr (record packet route), and ts
(timestanmp). The absence of a particular option
may be denoted with a '!’.

t cpopti ons spec
Match if the TCP header contains the conma-separated
list of options specified in spec. The
supported TCP options are:

mss (maxi mum segnment size), w ndow (tcp w ndow
advertisenent), sack (selective ack), ts (rfcl323
timestanp), and cc (rfcl644 t/tcp connection
count). The absence of a particular option nmay
be denoted with a ’!".

est abl i shed
TCP packets only. Match packets that have the RST
or ACK bits set.

setup TCP packets only. Match packets that have the SYN
bit set but no ACK bit.

tcpflags spec
TCP packets only. Match if the TCP header
contains the comma-separated list of flags
specified in spec. The supported TCP flags are:

fin, syn, rst, psh, ack, and urg. The absence of a
particular flag may be denoted with a '!". Arule
that contains a tcpflags specification can never
mat ch a fragnented packet that has a non-zero
offset. See the frag option for details on

mat chi ng fragnment ed packets.

i cnptypes types
| CMP packets only. Match if the ICMP type is in
the list types. The list may be specified as any
conbi nati on of ranges or individual types
separated by commas. Both the nuneric val ues and
the synbolic values |listed bel ow can be used. The
supported | CVP types are:
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echo reply (0), destination unreachable (3),
source quench (4), redirect (5), echo request

(8), router advertisement (9), router
solicitation (10), time-to-live exceeded (11), IP
header bad (12), tinestanp request (13),

tinmestanp reply (14), infornmation request (15),
information reply (16), address nmask request (17),
and address mask reply (18).

There is one kind of packet that the access device MJST al ways
discard, that is an IP fragnent with a fragnent offset of one. This
is a valid packet, but it only has one use, to try to circunmvent
firewalls.

An access device that is unable to interpret or apply a deny rule
MUST ternminate the session. An access device that is unable to
interpret or apply a pernit rule MAY apply a nore restrictive rule.
An access device MAY apply deny rules of its own before the supplied
rules, for exanple to protect the access device owner’s

i nfrastructure

4.4. G ouped AVP Val ues

The Dianeter protocol allows AVP val ues of type 'Gouped . This
inplies that the Data field is actually a sequence of AVPs. It is
possible to include an AVP with a G ouped type within a G ouped type,
that is, to nest them AVPs within an AVP of type G ouped have the
same paddi ng requirenents as non- G ouped AVPs, as defined in

Section 4. 4.

The AVP Code nunbering space of all AVPs included in a G ouped AVP is
the same as for non-Gouped AVPs. Receivers of a G ouped AVP that
does not have the "M (mandatory) bit set and one or nore of the
encapsul ated AVPs within the group has the 'M (mandatory) bit set
MAY sinmply be ignored if the Grouped AVP itself is unrecognized. The
rule applies even if the encapsulated AVP with its 'M (nmandatory)
bit set is further encapsul ated within other sub-groups, i.e., other
Grouped AVPs enbedded within the G ouped AVP

Every G ouped AVP definition MJST include a correspondi ng gramar,
usi ng ABNF [ RFC5234] (with nodifications), as defined bel ow

grouped-avp-def = "<" pane ">" "::=" avp

nane- f nt

ALPHA *(ALPHA / DIG T/ "-")
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nanme = nane-fnt
; The nanme has to be the nane of an AVP,
; defined in the base or extended Di aneter
; specifications.

avp = header *fixed *required *optional
header = "<" "AVP-Header:" avpcode [vendor] ">"
avpcode =1*DAT

; The AVP Code assigned to the G ouped AVP.
vendor =1*DIAT
; The Vendor-1D assigned to the G ouped AVP.
; I f absent, the default value of zero is
; used.
4.4.1. Exanple AVP with a G ouped Data Type
The Exanpl e- AVP (AVP Code 999999) is of type Grouped and is used to
clarify how G ouped AVP val ues work. The G ouped Data field has the
foll owi ng CCF grammar:
Exanpl e-AVP ::= < AVP Header: 999999 >
{ Oigin-Host }
1*{ Session-Id }
*[ AVP ]
An Exanpl e-AVP with G ouped Data foll ows.
The Origin-Host AVP (Section 6.3) is required. In this case:
Oi gi n-Host = "exanpl e. cont'.
One or nore Session-lds nmust follow. Here there are two:

Session-1d =
"grunp. exanpl e. com 33041; 23432; 893; 0AF3B81"

Session-1d =
"grunp. exanpl e. com 33054; 23561; 2358; 0AF3B32"
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optional AVPs included are

Recovery-Policy = <binary>
2163bc1d0ad82371f 6bc09484133c3f 09ad74a0dd5346d54195a7cf 0b35
2cabc881839a4f dcf bc1769e2677a4c1f b499284c5f 70b48f 58503a45¢c5
c2d6943f 82d5930f 2b7c1da640f 476f 0e9c9572a50db8eabe5lelc2c7bd
f 8bb43dc995144b8dbe297ac739493946803elcee3el15d9b765008alb2a
cf 4ac777c80041d72¢c01e691cf 751dbf 86e85f 509f 3988e5875dc905119
26841f 00f 0e29a6d1ddc1a842289d440268681e052b30f b638045f 7779c¢c
1d873c784f 054f 688f 5001559ecf f 64865ef 975f 3e60d2f d7966b8c7f 92

Futuristic-Acct-Record = <binary>
fe19da5802acd98b07a5b86cb4d5d03f 0314ab9ef 1ad0b67111f f 3b90a0
57f €29620bf 3585f d2dd9f cc38ce62f 6cc208c6163c008f 4258d1bc88b8
17694a74ccad3ec69269461bl1l4b2e7ad4c111f b239e33714da207983f 58¢
41d018d56f e938f 3cbf 089aac12a912a2f 0d1923a9390e5f 789cb2e5067
d3427475e49968f 841

The data for the optional AVPs is represented in hexadecinmal form
since the format of these AVPs is not known at the time of definition
of the Exanple-AVP group nor (likely) at the time when the exanple
instance of this AVP is interpreted -- except by D aneter

i npl enment ati ons that support the sane set of AVPs. The encoding
exanple illustrates how padding is used and how | ength fields are
calculated. Also, note that AVPs nay be present in the G ouped AVP
val ue that the receiver cannot interpret (here, the Recover-Policy
and Futuristic-Acct-Record AVPs). The length of the Exanple-AVP is
the sumof all the length of the menber AVPs, including their

paddi ng, plus the Exanpl e- AVP header size.
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0 1 2 3 4 5 6 7
S S S S S S S S +
0 | Exanpl e AVP Header (AVP Code = 999999), Length = 496 |
F - F - F - F - F - F - F - F - +
8 | Ori gi n- Host AVP Header (AVP Code = 264), Length = 19 |
Fomm e Fomm e Fomm e Fomm e Fomm e Fomm e Fomm e Fomm e +
16 e | x| oca | ocmo | ocp |l e ||
S S S S S S S S +
24| 'c | o | ’'m | Padding| Session-1d AVP Header
F - F - F - F - F - F - F - F - +
32 | (AVP Code = 263), Length =49 | 'g | 'r' | 'u | 'm
Fomm e Fomm e Fomm e Fomm e Fomm e Fomm e Fomm e Fomm e +
S S S S S S S S +
72 'F | 3 | 'B | '8 | '1' | Padding| Paddi ng| Paddi ng
F - F - F - F - F - F - F - F - +
80 | Session-1d AVP Header (AVP Code = 263), Length = 50 |
Fomm e Fomm e Fomm e Fomm e Fomm e Fomm e Fomm e Fomm e +
B e
S S S S S S S S +
F - F - F - F - F - F - F - F - +
1200 '5 | '8 | ;| 'O | A | CF | '3 | 'P
Fomm e Fomm e Fomm e Fomm e Fomm e Fomm e Fomm e Fomm e +
128| '8 | '2' | Padding|Padding] Recovery-Policy Header (AVP
S S S S S S S S +
136] Code = 8341), Length = 223 | Ox21 | O0x63 | Oxbc | Ox1d
F - F - F - F - F - F - F - F - +
144 Ox0a | Oxd8 | 0x23 | Ox71 | Oxfé | Oxbc | 0x09 | 0x48
Fomm e Fomm e Fomm e Fomm e Fomm e Fomm e Fomm e Fomm e +
S S S S S S S S +
352] Ox8c | Ox7f | 0x92 | Padding| Futuristic-Acct-Record Header
F - F - F - F - F - F - F - F - +
328| (AVP Code = 15930), Length = 137| Oxfe | 0x19 | Oxda | 0x58
Fomm e Fomm e Fomm e Fomm e Fomm e Fomm e Fomm e Fomm e +
336] Ox02 | Oxac | Oxd9 | Ox8b | Ox07 | Oxa5 | Oxb8 | Oxc6
S S S S S S S S +
F - F - F - F - F - F - F - F - +
488 Oxed4 | 0x99 | Ox68 | Oxf8 | 0Ox41l | Paddi ng| Paddi ng| Paddi ng
Fomm e Fomm e Fomm e Fomm e Fomm e Fomm e Fomm e Fomm e +
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4.5, Dianeter Base Protocol AVPs

The followi ng table describes the Dianeter AVPs defined in the base
protocol, their AVP Code val ues, types, and possible flag val ues.

Due to space constraints, the short formDiamdent is used to
represent Dianmeterldentity.
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D anet er

AVP Section
Attribute Nanme Code Defi ned

Base Pr ot ocol

Data Type

Acct -

Interimlnterval

Account i ng-

483

Real ti me- Requi red

Acct -

50

Mul ti-Session-1d

Account i ng-
Recor d- Nunber
Account i ng-
Recor d- Type
Acct -
Session-1d
Account i ng-
Sub- Session-1d
Acct -
Application-1d
Aut h-
Application-1d
Aut h- Request -
Type
Aut hori zat i on-
Lifetine
Aut h- Gr ace-
Peri od
Aut h- Sessi on-
State
Re- Aut h- Request -
Type
d ass
Desti nati on- Host
Desti nati on-
Real m
D sconnect - Cause
Error- Message
Error - Reporti ng-
Host
Event - Ti nest anp
Experi ment al -
Resul t

485
480

44
287
259
258
274
291
276
277
285

25
293
283
273
281
294

55
297

oo

NNo

.10

.11

.12

Unsi gned32
Enurer at ed
UTF8Stri ng
Unsi gned32
Enurer at ed
Cctet String
Unsi gned64
Unsi gned32
Unsi gned32
Enuner at ed
Unsi gned32
Unsi gned32
Enuner at ed
Enurer at ed
Cctet String
Di am dent

Di am dent

Enurer at ed
UTE8Stri ng
Di am dent

Ti e
G ouped
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AVP Fl ag
rul es
.
| MUST
MUST| NOT
e
M | V
|
M | V
|
M | V
|
M | V
|
M | V
|
M | V
|
M | V
|
M | V
|
M | V
|
M | V
|
M | V
|
M | V
|
M | V
|
M | V
|
M | V
M | V
M | V
|
M | V

| V\M
| V\M
|
M | V
M | V
|
.
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B +
| AVP Fl ag |
| rules |
|-

AVP Section | | MUST |

Attribute Name Code Defined Data Type | MJST| NOT |

----------------------------------------- |

Experi ment al - 2908 7.7 Unsigned32 | M | V |

Resul t - Code | | |

Fai | ed- AVP 279 7.5 G ouped | M | V |

Fi r mnar e- 267 5.3.4 Unsi gned32 | | V,M|

Revi si on | | |
Host - | P- Address 257 5.3.5 Addr ess | M | V |
| nband- Security | M | V |
-1d 299 6.10 Unsi gned32 | | |
Mul ti - Round- 272 8.19 Unsigned32 | M | V |
Ti me- Qut | | |

Ori gi n- Host 264 6.3 Diamdent | M | V |

Oigin-Real m 296 6.4 DamMdent | M | V |

Oigin-State-1d 278 8.16 Unsigned32 | M | V |

Product - Nane 269 5.3.7 UTF8String | | V,M|

Pr oxy- Host 280 6.7.3 Diamdent | M | V |

Proxy-1nfo 284 6.7.2 G ouped | M | V |

Proxy-State 33 6.7.4 CctetStringl M | V|

Redi r ect - Host 292 6.12 D anRI | M | V |

Redi r ect - Host - 261 6.13 Enumerated | M | V |

Usage | | |

Redi r ect - Max- 262 6.14 Unsigned32 | M | V |

Cache-Ti e | | |

Resul t - Code 268 7.1 Unsigned32 | M | V |

Rout e- Record 282 6.7.1 DamMdent | M | V |

Session-1d 263 8.8 UTF8String | M | V |

Sessi on- Ti neout 27 8.13 Unsigned32 | M | V |

Session-Binding 270 8.17 Unsigned32 | M | V |

Session-Server- 271 8.18 Enunerated | M | V |

Fai | over | | |
Support ed- 265 5.3.6 Unsigned32 | M | V |
Vendor-1d | | |
Ter mi nati on- 295 8.15 Enumerated | M | V |
Cause | | |

User - Nane 1 8.14 UTE8String | M | V |

Vendor -1 d 266 5.3.3 Unsigned32 | M | V |

Vendor - Speci fic- 260 6.11 G ouped | M | V |
| | |

Application-1d
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5. Dianeter Peers

This section describes how D aneter nodes establish connections and
communi cate with peers.

5.1. Peer Connections

Connections between di aneter peers are established using their valid
D aneterldentity. A Dianeter node initiating a connection to a peer
MUST know the peer’s Dianeterldentity. Methods for discovering a

D aneter peer can be found in Section 5. 2.

Al t hough a Di aneter node may have many possi ble peers with which it
is able to communicate, it may not be econonical to have an
establ i shed connection to all of them At a mininmum a D aneter node
SHOULD have an established connection with two peers per realm known
as the primary and secondary peers. O course, a node MAY have

addi tional connections, if it is deened necessary. Typically, all
messages for a realmare sent to the primary peer but, in the event
that failover procedures are invoked, any pending requests are sent
to the secondary peer. However, inplementations are free to |oad

bal ance requests between a set of peers.

Note that a given peer MAY act as a prinmary for a given realmwhile
acting as a secondary for another realm

Wien a peer is deened suspect, which could occur for various reasons,
including not receiving a DWA within an allotted time frane, no new
requests should be forwarded to the peer, but failover procedures are
i nvoked. When an active peer is noved to this node, additiona
connections SHOULD be established to ensure that the necessary nunber
of active connections exists.

There are two ways that a peer is renoved fromthe suspect peer list:

1. The peer is no longer reachable, causing the transport connection
to be shut down. The peer is noved to the closed state.

2. Three watchdog nessages are exchanged with accepted round-trip
times, and the connection to the peer is considered stabilized.

In the event the peer being renoved is either the prinmary or

secondary, an alternate peer SHOULD replace the del eted peer and
assume the role of either primary or secondary.
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5.2. Dianeter Peer Discovery

Al'lowi ng for dynam c Di aneter agent discovery makes possible sinpler
and nore robust depl oynent of Dianeter services. |In order to pronote
i nteroperabl e inplenentati ons of D aneter peer discovery, the

foll owi ng nechani sms (nmanual configuration and DNS) are descri bed.
These are based on existing | ETF standards. Both nechani sns MUST be
supported by all D aneter inplenmentations; either MAY be used.

There are two cases where Di aneter peer discovery may be perforned.
The first is when a Dianeter client needs to discover a first-hop
D aneter agent. The second case is when a Dianeter agent needs to
di scover anot her agent for further handling of a D aneter operation
In both cases, the following 'search order’ is recomended:

1. The Dianeter inplenmentation consults its list of statically
(manual l y) configured Di aneter agent |ocations. These will be
used if they exist and respond.

2. The Dianeter inplenentation perforns a NAPTR query for a server
in a particular realm The Dianeter inplenmentation has to know,
in advance, in which realmto look for a D aneter agent. This
could be deduced, for exanple, fromthe 'realm in an NAI on
which a Dianmeter inplenentation needed to performa D aneter
operation.

The NAPTR usage in Dianeter follows the S-NAPTR DDDS application
[ RFC3958] in which the SERVICE field includes tags for the
desired application and supported application protocol. The
application service tag for a Dianeter application is 'aaa' and
the supported application protocol tags are 'dianeter.tcp’
"dianmeter.sctp’, 'dianeter.dtls’, or 'dianeter.tls.tcp’

[ RFC6408] .

The client can follow the resolution process defined by the

S- NAPTR DDDS [ RFC3958] application to find a matching SRV, A, or
AAAA record of a suitable peer. The domain suffixes in the NAPTR
replacenent field SHOULD match the domain of the original query.
An exanpl e can be found in Appendix B

3. If no NAPTR records are found, the requester directly queries for
one of the followi ng SRV records: for D aneter over TCP, use
" dianeter. tcp.realn; for D aneter over TLS, use
_dianeters. _tcp.realnt; for Diameter over SCTP, use
_dianeter._sctp.realnt; for Dianmeter over DTLS, use
_dianeters. _sctp.realnf. |If SRV records are found, then the
requester can perform address record query (A RR s and/or AAAA
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RR s) for the target hostnanme specified in the SRV records
following the rules given in [RFC2782]. If no SRV records are
found, the requester gives up

If the server is using a site certificate, the domain name in the
NAPTR query and the donmain nane in the replacenent field MIST both be
valid based on the site certificate handed out by the server in the
TLS/ TCP and DTLS/ SCTP or Internet Key Exchange Protocol (IKE)
exchange. Sinmilarly, the domain nane in the SRV query and the domain
nane in the target in the SRV record MIST both be valid based on the
same site certificate. Oherw se, an attacker could nodify the DNS
records to contain replacenent values in a different donmamin, and the
client could not validate whether this was the desired behavior or
the result of an attack

Al so, the Dianmeter peer MJST check to make sure that the discovered
peers are authorized to act in its role. Authentication via |IKE or
TLS/ TCP and DTLS/ SCTP, or validation of DNS RRs via DNSSEC i s not
sufficient to conclude this. For exanple, a web server nay have
obtained a valid TLS/ TCP and DTLS/ SCTP certificate, and secured RRs
may be included in the DNS, but this does not inply that it is

aut horized to act as a Diameter server.

Aut hori zation can be achi eved, for exanple, by the configuration of a
D aneter server Certification Authority (CA). The server CA issues a
certificate to the Dianeter server, which includes an bject
Identifier (OD) to indicate the subject is a Diameter server in the
Ext ended Key Usage extension [RFC5280]. This certificate is then
used during TLS/ TCP, DTLS/ SCTP, or |KE security negotiation

However, note that, at the tine of witing, no D aneter server
Certification Authorities exist.

A dynanical ly di scovered peer causes an entry in the peer table (see
Section 2.6) to be created. Note that entries created via DNS MJST
expire (or be refreshed) within the DNS Tinme to Live (TTL). |If a
peer is discovered outside of the local realm a routing table entry
(see Section 2.7) for the peer’s realmis created. The routing table
entry’s expiration MIUST match the peer’s expiration val ue.

5.3. Capabilities Exchange

When two Di aneter peers establish a transport connection, they MJST
exchange the Capabilities Exchange nessages, as specified in the peer
state machi ne (see Section 5.6). This nessage allows the discovery
of a peer’'s identity and its capabilities (protocol version nunber
the identifiers of supported Di aneter applications, security

mechani sns, etc.).
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The receiver only issues conmands to its peers that have adverti sed
support for the Dianeter application that defines the conmand. A
Di anet er node MJST cache the supported Application Ids in order to
ensure that unrecogni zed commands and/ or AVPs are not unnecessarily
sent to a peer.

A receiver of a Capabilities-Exchange-Request (CER) nessage that does
not have any applications in conmmon with the sender MJUST return a
Capabi l i ti es- Exchange- Answer (CEA) with the Result-Code AVP set to

DI AVETER_NO COMMON_APPLI CATI ON and SHOULD di sconnect the transport

| ayer connection. Note that receiving a CER or CEA from a peer
advertising itself as a relay (see Section 2.4) MJST be interpreted
as having conmon applications with the peer

The receiver of the Capabilities-Exchange- Request (CER) MJST

det ermi ne conmon applications by conputing the intersection of its
own set of supported Application Ids against all of the
Application-1d AVPs (Auth-Application-1d, Acct-Application-1d, and
Vendor - Speci fic-Application-1d) present in the CER The val ue of the
Vendor-1d AVP in the Vendor-Specific-Application-1d MJST NOT be used
during conputation. The sender of the Capabilities-Exchange- Answer
(CEA) SHOULD include all of its supported applications as a hint to
the receiver regarding all of its application capabilities.

D aneter inplenmentations SHOULD first attenpt to establish a TLS/ TCP
and DTLS/ SCTP connection prior to the CER/ CEA exchange. This
protects the capabilities information of both peers. To support

ol der Di aneter inplenentations that do not fully conformto this
docunent, the transport security MAY still be negotiated via an

| nband-Security AVP. |In this case, the receiver of a Capabilities-
Exchange- Request (CER) nessage that does not have any security
mechani snms in common with the sender MJST return a Capabilities-
Exchange- Answer (CEA) with the Result-Code AVP set to

DI AVETER_NO COMMON_SECURI TY and SHOULD di sconnect the transport |ayer
connecti on.

CERs received fromunknown peers MAY be silently discarded, or a CEA
MAY be issued with the Result-Code AVP set to DI AVETER UNKNOMN_PEER
In both cases, the transport connection is closed. |If the loca
policy pernmits receiving CERs from unknown hosts, a successful CEA
MAY be returned. If a CER from an unknown peer is answered with a
successful CEA, the lifetine of the peer entry is equal to the
lifetinme of the transport connection. 1In case of a transport
failure, all the pending transactions destined to the unknown peer
can be di scarded.

The CER and CEA nessages MJST NOT be proxied, redirected, or relayed.
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Since the CER/ CEA nessages cannot be proxied, it is still possible
that an upstream agent will receive a nessage for which it has no
avai l abl e peers to handl e the application that corresponds to the
Command Code. |In such instances, the "E bit is set in the answer
message (Section 7) with the Result-Code AVP set to

DI AVETER _UNABLE TO DELIVER to i nformthe downstream agent to take
action (e.g., re-routing request to an alternate peer).

Wth the exception of the Capabilities-Exchange- Request nessage, a
nmessage of type Request that includes the Auth-Application-Id or
Acct-Application-1d AVPs, or a nmessage with an application-specific
Command Code MAY only be forwarded to a host that has explicitly
advertised support for the application (or has advertised the Relay
Application 1d).

5.3.1. Capabilities-Exchange- Request

The Capabilities-Exchange- Request (CER), indicated by the Comand
Code set to 257 and the Command Flags’ 'R bit set, is sent to
exchange | ocal capabilities. Upon detection of a transport failure,
this message MUST NOT be sent to an alternate peer.

When Di aneter is run over SCTP [ RFC4960] or DTLS/ SCTP [ RFC6083],
which allow for connections to span nultiple interfaces and nultiple
| P addresses, the Capabilities-Exchange- Request nessage MJST contain
one Host-I| P-Address AVP for each potential |IP address that MAY be

| ocally used when transnitting D aneter nessages.

Message For mat

<CER> ::= < Di aneter Header: 257, REQ >
Ori gi n- Host '}

Oigin-Realm}

Host - | P- Addr ess }

Vendor-1d }

Pr oduct - Nane }
Oigin-State-1d ]

Support ed- Vendor-1d ]

Aut h- Application-1d ]

| nband- Security-1d ]
Acct-Application-1d ]
Vendor - Speci fic-Application-1d ]
Fi r mnvar e- Revi si on ]

AVP ]

1*

* % ¥ ¥ X

L L L Ea B B B B B )
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5.3.2. Capabilities-Exchange- Answer

The Capabilities-Exchange- Answer (CEA), indicated by the Command Code
set to 257 and the Command Flags’ 'R bit cleared, is sent in
response to a CER nessage.

When Di aneter is run over SCTP [ RFC4960] or DTLS/ SCTP [ RFC6083],

whi ch all ow connections to span nultiple interfaces, hence, multiple
| P addresses, the Capabilities-Exchange- Answer nessage MJST contain
one Host-I P-Address AVP for each potential |IP address that MAY be

| ocally used when transnmitting D aneter nessages.

Message For mat

<CEA> ::= < Dianmeter Header: 257 >
Resul t - Code }

Origi n-Host '}
Oigin-Realm}

Host - | P- Addr ess }
Vendor-1d }

Pr oduct - Nane }
Oigin-State-1d ]
Error- Message |

Fai | ed- AVP ]

Support ed- Vendor-1d ]
Aut h- Application-1d ]

| nband- Security-1d ]
Acct-Application-1d ]
Vendor - Speci fic-Application-1d ]
Fi r mnvar e- Revi si on ]
AVP ]

1*

* Ok X X *

L L e s B W B E E E B Yt Rt R

5.3.3. Vendor-ld AVP

The Vendor-1d AVP (AVP Code 266) is of type Unsigned32 and contains
the 1 ANA "SM Network Managenent Private Enterprise Codes"

[ ENTERPRI SE] val ue assigned to the Dianeter Software vendor. It is
envi sioned that the conbination of the Vendor-1d, Product- Nane
(Section 5.3.7), and Firmaare-Revision (Section 5.3.4) AVPs may
provi de useful debugging information.

A Vendor-1d value of zero in the CER or CEA nessage is reserved and
indicates that this field is ignored.
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5.3.4. Firnmvar e- Revi si on AVP

The Firmaare-Revi sion AVP (AVP Code 267) is of type Unsigned32 and is
used to informa Di aneter peer of the firmnare revision of the
i ssui ng device

For devices that do not have a firmnare revision (general -purpose
conmput ers running D aneter software nodul es, for instance), the
revision of the D aneter software nodul e may be reported instead.

5.3.5. Host - | P- Addr ess AVP

The Host -1 P-Address AVP (AVP Code 257) is of type Address and is used
to informa D aneter peer of the sender’s IP address. Al source
addresses that a Di aneter node expects to use with SCTP [ RFC4960] or
DTLS/ SCTP [ RFC6083] MJST be advertised in the CER and CEA nessages by
i ncluding a Host-IP-Address AVP for each address.

5.3.6. Supported-Vendor-1d AVP

The Supported-Vendor-1d AVP (AVP Code 265) is of type Unsigned32 and
contains the I ANA "SM Network Managenent Private Enterprise Codes"
[ ENTERPRI SE] val ue assigned to a vendor other than the device vendor
but including the application vendor. This is used in the CER and
CEA nessages in order to informthe peer that the sender supports (a
subset of) the Vendor-Specific AVPs defined by the vendor identified
in this AVP. The value of this AVP MUST NOT be set to zero.

Multiple instances of this AVP containing the same val ue SHOULD NOT
be sent.

5.3.7. Product-Nane AVP

The Product-Nane AVP (AVP Code 269) is of type UTF8String and
contai ns the vendor-assi gned name for the product. The Product- Nane
AVP SHOULD remai n constant across firmnare revisions for the sane
product.

5.4. Disconnecting Peer Connections

When a Di aneter node di sconnects one of its transport connections,
its peer cannot know the reason for the disconnect and will nost
likely assune that a connectivity problemoccurred or that the peer
has rebooted. In these cases, the peer may periodically attenpt to
reconnect, as stated in Section 2.1. In the event that the

di sconnect was a result of either a shortage of internal resources or
sinmply that the node in question has no intentions of forwarding any
D aneter nmessages to the peer in the foreseeable future, a periodic
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5. 4.

5. 4.

Faj

connection request would not be wel coned. The Di sconnecti on-Reason
AVP contains the reason the Di ameter node issued the Di sconnect- Peer -
Request message.

The Di sconnect - Peer - Request nessage is used by a Dianeter node to
informits peer of its intent to disconnect the transport |ayer and
that the peer shouldn’t reconnect unless it has a valid reason to do
so (e.g., nessage to be forwarded). Upon receipt of the nessage, the
Di sconnect - Peer - Answer nessage i s returned, which SHOULD contain an
error if nessages have recently been forwarded, and are likely in
flight, which would otherw se cause a race condition.

The receiver of the Disconnect-Peer-Answer nmessage initiates the
transport disconnect. The sender of the Disconnect- Peer-Answer
nmessage should be able to detect the transport closure and cl ean up
t he connecti on.

1. Disconnect - Peer - Request

The Di sconnect - Peer-Request (DPR), indicated by the Cormand Code set
to 282 and the Command Flags’ 'R bit set, is sent to a peer to
informit of its intentions to shut down the transport connection.
Upon detection of a transport failure, this nessage MJIST NOT be sent
to an alternate peer.

Message For mat

<DPR> :.:= < Dianeter Header: 282, REQ >
{ Oigin-Host }
{ Oigin-Realm}
{ Di sconnect - Cause }
* [ AVP ]

2. Di sconnect - Peer - Answer
The Di sconnect-Peer-Answer (DPA), indicated by the Comand Code set
to 282 and the Command Flags’ 'R bit cleared, is sent as a response

to the Disconnect-Peer-Request nessage. Upon receipt of this
nmessage, the transport connection is shut down.
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Message For mat

Di anet er Header: 282 >
Resul t - Code }

Ori gi n-Host '}
Oigin-Realm}

Error- Message |

Fai | ed- AVP ]

AVP ]

<DPA> ::=

e et Tt o WY

5.4.3. Di sconnect - Cause AVP

The Di sconnect-Cause AVP (AVP Code 273) is of type Enunerated. A
D aneter node MJST include this AVP in the Di sconnect - Peer-Request
message to informthe peer of the reason for its intention to shut
down the transport connection. The follow ng values are supported:

REBOOTI NG 0
A schedul ed reboot is iminent. A receiver of a DPR with
above result code MAY attenpt reconnection.

BUSY 1
The peer’s internal resources are constrained, and it has
determined that the transport connection needs to be cl osed.
A receiver of a DPR with above result code SHOULD NOT attenpt
reconnecti on.

DO_NOT_WANT_TO TALK TO YQU 2
The peer has determined that it does not see a need for the
transport connection to exist, since it does not expect any
messages to be exchanged in the near future. A receiver of a
DPR wi th above result code SHOULD NOT attenpt reconnection.

5.5. Transport Failure Detection

G ven the nature of the Dianeter protocol, it is recomended that
transport failures be detected as soon as possible. Detecting such
failures will ninimze the occurrence of nmessages sent to unavail abl e
agents, resulting in unnecessary delays, and will provide better

fail over performance. The Devi ce- Wat chdog- Request and Devi ce-

Wat chdog- Answer nessages, defined in this section, are used to pro-
actively detect transport failures.
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5.5.1. Device- Wt chdog- Request

The Devi ce- Wat chdog- Request (DWR), indicated by the Command Code set
to 280 and the Command Flags’ 'R bit set, is sent to a peer when no
traffic has been exchanged between two peers (see Section 5.5.3).

Upon detection of a transport failure, this nessage MJST NOT be sent

to an alternate peer.
Message For mat

<DWR> .:= < Dianeter Header: 280, REQ >
{ Oigin-Host }

{ Oigin-Realm}

[ Oigin-State-1d ]

[ AVP ]

*

5.5.2. Devi ce- Wat chdog- Answer

The Devi ce- WAt chdog- Answer (DWA), indicated by the Conmmand Code set
to 280 and the Command Flags’ 'R bit cleared, is sent as a response
to the Devi ce- Wat chdog- Request nessage.

Message For mat

Di anet er Header: 280 >
Resul t - Code }

Ori gi n- Host '}
Oigin-Realm}

Error- Message |

Fai | ed- AVP ]
Oigin-State-1d ]

AVP ]

<DWA>

|
el e s PRSP SO R

*

5.5.3. Transport Failure Al gorithm

The transport failure algorithmis defined in [RFC3539]. All
D aneter inplenmentations MJST support the algorithmdefined in that
specification in order to be conpliant to the Di ameter base protocol.

5.5.4. Failover and Fail back Procedures
In the event that a transport failure is detected with a peer, it is
necessary for all pending request nessages to be forwarded to an

alternate agent, if possible. This is commonly referred to as
"failover".
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In order for a Dianeter node to performfailover procedures, it is
necessary for the node to maintain a pending nessage queue for a

gi ven peer. Wen an answer nessage is received, the correspondi ng
request is renmoved fromthe queue. The Hop-by-Hop Identifier field
is used to match the answer with the queued request.

When a transport failure is detected, if possible, all nessages in
the queue are sent to an alternate agent with the T flag set. On
booting a Dianeter client or agent, the T flag is also set on any
remai ning records in non-volatile storage that are still waiting to
be transmtted. An exanple of a case where it is not possible to
forward the nessage to an alternate server is when the nessage has a
fixed destination, and the unavail able peer is the nessage’s fina
destination (see Destination-Host AVP). Such an error requires that
the agent return an answer nmessage with the "E bit set and the
Resul t - Code AVP set to DI AMETER UNABLE TO DELI VER

It is inportant to note that nultiple identical requests or answers
MAY be received as a result of a failover. The End-to-End Identifier
field in the Dianeter header along with the Oigin-Host AVP MJST be
used to identify duplicate nessages

As described in Section 2.1, a connection request should be
periodically attenpted with the failed peer in order to re-establish
the transport connection. Once a connection has been successfully
est abl i shed, nessages can once again be forwarded to the peer. This
is conmmonly referred to as "fail back"

5. 6. Peer State Machi ne

This section contains a finite state nachine that MUST be observed by
all Dianeter inplenmentations. Each D anmeter node MJST follow the
state nmachi ne descri bed bel ow when comuni cating with each peer
Multiple actions are separated by commas, and may continue on
succeeding lines, as space requires. Simlarly, state and next state
may al so span multiple |ines, as space requires

This state nachine is closely coupled with the state nachine
described in [RFC3539], which is used to open, close, failover

probe, and reopen transport connections. |In particular, note that

[ RFC3539] requires the use of watchdog nessages to probe connections.
For Di aneter, DWR and DWA nessages are to be used.

The |- prefix is used to represent the initiator (connecting)
connection, while the R prefix is used to represent the responder
(listening) connection. The lack of a prefix indicates that the
event or action is the sanme regardl ess of the connection on which the
event occurred.
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The stable states that a state nmachine may be in are d osed, |-Open,
and R-Open; all other states are internediate. Note that |-Cpen and
R- Open are equival ent except for whether the initiator or responder

transport connection is used for conmunication.

A CER nessage is always sent on the initiating connection inmmediately
after the connection request is successfully conpleted. 1In the case
of an election, one of the two connections will shut down. The
responder connection will survive if the Oigin-Host of the |ocal

Di aneter entity is higher than that of the peer; the initiator
connection will survive if the peer’s Oigin-Host is higher. All
subsequent nessages are sent on the surviving connection. Note that
the results of an election on one peer are guaranteed to be the

i nverse of the results on the other.

For TLS/ TCP and DTLS/ SCTP usage, a TLS/ TCP and DTLS/ SCTP handshake
SHOULD begi n when both ends are in the closed state prior to any

D anet er nessage exchanges. The TLS/ TCP and DTLS/ SCTP connecti on
SHOULD be established before sending any CER or CEA nessage to secure
and protect the capabilities information of both peers. The TLS/ TCP
and DTLS/ SCTP connecti on SHOULD be di sconnected when the state

machi ne nmoves to the closed state. Wen connecting to responders
that do not conformto this docunent (i.e., older D aneter

i npl enentations that are not prepared to received TLS/ TCP and DTLS/
SCTP connections in the closed state), the initial TLS/ TCP and DTLS/
SCTP connection attenpt will fail. The initiator MAY then attenpt to
connect via TCP or SCTP and initiate the TLS/ TCP and DTLS/ SCTP
handshake when both ends are in the open state. |If the handshake is
successful, all further nmessages will be sent via TLS/ TCP and DTLS/
SCTP. |If the handshake fails, both ends nove to the cl osed state.

The state machi ne constrains only the behavior of a Dianeter
i mpl enent ati on as seen by Dianmeter peers through events on the wre.

Any inplementation that produces equivalent results is considered
conpliant.
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next state

Wi t - Conn- Ack

Wait-1-CEA

Wi t - Conn- Ack/
El ect

Wai t - Returns

R- Open

et al.

| - Rev- Conn- Ack
| - Rev- Conn- Nack
R- Conn- CER

Ti neout

| - Rev- CEA
R- Conn- CER

| - Peer-Di sc
| - Rev- Non- CEA
Ti neout

| - Rev- Conn- Ack

| - Rev- Conn- Nack
R- Peer-Di sc

R- Conn- CER

Ti meout

W n- El ection
| - Peer-Di sc

| - Rev- CEA
R- Peer - Di sc
R- Conn- CER
Ti meout

Send- Message
R- Rcv- Message
R- Rcv- DVWR

R- Rcv- DWA
R- Conn- CER
St op

R- Rcv- DPR
R- Peer-Di sc

| - Snd- Conn- Req
R- Accept,
Process- CER,

R- Snd- CEA

| - Snd- CER

d eanup

R- Accept,
Process- CER
Error

Pr ocess- CEA
R- Accept,
Process- CER,
El ect

| -Disc

Error

Error

| - Snd- CER, El ect
R- Snd- CEA

R-Di sc

R- Rej ect

Error

| -Di sc, R- Snd- CEA
| -Disc,

R- Snd- CEA

R-Di sc

R-Di sc

R- Rej ect

Error

R- Snd- Message
Process

Pr ocess- DVR,
R- Snd- DWA
Process- DWA
R- Rej ect

R- Snd- DPR

R- Snd- DPA
R-Di sc

St andards Track

Wi t - Conn- Ack
R- Open

Wait-1-CEA

d osed

Wi t - Conn- Ack/
El ect

d osed

| - Open
Wi t - Ret ur ns

d osed
d osed
Cd osed

Wai t - Returns
R- Open

Wi t - Conn- Ack
Wi t - Conn- Ack/
El ect

d osed

R- Open
R- Open

| - Open

Wai t-1-CEA
Wai t - Returns
Cl osed

R- Open
R- Open
R- Open

R- Open
R- Open
d osi ng
C osing
Cl osed
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| - Open Send- Message | - Snd- Message | - Open
| - Rcv- Message Process | - Open
| - Rev- DWR Pr ocess- DVR, | - Open
| - Snd- DWA
| - Rev- DWA Process- DWA | - Open
R- Conn- CER R- Rej ect | - Open
St op | - Snd- DPR d osi ng
| - Rev- DPR | - Snd- DPA C osi ng
| - Peer-Di sc | -Di sc Cl osed
d osi ng | - Rev- DPA | -Di sc Cd osed
R- Rcv- DPA R-Di sc Cl osed
Ti meout Error Cl osed
| - Peer-Di sc | -Di sc Cl osed
R- Peer - Di sc R-Di sc Cl osed
5.6.1. Inconmi ng Connections

When a connection request is received froma D aneter peer, it is
not, in the general case, possible to know the identity of that peer
until a CER is received fromit. This is because host and port
determine the identity of a Diameter peer; the source port of an

i ncom ng connection is arbitrary. Upon receipt of a CER the
identity of the connecting peer can be uniquely determned fromthe
Ori gi n- Host .

For this reason, a Dianeter peer nmust enploy |logic separate fromthe
state machine to receive connection requests, accept them and await
the CER  Once the CER arrives on a new connection, the O gin-Host
that identifies the peer is used to locate the state nachine
associated with that peer, and the new connection and CER are passed
to the state nachine as an R-Conn-CER event.

The | ogi ¢ that handl es i ncomi ng connections SHOULD cl ose and di scard
the connection if any nmessage other than a CER arrives or if an
i mpl enent ati on-defined tineout occurs prior to recei pt of CER

Because handling of inconing connections up to and including receipt
of a CER requires logic, separate fromthat of any individual state
machi ne associated with a particular peer, it is described separately
in this section rather than in the state nachi ne above.

5.6.2. Events
Transitions and actions in the automaton are caused by events. In
this section, we will ignore the |- and R prefixes, since the actua

event would be identical, but it would occur on one of two possible
connecti ons.
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Start

R- Conn- CER

Rcv- Conn- Ack

Rcv- Conn- Nack

Ti neout

Rcv- CER
Rcv- CEA

Rcv- Non- CEA

Peer - Di sc
Rcv- DPR
Rcv- DPA

W n- El ection

Send- Message

Rcv- Message

St op

.3. Actions
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The Dianeter application has signaled that a
connection should be initiated with the peer.

An acknow edgenent is received stating that the
transport connection has been established, and the

associ ated CER has arri ved.

A positive acknow edgenent is received confirmng that
the transport connection is established.

A negative acknow edgenent was received stating that
the transport connection was not established.

An application-defined tiner has expired while waiting
for some event.

A CER nessage fromthe peer was received.
A CEA nessage fromthe peer was received.

A nessage,
recei ved.

other than a CEA, fromthe peer was

A di sconnection indication fromthe peer was received.
A DPR nessage fromthe peer was received.
A DPA nessage fromthe peer was received.

An el ection was held, and the | ocal node was the

Wi nner .
A nmessage is to be sent.

A nmessage other than CER, CEA, DPR, DPA, DWR, or DWA
was received.

The Di aneter application has signaled that a
connection should be ternminated (e.g., on system
shut down) .

Actions in the autonaton are caused by events and typically indicate
the transni ssion of packets and/or an action to be taken on the

connecti on.

In this section,
since the actual

we will ignore the I- and R prefixes,
action would be identical, but it would occur on one

of two possi bl e connections.

et al.
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Snd- Conn- Req

Accept

Rej ect

Process- CER
Snd- CER
Snd- CEA

d eanup

Error

Process- CEA
Snd- DPR
Snd- DPA

D sc

El ect

Snd- Message
Snd- DWR
Snd- DWA
Process- DWR
Pr ocess- DWA

Process

et al.

D aneter Base Protocol

A transport connection is initiated with the peer.

The incom ng connection associated with the R Conn-CER

is accepted as the responder connection.

The incom ng connection associated with the R Conn-CER

i s di sconnect ed.
The CER associated with the R-Conn-CER is processed.
A CER nessage is sent to the peer.
A CEA nessage is sent to the peer.

I f necessary, the connection is shut down, and any
| ocal resources are freed.

The transport |ayer connection is disconnected,
either politely or abortively, in response to
an error condition. Local resources are freed.
A received CEA is processed.

A DPR nessage is sent to the peer.

A DPA nessage is sent to the peer.

The transport |ayer connection is disconnected,
and | ocal resources are freed.

An el ection occurs (see Section 5.6.4 for nore
i nformation).

A nmessage is sent.

A DWR nessage is sent.

A DWA nessage is sent.

The DWR nessage i s serviced.
The DWA nessage i s serviced.

A nessage i s serviced.

St andards Track
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5.6.4. The El ection Process

The election is performed on the responder. The responder conpares
the Origin-Host received in the CERwith its owm Oigin-Host as two
streams of octets. |If the local Oigin-Host |exicographically
succeeds the received Origin-Host, a Wn-Election event is issued
locally. Diameter identities are in ASCII form therefore, the

| exi cal conparison is consistent with DNS case insensitivity, where
octets that fall in the ASCII range 'a' through 'z’ MJST conpare
equally to their uppercase counterparts between 'A" and 'Z . See
Appendix D for interactions between the D aneter protocol and
Internationalized Domain Nane (I DNs).

The winner of the election MIUST close the connection it initiated.
Historically, maintaining the responder side of a connection was nore
efficient than maintaining the initiator side. However, current
practices nmakes this distinction irrel evant.

6. Dianeter Message Processing

This section describes how D aneter requests and answers are created
and processed.

6.1. Dianeter Request Routing Overview

A request is sent towards its final destination using one of the
followi ng three conbi nati ons of the Destination-Real mand
Desti nati on- Host AVPs:

0 A request that is not able to be proxied (such as a CER) MJUST NOT
contain either Destination-Real mor Destination-Host AVPs.

0 A request that needs to be sent to a hone server serving a
specific realm but not to a specific server (such as the first
request of a series of round trips), MJIST contain a Destination-
Real m AVP but MJST NOT contain a Destination-Host AVP. For
Di aneter clients, the value of the Destination-Real m AVP MAY be
extracted fromthe User-Nane AVP, or other nethods.

0 Oherw se, a request that needs to be sent to a specific home
server anong those serving a given real m MJST contain both the
Desti nati on- Real m and Desti nati on- Host AVPs.

The Destination-Host AVP is used as descri bed above when the
destination of the request is fixed, which includes:

0 Authentication requests that span nmultiple round trips.
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o A Dianeter nessage that uses a security nechani smthat makes use
of a pre-established session key shared between the source and the
final destination of the nmessage.

0 Server-initiated nmessages that MJST be received by a specific
D aneter client (e.g., access device), such as the Abort- Session-
Request nessage, which is used to request that a particular user’s
sessi on be term nated.

Note that an agent can only forward a request to a host described in
the Destination-Host AVP if the host in question is included inits
peer table (see Section 2.6). Oherwi se, the request is routed based
on the Destination-Realmonly (see Section 6.1.6).

When a nessage is received, the nessage is processed in the follow ng
order:

o |If the nmessage is destined for the |ocal host, the procedures
listed in Section 6.1.4 are foll owed.

o If the nmessage is intended for a Dianeter peer with whomthe |oca
host is able to directly comunicate, the procedures listed in
Section 6.1.5 are followed. This is known as "Request
For war di ng" .

0 The procedure listed in Section 6.1.6 is followed, which is known
as "Request Routing".

o |If none of the above are successful, an answer is returned with
the Result-Code set to DI AMETER UNABLE TO DELIVER, with the 'F
bit set.

For routing of Dianeter nessages to work within an adninistrative
domain, all Dianeter nodes within the real m MUST be peers.

The overview contained in this section (6.1) is intended to provide
general guidelines to Di aneter developers. Inplenentations are free
to use different nethods than the ones described here as |ong as they
conformto the requirenents specified in Sections 6.1.1 through
6.1.9. See Section 7 for nore details on error handling.

6.1.1. Oiginating a Request
Wien creating a request, in addition to any other procedures

described in the application definition for that specific request,
the foll ow ng procedures MJST be foll owed
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o the Command Code is set to the appropriate val ue;

o the 'R bit is set;

o0 the End-to-End ldentifier is set to a locally unique val ue;

o the Oigin-Host and Oigin-Real m AvPs MJUST be set to the
appropriate values, used to identify the source of the nessage;

and

o0 the Destination-Host and Destinati on-Real m AVPs MJUST be set to the
appropriate val ues, as described in Section 6. 1.

6.1.2. Sending a Request
When sending a request, originated either locally or as the result of
a forwarding or routing operation, the follow ng procedures SHOULD be
f ol | owed:
0 The Hop-by-Hop ldentifier SHOULD be set to a |locally unique val ue.

0 The nmessage SHOULD be saved in the list of pending requests.

O her actions to performon the nessage based on the particular role
the agent is playing are described in the follow ng sections.

6.1.3. Receiving Requests
A relay or proxy agent MJST check for forwarding | oops when receiving
requests. A loop is detected if the server finds its own identity in
a Route-Record AVP. Wien such an event occurs, the agent MJST answer
with the Result-Code AVP set to DI AMETER LOOP_DETECTED.

6.1.4. Processing Local Requests

A request is known to be for local consunption when one of the
foll owi ng conditions occurs:

0 The Destination-Host AVP contains the |local host’s identity;

0 The Destination-Host AVP is not present, the Destination-Real m AVP
contains a realmthe server is configured to process locally, and
the Dianeter application is locally supported; or

0 Both the Destination-Host and the Destination-Real mare not
present.

Faj ardo, et al. St andards Track [ Page 76]



RFC 6733 D aneter Base Protocol Cct ober 2012

When a request is locally processed, the rules in Section 6.2 should
be used to generate the correspondi ng answer.

6.1.5. Request Forwarding

Request forwarding is done using the Dianmeter peer table. The
D aneter peer table contains all of the peers with which the |oca
node is able to directly comunicate.

When a request is received, and the host encoded in the Destination-
Host AVP is one that is present in the peer table, the nmessage SHOULD
be forwarded to the peer.

6.1.6. Request Routing

D aneter request nmessage routing is done via realnms and Application
Ids. A Dianeter nessage that may be forwarded by Di aneter agents
(proxies, redirect agents, or relay agents) MJST include the target
realmin the Destination-Real m AVYP. Request routing SHOULD rely on

t he Destination-RealmAVP and the Application Id present in the
request message header to aid in the routing decision. The real mNAY
be retrieved fromthe User-Name AVP, which is in the formof a

Net wor k Access ldentifier (NAI). The realmportion of the NAl is
inserted in the Destination-Real mAVP

D aneter agents MAY have a list of locally supported real ms and
applications, and they MAY have a list of externally supported real ns
and applications. Wien a request is received that includes a realm
and/ or application that is not |ocally supported, the nessage is
routed to the peer configured in the routing table (see Section 2.7).

Real m nanes and Application Ids are the m ni num supported routing
criteria, additional information nay be needed to support redirect
semanti cs.

6.1.7. Predictive Loop Avoi dance

Before forwarding or routing a request, Dianmeter agents, in addition
to performng the processing described in Section 6.1.3, SHOULD check
for the presence of a candidate route’s peer identity in any of the
Rout e- Record AVPs. In the event of the agent detecting the presence
of a candidate route’s peer identity in a Route-Record AVP, the agent
MUST ignore such a route for the D aneter request nessage and attenpt
alternate routes if any exist. |In case all the candidate routes are
elinmnated by the above criteria, the agent SHOULD return a

DI AVETER_UNABLE TO DELI VER nessage
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6.1.8. Redirecting Requests

When a redirect agent receives a request whose routing entry is set
to REDIRECT, it MIUST reply with an answer nessage with the 'E bit
set, while maintaining the Hop-by-Hop Identifier in the header, and

i nclude the Result-Code AVP to DI AMETER REDI RECT | NDI CATI ON. Each of
the servers associated with the routing entry are added in a separate
Redi r ect - Host AVP.

e +
| D aneter |
| Redirect Agent |
oo +
2. command + 'E bit
1. Request Resul t - Code =

DI AMETER_REDI RECT_I NDI CATI ON +

|
_ |
j oe@xanpl e. com |
| Redi r ect - Host AVP(s)
%

—_— >

R R + 3. Request +------------- +
| exanple.com|------------- >| exanpl e. net |
| Rel ay | | D aneter |
| Agent | <----om-e---- | Server |
R + 4. Answer e AR +

Figure 5: Dianeter Redirect Agent

The receiver of an answer nmessage with the 'E bit set and the

Resul t - Code AVP set to DI AVMETER_REDI RECT_| NDI CATI ON uses t he Hop- by-
Hop lIdentifier in the Dianeter header to identify the request in the
pendi ng nmessage queue (see Section 5.5.4) that is to be redirected.
If no transport connection exists with the new peer, one is created,
and the request is sent directly to it.

Multiple Redirect-Host AVPs are allowed. The receiver of the answer
message with the "E bit set selects exactly one of these hosts as
the destination of the redirected nessage.

When t he Redirect-Host-Usage AVP included in the answer nessage has a
non-zero value, a route entry for the redirect indications is created
and cached by the receiver. The redirect usage for such a route
entry is set by the value of Redirect-Host-Usage AVP and the lifetinme
of the cached route entry is set by Redirect-Mx-Cache-Ti ne AVP

val ue.

It is possible that multiple redirect indications can create nmultiple
cached route entries differing only in their redirect usage and the
peer to forward messages to. As an exanple, two(2) route entries
that are created by two(2) redirect indications results in two(2)
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cached routes for the same real mand Application Id. However, one
has a redirect usage of ALL_SESSI ON, where matchi ng requests will be
forwarded to one peer; the other has a redirect usage of ALL_REALM
where request are forwarded to another peer. Therefore, an inconi ng
request that matches the realmand Application Id of both routes will
need additional resolution. |In such a case, a routing precedence
rul e MUST be used agai nst the redirect usage value to resolve the
contention. The precedence rule can be found in Section 6.13.

6.1.9. Relaying and Proxyi ng Requests

A relay or proxy agent MJST append a Route-Record AVP to all requests
forwarded. The AVP contains the identity of the peer fromwhich the
request was received.

The Hop-by-Hop lIdentifier in the request is saved and replaced with a
| ocal Iy unique value. The source of the request is also saved, which
i ncludes the I P address, port, and protocol

A relay or proxy agent MAY include the Proxy-Info AVP in requests if
it requires access to any local state information when the
correspondi ng response is received. The Proxy-Info AVP has security
inplications as state information is distributed to other entities.
As such, it is RECOVWENDED that the content of the Proxy-Info AVP be
protected with cryptographi c nechani sns, for exanple, by using a
keyed nessage digest such as HVAC- SHA1 [ RFC2104]. Such a nechani sm
however, requires the managenent of keys, although only locally at
the Dianmeter server. Still, a full description of the nanagenent of
the keys used to protect the Proxy-Info AVP is beyond the scope of
this docunent. Belowis a list of comon reconmendati ons:

0 The keys shoul d be generated securely follow ng the randomess
reconmendati ons in [ RFC4086] .

o The keys and cryptographic protection algorithnms should be at
| east 128 bits in strength.

0 The keys should not be used for any other purpose than generating
and verifying instances of the Proxy-Info AVP

o The keys shoul d be changed regul arly.

o The keys should be changed if the AVP format or cryptographic
protection algorithnms change

The message is then forwarded to the next hop, as identified in the
routing table.
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Fi gure 6 provides an exanpl e of nmessage routing using the procedures
listed in these sections.

(Ori gi n- Host =nas. exanpl e. net) (Ori gi n- Host =nas. exanpl e. net)

(Ori gi n- Real n=exanpl e. net) (Ori gi n- Real n=exanpl e. net)

(Desti nation- Real nrexanpl e. conm) (Desti nati on- Real mrexanpl e. com
( Rout e- Recor d=nas. exanpl e. net)

Hom oo + a----- > Hom oo + a----- > Hom oo +
| | (Request) | | (Request) | |
| NAS +----cmmmmmi i e o + DRL 4---mmmmmmm i + HVB
AN AN A
exanpl e. net (Answer) exanpl e. net (Answer) exanpl e. com
(Ori gi n- Host =hms. exanpl e. com) (Ori gi n- Host =hms. exanpl e. com)
(Ori gi n- Real m=exanpl e. com (Ori gi n- Real m=exanpl e. com

Figure 6: Routing of Dianeter nessages

Rel ay and proxy agents are not required to performfull inspection of
i nconm ng messages. At a mininmum validation of the nmessage header
and rel evant routing AVPs has to be done when rel ayi ng nessages.
Proxy agents nay optionally performnore in-depth nessage validation
for applications in which it is interested.

6.2. Dianeter Answer Processing
When a request is locally processed, the follow ng procedures MJST be
applied to create the associated answer, in addition to any
addi ti onal procedures that MAY be discussed in the D aneter
application defining the comand:

0 The sane Hop-by-Hop ldentifier in the request is used in the
answer .

o The local host’s identity is encoded in the Oigin-Host AVP

o The Destination-Host and Desti nati on- Real m AVPs MJUST NOT be
present in the answer nessage.

0 The Result-Code AVP is added with its value indicating success or
failure.

o If the Session-1d is present in the request, it MJST be included
in the answer.

0 Any Proxy-Info AVPs in the request MJST be added to the answer
message, in the sanme order they were present in the request.
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o The 'P bit is set to the same value as the one in the request.

0 The same End-to-End identifier in the request is used in the
answer .

Note that the error nessages (see Section 7) are also subjected to
t he above processing rul es.

6.2. 1. Processi ng Recei ved Answers

A Dianmeter client or proxy MIUST match the Hop-by-Hop ldentifier in an
answer received against the Iist of pending requests. The
correspondi ng nessage should be renoved fromthe Iist of pending
requests. It SHOULD ignore answers received that do not match a
known Hop-by-Hop Identifier

6.2.2. Relaying and Proxyi ng Answers

If the answer is for a request that was proxied or relayed, the agent
MUST restore the original value of the D aneter header’s Hop-by-Hop
Identifier field.

If the last Proxy-Info AVP in the nessage is targeted to the |oca
D aneter server, the AVP MJUST be renoved before the answer is
f or war ded

If a relay or proxy agent receives an answer with a Result-Code AVP
indicating a failure, it MJUST NOT nodify the contents of the AVP

Any additional local errors detected SHOULD be | ogged but not
reflected in the Result-Code AVP. |f the agent receives an answer
message with a Result-Code AVP indicating success, and it wi shes to
nodi fy the AVP to indicate an error, it MJST nodify the Result-Code
AVP to contain the appropriate error in the nessage destined towards
the access device as well as include the Error-Reporting-Host AVP; it
MUST al so i ssue an STR on behal f of the access device towards the

Di anet er server

The agent MUST then send the answer to the host that it received the
original request from

6.3. Oigin-Host AVP
The Origin-Host AVP (AVP Code 264) is of type D aneterldentity, and
it MUST be present in all Dianmeter nmessages. This AVP identifies the

endpoi nt that originated the Di aneter nessage. Relay agents MJST NOT
modi fy this AVP

Faj ardo, et al. St andards Track [ Page 81]



RFC 6733 D aneter Base Protocol Cct ober 2012

The value of the Origin-Host AVP is guaranteed to be unique within a
singl e host.

Note that the Oigin-Host AVP nmay resolve to nore than one address as
the Dianmeter peer may support nore than one address.

This AVP SHOULD be placed as close to the Di aneter header as
possi bl e.

6.4. Oigin-Real mAVP

The Origin-Real m AVP (AVP Code 296) is of type Dianeterldentity.
This AVP contains the Real mof the originator of any D aneter nessage
and MJUST be present in all messages.

This AVP SHOULD be pl aced as close to the Di aneter header as
possi bl e.

6.5. Destination-Host AVP

The Desti nation-Host AVP (AVP Code 293) is of type Dianmeterldentity.

This AVP MJUST be present in all unsolicited agent initiated nessages,
MAY be present in request nessages, and MJST NOT be present in answer
nessages.

The absence of the Destination-Host AVP will cause a nessage to be
sent to any Dianeter server supporting the application within the
real m specified in Destination-Real mAVP.

This AVP SHOULD be placed as close to the Di aneter header as
possi bl e.

6. 6. Destination-Real m AVP

The Destinati on- Real m AVP (AVP Code 283) is of type Dianeterldentity
and contains the realmto which the nmessage is to be routed. The
Desti nati on- Real m AVP MUST NOT be present in answer nessages.

Di ameter clients insert the realmportion of the User-Nane AVP.

D aneter servers initiating a request nmessage use the value of the
Origin-Real m AVP from a previous nessage received fromthe intended
target host (unless it is known a priori). Wen present, the
Destination-Real m AVP is used to perform nmessage routing decisions.

The CCF for a request nessage that includes the Destination-Real m AVP
SHOULD list the Destination-RealmAVP as a required AVP (an AVP

i ndi cated as {AVP}); otherw se, the nessage is inherently a non-

rout abl e nmessage.
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This AVP SHOULD be placed as close to the Di aneter header as
possi bl e.

6.7. Routing AVPs

The AVPs defined in this section are Di aneter AVPs used for routing

purposes. These AVPs change as Di aneter nessages are processed by
agents.

6.7.1. Rout e- Record AVP

The Route-Record AVP (AVP Code 282) is of type Dianeterldentity. The
identity added in this AVP MJST be the sane as the one received in
the Oigin-Host of the Capabilities Exchange nessage.

6.7.2. Proxy-Info AVP

The Proxy-Info AVP (AVP Code 284) is of type G ouped. This AVP
contains the identity and local state infornation of the D aneter
node that creates and adds it to a nessage. The G ouped Data field
has the foll owi ng CCF granmar:

Proxy-Info ::= < AVP Header: 284 >
{ Proxy-Host }
{ Proxy-State }
* [ AVP ]

6.7.3. Proxy-Host AVP

The Proxy-Host AVP (AVP Code 280) is of type Dianeterldentity. This
AVP contains the identity of the host that added the Proxy-Info AVP.

6.7.4. Proxy-State AVP

The Proxy-State AVP (AVP Code 33) is of type CctetString. It
contains state information that would otherwi se be stored at the

D aneter entity that created it. As such, this AVP MIUST be treated
as opaque data by other Dianeter entities.

6.8. Auth-Application-1d AVP

The Aut h-Application-1d AVP (AVP Code 258) is of type Unsigned32 and
is used in order to advertise support of the Authentication and

Aut hori zation portion of an application (see Section 2.4). |If
present in a nmessage other than CER and CEA, the value of the Auth-
Application-1d AVP MUST match the Application Id present in the

D anet er nessage header.
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6.9. Acct-Application-1d AVP

The Acct-Application-1d AVP (AVP Code 259) is of type Unsigned32 and
is used in order to advertise support of the accounting portion of an
application (see Section 2.4). |If present in a nessage other than
CER and CEA, the value of the Acct-Application-1d AVP MUST nmatch the
Application Id present in the D aneter nessage header

6.10. Inband-Security-1d AVP

The | nband- Security-1d AVP (AVP Code 299) is of type Unsigned32 and
is used in order to advertise support of the security portion of the
application. The use of this AVP in CER and CEA nessages is NOT
RECOMVENDED. | nstead, discovery of a Dianeter entity' s security
capabilities can be done either through static configuration or via
D aneter Peer Discovery as described in Section 5.2.

The follow ng val ues are supported:

NO_| NBAND_SECURI TY O

This peer does not support TLS/ TCP and DTLS/ SCTP. This is the
default value, if the AVP is onmtted

TLS 1

Thi s node supports TLS/ TCP [ RFC5246] and DTLS/ SCTP [ RFC6083]
security.

6.11. Vendor-Specific-Application-Id AVP

The Vendor - Specific-Application-1d AVP (AVP Code 260) is of type
Grouped and is used to advertise support of a vendor-specific

D aneter application. Exactly one instance of either Auth-
Application-1d or Acct-Application-1d AVP MIST be present. The
Application Id carried by either Auth-Application-Id or Acct-
Application-1d AVP MUST conply with vendor-specific Application Id
assi gnnment described in Section 11.3. It MJST also match the
Application Id present in the D aneter header except when used in a
CER or CEA nessage.

The Vendor-1d AVP is an informational AVP pertaining to the vendor
who may have aut horship of the vendor-specific Dianeter application
It MUST NOT be used as a neans of defining a conpletely separate
vendor-specific Application Id space.

Faj ardo, et al. St andards Track [ Page 84]



RFC 6733 D aneter Base Protocol Cct ober 2012

The Vendor - Specific-Application-1d AYP SHOULD be placed as close to
the Di aneter header as possible.

AVP For nat

<Vendor - Speci fic-Application-1d> ::= < AVP Header: 260 >
{ Vendor-1d }
[ Auth-Application-1d ]
[ Acct-Application-1d ]

A Vendor - Speci fic-Application-1d AVP MIST contain exactly one of
either Auth-Application-lId or Acct-Application-1d. |If a Vendor-
Specific-Application-1d is received w thout one of these two AVPs,
then the recipient SHOULD i ssue an answer with a Result-Code set to
DI AMETER_M SSI NG_AVP. The answer SHOULD al so include a Fail ed- AVP,
whi ch MUST contain an exanple of an Auth-Application-1d AVP and an
Acct-Application-1d AVP.

I f a Vendor-Specific-Application-l1d is received that contains both
Aut h- Appl i cation-1d and Acct-Application-1d, then the recipient MJST
i ssue an answer with Result-Code set to

DI AVETER _AVP_OCCURS TOO MANY _TI MES. The answer MJST al so include a
Fai | ed- AVP, whi ch MUST contain the received Auth-Application-1d AVP
and Acct-Application-1d AVP.

6.12. Redi r ect - Host AVP

The Redirect-Host AVP (AVP Code 292) is of type DianmeterURI. One or
nore instances of this AVP MIUST be present if the answer nessage’s
"E' bit is set and the Result-Code AVP is set to

DI AVETER_REDI RECT_| NDI CATI ON.

Upon receiving the above, the receiving D anmeter node SHOULD forward
the request directly to one of the hosts identified in these AVPs.
The server contained in the sel ected Redirect-Host AVP SHOULD be used
for all nessages matching the criteria set by the Redirect-Host-Usage
AVP.

6. 13. Redirect-Host-Usage AVP
The Redirect-Host-Usage AVP (AVP Code 261) is of type Enunerated.
This AVP MAY be present in answer nessages whose 'E bit is set and
the Result-Code AVP is set to DI AMETER REDI RECT_| NDI CATI ON.
When present, this AVP provides hints about how the routing entry

resulting fromthe Redirect-Host is to be used. The follow ng val ues
are support ed:
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DONT_CACHE 0

The host specified in the Redirect-Host AVP SHOULD NOT be cached.
This is the default val ue.

ALL_SESSI ON 1
Al'l messages within the same session, as defined by the same val ue
of the Session-1D AVP SHOULD be sent to the host specified in the
Redi r ect - Host AVP

ALL_REALM 2

Al'l messages destined for the real mrequested SHOULD be sent to
the host specified in the Redirect-Host AVP

REALM _AND_APPLI CATI ON 3

Al'l messages for the application requested to the real mspecified
SHOULD be sent to the host specified in the Redirect-Host AVP

ALL_APPLI CATI ON 4

Al'l messages for the application requested SHOULD be sent to the
host specified in the Redirect-Host AVP

ALL_HOST 5

Al'l messages that would be sent to the host that generated the
Redi rect - Host SHOULD be sent to the host specified in the
Redi r ect - Host AVP

ALL_USER 6

Al'l messages for the user requested SHOULD be sent to the host
specified in the Redirect-Host AVP

Wien nultiple cached routes are created by redirect indications and
they differ only in redirect usage and peers to forward requests to
(see Section 6.1.8), a precedence rule MJST be applied to the

redi rect usage val ues of the cached routes during normal routing to
resol ve contentions that may occur. The precedence rule is the order
that dictate which redirect usage shoul d be considered before any
other as they appear. The order is as follows:
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1. ALL_SESSI ON
2. ALL_USER
3. REALM AND _APPLI CATI ON
4. ALL_REALM
5. ALL_APPLI CATI ON
6. ALL_HOST
6.14. Redirect-Mx-Cache-Ti ne AVP

The Redirect-Max- Cache-Tine AVP (AVP Code 262) is of type Unsigned32.
This AVP MJUST be present in answer nessages whose 'E bit is set,
whose Result-Code AVP is set to DI AMETER _REDI RECT | NDI CATI ON, and
whose Redirect-Host-Usage AVP set to a non-zero val ue.

This AVP contai ns the nmaxi mum nunber of seconds the peer and route
table entries, created as a result of the Redirect-Host, SHOULD be
cached. Note that once a host is no |longer reachable, any associated
cache, peer, and routing table entries MJST be del et ed.

7. Error Handling

There are two different types of errors in D aneter; protocol errors
and application errors. A protocol error is one that occurs at the
base protocol |evel and MAY require per-hop attention (e.g., a
message routing error). Application errors, on the other hand,
generally occur due to a problemw th a function specified in a

Di aneter application (e.g., user authentication, mssing AVP)

Resul t - Code AVP val ues that are used to report protocol errors MJST
only be present in answer nmessages whose 'E bit is set. Wen a
request nmessage is received that causes a protocol error, an answer
message is returned with the "E' bit set, and the Result-Code AVP is
set to the appropriate protocol error value. As the answer is sent
back towards the originator of the request, each proxy or relay agent
MAY take action on the nessage.
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1. Request e + Li nk Broken
e >| D ameter |----///----+
| R P Y
+------ +--+ | 2. answer + 'E set | Relay 2 | e +
| Dianeter |<-+ (Unable to Forward) +--------- + | Di anet er
| Hone |
| Relay 1 |--+ Fomem- - + | Server
Fomeee - + 3. Request | Di anmet er | e +
- >| | A
| Relay 3 |----------- +
Fomm e e o +

Figure 7: Exanple of Protocol Error Causing Answer Message

Figure 7 provides an exanple of a nessage forwarded upstreamby a

D aneter relay. Wen the nessage is received by Relay 2, and it
detects that it cannot forward the request to the home server, an
answer nessage is returned with the "E bit set and the Result-Code
AVP set to DI AMETER UNABLE TO DELIVER. Gven that this error falls
within the protocol error category, Relay 1 would take speci al

action, and given the error, attenpt to route the nmessage through its
alternate Relay 3.

R + 1. Request +--------- + 2. Request +--------- +

| Access |------------ > Dianeter |------------ >| Di anet er

| | | | | Home |

| Device |<------------ | Relay |<------------ | Server

e + 4. Answer  +--------- + 3. Answer +--------- +
(M ssing AVP) (M ssing AVP)

Fi gure 8: Exanple of Application Error Answer Message

Fi gure 8 provides an exanple of a D anmeter nmessage that caused an
application error. Wen application errors occur, the Dianeter
entity reporting the error clears the "R bit in the Command Fl ags
and adds the Result-Code AVP with the proper value. Application
errors do not require any proxy or relay agent involvenent;
therefore, the message woul d be forwarded back to the originator of
t he request.

In the case where the answer nessage itself contains errors, any

rel ated session SHOULD be term nated by sending an STR or ASR
message. The Term nation-Cause AVP in the STR MAY be filled with the
appropriate value to indicate the cause of the error. An application
MAY al so send an application-specific request instead of an STR or
ASR message to signal the error in the case where no state is

mai ntained or to allow for some formof error recovery with the
correspondi ng Di aneter entity.
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There are certain Result-Code AVP application errors that require
additional AVPs to be present in the answer. In these cases, the
D aneter node that sets the Result-Code AVP to indicate the error
MUST add the AVPs. Exanples are as foll ows:

0 A request with an unrecognized AVP is received with the "M bit
(Mandatory bit) set causes an answer to be sent with the Result-
Code AVP set to DI AMETER AVP_UNSUPPORTED and the Fail ed- AVP AVP
cont ai ni ng the of fendi ng AVP

0 Arequest with an AVP that is received with an unrecogni zed val ue
causes an answer to be returned with the Resul t-Code AVP set to
DI AVETER_| NVALI D_AVP_VALUE, with the Fail ed- AVP AVP contai ning the
AVP causing the error.

0 A received command that is missing AVPs that are defined as
required in the conmands CCF; exanples are AVPs indicated as
{AVP}. The receiver issues an answer with the Result-Code set to
DI AVETER M SSI NG AVP and creates an AVP with the AVP Code and
other fields set as expected in the mssing AVP. The created AVP
is then added to the Fail ed- AVP AVP

The Result-Code AVP describes the error that the D aneter node
encountered in its processing. |In case there are multiple errors,
the D aneter node MJUST report only the first error it encountered
(detected possibly in sonme inplenentation-dependent order). The
specific errors that can be described by this AVP are described in
the follow ng section

7.1. Result-Code AVP

The Result-Code AVP (AVP Code 268) is of type Unsigned32 and

i ndi cates whether a particul ar request was conpl eted successfully or
an error occurred. Al Dianeter answer nessages in | ETF-defined

D aneter application specifications MIST include one Result-Code AVP
A non-successful Result-Code AVP (one containing a non-2xxx val ue

ot her than DI AMETER REDI RECT | NDI CATI ON) MUST i ncl ude the Error-
Reporting-Host AVP if the host setting the Result-Code AVP is
different fromthe identity encoded in the Oigin-Host AVP

The Result-Code data field contains an | ANA-nmanaged 32-bit address
space representing errors (see Section 11.3.2). D aneter provides
the following classes of errors, all identified by the thousands
digit in the decinal notation
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7.

7.

7.

1

1

1

o0 1xxx (Informational)

0 2xxx (Success)

0 3xxx (Protocol Errors)

0 4xxx (Transient Failures)
0 b5xxx (Permanent Fail ure)

An unrecogni zed cl ass (one whose first digit is not defined in this
section) MJUST be handl ed as a pernmanent fail ure.

1. Informationa

Errors that fall within this category are used to informthe

requester that a request could not be satisfied, and additiona

action is required on its part before access is granted.

DI AVETER_ MULTI _ROUND AUTH 1001
This informational error is returned by a Di aneter server to
i nformthe access device that the authenticati on nechani sm bei ng
used requires multiple round trips, and a subsequent request needs
to be issued in order for access to be granted.

2. Success

Errors that fall within the Success category are used to informa
peer that a request has been successfully conpl eted.

DI AVETER_SUCCESS 2001
The request was successfully conpl et ed.
DI AMETER_LI M TED_SUCCESS 2002
When returned, the request was successfully conpl eted, but
additional processing is required by the application in order to
provi de service to the user.
3. Protocol Errors
Errors that fall within the Protocol Error category SHOULD be treated
on a per-hop basis, and Di ameter proxies MAY attenpt to correct the

error, if it is possible. Note that these errors MIST only be used
i n answer nessages whose 'E bit is set.
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DI AVMETER_COMVAND_UNSUPPCORTED 3001

This error code is used when a Dianeter entity receives a nessage
with a Command Code that it does not support.

DI AMETER _UNABLE_TO DELI VER 3002

This error is given when Di anmeter cannot deliver the nessage to
the destination, either because no host within the realm
supporting the required application was avail able to process the
request or because the Destination-Host AVP was given w thout the
associ at ed Destinati on- Real m AVP

DI AMETER_REALM NOT_SERVED 3003
The intended real mof the request is not recognized.
DI AVMETER_TOO BUSY 3004

When returned, a D aneter node SHOULD attenpt to send the nessage
to an alternate peer. This error MJST only be used when a
specific server is requested, and it cannot provide the requested
servi ce.

DI AMETER_LOCOP_DETECTED 3005

An agent detected a loop while trying to get the nessage to the

i ntended recipient. The nessage MAY be sent to an alternate peer,
if one is available, but the peer reporting the error has
identified a configuration problem

DI AMETER_REDI RECT_I NDI CATI ON 3006

A redirect agent has determ ned that the request could not be
satisfied locally, and the initiator of the request SHOULD direct
the request directly to the server, whose contact information has
been added to the response. Wen set, the Redirect-Host AVP MJUST
be present.

DI AMETER_APPLI CATI ON_UNSUPPORTED 3007
A request was sent for an application that is not supported.
DI AVETER | NVALI D_ HDR BI TS 3008
A request was received whose bits in the D anmeter header were set

either to an invalid conmbination or to a value that is
i nconsi stent with the Command Code’s definition
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DI AMETER_| NVALI D_AVP_BI TS 3009

A request was received that included an AVP whose flag bits are
set to an unrecogni zed value or that is inconsistent with the
AVP' s definition

DI AVETER_UNKNOWN_PEER 3010
A CER was received froman unknown peer
7.1.4. Transient Failures

Errors that fall within the transient failures category are used to
informa peer that the request could not be satisfied at the tine it
was received but MAY be able to satisfy the request in the future.
Note that these errors MJUST be used in answer nessages whose 'E bit
i s not set.

DI AMETER_AUTHENTI CATI ON_REJECTED 4001

The aut hentication process for the user failed, nost likely due to
an invalid password used by the user. Further attenpts MJST only
be tried after pronpting the user for a new password.

DI AVETER_OUT_OF_SPACE 4002

A Di ameter node received the accounting request but was unable to
commit it to stable storage due to a tenporary |lack of space

ELECTI ON_LOST 4003

The peer has deternmined that it has |lost the election process and
has therefore disconnected the transport connection

7.1.5. Per manent Fail ures

Errors that fall within the permanent failures category are used to
informthe peer that the request failed and should not be attenpted
again. Note that these errors SHOULD be used in answer nessages
whose "E' bit is not set. 1In error conditions where it is not

possi ble or efficient to conpose application-specific answer gramar,
answer nessages with the 'E' bit set and which conply to the grammar
described in Section 7.2 MAY al so be used for permanent errors.
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DI AMETER_AVP_UNSUPPORTED 5001

The peer received a nessage that contained an AVP that is not
recogni zed or supported and was marked with the M (Mandatory)
bit. A D anmeter nmessage with this error MJIST contain one or nore
Fai | ed- AVP AVPs containing the AVPs that caused the failure.

DI AVETER_UNKNOWN_SESSI ON_I D 5002
The request contai ned an unknown Session-1d.
DI AVETER_AUTHORI ZATI ON_REJECTED 5003

A request was received for which the user could not be authorized.
This error could occur if the service requested is not pernitted
to the user.

DI AVETER | NVALI D_AVP_VALUE 5004

The request contained an AVP with an invalid value in its data
portion. A Dianeter nmessage indicating this error MJIST include
the of fending AVPs within a Fail ed- AVP AVP.

DI AVETER_M SSI NG_AVP 5005

The request did not contain an AVP that is required by the Conmand
Code definition. |If this value is sent in the Result-Code AVP, a
Fai | ed- AYP AVP SHOULD be included in the nessage. The Fail ed- AVP
AVP MJST contain an exanple of the m ssing AVP conplete with the
Vendor-1d if applicable. The value field of the missing AVP
shoul d be of correct mininumlength and contain zeroes.

DI AMETER _RESOURCES EXCEEDED 5006

A request was received that cannot be authorized because the user
has al ready expended al |l owed resources. An exanple of this error
condition is when a user that is restricted to one dial-up PPP
port attenpts to establish a second PPP connection

DI AVETER_CONTRADI CTI NG_AVPS 5007
The Hone Di aneter server has detected AVPs in the request that
contradi cted each other, and it is not willing to provide service

to the user. The Fail ed-AVP AVP MIUST be present, which contain
the AVPs that contradi cted each ot her
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DI AVETER_AVP_NOT_ALLOWED 5008

A nmessage was received with an AVP that MJST NOT be present. The
Fai | ed- AYP AVP MUST be included and contain a copy of the
of f endi ng AVP

DI AVETER_AVP_OCCURS_TOO MANY_TI MES 5009

A nmessage was received that included an AVP that appeared nore
often than permtted in the nmessage definition. The Fail ed- AVP
AVP MJST be included and contain a copy of the first instance of
the of fending AVP that exceeded the nmaxi num nunber of occurrences.

DI AVETER_NO_COMMON_APPLI CATI ON 5010

This error is returned by a Diameter node that receives a CER
wher eby no applications are common between the CER sending peer
and the CER receiving peer.

DI AMETER_UNSUPPORTED_VERSI ON 5011

This error is returned when a request was received, whose version
nunber is unsupported.

DI AVETER_UNABLE_TO COMPLY 5012

This error is returned when a request is rejected for unspecified
reasons.

DI AVETER | NVALI D_BI T_I N_HEADER 5013

This error is returned when a reserved bit in the Dianeter header
is set to one (1) or the bits in the D aneter header are set
i ncorrectly.

DI AMETER | NVALI D_AVP_LENGIH 5014

The request contained an AVP with an invalid length. A D aneter
nmessage indicating this error MIST include the offending AVPs
within a Failed-AVP AVP. In cases where the erroneous AVP | ength
val ue exceeds the nmessage length or is |less than the m ni mum AVP
header length, it is sufficient to include the of fendi ng AVP
header and a zero filled payload of the mninumrequired | ength
for the payl oads data type. |If the AVP is a G ouped AVP, the

G ouped AVP header with an enpty payl oad woul d be sufficient to

i ndicate the offending AVP. In the case where the offending AVP
header cannot be fully decoded when the AVP length is | ess than
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Faj

the m ni num AVP header length, it is sufficient to include an
of fendi ng AVP header that is fornulated by padding the inconplete
AVP header with zero up to the m ni mum AVP header | ength.

DI AVETER | NVALI D_MESSAGE_LENGTH 5015

This error is returned when a request is received with an invalid
nmessage | engt h.

DI AVETER | NVALI D_AVP_BI T_COVBO 5016

The request contained an AVP with which is not allowed to have the
given value in the AVP Flags field. A D aneter nessage indicating
this error MIUST include the offending AVPs within a Fail ed- AVP
AVP.

DI AMETER_NO_COMMON_SECURI TY 5017

This error is returned when a CER nessage is received, and there
are no conmon security mechani snms supported between the peers. A
Capabi | i ti es- Exchange- Answer (CEA) nessage MUST be returned with
the Result-Code AVP set to DI AMETER NO COMMON SECURI TY.

Error Bit

The 'E (Error Bit) in the D aneter header is set when the request
caused a protocol -related error (see Section 7.1.3). A nessage with
the "E bit MJST NOT be sent as a response to an answer nessage.
Note that a nessage with the "E bit set is still subjected to the
processing rules defined in Section 6.2. Wen set, the answer
message will not conformto the CCF specification for the conmand,
instead, it and will conformto the follow ng CCF:

Message For mat

D aneter Header: code, ERR [, PXY] >
Session-1d >

Ori gi n- Host '}

Oigin-Realm}

Resul t - Code }

<answer - message> ::= <
<

{

E

[ Oigin-State-1d ]
[

[

[

[

[

[

0*1

Error- Message |

Error- Reporting- Host ]
Fai | ed- AVP ]
Experimental - Resul t ]
Proxy-1nfo ]

AVP ]
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Note that the code used in the header is the sane than the one found
in the request nessage, but with the "R bit cleared and the "E bit
set. The 'P bit in the header is set to the sane val ue as the one
found in the request nessage.

7.3. FError-Message AVP

The Error-Message AVP (AVP Code 281) is of type UTF8String. It MAY
acconpany a Result-Code AVP as a hunman-readabl e error nessage. The
Error-Message AVP is not intended to be useful in an environnent

where error nessages are processed automatically. It SHOULD NOT be
expected that the content of this AVP be parsed by network entities.

7.4. FError-Reporting-Host AVP

The Error-Reporting-Host AVP (AVP Code 294) is of type

D aneterldentity. This AVP contains the identity of the Dianeter

host that sent the Result-Code AVP to a val ue other than 2001
(Success), only if the host setting the Result-Code is different from
the one encoded in the Oigin-Host AVP. This AVP is intended to be
used for troubl eshooting purposes, and it MJST be set when the
Resul t - Code AVP indicates a failure

7.5. Failed-AVvP AVP

The Fail ed- AVP AVP (AVP Code 279) is of type G ouped and provides
debuggi ng informati on in cases where a request is rejected or not
fully processed due to erroneous information in a specific AVP. The
val ue of the Result-Code AVP will provide information on the reason
for the Failed-AVP AVP. A D aneter answer nessage SHOULD contain an
i nstance of the Fail ed-AVP AVP that corresponds to the error

i ndi cated by the Result-Code AVP. For practical purposes, this

Fail ed- AVP woul d typically refer to the first AVP processing error
that a Di aneter node encounters.

The possible reasons for this AVP are the presence of an inproperly
constructed AVP, an unsupported or unrecogni zed AVP, an invalid AVP
val ue, the omission of a required AVP, the presence of an explicitly
excl uded AVP (see tables in Section 10) or the presence of two or
nmore occurrences of an AVP that is restricted to 0, 1, or 0-1
occurrences.

A Di aneter nessage SHOULD contain one Fail ed- AVP AVP, containing the
entire AVP that could not be processed successfully. If the failure
reason is omission of a required AVP, an AVP with the missing AVP
code, the missing Vendor-1d, and a zero-filled payl oad of the m ninum
required length for the omitted AVP will be added. |If the failure
reason is an invalid AVP |l ength where the reported length is |ess
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than the m ni num AVP header length or greater than the reported
message | ength, a copy of the offending AVP header and a zero-filled
payl oad of the m ninmumrequired | ength SHOULD be added.

In the case where the of fending AVP is enbedded within a G ouped AVP
the Fail ed- AVP MAY contain the grouped AVP, which in turn contains
the single offending AVP. The sane nethod MAY be enployed if the
grouped AVP itself is enbedded in yet another grouped AVP and so on
In this case, the Fail ed- AVYP MAY contain the grouped AVP hierarchy up
to the single offending AVP. This enables the recipient to detect
the | ocation of the offendi ng AVP when enbedded in a group

AVP For nat

<Fail ed- AVP> ::= < AVP Header: 279 >
1* {AVP}

7.6. Experinental -Result AVP

The Experinental -Result AVP (AVP Code 297) is of type Grouped, and

i ndi cates whether a particul ar vendor-specific request was conpl eted
successfully or whether an error occurred. This AVP has the

foll owi ng structure:

AVP For nat

Experimental -Result ::= < AVP Header: 297 >
{ Vendor-1d }
{ Experinental - Resul t - Code }

The Vendor-1d AVP (see Section 5.3.3) in this grouped AVP identifies
t he vendor responsible for the assignnent of the result code that
follows. Al Dianeter answer nessages defined in vendor-specific
applications MJST include either one Result-Code AVP or one
Experi ment al - Resul t AVP

7.7. Experinental - Resul t-Code AVP

The Experinmental - Result-Code AVP (AVP Code 298) is of type Unsigned32
and contains a vendor-assigned val ue representing the result of
processi ng the request.

It is recomended that vendor-specific result codes follow the sane
conventions given for the Result-Code AVP regarding the different
types of result codes and the handling of errors (for non-2xxx

val ues).
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8.

D aneter User Sessions

In general, Dianmeter can provide two different types of services to
applications. The first involves authentication and authorization
and it can optionally nake use of accounting. The second only makes
use of accounting.

Wien a service nmakes use of the authentication and/or authorization
portion of an application, and a user requests access to the network,
the Dianmeter client issues an auth request to its local server. The
auth request is defined in a service-specific D anmeter application
(e.g., NASREQ . The request contains a Session-ld AVP, which is used
i n subsequent nessages (e.g., subsequent authorization, accounting,
etc.) relating to the user’'s session. The Session-l1d AVP is a neans
for the client and servers to correlate a Dianeter nessage with a
user session.

When a Dianeter server authorizes a user to inplenent network
resources for a finite amount of tinme, and it is willing to extend
the authorization via a future request, it MJST add the

Aut hori zation- Lifetime AVP to the answer nessage. The

Aut hori zation-Lifetime AVP defines the maxi nrum nunber of seconds a
user MAY make use of the resources before another authorization
request is expected by the server. The Auth-G ace-Period AVP
contai ns the nunber of seconds follow ng the expiration of the

Aut hori zation-Lifetinme, after which the server will release all state
information related to the user’s session. Note that if payment for
services is expected by the serving realmfromthe user’s hone realm
the Authorization-Lifetine AVP, conbined with the Auth-G ace-Period
AVP, inplies the maxi mum |l ength of the session for which the hone
realmis willing to be fiscally responsible. Services provided past
the expiration of the Authorization-Lifetime and Auth-G ace-Period
AVPs are the responsibility of the access device. O course, the
actual cost of services rendered is clearly outside the scope of the
pr ot ocol

An access device that does not expect to send a re-authorization or a
session term nation request to the server MAY include the Auth-
Session-State AVP with the value set to NO _STATE _MAI NTAI NED as a hint

to the server. |If the server accepts the hint, it agrees that since
no session termnation nessage will be received once service to the
user is termnated, it cannot maintain state for the session. |If the

answer nessage fromthe server contains a different value in the

Aut h- Session-State AVP (or the default value if the AVP is absent),
the access device MUST follow the server’s directives. Note that the
val ue NO_STATE_MAI NTAI NED MUST NOT be set in subsequent re-

aut hori zati on requests and answers.
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The base protocol does not include any authorization request
messages, since these are largely application-specific and are
defined in a Diameter application docunent. However, the base

prot ocol does define a set of messages that are used to termnate
user sessions. These are used to allow servers that maintain state
information to free resources.

Wien a service only makes use of the accounting portion of the

Di aneter protocol, even in conbination with an application, the
Session-1d is still used to identify user sessions. However, the
session term nation nmessages are not used, since a session is
signal ed as being term nated by issuing an accounting stop nessage.

Di ameter may al so be used for services that cannot be easily
categori zed as authentication, authorization, or accounting (e.g.
certain Third Generation Partnership Project Internet Miltinedia
System (3GPP I M5) interfaces). |In such cases, the finite state
machi ne defined i n subsequent sections nmay not be applicable.
Therefore, the application itself MAY need to define its own finite
state machi ne. However, such application-specific state nachi nes
SHOULD foll ow the general state machine franework outlined in this
docunent such as the use of Session-1d AVPs and the use of STR/ STA,
ASK/ ASA nessages for stateful sessions.

8.1. Authorization Session State Machi ne

This section contains a set of finite state machi nes, which represent
the life cycle of Dianeter sessions and which MJST be observed by al
D aneter inplementations that nmake use of the authentication and/or
aut hori zation portion of a Dianeter application. The term "Service-
Specific" belowrefers to a nessage defined in a D aneter application
(e.g., Mbile | Pv4, NASREQ .

There are four different authorization session state machi nes
supported in the D aneter base protocol. The first two describe a
session in which the server is nmintaining session state, indicated
by the val ue of the Auth-Session-State AVP (or its absence). One
descri bes the session froma client perspective, the other froma
server perspective. The second two state nachi nes are used when the
server does not maintain session state. Here again, one describes
the session froma client perspective, the other froma server
perspecti ve.

When a session is noved to the Idle state, any resources that were

al l ocated for the particular session nust be rel eased. Any event not
listed in the state nachi nes MJST be considered an error condition
and an answer, if applicable, MJST be returned to the originator of

t he nmessage.
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In the case that an application does not support re-auth, the state
transitions related to server-initiated re-auth, when both client and
server sessions maintain state (e.g., Send RAR, Pending, Receive
RAA), MAY be ignored.

In the state table, the event "Failure to send X' neans that the

D aneter agent is unable to send command X to the desired
destination. This could be due to the peer being down or due to the
peer sending back a transient failure or tenporary protocol error
notification DI AVETER TOO BUSY or DI AMETER LOOP_DETECTED in the
Resul t - Code AVP of the correspondi ng Answer command. The event ' X
successfully sent’ is the conplenent of 'Failure to send X

The following state machine is observed by a client when state is
mai nt ai ned on the server

CLI ENT, STATEFUL

State Event Action New St at e
Idle Client or device requests Send Pendi ng
access servi ce-
specific
auth req
Idle ASR Recei ved Send ASA Idle
f or unknown sessi on W th
Resul t - Code =
UNKNOWN
SESSION I D
Idle RAR Recei ved Send RAA Idle
f or unknown sessi on W th
Resul t - Code =
UNKNOWN
SESSION I D
Pendi ng Successful service-specific Gr ant Open
aut hori zati on answer Access

received with default
Aut h- Sessi on- St at e val ue

Pendi ng Successful service-specific Sent STR Di scon
aut hori zati on answer received,
but service not provided

Pendi ng Error processing successf ul Sent STR Di scon
service-specific authorization
answer
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Pendi ng

Open

Open

Open

Open

Open

Open

Open

Open

D scon

Faj ar do
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D anet er

Fail ed service-specific
aut hori zati on answer received

User or client device
requests access to service

Successful service-specific
aut hori zati on answer received

Fail ed service-specific
aut hori zati on answer
recei ved.

RAR received and client will
perform subsequent re-auth

RAR received and client wll
not perform subsequent
re-auth

Sessi on-Ti meout expires on
access device

ASR recei ved

client will conply

with request to end the
sessi on

ASR Recei ved

client will not conply
with request to end the
sessi on

Aut hori zation-Lifetine +
Aut h- Grace- Period expires on
access device

ASR recei ved

St andards Track

Base Pr ot ocol

G ean up

Send

servi ce-
specific
auth req

Pr ovi de
service

Di scon.
user/ devi ce

Send RAA
with
Resul t - Code
SUCCESS

Send RAA
W th

Resul t - Code

SUCCESS,
Di scon.
user/ devi ce

Send STR

Send ASA
wth
Resul t - Code
= SUCCESS,
Send STR

Send ASA
wth

Resul t - Code

I = SUCCESS

Send STR

Send ASA

Cct ober 2012

Idle

Open

Open

Idle

D scon

Di scon

Di scon

D scon
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STA recei ved Di scon. Idle

user/ devi ce

Di scon

The following state machine is observed by a server when it is

mai ntai ning state for the session

SERVER, STATEFUL

State Event Action New St at e
Idle Servi ce-specific authorization Send Open
request received, and successfu
user is authorized servi ce-
specific
answer
Idle Servi ce-specific authorization Send Idle
request received, and fail ed
user is not authorized servi ce-
specific
answer
Open Servi ce-specific authorization Send Open
request received, and user successfu
is authorized servi ce-
specific
answer
Open Servi ce-specific authorization Send Idle
request received, and user fail ed
is not authorized servi ce-
specific
answer,
G ean up
Open Home server wants to confirm Send RAR Pendi ng
aut henti cati on and/ or
aut hori zati on of the user
Pendi ng Received RAA with a failed Cl ean up Idle
Resul t - Code
Pendi ng Recei ved RAA with Result-Code Update Open
= SUCCESS sessi on
Open Home server wants to Send ASR Di scon
term nate the service
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Open

Open
Di scon
Di scon
Not

Di scon

Any

The following state machine is observed by a client when

D aneter Base Protocol

Aut hori zation-Lifetinme (and
Aut h- Grace- Peri od) expires
on home server

Sessi on-Ti meout expires on
home server

Fai lure to send ASR
ASR successfully sent and
ASA Received with Result-Code

ASA Recei ved

STR Recei ved

mai nt ai ned on the server

G ean up

Cl ean up
Wi t,
resend ASR
Cl ean up

None

Send STA,
G ean up

CLI ENT, STATELESS

Action

Cct ober 2012

Idle

I dl e

Di scon

I dl e

No Change

I dl e

state i s not

New St at e

Pendi ng

Pendi ng

Open
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Cient or device requests
access

Successful service-specific
aut hori zati on answer

recei ved with Auth-Session-
State set to
NO_STATE_MAI NTAI NED

Fail ed service-specific
aut hori zati on answer
received

Sessi on-Ti meout expires on
access device

Service to user is term nated

St andards Track

Send

servi ce-
specific
auth req

G ant
access

G ean up

Di scon.
user/ devi ce

Di scon.
user/ devi ce

Pendi ng

Open

Idle

I dl e

Idle
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The following state nmachine is observed by a server when it is not
mai ntai ning state for the session:

SERVER, STATELESS

State Event Action New St ate
Idle Servi ce-specific authorization Send Idle
request received, and servi ce-
successfully processed specific
answer

8.2. Accounting Session State Machine

The followi ng state nmachi nes MJUST be supported for applications that
have an accounting portion or that require only accounting services.
The first state machine is to be observed by clients.

See Section 9.7 for Accounting Conmand Codes and Section 9.8 for
Accounti ng AVPs.

The server side in the accounting state nmachi ne depends in sone cases
on the particular application. The D aneter base protocol defines a
default state nmachine that MJST be followed by all applications that
have not specified other state nachines. This is the second state
machine in this section described bel ow.

The default server side state machine requires the reception of
accounting records in any order and at any time, and it does not

pl ace any standards requirenent on the processing of these records.

| mpl enent ati ons of Dianeter may perform checking, ordering,
correlation, fraud detection, and other tasks based on these records.
AVPs may need to be inspected as a part of these tasks. The tasks
can happen either imediately after record reception or in a post-
processi ng phase. However, as these tasks are typically application
or even policy dependent, they are not standardized by the D aneter
specifications. Applications MAY define requirenents on when to
accept accounting records based on the used val ue of Accounti ng-

Real ti me- Requi red AVP, credit-limt checks, and so on

However, the Di aneter base protocol defines one optional server side
state machi ne that MAY be foll owed by applications that require
keeping track of the session state at the accounting server. Note
that such tracking is inconpatible with the ability to sustain |ong
duration connectivity problenms. Therefore, the use of this state
machi ne i s reconmended only in applications where the value of the
Accounti ng- Real ti me- Required AVP is DELI VER AND GRANT; hence
accounting connectivity problens are required to cause the serviced
user to be disconnected. Oherw se, records produced by the client
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may be | ost by the server, which no | onger accepts themafter the
connectivity is re-established. This state machine is the third
state machine in this section. The state machine is supervised by a
supervi sion session tiner Ts, whose val ue shoul d be reasonably higher
than the Acct _Interimlnterval value. Ts MAY be set to two tines the
value of the Acct Interimlnterval so as to avoid the accounting
session in the Dianeter server to change to Idle state in case of
short transient network failure.

Any event not listed in the state machi nes MUST be consi dered as an
error condition, and a correspondi ng answer, if applicable, MJST be
returned to the originator of the nessage.

In the state table, the event "Failure to send" neans that the

Di ameter client is unable to comunicate with the desired
destination. This could be due to the peer being down, or due to the
peer sending back a transient failure or tenporary protocol error
notification DI AVETER OUT_OF_ SPACE, DI AMETER TOO BUSY, or

DI AVETER LOOP_DETECTED i n the Result-Code AVP of the Accounting
Answer conmand.

The event "Failed answer" neans that the Diameter client received a
non-transient failure notification in the Accounting Answer conmand.

Note that the action "D sconnect user/dev" MJST al so have an effect
on the authorization session state table, e.g., cause the STR nessage
to be sent, if the given application has both authentication/

aut hori zati on and accounting portions.

The states Pendi ngS, Pendingl, PendingL, PendingE, and Pendi ngB stand
for pending states to wait for an answer to an accounting request
related to a Start, Interim Stop, Event, or buffered record,
respectively.

CLI ENT, ACCOUNTI NG

State Event Action New St at e
Idle Client or device requests Send Pendi ngS
access accounting
start req.
Idle Cient or device requests Send Pendi ngE
a one-tine service accounti ng
event req
Idle Records in storage Send Pendi ngB
record
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Pendi

Pendi

Pendi

Pendi

Pendi

Pendi

Pendi

Open

Open

Pendi

Pendi

Faj ar do

ngS

ngS

ngsS

ngS

ngS

ngS

ngS

ngl

ngl

et al.

D anet er

Successf ul

Base Pr ot ocol

accounti ng
start answer

received

Failure to send and buffer

space avail able and rea
t o DELI VER_AND_GRANT

not equal

time

Fai lure to send and no buffer

space avail able and rea
t o GRANT_AND LGCSE

equal

tinme

Failure to send and no
buf f er space avail abl e and

r eal

time not equal to

GRANT_AND_LOSE

Fai |l ed accounting start answer

recei ved and real

time equa

to GRANT_AND LOSE

Fai |l ed accounting start answer

recei ved and real
to GRANT_AND LGCSE

equal

time not

User service term nated

Interiminterval

el apses

User service termn nated

Successf ul
answer

accounting interim
recei ved

Failure to send and (buffer
space available or old
record can be overwitten)

and real

time not equal to

DELI VER_AND_GRANT

St andards Track

Store
Start
Record

Di sconnect
user/ dev

Di sconnect
user/ dev

Store
stop
record

Send
accounti ng
interim
record

Send
accounti ng
stop req.

Store
interim
record

Cct ober 2012

Idle

Open

Idle

Pendi ngS

Pendi ngl

Pendi ngL

Open

Open
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Pendingl Failure to send and no buffer Open
space available and real tine
equal to GRANT_AND LOSE

Pendingl Failure to send and no Di sconnect Idle
buf fer space avail abl e and user/ dev
real tine not equal to
GRANT_AND LOSE

Pendi ngl Failed accounting interim Open
answer received and real tine
equal to GRANT_AND LGCSE

Pendi ngl Failed accounting interim Di sconnect Idle
answer received and user/ dev
real tine not equal to
GRANT_AND_LCOSE

Pendi ngl User service term nated Store Pendi ng
stop
record

Pendi ngE Successful accounting Idle

event answer received

Pendi ngE Failure to send and buffer Store Idle
space avail able event
record
Pendi ngE Failure to send and no buffer Idle

space avail able

Pendi ngE Fail ed accounting event answer Idle
recei ved

Pendi ngB Successful accounting answer Del ete Idle
recei ved record

PendingB Failure to send Idle

Pendi ngB Fail ed accounting answer Del et e Idle
recei ved record

Pendi ngL Successful accounting Idle

stop answer received

PendingL Failure to send and buffer Store Idle
space avail able stop
record
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Pendi ngL

Pendi ngL

D aneter Base Protocol

Fai lure to send and no buffer
space avail able

Fai |l ed accounting stop answer
recei ved

SERVER, STATELESS ACCOUNTI NG

Acti on

Cct ober 2012

Idle

I dl e

New St at e

I dl e

I dl e

Idle

Idle
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Accounting start request
recei ved and successfully
processed.

Accounting event request
recei ved and successfully
processed.

Interimrecord received
and successfully processed.

Accounting stop request
recei ved and successfully
processed

Accounting request received,

no space left to store
records

St andards Track

Send
accounti ng
start
answer

Send
accounti ng
event
answer

Send
accounti ng
interim
answer

Send
accounti ng
stop answer

Send
accounti ng
answer ;
Resul t - Code =
QUT_OF_
SPACE

I dl e

I dl e

Idle

Idle
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I dl e

Idle

Open

Open
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D aneter Base Protocol

Cct ober 2012

SERVER, STATEFUL ACCOUNTI NG

Accounting start request
recei ved and successfully
processed.

Accounting event request
recei ved and successfully
processed.

Accounting request received,
no space left to store
records

Interimrecord received
and successfully processed.

Accounting stop request
recei ved and successfully
processed

Accounting request received,
no space left to store
records

Session supervision tiner Ts
expired

St andards Track

Acti on

Send Open
accounti ng

start

answer ;

Start Ts

Send Idle
accounti ng

event

answer

Send Idle
accounti ng
answer ;
Resul t - Code =
QUT_OF_

SPACE

Send Open
accounti ng
interim

answer ;

Restart Ts

Send Idle
accounti ng

stop answer;

Stop Ts

Send Idle
accounti ng
answer ;
Resul t - Code =
QUT_OF_

SPACE;

Stop Ts

Stop Ts Idle
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8.3. Server-Initiated Re-Auth

A Dianeter server may initiate a re-authentication and/or re-
aut hori zation service for a particular session by issuing a Re-Auth-
Request (RAR).

For exanple, for prepaid services, the D aneter server that
originally authorized a session nmay need some confirmation that the
user is still using the services.

An access device that receives an RAR nmessage with the Session-Id
equal to a currently active session MIST initiate a re-auth towards
the user, if the service supports this particular feature. Each

Di amet er application MIUST state whether server-initiated re-auth is
supported, since sone applications do not allow access devices to
pronmpt the user for re-auth.

8.3.1. Re-Auth-Request
The Re- Aut h- Request (RAR), indicated by the Conmmand Code set to 258
and the nessage flags’ 'R bit set, may be sent by any server to the

access device that is providing session service, to request that the
user be re-authenticated and/or re-authorized.

Message For mat

P A S S S S A A

<RAR> D ameter Header: 258, REQ PXY >
Session-1d >

Origi n-Host 1}
Oigin-Realm}

Desti nati on- Real m}
Desti nati on- Host }

Aut h- Application-1d }
Re- Aut h- Request - Type }
User - Nane ]
Oigin-State-1d ]
Proxy-1Info ]

Rout e- Record ]

AVP ]

*  F *

8.3.2. Re-Auth-Answer

The Re-Aut h- Answer (RAA), indicated by the Conmand Code set to 258
and the nessage flags’ 'R bit clear, is sent in response to the RAR
The Result-Code AVP MJST be present, and it indicates the disposition
of the request.
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A successful RAA nmessage MJST be followed by an application-specific
aut henti cation and/or authorizati on nessage.

Message For mat

<RAA> ::= < Dianeter Header: 258, PXY >
Session-1d >

Resul t - Code }

Ori gi n- Host '}
Oigin-Realm}

User - Nane ]
Oigin-State-1d ]

Error- Message |

Error- Reporting- Host ]
Fai | ed- AVP ]
Redi r ect - Host ]

Redi r ect - Host - Usage ]
Redi r ect - Max- Cache-Ti ne ]
Proxy-1nfo ]

AVP ]

*
[ e L L L L e P P WY

8.4. Session Term nation

It is necessary for a Dianeter server that authorized a session, for
which it is maintaining state, to be notified when that session is no
| onger active, both for tracking purposes as well as to all ow
stateful agents to release any resources that they nay have provided
for the user’s session. For sessions whose state is not being

mai ntai ned, this section is not used.

When a user session that required Dianeter authorization termnates,
the access device that provided the service MJST i ssue a Session-
Term nati on- Request (STR) nmessage to the D aneter server that

aut hori zed the service, to notify it that the session is no |onger
active. An STR MJUST be issued when a user session term nates for any
reason, including user |ogoff, expiration of Session-Tineout,

adm ni strative action, termination upon receipt of an Abort- Session-
Request (see below), orderly shutdown of the access device, etc.

The access device al so MIST issue an STR for a session that was

aut hori zed but never actually started. This could occur, for

exanpl e, due to a sudden resource shortage in the access device, or
because the access device is unwilling to provide the type of service
requested in the authorization, or because the access device does not
support a mandatory AVP returned in the authorization, etc.

It is also possible that a session that was authorized is never
actually started due to action of a proxy. For exanple, a proxy nay
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nodi fy an authorization answer, converting the result from success to
failure, prior to forwarding the nessage to the access device. |If
the answer did not contain an Auth-Session-State AVP with the val ue
NO _STATE_MAI NTAI NED, a proxy that causes an authorized session not to
be started MIST issue an STRto the D aneter server that authorized
the session, since the access device has no way of know ng that the
sessi on had been aut hori zed.

A Dianmeter server that receives an STR nmessage MJUST cl ean up
resources (e.g., session state) associated with the Session-1d
specified in the STR and return a Session-Term nati on- Answer.

A Dianeter server also MJST clean up resources when the Session-

Ti meout expires, or when the Authorization-Lifetine and the Auth-
Grace-Period AVPs expire without receipt of a re-authorization
request, regardl ess of whether an STR for that session is received.
The access device is not expected to provide service beyond the
expiration of these tiners; thus, expiration of either of these
tinmers inplies that the access device may have unexpectedly shut
down.

8.4.1. Session-Term nation- Request

The Sessi on-Ternm nati on- Request (STR), indicated by the Command Code
set to 275 and the Command Flags’ 'R bit set, is sent by a D aneter
client or by a Dianeter proxy to informthe D ameter server that an
aut henti cated and/ or authorized session is being terninated.
Message For mat
<STR> D anmeter Header: 275, REQ, PXY >
Session-1d >
Ori gi n- Host '}
Oigin-Realm}
Desti nati on-Real m}
Aut h- Application-1d }
Term nati on- Cause }
User - Nane ]
Desti nati on- Host ]
d ass ]
Oigin-State-1d ]
Proxy-1nfo ]
Rout e- Record ]
AVP ]

* Ok
o L L L L el e Ve P P N Y
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8.4.2. Session-Termn nati on- Answer

The Session-Termi nati on- Answer (STA), indicated by the Command Code
set to 275 and the nessage flags’ "R bit clear, is sent by the

D aneter server to acknow edge the notification that the session has
been term nated. The Result-Code AVP MJUST be present, and it MAY
contain an indication that an error occurred while servicing the STR

Upon sending or receipt of the STA the D aneter server MJST rel ease
all resources for the session indicated by the Session-1d AVP. Any
i nternmedi ate server in the Proxy-Chain MAY al so rel ease any
resources, if necessary.

Message For mat

<STA> ::= < Dianmeter Header: 275, PXY >
Session-1d >

Resul t - Code }

Ori gi n-Host 1}
Oigin-Realm}

User - Nare ]

d ass ]

Error- Message |

Error- Reporting- Host ]

Fai | ed- AVP ]
Oigin-State-1d ]

Redi r ect - Host ]

Redi r ect - Host - Usage ]

Redi r ect - Max- Cache-Ti ne |
Proxy-1nfo ]

AVP ]

* X
L e L e i L L L L P Po Vo N

8.5. Aborting a Session

A Dianeter server may request that the access device stop providing
service for a particular session by issuing an Abort- Sessi on- Request
(ASR) .

For exanple, the Dianeter server that originally authorized the
session may be required to cause that session to be stopped for |ack
of credit or other reasons that were not anticipated when the session
was first authorized.

An access device that receives an ASR with Session-1D equal to a
currently active session MAY stop the session. Wether the access
devi ce stops the session or not is inplenentation and/or
configuration dependent. For exanple, an access device nay honor
ASRs fromcertain agents only. In any case, the access device MJST
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respond with an Abort-Session-Answer, including a Result-Code AVP to
i ndi cate what action it took.

8.5.1. Abort- Sessi on- Request
The Abort - Session-Request (ASR), indicated by the Cormand Code set to
274 and the nessage flags’ 'R bit set, may be sent by any D aneter
server or any Dianeter proxy to the access device that is providing

session service, to request that the session identified by the
Session-1d be stopped.

Message For mat

<ASR>

* %
[l L L L T e e T N Y

D ameter Header: 274, REQ PXY >
Session-1d >

Ori gi n-Host '}
Oigin-Realm}
Destination-Real m}
Desti nati on- Host }
Aut h- Application-1d }
User - Nare ]
Oigin-State-1d ]
Proxy-1nfo ]

Rout e- Record ]

AVP ]

8.5.2. Abort-Session- Answer

The Abort- Session- Answer (ASA), indicated by the Command Code set to
274 and the nessage flags’ 'R bit clear, is sent in response to the
ASR. The Result-Code AVP MJUST be present and indicates the

di sposition of the request.

If the session identified by Session-1d in the ASR was successfully
term nated, the Result-Code is set to DIAMETER SUCCESS. |f the
session is not currently active, the Result-Code is set to

DI AVETER_UNKNOWN SESSION ID. |If the access device does not stop the
session for any other reason, the Result-Code is set to

DI AVETER_UNABLE _TO COWPLY.
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Message For mat

<ASA> Di anet er Header: 274, PXY >
Session-1d >

Resul t - Code }

Ori gi n-Host 1}
Oigin-Realm}

User - Nane ]
Oigin-State-1d ]

Error- Message |

Error- Reporting-Host ]
Fai | ed- AVP ]
Redi r ect - Host ]

Redi r ect - Host - Usage ]
Redi r ect - Max- Cache-Ti ne ]
Proxy-1nfo ]

AVP ]

|
Lot et lVANVAN

* %

8.6. Inferring Session Termnation fromOigin-State-1d

The Origin-State-1d is used to allow detection of termi nated sessions
for which no STR woul d have been issued, due to unantici pated
shut down of an access devi ce.

A Dianeter client or access device increnents the value of the
Oigin-State-1d every time it is started or powered up. The new
Oigin-State-1d is then sent in the CER/ CEA nessage i nmedi ately upon
connection to the server. The Dianeter server receiving the new
Oigin-State-1d can deterni ne whether the sending Dianeter client had
abruptly shut down by conparing the old value of the Origin-State-Id
it has kept for that specific client is less than the new val ue and
whether it has un-termi nated sessions originating fromthat client.

An access device can also include the Oigin-State-1d in request
messages other than the CER if there are relays or proxies in between
the access device and the server. |In this case, however, the server
cannot di scover that the access device has been restarted unl ess and
until it receives a new request fromit. Therefore, this nmechani sm
is nore opportunistic across proxies and rel ays.

The Di aneter server may assune that all sessions that were active
prior to detection of a client restart have been terninated. The

D aneter server MAY clean up all session state associated with such
| ost sessions, and it MAY al so issue STRs for all such | ost sessions
that were authorized on upstream servers, to allow session state to
be cl eaned up gl obal ly.
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8.7. Aut h-Request-Type AVP

The Aut h- Request - Type AVP (AVP Code 274) is of type Enunerated and is
i ncluded in application-specific auth requests to informthe peers
whet her a user is to be authenticated only, authorized only, or both.
Not e any val ue ot her than both MAY cause RADIUS interoperability

i ssues. The follow ng val ues are defined:

AUTHENTI CATE_ONLY 1

The request being sent is for authentication only, and it MJST
contain the relevant application-specific authentication AVPs that
are needed by the Dianeter server to authenticate the user

AUTHORI ZE_ONLY 2

The request being sent is for authorization only, and it MJST
contain the application-specific authorization AVPs that are
necessary to identify the service being requested/ of fered.

AUTHORI ZE_AUTHENTI CATE 3

The request contains a request for both authentication and

aut hori zation. The request MJST include both the rel evant
application-specific authentication information and authorization
i nformati on necessary to identify the service being requested/

of f er ed.

8.8. Session-1d AVP

The Session-1d AVP (AVP Code 263) is of type UTF8String and is used
to identify a specific session (see Section 8). Al nessages
pertaining to a specific session MJST include only one Session-1d
AVP, and the sanme value MJST be used throughout the life of a
session. Wen present, the Session-1d SHOULD appear inmedi ately
followi ng the D aneter header (see Section 3).

The Session-1d MJST be globally and eternally unique, as it is neant
to uniquely identify a user session without reference to any other
information, and it may be needed to correlate historica

aut hentication information with accounting information. The
Session-1d includes a mandatory portion and an inpl enentation-defined
portion; a reconmended format for the inplenentation-defined portion
is outlined bel ow

The Session-1d MJST begin with the sender’s identity encoded in the

D aneterldentity type (see Section 4.3.1). The remainder of the
Session-l1d is delinmted by a ";" character, and it MAY be any
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sequence that the client can guarantee to be eternally unique;
however, the following format is recommended, (square brackets []
i ndi cate an optional elenent):

<Di aneterldentity>; <high 32 bits>; <l ow 32 bits>[;<optional val ue>]

<hi gh 32 bits> and <low 32 bits> are deci nal representations of the
high and low 32 bits of a nonotonically increasing 64-bit value. The
64-bit value is rendered in two part to sinplify formatting by 32-bit
processors. At startup, the high 32 bits of the 64-bit value MAY be
initialized to the time in NTP format [ RFC5905], and the low 32 bits
MAY be initialized to zero. This will for practical purposes
elimnate the possibility of overlapping Session-lds after a reboot,
assuni ng the reboot process takes |longer than a second.

Alternatively, an inplementation MAY keep track of the increasing

val ue in non-volatile nmenory.

<optional value> is inplenentation specific, but it may include a
nodeni s device Id, a Layer 2 address, tinmestanp, etc.

Exanpl e, in which there is no optional val ue:
accesspoi nt 7. exanpl e. com 1876543210; 523
Exanpl e, in which there is an optional val ue:
accesspoi nt 7. exanpl e. com 1876543210; 523; nobi | e@00. 1. 1. 88

The Session-1d is created by the Dianeter application initiating the
session, which, in nost cases, is done by the client. Note that a
Session-1d MAY be used for both the authentication, authorization
and accounting conmands of a given application

8.9. Authorization-Lifetine AVP

The Aut horization-Lifetine AVP (AVP Code 291) is of type Unsigned32
and contai ns the naxi mum nunber of seconds of service to be provided
to the user before the user is to be re-authenticated and/or re-
authorized. Care should be taken when the Authorization-Lifetine
value is determ ned, since a |ow, non-zero value could create
significant Diameter traffic, which could congest both the network
and t he agents.

A value of zero (0) nmeans that imediate re-auth is necessary by the
access device. The absence of this AVP, or a value of all ones
(meaning all bits in the 32-bit field are set to one) neans no re-
auth i s expected.
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If both this AVP and the Session-Ti meout AVP are present in a
message, the value of the latter MUST NOT be snaller than the
Aut hori zation-Lifetinme AVP

An Aut hori zation-Lifetime AVP MAY be present in re-authorization
messages, and it contains the nunber of seconds the user is

aut horized to receive service fromthe time the re-auth answer
message i s received by the access devi ce.

This AVP MAY be provided by the client as a hint of the maxi num
lifetime that it is willing to accept. The server MJST return a
value that is equal to, or snaller than, the one provided by the
client.

8.10. Auth-G ace-Period AVP

The Aut h- G ace-Period AVP (AVP Code 276) is of type Unsigned32 and
contai ns the nunber of seconds the Dianeter server will wait
followi ng the expiration of the Authorization-Lifetinme AVP before
cl eaning up resources for the session

8.11. Auth-Session-State AVP

The Aut h- Session-State AVP (AVP Code 277) is of type Enunerated and

specifies whether state is maintained for a particular session. The
client MAY include this AVP in requests as a hint to the server, but
the value in the server’s answer nessage is binding. The follow ng

val ues are support ed:

STATE_MNAI NTAI NED 0
This value is used to specify that session state is being
nmai nt ai ned, and the access device MJST i ssue a session ternination

nmessage when service to the user is terminated. This is the
def aul t val ue.

NO_STATE_MAI NTAI NED 1
This value is used to specify that no session ternination nessages
will be sent by the access device upon expiration of the
Aut hori zation-Lifetinmne.
8.12. Re-Aut h- Request - Type AVP
The Re- Aut h- Request - Type AVP (AVP Code 285) is of type Enunerated and

is included in application-specific auth answers to informthe client
of the action expected upon expiration of the Authorization-Lifetine.
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If the answer nmessage contains an Authorization-Lifetinme AVP with a
positive val ue, the Re-Auth-Request-Type AVP MJUST be present in an
answer nessage. The follow ng val ues are defined:

AUTHORI ZE_ONLY O

An aut hori zation only re-auth is expected upon expiration of the
Aut hori zation-Lifetinme. This is the default value if the AVP is
not present in answer nmessages that include the Authorization-

Li fetine.

AUTHORI ZE_AUTHENTI CATE 1

An aut hentication and authorization re-auth is expected upon
expiration of the Authorization-Lifetine.

8.13. Session-Ti neout AVP

The Sessi on-Ti neout AVP (AVP Code 27) [RFC2865] is of type Unsigned32
and contai ns the naxi mum nunber of seconds of service to be provided
to the user before ternmination of the session. When both the
Session-Ti meout and the Authorization-Lifetime AVPs are present in an
answer nessage, the former MUST be equal to or greater than the val ue
of the latter.

A session that terninates on an access device due to the expiration
of the Session-Timeout MJUST cause an STR to be issued, unless both

the access device and the honme server had previously agreed that no
session term nati on nessages woul d be sent (see Section 8).

A Session-Ti neout AVP MAY be present in a re-authorization answer
message, and it contains the renaining nunber of seconds fromthe
begi nni ng of the re-auth.

A val ue of zero, or the absence of this AVP, neans that this session
has an unlimted nunber of seconds before term nation

This AVP MAY be provided by the client as a hint of the nmaxi num
timeout that it is willing to accept. However, the server MAY return
a value that is equal to, or snaller than, the one provided by the
client.

8.14. User-Nane AVP
The User-Name AVP (AVP Code 1) [RFC2865] is of type UTF8String, which

contains the User-Nane, in a fornat consistent with the NAl
speci fication [ RFC4282].
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8.15. Term nation-Cause AVP

The Ternmi nati on- Cause AVP (AVP Code 295) is of type Enunerated, and
is used to indicate the reason why a session was terninated on the
access device. The currently assigned values for this AVP can be
found in the ANA registry for Term nation-Cause AVP Val ues

[ 1 ANATCV] .

8.16. Oigin-State-1d AVP

The Oigin-State-1d AVP (AVP Code 278), of type Unsigned32, is a
nonot oni cal Iy increasing value that is advanced whenever a Di aneter
entity restarts with loss of previous state, for exanple, upon
reboot. Oigin-State-1d MAY be included in any Di ameter nessage,

i ncl udi ng CER

A Dianmeter entity issuing this AVP MIST create a higher value for
this AVP each tine its state is reset. A Dianeter entity MAY set
Oigin-State-1d to the tine of startup, or it MAY use an increnmenting
counter retained in non-volatile menory across restarts.

The Oigin-State-1d, if present, MIJST reflect the state of the entity
indicated by Oigin-Host. |If a proxy nodifies Oigin-Host, it MJST
either renove Origin-State-Id or nodify it appropriately as well.
Typically, Oigin-State-1d is used by an access device that always
starts up with no active sessions; that is, any session active prior
to restart will have been lost. By including Oigin-State-1d in a
message, it allows other Dianeter entities to infer that sessions
associated with a lower Origin-State-1d are no longer active. |[If an
access device does not intend for such inferences to be made, it MJST
either not include Origin-State-Id in any nmessage or set its value to
0.

8.17. Session-Bi ndi ng AVP

The Sessi on-Bi nding AVP (AVP Code 270) is of type Unsigned32, and it
MAY be present in application-specific authorization answer nessages.
If present, this AVP MAY informthe Diameter client that all future
application-specific re-auth and Session-Termni nati on- Request nessages
for this session MJUST be sent to the sanme authorization server.
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8.

This field is a bit mask, and the follow ng bits have been defi ned:
RE_AUTH 1

When set, future re-auth messages for this session MJST NOT

i nclude the Destination-Host AVP. \When cleared, the default
val ue, the Destination-Host AVP MJUST be present in all re-auth
nmessages for this session.

STR 2

When set, the STR nessage for this session MJUST NOT include the
Desti nati on- Host AVP. \Wien cleared, the default value, the
Desti nati on- Host AVP MUST be present in the STR nessage for this
sessi on.

ACCOUNTI NG 4

When set, all accounting nmessages for this session MJST NOT

i ncl ude the Destination-Host AVP. \When cleared, the default

val ue, the Destination-Host AVP, if known, MJST be present in al
accounting nmessages for this session

18. Sessi on-Server-Fail over AVP

The Session-Server-Failover AVP (AVP Code 271) is of type Enunerated
and MAY be present in application-specific authorization answer
messages that either do not include the Session-Binding AVP or

i nclude the Session-Binding AVP with any of the bits set to a zero
value. |If present, this AVP MAY informthe Dianeter client that if a
re-auth or STR nessage fails due to a delivery problem the D aneter
client SHOULD i ssue a subsequent nessage w thout the Destination-Host
AVP. \WWhen absent, the default value is REFUSE _SERVI CE

The follow ng val ues are supported:
REFUSE_SERVI CE 0

If either the re-auth or the STR nessage delivery fails, terninate
service with the user and do not attenpt any subsequent attenpts.
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TRY_AGAI N 1

If either the re-auth or the STR nessage delivery fails, resend
the failed nessage wi thout the Destination-Host AVP present.

ALLOW SERVI CE 2

If re-auth nmessage delivery fails, assume that re-authorization
succeeded. |If STR nessage delivery fails, terninate the session

TRY_AGAI N_ALLOW SERVI CE 3

If either the re-auth or the STR nessage delivery fails, resend

the failed nmessage w thout the Destination-Host AVP present. |If
the second delivery fails for re-auth, assume re-authorization
succeeded. If the second delivery fails for STR, term nate the
sessi on.

8.19. Milti-Round-Tine-Qut AVP

The Mul ti-Round-Ti me-Qut AVP (AVP Code 272) is of type Unsigned32 and
SHOULD be present in application-specific authorization answer
messages whose Result-Code AVP is set to D AMETER MULTI _ROUND_ AUTH.
Thi s AVP contai ns the maxi mum nunber of seconds that the access

devi ce MJST provide the user in responding to an authentication
request.

8.20. dCass AVP

The Cl ass AVP (AVP Code 25) is of type CctetString and is used by

Di ameter servers to return state information to the access device.
Wien one or nore O ass AVPs are present in application-specific

aut hori zati on answer nessages, they MJST be present in subsequent re-
aut hori zati on, session termination and accounting nmessages. C ass
AVPs found in a re-authorization answer nessage override the ones
found in any previous authorization answer nessage. Dianeter server
i mpl enent ati ons SHOULD NOT return Class AVPs that require nore than
4096 bytes of storage on the Dianeter client. A Dianeter client that
recei ves C ass AVPs whose size exceeds | ocal avail able storage MJST
term nate the session

8.21. Event-Ti mestanp AVP

The Event-Tinmestanp (AVP Code 55) is of type Tine and MAY be i ncl uded
in an Accounting- Request and Accounti ng- Answer nessages to record the

time that the reported event occurred, in seconds since January 1
1900 00: 00 UTC.

Faj ardo, et al. St andards Track [ Page 122]



RFC 6733 D aneter Base Protocol Cct ober 2012

9.

9.

Accounti ng

Thi s accounting protocol is based on a server directed nodel with
capabilities for real-tinme delivery of accounting information
Several fault resilience nethods [ RFC2975] have been built into the
protocol in order nminimze |loss of accounting data in various fault
situations and under different assunptions about the capabilities of
t he used devi ces.

1. Server Directed Mdel

The server directed nodel neans that the device generating the
accounting data gets information fromeither the authorization server
(if contacted) or the accounting server regarding the way accounting
data shall be forwarded. This information includes accounting record
timeliness requirenments.

As discussed in [ RFC2975], real-tine transfer of accounting records
is a requirenent, such as the need to performcredit-limt checks and
fraud detection. Note that batch accounting is not a requirenent,
and is therefore not supported by Dianmeter. Should batched
accounting be required in the future, a new D aneter application wll
need to be created, or it could be handl ed using anot her protocol
Not e, however, that even if at the Dianeter |ayer, accounting
requests are processed one by one; transport protocols used under

Di ameter typically batch several requests in the same packet under
heavy traffic conditions. This may be sufficient for many
applications.

The aut horization server (chain) directs the selection of proper
transfer strategy, based on its know edge of the user and

rel ati onshi ps of roam ng partnerships. The server (or agents) uses
the Acct-Interimlinterval and Accounting-Real ti ne-Required AVPs to
control the operation of the Diameter peer operating as a client.
The Acct-Interimlinterval AVP, when present, instructs the D aneter
node acting as a client to produce accounting records continuously
even during a session. Accounting-Realtine-Required AVP is used to
control the behavior of the client when the transfer of accounting
records fromthe Dianeter client is delayed or unsuccessful

The Di ameter accounting server MAY override the interiminterval or
the real-tine requirenents by including the Acct-Interimlnterval or
Accounting-Real ti me- Required AVP in the Accounting- Answer nessage.
When one of these AVPs is present, the |atest val ue recei ved SHOULD
be used in further accounting activities for the sane session
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9.2. Protocol Messages

A Di aneter node that receives a successful authentication and/or

aut hori zati on nessage fromthe Dianeter server SHOULD col | ect
accounting information for the session. The Accounti ng- Request
message is used to transnit the accounting information to the

D aneter server, which MJST reply with the Accounting- Answer nessage
to confirmreception. The Accounting-Answer nessage includes the
Resul t - Code AVP, which MAY indicate that an error was present in the
accounting message. The value of the Accounting-Realtinme-Required
AVP received earlier for the session in question nmay indicate that
the user’s session has to be term nated when a rejected Accounti ng-
Request nessage was received

9.3. Accounting Application Extension and Requirenents

Each Di aneter application (e.g., NASREQ Mbile IP) SHOULD define its
service-specific AVPs that MJST be present in the Accounting-Request
message in a section titled "Accounting AVPs". The applicati on MJST
assume that the AVPs described in this docunent will be present in
all Accounting nmessages, so only their respective service-specific
AVPs need to be defined in that section

Appl i cations have the option of using one or both of the follow ng
accounting application extension nodels:

Split Accounting Service

The accounting nessage will carry the Application Id of the

D anet er base accounting application (see Section 2.4).

Accounting nessages nmay be routed to D aneter nodes other than the
correspondi ng Di aneter application. These nodes mi ght be
centralized accounting servers that provide accounting service for
multiple different Diameter applications. These nodes MJST
advertise the Di aneter base accounting Application Id during
capabi li ti es exchange.

Coupl ed Accounting Service

The accounting nmessage will carry the Application Id of the
application that is using it. The application itself will process
the received accounting records or forward themto an accounting
server. There is no accounting application advertisenent required
during capabilities exchange, and the accounting nessages will be
routed the sane way as any of the other application nessages.

In cases where an application does not define its own accounting
service, it is preferred that the split accounting nodel be used.
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9. 4.

9. 5.

Faj

Fault Resilience

D aneter base protocol nechanisns are used to overcone snall nessage
| oss and network faults of a tenporary nature.

D aneter peers acting as clients MJST inplenent the use of failover
to guard agai nst server failures and certain network failures.

D aneter peers acting as agents or related off-line processing
systens MJST detect duplicate accounting records caused by the
sendi ng of the sane record to several servers and duplication of
messages in transit. This detection MIJST be based on the inspection
of the Session-1d and Accounting- Record- Nunber AVP pairs. Appendix C
di scusses duplicate detection needs and i npl enentation issues.

Di aneter clients MAY have non-volatile nenory for the safe storage of
accounting records over reboots or extended network failures, network
partitions, and server failures. |If such nmenory is available, the
client SHOULD store new accounting records there as soon as the
records are created and until a positive acknow edgenent of their
reception fromthe Di ameter server has been received. Upon a reboot,
the client MJUST start sending the records in the non-volatile nenory
to the accounting server with the appropriate nodifications in

term nati on cause, session length, and other relevant information in
the records.

A further application of this protocol may include AVPs to contro

t he maxi mum nunber of accounting records that may be stored in the

D aneter client without conmitting themto the non-volatile nenory or
transferring themto the D aneter server

The client SHOULD NOT renove the accounting data fromany of its
menory areas before the correct Accounting-Answer has been received.
The client MAY renmpve the ol dest, undelivered, or as yet

unacknow edged accounting data if it runs out of resources such as
menory. It is an inplenentation-dependent matter for the client to
accept new sessions under this condition

Accounti ng Records

In all accounting records, the Session-1d AVP MIST be present; the
User - Name AVP MJST be present if it is available to the D aneter
client.

Different types of accounting records are sent depending on the

actual type of accounted service and the authorization server’s
directions for interimaccounting. |If the accounted service is a
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one-tine event, nmeaning that the start and stop of the event are
si mul t aneous, then the Accounting-Record-Type AVP MJUST be present and
set to the val ue EVENT_RECORD

If the accounted service is of a neasurable |length, then the AVP MJUST
use the val ues START_RECORD, STOP_RECORD, and possibly,

I NTERI M RECORD. | f the authorization server has not directed interim
accounting to be enabled for the session, two accounting records MJST
be generated for each service of type session. When the initial
Accounti ng- Request for a given session is sent, the Accounting-
Record- Type AVP MJST be set to the val ue START_RECORD. Wen the | ast
Accounti ng- Request is sent, the val ue MJST be STOP_RECORD

If the authorization server has directed interimaccounting to be
enabl ed, the Diameter client MJST produce additional records between
t he START_RECORD and STOP_RECORD, marked | NTERIM RECORD. The
production of these records is directed by Acct-InterimliInterval as
wel |l as any re-authentication or re-authorization of the session

The Dianeter client MJST overwite any previous interimaccounting
records that are locally stored for delivery, if a newrecord is
bei ng generated for the sane session. This ensures that only one
pending interimrecord can exi st on an access device for any given
sessi on.

A particul ar value of Accounting-Sub-Session-Id MJUST appear only in
one sequence of accounting records froma Dianmeter client, except for
the purposes of retransnission. The one sequence that is sent MJST
be either one record with Accounting-Record- Type AVP set to the val ue
EVENT_RECORD or several records starting with one having the val ue
START_RECORD, followed by zero or nore | NTERIM RECORDs and a single
STOP_RECORD. A particular Dianeter application specification MJST
define the type of sequences that MJST be used.

9.6. Correlation of Accounting Records

If an application uses accounting nessages, it can correlate
accounting records with a specific application session by using the
Session-1d of the particular application session in the accounting
nmessages. Accounting nmessages MAY also use a different Session-Id
fromthat of the application sessions, in which case, other session-
related information is needed to performcorrel ation

In cases where an application requires nultiple accounting sub-
sessions, an Accounti ng-Sub-Session-1d AVP is used to differentiate
each sub-session. The Session-1d would remain constant for all sub-
sessions and is used to correlate all the sub-sessions to a
particul ar application session. Note that receiving a STOP_RECORD
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with no Accounti ng- Sub- Session-1d AVP when sub-sessi ons were
originally used in the START_RECORD nmessages inplies that all sub-
sessions are termnated.

There are al so cases where an application needs to correlate nultiple
application sessions into a single accounting record; the accounting
record may span nultiple different Dianeter applications and sessions
used by the sane user at a given tinme. |n such cases, the Acct-

Mul ti-Session-1d AVP is used. The Acct-Milti-Session-Id AVP SHOULD
be signaled by the server to the access device (typically, during

aut hori zation) when it determ nes that a request belongs to an

exi sting session. The access device MJST then include the Acct-

Mul ti-Session-1d AVP in all subsequent accounting nessages.

The Acct-Milti-Session-1d AVP MAY include the value of the origina
Session-1d. Its contents are inplenentation specific, but the MJST
be gl obally uni que across other Acct-Milti-Session-Ids and MJST NOT
change during the life of a session

A Dianeter application document MJUST define the exact concept of a
session that is being accounted, and it MAY define the concept of a
mul ti-session. For instance, the NASREQ DI AMETER application treats
a single PPP connection to a Network Access Server as one session and
a set of Multilink PPP sessions as one nulti-session

9.7. Accounting Comand Codes

This section defines Cormand Code val ues that MJST be supported by
all Dianmeter inplenmentations that provide accounting services.

9.7.1. Accounting-Request
The Accounting- Request (ACR) command, indicated by the Command Code
field set to 271 and the Conmand Flags’ 'R bit set, is sent by a
D aneter node, acting as a client, in order to exchange accounting
information with a peer

In addition to the AVPs |isted bel ow, Accounting- Request nessages
SHOULD i ncl ude service-specific accounting AVPs.
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Message For mat
<ACR> ::= D ameter Header: 271, REQ PXY >

Session-1d >

Ori gi n-Host '}

Oigin-Realm}

Desti nation-Real m}

Account i ng- Record- Type }

Account i ng- Recor d- Nunber }

Acct-Application-1d ]

Vendor - Speci fic-Application-1d ]

User - Nane ]

Desti nati on- Host |

Account i ng- Sub- Session-1d ]

Acct - Session-1d ]

Acct-Mil ti-Session-1d ]

Acct-Interiminterval |

Account i ng- Real ti me- Required ]

Oigin-State-1d ]

Event - Ti nest anp |

Proxy-1Info ]

Rout e- Record ]

AVP ]

E
L L L L Lo e Lo L L P e e ta B N\

9.7.2. Accounting-Answer

The Accounting- Answer (ACA) command, indicated by the Command Code
field set to 271 and the Conmand Flags’ 'R bit cleared, is used to
acknow edge an Accounti ng- Request command. The Accounti ng- Answer
command contains the same Session-1d as the correspondi ng request.

Only the target Dianeter server, known as the hone Di anmeter server,
SHOULD respond with the Accounting- Answer conmmand.

In addition to the AVPs |isted bel ow, Accounting- Answer nessages
SHOULD i ncl ude service-specific accounting AVPs.
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Message For mat

<ACA> ::

9.8. Accounting AVPs
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* %

D aneter Base Protocol

D aneter Header: 271, PXY >
Session-1d >

Resul t - Code }

Ori gi n-Host 1}
Oigin-Realm}

Account i ng- Record- Type }
Account i ng- Recor d- Nunber }
Acct-Application-1d ]
Vendor - Speci fic-Application-1d ]
User - Nane ]

Account i ng- Sub- Session-1d ]
Acct - Session-1d ]

Acct-Mil ti-Session-1d ]
Error- Message |

Error- Reporting- Host ]

Fai | ed- AVP ]
Acct-Interiminterval ]
Account i ng- Real ti me- Required ]
Oigin-State-1d ]

Event - Ti nest anp ]
Proxy-1nfo ]

AVP ]

Cct ober 2012

This section contains AVPs that describe accounting usage infornmation
related to a specific session.

9.8.1. Accounting-Record-Type AVP

The Accounti ng- Record- Type AVP (AVP Code 480)
and contains the type of accounting record being sent.

is of type Enunerated
The foll ow ng

val ues are currently defined for the Accounting-Record-Type AVP:

EVENT_RECORD 1

An Accounting Event Record is used to indicate that a one-tine
event has occurred (neaning that the start and end of the event
are sinultaneous). This record contains all information rel evant
and it is the only record of the service.

to the service,

Faj ardo, et al.
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START_RECORD 2

Accounting Start, Interim and Stop Records are used to indicate
that a service of a nmeasurable length has been given. An
Accounting Start Record is used to initiate an accounting session
and contains accounting information that is relevant to the
initiation of the session

I NTERI M_RECORD 3

An Interim Accounting Record contains cunul ative accounting
informati on for an existing accounting session. Interim
Accounting Records SHOULD be sent every tine a re-authentication
or re-authorization occurs. Further, additional interimrecord
triggers MAY be defined by application-specific D aneter
applications. The selection of whether to use | NTERI M RECORD
records is done by the Acct-Interimlnterval AVP

STOP_RECORD 4

An Accounting Stop Record is sent to ternminate an accounting
session and contains cumnul ati ve accounting information rel evant to
t he existing session

9.8.2. Acct-InterimliInterval AVP

The Acct-Interimlinterval AVP (AVP Code 85) is of type Unsigned32 and
is sent fromthe D aneter hone authorization server to the D aneter
client. The client uses information in this AVP to deci de how and
when to produce accounting records. Wth different values in this
AVP, service sessions can result in one, tw, or two+N accounting
records, based on the needs of the home organization. The follow ng
accounting record production behavior is directed by the inclusion of
this AVP;

1. The omission of the Acct-InterimliInterval AVP or its inclusion
with Value field set to 0 neans that EVENT_RECORD, START_RECORD,
and STOP_RECORD are produced, as appropriate for the service.

2. The inclusion of the AVYP with Value field set to a non-zero val ue
means that | NTERI M RECORD records MJST be produced between the
START_RECORD and STOP_RECORD records. The Value field of this
AVP is the nominal interval between these records in seconds.

The Di ameter node that originates the accounting infornmation,
known as the client, MJST produce the first | NTERI M RECORD record
roughly at the time when this nomnal interval has el apsed from
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the START _RECORD, the next one again as the interval has el apsed
once nore, and so on until the session ends and a STOP_RECORD
record is produced.

The client MJST ensure that the interimrecord production tines
are random zed so that |arge accounting nessage storns are not
created either anmong records or around a conmnon service start
tinme.

9.8.3. Account i ng- Recor d- Nunber AVP

The Accounti ng- Record- Nunber AVP (AVP Code 485) is of type Unsigned32
and identifies this record within one session. As Session-ld AVPs
are gl obally unique, the conbination of Session-Id and Accounti ng-
Recor d- Nunmber AVPs is also globally unique and can be used in

mat chi ng accounting records with confirmations. An easy way to
produce uni que nunbers is to set the value to O for records of type
EVENT_RECORD and START_RECORD and set the value to 1 for the first

| NTERI M RECORD, 2 for the second, and so on until the value for
STOP_RECORD is one nore than for the |ast | NTERI M RECORD.

9.8.4. Acct-Session-ld AVP

The Acct-Session-1d AVP (AVP Code 44) is of type OctetString is only
used when RADI US/ Di aneter translation occurs. This AVP contains the
contents of the RADIUS Acct-Session-ld attribute.

9.8.5. Acct-Milti-Session-1d AVP

The Acct-Multi-Session-1d AVP (AVP Code 50) is of type UTF8Stri ng,
following the format specified in Section 8.8. The Acct-Milti-
Session-1d AVP is used to link nmultiple related accounting sessions,
where each session would have a uni que Session-Id but the sane Acct-
Mul ti-Session-1d AVP. This AVP MAY be returned by the D aneter
server in an authorization answer, and it MJST be used in al
accounti ng nessages for the given session.

9.8.6. Accounting-Sub-Session-1d AVP

The Accounti ng- Sub- Session-1d AVP (AVP Code 287) is of type

Unsi gned64 and contains the accounting sub-session identifier. The
conbi nation of the Session-Id and this AVP MJUST be uni que per sub-
session, and the value of this AVP MUST be nonotonically increased by
one for all new sub-sessions. The absence of this AVP inplies no
sub-sessions are in use, with the exception of an Accounti ng- Request
whose Accounting- Record-Type is set to STOP_RECORD. A STOP_RECORD
message with no Accounti ng- Sub- Session-1d AVP present will signal the
term nation of all sub-sessions for a given Session-Id.
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9.8.7. Account i ng- Real ti me- Requi red AVP

10.

The Accounting-Real ti me- Required AVP (AVP Code 483) is of type
Enunerated and is sent fromthe Di aneter honme authorization server to
the Diameter client or in the Accounting-Answer fromthe accounting
server. The client uses information in this AVP to decide what to do
if the sending of accounting records to the accounting server has
been tenporarily prevented due to, for instance, a network probl em

DELI VER_AND_GRANT 1

The AVP with Value field set to DELI VER AND GRANT neans that the
service MJST only be granted as long as there is a connection to
an accounting server. Note that the set of alternative accounting
servers are treated as one server in this sense. Having to nove
the accounting record streamto a backup server is not a reason to
di scontinue the service to the user

GRANT_AND_STORE 2

The AVP with Value field set to GRANT_AND STORE neans that service
SHOULD be granted if there is a connection, or as long as records
can still be stored as described in Section 9.4,

This is the default behavior if the AVP isn’t included in the
reply fromthe authorization server.

GRANT_AND_LOSE 3

The AVP with Value field set to GRANT_AND LCSE neans that service
SHOULD be granted even if the records cannot be delivered or
st ored.

AVP Cccurrence Tabl es
The followi ng tables present the AVPs defined in this docunent and
specify in which D aneter nessages they MAY or MAY NOT be present.
AVPs that occur only inside a G ouped AVP are not shown in these
t abl es.

The tables use the foll owi ng synbol s:

0 The AVP MUST NOT be present in the nessage.
0+ Zero or nore instances of the AVP MAY be present in the
message
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Zero or one instance of the AVP MAY be present in the nessage.
It is considered an error if there are nbre than one instance

of the AVP.
1 One instance of the AVP MUST be present in the nessage.
1+ At | east one instance of the AVP MJST be present in the
nessage.
10.1. Base Protocol Conmand AVP Tabl e

The table in this sectionis limted to the non-Accounti ng Conmand

Codes

defined in this specification.

| Command Code |

Attribute Nanme

T
| CER| CEA| DPR| DPA| DWR| DWA| RAR| RAA| ASR| ASA| STR| STA|
e S

Acct-Interim | 0
I nt erval |
Accounting-Realtinme-|0

Requi r ed |
Acct - Application-1d |
Aut h- Application-1d |
Aut h- Grace-Peri od |
Aut h- Request - Type |
Aut h- Sessi on-State |
Aut hori zat i on- |

Lifetinme |
d ass |
Dest i nati on- Host |

|
|
|
|
|
|
|
|
|

T ¥

[cNoNoloNoNe]

Destinati on- Real m

D sconnect - Cause
Error- Message

Error - Reporti ng- Host
Fai | ed- AVP

Fi r mvar e- Revi si on
Host - | P- Addr ess

| nband- Security-1d
Mul ti - Round- Ti me- Qut

+

OOHOOOOOOOO
OOHOOOOOOOO
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[

|0

o

+

[cNoNoloNoNe]

[cNoNoloNoNe]

[cNololoNoNolol NoloNe)

|0

o

[cNoNoloNoNe]

OOOOOOOOOOO

|0

o

[cNoNoloNoNe]

-1

I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
-1
I
I
I
I

[cNololoNoololoNoNoNe)

|0

o

[cNoNoloNoNe]

OOOOOOOOOOO
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|0-1]0
I

O
[
o

[cNoNoNol Ne]
[cNoNoloNoNe]

-1

I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
-1
I
I
I
I

[cNololoNoNoloNoN i o)
[cNolololoNololoNoNoNe)

|0

[cNoNoNol _Ne] o

1
-— -

[cNololoNoNoloNoN i o)

|0

o

[cNoNoloNoNe]

OOOOOOOOOOO

|0

T [cNoNoNol Ne] o

-— -

OOOOOOOOHOO
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Accounting AVP Tabl e
The table in this section is used to represent which AVPs defined in

this docunent are to be present

and/ or overridden by application-specific requirenents in the

AVP occurrence requirenents are guidelines
D aneter applications docunents.

10. 2.
Faj ar do



RFC 6733 D anet er

11.

11.

Faj ardo, et al.

Attribute Name
Acct-Interimlinterval
Acct-Mil ti-Session-Id
Account i ng- Recor d- Nurber
Account i ng- Recor d- Type
Acct - Session-1d

Account i ng- Sub- Sessi on-1d
Account i ng- Real ti me- Requi r ed
Acct - Application-1d

Aut h- Application-1d

d ass

Dest i nati on- Host

Desti nati on- Real m

Error - Reporti ng- Host

Event - Ti nest anp

Fai | ed- AVP

Ori gi n- Host

Origi n-Real m

Proxy-1nfo

Rout e- Recor d

Resul t - Code

Session-1d

Term nati on- Cause

User - Nane

Vendor - Speci fi c- Appl i cati on-

| ANA Consi der ati ons

Base Pr ot ocol

S +
| Command |
| Code |
F--- - F--- - +
| ACR | ACA |

e L +
| 0-1] 0O-1 |
| 0-1] O0-1 |
1 |1 |
1 |1 |
| 0-1] O0-1 |
| 0-1] O0-1 |
| 0-1] 0O-1 |
| 0-1] O0-1 |
| 0 | 0 |
| 0+ | O+ |
| 0-1] 0 |
| 1 |0 |
| O | O+ |
| 0-1] O0-1 |
| 0 | 0-1]|
1 |1 |
1 |1 |
| O+ | O+ |
| O+ | O |
| o | 1 |
|1 |1 |
| 0 | 0O |
| 0-1] O0-1 |

Id 0-1] 0-1 |

g +--m - - +
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This section provides guidance to the Internet Assigned Nunbers

Authority (1 ANA)

D aneter protocol, in accordanc
regi stries and assi gnnents put
unl ess explicitly updated or deprecated in this section.

1.

As defined in Section 4,

AVP Header

e with [ RFC5226].

regarding registration of values related to the

Exi sting | ANA

in place by RFC 3588 renmnin the sane

requi re | ANA nanespace nanagenent: the AVP Code,
fields.

St andards Track

t he AVP header contains three fields that

Vendor-1 D, and Fl ags
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11.

11.

11.

11.

1.1. AVP Codes

There are nultiple nanespaces. Vendors can have their own AVP Codes
nanespace that will be identified by their Vendor-1D (al so known as
Enterpri se-Nunber), and they control the assignnents of their vendor-
specific AVP Codes within their own nanespace. The absence of a
Vendor-1D or a Vendor-1D value of zero (0) identifies the | ETF AVP
Codes nanespace, which is under | ANA control. The AVP Codes and
soneti mes possible values in an AVP are controll ed and mai ntai ned by
| ANA.  AVP Code 0 is not used. AVP Codes 1-255 are nmnaged
separately as RADIUS Attribute Types. Were a Vendor-Specific AVP is
i npl enented by nore than one vendor, allocation of global AVPs shoul d
be encouraged instead.

AVPs may be allocated foll owi ng Expert Review (by a Designated
Expert) with Specification Required [ RFC5226]. A block allocation
(release of nore than three AVPs at a tinme for a given purpose)
requires | ETF Revi ew [ RFC5226] .

1.2. AVP Fl ags

Section 4.1 describes the existing AVP Flags. The remaining bits can
only be assigned via a Standards Action [ RFC5226].

2. Dianeter Header
2.1. Command Codes

For the Di aneter header, the Command Code nanespace allocation has
changed. The new allocation rules are as foll ows:

The Conmand Code val ues 256 - 8, 388,607 (0x100 to Ox7fffff) are
for permanent, standard conmands, allocated by | ETF Revi ew
[ RFC5226] .

The val ues 8,388,608 - 16,777,213 (0x800000 - Oxfffffd) are
reserved for vendor-specific Conmand Codes, to be allocated on a
First Cone, First Served basis by | ANA [ RFC5226]. The request to
| ANA for a Vendor-Specific Conmand Code SHOULD include a reference
to a publicly avail able specification that docunents the command
in sufficient detail to aid in interoperability between

i ndependent inplenentations. |f the specification cannot be nade
publicly available, the request for a vendor-specific Command Code
MUST i nclude the contact information of persons and/or entities
responsi bl e for authoring and mai ntaini ng the comrand.
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11.

11.

11.

11.

11.

11.

11.

11.

11.

The val ues 16,777,214 and 16,777,215 (hexadeci nal val ues Oxfffffe
- Oxffffff) are reserved for experinental comrands. As these
codes are only for experinental and testing purposes, no guarantee
is made for interoperability between D aneter peers using
experi nental commands.

2.2. Command Fl ags

Section 3 describes the existing Command Flags field. The renaining
bits can only be assigned via a Standards Action [ RFC5226].

3. AVP Val ues

For AVP val ues, the Experimental -Result-Code AVP val ue allocation has
been added; see Section 11.3.1. The old AVP val ue allocation rule,

| ETF Consensus, has been updated to | ETF Revi ew as per [ RFC5226], and
affected AVPs are listed as rem nders.

3.1. Experinental - Resul t-Code AVP

Val ues for this AVP are purely local to the indicated vendor, and no
| ANA registry is maintained for them

3.2. Result-Code AVP Val ues

New val ues are avail able for assignment via | ETF Review [ RFC5226] .
3.3. Accounting-Record-Type AVP Val ues

New val ues are avail able for assignnent via | ETF Revi ew [ RFC5226] .
3.4. Termnation-Cause AVP Val ues

New val ues are avail able for assignment via | ETF Revi ew [ RFC5226] .
3.5. Redirect-Host-Usage AVP Val ues

New val ues are avail able for assignment via | ETF Review [ RFC5226] .
3.6. Session-Server-Fail over AVP Val ues

New val ues are avail able for assignnent via | ETF Revi ew [ RFC5226] .
3.7. Session-Binding AVP Val ues

New val ues are avail able for assignment via | ETF Revi ew [ RFC5226] .
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11.3.8. Disconnect-Cause AVP Val ues

New val ues are avail able for assignment via | ETF Review [ RFC5226] .
11.3.9. Aut h- Request - Type AVP Val ues

New val ues are avail able for assignnent via | ETF Revi ew [ RFC5226] .
11.3.10. Auth-Session-State AVP Val ues

New val ues are avail able for assignment via | ETF Revi ew [ RFC5226] .
11. 3. 11. Re-Aut h-Request-Type AVP Val ues

New val ues are avail able for assignment via | ETF Review [ RFC5226] .
11.3.12. Accounting-Real ti me-Required AVP Val ues

New val ues are avail able for assignnent via | ETF Revi ew [ RFC5226] .
11. 3. 13. Inband-Security-1d AVP (code 299)

The use of this AVP has been deprecat ed.
11.4. _dianeters Service Nane and Port Nunber Registration

| ANA has registered the "_dianeters" service nane and assi gned port

nunbers for TLS/ TCP and DTLS/ SCTP according to the guidelines given

in [ RFC6335] .

Servi ce Nane: _dianeters

Transport Protocols: TCP, SCTP

Assi gnee: | ESG <i esg@etf.org>

Cont act : | ETF Chair <chair@etf.org>

Descri ption: D aneter over TLS/ TCP and DTLS/ SCTP
Ref er ence: RFC 6733

Port Nunber: 5868, fromthe User Range
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11.

11.

12.

5. SCTP Payl oad Protocol ldentifiers

Two SCTP payl oad protocol identifiers have been registered in the
SCTP Payl oad Protocol Identifiers registry:

Val ue | SCTP Payl oad Protocol Identifier

46 | Dianeter in a SCTP DATA chunk
47 | Dianeter in a DILS/ SCTP DATA chunk

6. S-NAPTR Paraneters

The following tag has been registered in the S-NAPTR Application
Protocol Tags registry:

Tag | Protoco

diameter.dtls.sctp | DTLS/ SCTP
D aneter Protocol -Rel ated Configurabl e Paraneters

This section contains the configurable paranmeters that are found
t hr oughout this docunent:

D aneter Peer

A Dianeter entity MAY conmunicate with peers that are statically
configured. A statically configured Di aneter peer would require
that either the IP address or the fully qualified domai n name
(FQDN) be supplied, which would then be used to resol ve through
DNS.

Routi ng Tabl e

A Di anmeter proxy server routes nessages based on the real mportion
of a Network Access ldentifier (NAI). The server MJST have a
tabl e of Real m Nanes, and the address of the peer to which the
message must be forwarded. The routing table MAY al so include a
"default route”, which is typically used for all messages that
cannot be locally processed.

Tc timer
The Tc timer controls the frequency that transport connection

attenpts are done to a peer with whom no active transport
connection exists. The reconmended value is 30 seconds.
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13.

13.

Security Considerations

The Di aneter base protocol nessages SHOULD be secured by using TLS
[ RFC5246] or DTLS/ SCTP [ RFC6083]. Additional security mechani snms
such as | Psec [ RFC4301] MAY al so be depl oyed to secure connections
bet ween peers. However, all D aneter base protocol inplenentations
MUST support the use of TLS/ TCP and DTLS/ SCTP, and the Di aneter
protocol MJST NOT be used without one of TLS, DILS, or |Psec.

If a Dianeter connection is to be protected via TLS/ TCP and DTLS/ SCTP
or | Psec, then TLS/ TCP and DTLS/ SCTP or |Psec/| KE SHOULD begin pri or
to any Dianeter nessage exchange. All security paraneters for TLS/
TCP and DTLS/ SCTP or |Psec are configured i ndependent of the D aneter
protocol. Al D aneter nessages will be sent through the TLS/ TCP and
DTLS/ SCTP or | Psec connection after a successful setup.

For TLS/ TCP and DTLS/ SCTP connections to be established in the open
state, the CER/ CEA exchange MJST i nclude an | nband-Security-1D AVP
with a value of TLS/ TCP and DTLS/ SCTP. The TLS/ TCP and DTLS/ SCTP
handshake wi ||l begi n when both ends successfully reach the open
state, after conpletion of the CER/ CEA exchange. |If the TLS/ TCP and
DTLS/ SCTP handshake is successful, all further nessages will be sent
via TLS/ TCP and DTLS/ SCTP. |If the handshake fails, both ends MJST
nove to the closed state. See Section 13.1 for nore details.

1. TLS/TCP and DTLS/ SCTP Usage

D aneter nodes using TLS/ TCP and DTLS/ SCTP for security MJST nmutual ly
aut henticate as part of TLS/ TCP and DTLS/ SCTP sessi on establishnent.
In order to ensure nutual authentication, the Dianeter node acting as
the TLS/ TCP and DTLS/ SCTP server MJST request a certificate fromthe
Di amet er node acting as TLS/ TCP and DTLS/ SCTP client, and the

D aneter node acting as the TLS/ TCP and DTLS/ SCTP client MJST be
prepared to supply a certificate on request.

D aneter nodes MJUST be able to negotiate the followi ng TLS/ TCP and
DTLS/ SCTP ci pher suites:

TLS_RSA W TH_RC4_128_MD5
TLS_RSA_W TH_RC4_128_SHA
TLS_RSA_W TH_3DES_EDE_CBC_SHA

D aneter nodes SHOULD be able to negotiate the following TLS/ TCP and
DTLS/ SCTP ci pher suite:

TLS_RSA W TH_AES_128_CBC_SHA
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Note that it is quite possible that support for the

TLS RSA W TH_AES 128 CBC_SHA ci pher suite will be REQU RED at sone
future date. Dianeter nodes MAY negotiate other TLS/ TCP and DTLS/
SCTP ci pher suites.

If public key certificates are used for D aneter security (for
exanple, with TLS), the value of the expiration tinmes in the routing
and peer tables MJUST NOT be greater than the expiry tine in the

rel evant certificates.

2. Peer -t o- Peer Consi derati ons

As with any peer-to-peer protocol, proper configuration of the trust
nodel within a Diameter peer is essential to security. Wen
certificates are used, it is necessary to configure the root
certificate authorities trusted by the Dianeter peer. These root CAs
are likely to be unique to D aneter usage and distinct fromthe root
CAs that m ght be trusted for other purposes such as Wb browsing.

In general, it is expected that those root CAs will be configured so
as to reflect the business relationships between the organization
hosting the Di aneter peer and other organizations. As a result, a

D aneter peer will typically not be configured to allow connectivity
with any arbitrary peer. Wth certificate authentication, Dianeter
peers nmay not be known beforehand and therefore peer discovery nay be
required.

3. AVP Consi derations

D aneter AVPs often contain security-sensitive data; for exanple,
user passwords and | ocation data, network addresses and cryptographic
keys. The follow ng AVPs defined in this docunent are considered to
be security-sensitive:

0 Acct-Interimlnterva

0 Accounting-Real ti ne- Required

o Acct-Milti-Session-I1d

0 Accounti ng- Recor d- Nunber

0 Accounting-Record-Type

0o Accounting-Session-Id

0 Accounti ng- Sub- Session-1d

o dass
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o Session-ld

0 Sessi on- Bi ndi ng

0 Session- Server-Fail over
0 User-Nane

D anet er nmessages containing these or any other AVPs considered to be
security-sensitive MIST only be sent protected via nutually

aut henticated TLS or IPsec. |In addition, those nessages MJST NOT be
sent via internediate nodes unless there is end-to-end security

bet ween the originator and recipient or the originator has locally
trusted configuration that indicates that end-to-end security is not
needed. For exanple, end-to-end security may not be required in the
case where an internmediary node is known to be operated as part of
the sane adm nistrative domain as the endpoints so that an ability to
successfully conpromi se the internediary would inply a high
probability of being able to conpromi se the endpoints as well. Note
that no end-to-end security nmechanismis specified in this docunent.
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Appendi x B. S-NAPTR Exanpl e

As an exanple, consider a client that wishes to resol ve aaa:
exl. exanple.com The client perforns a NAPTR query for that domain,
and the followi ng NAPTR records are returned:

» order pref flags service regexp replacenent
IN NAPTR 50 50 "s" "aaa: di ameter.tls.tcp” ""

_dianeter._tls.exl. exanpl e. com

I N NAPTR 100 50 "s" "aaa: di aneter.tcp" "
_aaa. _tcp. exl. exanpl e. com

I N NAPTR 150 50 "s" "aaa: di anet er. sct p" "

_dianmeter._sctp.exl. exanpl e. com

This indicates that the server supports TLS, TCP, and SCTP in that
order. If the client supports TLS, TLS will be used, targeted to a
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host deternined by an SRV | ookup of _dianeter. tls.exl.exanple.com
That | ookup would return

Priority Wight Port Tar get
Rv O 1 5060 serverl. ex1l. exanpl e. com

IN
INSRV O 2 5060 server 2. ex1l. exanpl e. com

S
S
As an alternative exanple, a client that wi shes to resolve aaa:

ex2.exanple.com The client perfornms a NAPTR query for that domain,
and the followi ng NAPTR records are returned:

- order pref flags service regexp replacenent
IN NAPTR 150 50 "a" "aaa: di ameter.tls.tcp" "

server l. ex2. exanpl e. com
I N NAPTR 150 50 "a" "aaa:dianeter.tls.tcp" ""

server 2. ex2. exanpl e. com

This indicates that the server supports TCP avail able at the returned
host nanes.

Appendi x C. Duplicate Detection

As described in Section 9.4, accounting record duplicate detection is
based on session identifiers. Duplicates can appear for various
reasons:

o Failover to an alternate server. Were close to real-tine
performance is required, failover thresholds need to be kept |ow
This may lead to an increased |likelihood of duplicates. Failover
can occur at the client or within D anmeter agents

o Failure of a client or agent after sending a record from non-
vol atile nenory, but prior to receipt of an application-layer ACK

and deletion of the record to be sent. This will result in
retransm ssion of the record soon after the client or agent has
reboot ed.

o Duplicates received from RAD US gateways. Since the
retransm ssi on behavior of RADIUS is not defined within [ RFC2865],
the likelihood of duplication will vary according to the
i mpl enent ati on.

o |Inplenentation problens and ni sconfiguration
The T flag is used as an indication of an application-Iayer
retransm ssion event, e.g., due to failover to an alternate server.

It is defined only for request nessages sent by Dianeter clients or
agents. For instance, after a reboot, a client may not know whet her
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it has already tried to send the accounting records in its non-

vol atile nenory before the reboot occurred. Dianeter servers MAY use
the T flag as an aid when processing requests and detecting duplicate
messages. However, servers that do this MJST ensure that duplicates
are found even when the first transmtted request arrives at the
server after the retransmitted request. It can be used only in cases
where no answer has been received fromthe server for a request and
the request is sent again, (e.g., due to a failover to an alternate
peer, due to a recovered prinmary peer or due to a client re-sending a
stored record fromnon-volatile menory such as after reboot of a
client or agent).

In sone cases, the D aneter accounting server can delay the duplicate
detection and accounting record processing until a post-processing
phase takes place. At that time records are likely to be sorted
according to the included User-Nanme and duplicate elimnation is easy
inthis case. In other situations, it may be necessary to perform
real -tinme duplicate detection, such as when credit lints are inposed
or real-time fraud detection is desired.

In general, only generation of duplicates due to failover or re-
sendi ng of records in non-volatile storage can be reliably detected
by Dianeter clients or agents. |In such cases, the Dianeter client or
agents can mark the nmessage as a possible duplicate by setting the T
flag. Since the D aneter server is responsible for duplicate
detection, it can choose whether or not to nake use of the T flag, in
order to optinize duplicate detection. Since the T flag does not
affect interoperability, and it may not be needed by sone servers,
generation of the T flag is REQU RED for Diameter clients and agents,
but it MAY be inplenented by D aneter servers

As an exanple, it can be usually be assuned that duplicates appear
within a time wi ndow of |ongest recorded network partition or device
fault, perhaps a day. So only records within this tine w ndow need
to be | ooked at in the backward direction. Secondly, hashing

techni ques or other schenes, such as the use of the T flag in the
recei ved nessages, nmay be used to elinmnate the need to do a ful
search even in this set except for rare cases

The following is an exanple of howthe T flag nmay be used by the
server to detect duplicate requests.

A Dianeter server MAY check the T flag of the received nessage to
determine if the record is a possible duplicate. If the T flag is
set in the request nessage, the server searches for a duplicate
within a configurable duplication tine wi ndow backward and
forward. This limts database searching to those records where
the T flag is set. In a well-run network, network partitions and
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device faults will presumably be rare events, so this approach
represents a substantial optimzation of the duplicate detection
process. During failover, it is possible for the original record
to be received after the T-flag-nmarked record, due to differences
in network del ays experienced along the path by the original and
duplicate transm ssions. The likelihood of this occurring
increases as the failover interval is decreased. |In order to be
able to detect duplicates that are out of order, the Dianeter
server shoul d use backward and forward tine w ndows when
perform ng duplicate checking for the T-fl ag-marked request. For
exanple, in order to allowtinme for the original record to exit
the network and be recorded by the accounting server, the D aneter
server can delay processing records with the T flag set until a
time period TIME WAI T + RECORD PROCESSI NG Tl ME has el apsed after
the closing of the original transport connection. After this time
period, it may check the T-fl ag-marked records agai nst the

dat abase with relative assurance that the original records, if
sent, have been received and recorded.

Appendi x D. Internationalized Donai n Nanmes

To be conpatible with the existing DNS infrastructure and sinplify
host and domai n nanme conparison, Dianeter identities (FQNs) are
represented in ASCII form This allows the D anmeter protocol to fal
in-line with the DNS strategy of being transparent fromthe effects
of Internationalized Domain Nanes (I DNs) by follow ng the
recomendations in [ RFC4690] and [ RFC5890]. Applications that
provi de support for IDNs outside of the Diameter protocol but
interacting with it SHOULD use the representati on and conversion
framewor k described in [ RFC5890], [RFC5891], and [ RFC3492].
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