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Abst ract

The Internet Key Exchange Protocol version 2 (IKEv2) is a conponent
of the IPsec architecture and is used to perform nutual

aut hentication as well as to establish and to naintain | Psec Security
Associ ations (SAs) between the respective parties. |KEv2 supports
several different authentication mechani snms, such as the Extensible
Aut henti cation Protocol (EAP), certificates, and Shared Key (SK).

D aneter interworking for Mbile | Pv6 between the Hone Agent (HA), as
a Dianeter client, and the Di aneter server has been specified.
However, that specification focused on the usage of EAP and did not

i ncl ude support for SK-based authentication available with | KEv2.

Thi s docunent specifies the | KEv2-server-to-Di aneter-server

communi cati on when the |1 KEv2 peer authenticates using |KEv2 with SK

Status of This Meno
This is an Internet Standards Track docunent.

This docunment is a product of the Internet Engi neering Task Force
(IETF). It represents the consensus of the I ETF comunity. |t has
recei ved public review and has been approved for publication by the
I nternet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741.

I nformation about the current status of this docunent, any errata,

and how to provide feedback on it nmay be obtai ned at
http://ww.rfc-editor.org/info/rfc6738.
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Copyright Notice

Copyright (c) 2012 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunent is subject to BCP 78 and the I ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions with respect

to

this docunent. Code Conponents extracted fromthis docunent nust

include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided wi thout warranty as
described in the Sinplified BSD License.
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1. Introduction

The Internet Key Exchange Protocol version 2 (IKEv2) [RFC5996] is
used to mutually authenticate two parities and to establish a
Security Association (SA) that can be used to efficiently secure the
conmmuni cati on between the | KEv2 peer and server, for exanple, using
Encapsul ating Security Payl oad (ESP) [ RFC4303] and/or Authentication
Header (AH) [RFC4302]. The I KEv2 protocol allows several different
mechani sms for authenticating an | KEv2 peer to be used, such as the
Ext ensi bl e Authenticati on Protocol (EAP), certificates, and SK

From a service provider perspective, it is inportant to ensure that a
user is authorized to use the services. Therefore, the | KEv2 server
must verify that the I KEv2 peer is authorized for the requested
services, possibly with the assistance of the operator’s D aneter
servers. [RFC5778] defines the honme agent as a Dianeter-client-to-
Di anet er-server conmuni cati on when the nobil e node authenticates
using the I KEv2 protocol with the Extensible Authentication Protocol
(EAP) [RFC3748] or using the Mobile I Pv6 Authentication Protocol

[ RFC4285]. This docunment specifies the | KEv2-server-to-Di aneter-
server communi cati on when the | KEv2 peer authenticates using | KEv2
with SK

Figure 1 depicts the reference architecture for this docunent.

| Di aret er |
| Server |

Back-End | | KEv2 Server<->HAAA Server
Support | Interaction

Protocol | (this docunent)
v
Fomm e e o + S +
| 1 KEv2 | Front-End Protocol |IKEv2 Server/ |
| Peer R L >| Di aneter dient|
SRR + | KEv2 oo +

Figure 1: Architecture Overview

An exanpl e use case for this architecture is Mbile | Pv6 depl oynent
in which the Mobile IPv6 signaling between the Mobile Node and the
Home Agent is protected using | Psec. The Mbile node acts as the

| KEv2 peer and the Honme Agent acts as an | KEv2 server. In this use
case, IKEv2 with SK-based initiator authentication is used for the
setup of the IPsec SAs. The HA obtains the SK using the D aneter
application specified in this docunent.

Cakul ev, et al. St andards Track [ Page 3]



RFC 6738 D aneter | KEv2 SK Cct ober 2012

Thi s docunent assumes that the SK provided to the | KEv2 peer as well
as the SK delivered to the | KEv2 server by the Dianeter server are
est abli shed or derived using the sane rules. Furthernore, it assunes
that these rules are agreed to by the external protocol on a peer
side providing the key to the | KEv2 peer, and on the Di aneter server
side providing the key to the I KEv2 server. This docunent allows for
the SK to be obtained for a specific | KEv2 session and exchanged

bet ween | KEv2 server and the Hone Authentication, Authorization, and
Accounting (HAAA) server. The protocol provides |KEv2 attributes to
all ow the HAAA to conpute the SK specific to the session if desired
(see Section 10). This is acconplished through the use of a new

D aneter application specifically designed for perfornng | KEv2

aut hori zation decisions. This docunent focuses on the | KEv2 server,
as a Dianeter client, comunicating to the Di aneter server, and it
specifies the Di aneter application needed for this comrunication

O her protocols leveraging this Dianeter application MAY specify
their owmn SK derivation schene. For exanple see [X S0047] and

[ X. S0058]. This docunent specifies the default procedure for
derivation of the SK used in | KEv2 authentication when protocols

| everaging this Dianeter application do not specify their own
derivation procedure. Selection of either default or other SK
derivation procedure is done by the external protocol between the
Peer and the Di aneter Server, and is outside the scope of this
docunent .

2. Requirenents Notation
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "COPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

2.1. Abbreviations

AH Aut henti cati on Header

AVP Attribute-Val ue Pair

EAP Ext ensi bl e Aut henticati on Protoco

ESP Encapsul ati ng Security Payl oad

HAAA Honme Aut hentication, Authorization, and Accounting
| KEv2 I nt ernet Key Exchange Protocol version 2

NA| Net wor k Access ldentifier

PSK Pr e- Shared Key
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4.

4.

SA Security Association
SK Shar ed Key
SPI Security Parameter | ndex

Application ldentifier

This specification defines a new Diameter application and its
respective Application ldentifier:

Di ameter |KE SK (1KESK) 11

The | KESK Application ldentifier is used when the I KEv2 peer is to be
aut henti cated and aut horized using | KEv2 w th SK-based
aut henti cati on.

Pr ot ocol Description
1. Support for IKEv2 and Shared Keys

When I KEv2 is used with SK-based initiator authentication, the

D anet er conmands | KEv2- SK- Request/ Answer defined in this docunent
are used between the | KEv2 server and a Honme AAA (HAAA) server to

aut hori ze the I KEv2 peer for the services. Upon receiving the

| KE_AUTH nessage fromthe | KEv2 peer, the | KEv2 server uses the
information received in ID [RFC5996] to identify the | KEv2 peer and
the SPI, if available, to determne the correct SK for this I KEv2
peer. |If no SK associated with this IKEv2 peer is found, the | KEv2
server MJST send an Authorize-Only (Auth-Request-Type set to

"Aut hori ze-Onl y") Dianmeter |KEv2-SK-Request nessage to the HAAA to
obtain the SK. |If the ID payload extracted fromthe | KE_AUTH
nmessage contains an identity that is meaningful for the Dianeter
infrastructure, such as a Network Access ldentifier (NAl), it SHALL
be used by the I KEv2 server to populate the User-Nane AVP in the

D aneter nessage. Oherwise, it is out of scope of this docunment how
the I KEv2 server maps the value received in the ID payload to the
User - Name AVP and whet her or not the User-Nane AVP is included in the
| KEv2- SK- Request nessage. In the sane D aneter nmessage, the | KEv2
server SHALL al so include the | KEv2-Nonces AVP with the initiator and
responder nonces (Ni and Nr) exchanged during initial |KEv2 exchange.
Finally, the I KEv2 server SHALL include the | KEv2-ldentity AVP in the
| KEv2- SK- Request nessage. The Initiator-ldentity AVP SHALL be

popul ated with the IDi field extracted fromthe | KE_AUTH nessage. |f
the 1 Dr payload was included in the | KE_ AUTH nessage received from
the 1 KEv2 peer, the I KEv2 server SHALL al so include a Responder-
Identity AVP popul ated with the received IDr.
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The | KEv2 server sends the | KEv2- SK- Request nessage to the | KEv2
peer’s HAAA. The Dianeter nessage is routed to the correct HAAA per
[ RFC6733] .

Upon receiving a Dianeter |KEv2-SK-Request nessage fromthe | KEv2
server, the HAAA SHALL use the User-Nane AVP (if present) and/or
Initiator-ldentity AVP to retrieve the associ ated keying materi al
When the default SK-generation procedure specified in this docunent
is used, the peer side that provides the SK to the | KEv2 peer, as
well as the Dianeter server, SHALL use the same SK derivation that
follows the methodology simlar to that specified in Section 3.1 of
[ RFC5295], specifically:

SK = KDF(PSK, key label | "\0" | NN | N\ | ID | length)
Wher e:

0 KDF is the default key derivation function based on HVAC SHA- 256
as specified in Section 3.1.2 of [RFC5295].

0 Pre-Shared Key (PSK) is the key available to the protocol
| everaging this D aneter application, e.g., the long-term shared
secret, or the Extended Master Session Key (EMSK) as the result of
prior EAP authentication, etc. Selection of this value is left up
to the protocol |everaging this D aneter application

0 Key label is set to 'sk4ikev2@etf.org’
0o | denotes concatenation
0o "\0" is a NULL octet (0xO00 in hex)

0 Length is a 2-octet unsigned integer in network byte order of the
out put key length, in octets.

When applications using this protocol define their own SK-generation
algorithm it is strongly RECOVWENDED t hat the nonces Ni and Nr be
used in the conmputation. It is also RECOWENDED that |ID be used.

| Dr SHOULD NOT be used in the SK generation algorithm Applications
that want to use IDr in the conputation should take into
consideration that the IDr asserted by the | KEv2 peer may not be the
sanme as the IDr returned by the I KEv2 responder. This mismatch will
result in different SKs being generated. The HAAA returns the SK to
the | KEv2 server using the Key AVP as specified in [ RFC6734].
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Once the | KEv2 server receives the SK fromthe HAAA the | KEv2 server
verifies the | KE_ AUTH nessage received fromthe | KEv2 peer. |If the
verification of AUTH is successful, the | KEv2 server sends the | KE
message back to the | KEv2 peer.

4.2. Session Managenent

The HAAA may nmintain Dianeter session state or may be stateless.
This is indicated by the presence or absence of the Auth-Session-
State AVP included in the answer nessage. The |KEv2 server MJST
support the Authorization Session State Machi ne defined in [ RFC6733].

4.2.1. Session-Term nation- Request/ Answer

In the case where the HAAA is mmintai ning session state, when the

| KEv2 server termnates the SA, it SHALL send a Session-Term nati on-
Request (STR) message [RFC6733] to informthe HAAA that the

aut hori zed sessi on has been tern nated.

The Session-Terni nati on- Answer (STA) nessage [ RFC6733] is sent by the
HAAA to acknowl edge the notification that the session has been
term nat ed

4.2.2. Abort-Session-Request/ Answer
The Abort- Sessi on- Request (ASR) nessage [ RFC6733] is sent by the HAAA
to the | KEv2 server to ternminate the authorized session. Wen the
| KEv2 server receives the ASR nessage, it MJST delete the
corresponding | KE_SA and all CHI LD SAs set up through it.

The Abort- Sessi on- Answer (ASA) nessage [ RFC6733] is sent by the | KEv2
server in response to an ASR nessage

5. Command Codes for Dianeter |KEv2 with SK

This section defines new Conmand Code val ues that MJST be supported
by all Dianeter inplenmentations conformng to this specification

T I oo T . +
| Command Name | Abbrev. | Code | Section | Application

| | | | Ref er ence | |
Fom e e e oo oo Fomm e e o Hom - - S S +
| I KEv2- SK-Request | | KESKR | 329 | Section 5.1 | | KESK |
| | | |
| | KEv2-SK-Answer | |KESKA | 329 | Section 5.2 | | KESK |
e f S [ B Fom e e e e e o oo +

Tabl e 1: Command Codes
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5.1

The | KEv2- SK- Request nessage,
329 and the 'R bit set

this case,
set to the D aneter

Message format

<l KEv2- SK- Request > :: =

* %

“ 1

D anet er

< Di aneter

T A P A P P e e A A A A A N

| KEv2 SK COct ober 2012

| KEv2- SK- Request (| KESKR) Comand

i ndi cated with the Command Code set to
in the Command Flags field,
| KEv2 server to the HAAAto initiate KEv2 with SK authori zati on.
the Application-Id field of the D aneter header
| KE SK Application-1d (11).

is sent fromthe
I'n
MJUST be

Header :
Session-1d >
Aut h- Application-1d }
Ori gi n- Host '}
Oigin-Realm}

Desti nati on- Real m}
Aut h- Request - Type }
Desti nati on- Host ]
NAS- | dentifier ]

NAS- | P- Addr ess ]

NAS- | Pv6- Addr ess ]
NAS- Port |
Oigin-State-1d ]
User - Nane ]

Key- SPI ]

| KEv2- 1 dentity }

Aut h- Sessi on-State |

| KEv2- Nonces }
Proxy-1nfo ]

Rout e- Record ]

329, REQ PXY >

AVP ]

The | KEv2- SK- Request nessage MUST include an | KEv2- Nonces AVP

containing the Ni and Nr nonces
exchange. The | KEv2- SK- Request
(Key- SPI
t he SPI
(e.g.,

t hat HAAA SHALL use, in

Initiator-ldentity),

AVP is specified in [RFC6734]).

to identify the appropriate SK
| KEv2- SK- Request nmessage MJST include | KEv2-Identity AVP.

swapped during initial |KEv2
message MAY contain a Key-SPl AVP
If included, it contains
addition to the other paraneters
The
The

Initiator-ldentity AVP SHALL contain ID as received in | KE_AUTH

nessage.
SK- Request nessage, if
message received fromthe | KEv2

The Responder-ldentity AVP SHALL be included in the | KEv2-
| Dr payl oad was included in the | KE_AUTH

peer. |If included, the Responder-

Identity AVP contains the received |Dr.

Cakul ev, et al.
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5.2. | KEv2- SK- Answer (| KESKA) Conmand

The | KEv2- SK- Answer (| KESKA) nessage, indicated by the Conmand Code
field set to 329 and the 'R bit cleared in the Command Flags field,
is sent by the HAAA to the | KEv2 server in response to the | KESKR
command. In this case, the Application-Id field of the D aneter
header MUST be set to the Dianeter |KE SK Application-Id (11).

Message format

<I KEv2- SK- Answer > :: = < Di aneter Header: 329, PXY >
Session-1d >

Aut h- Application-1d }

Aut h- Request - Type }

Resul t - Code }

Ori gi n-Host '}
Oigin-Realm}

User - Nane ]

Key ]

Responder-ldentity ]

Aut h- Sessi on-State |
Error- Message |
Error-Reporting-Host ]

Fai | ed- AVP ]
Oigin-State-1d ]

Redi r ect - Host ]

Redi r ect - Host - Usage ]

Redi r ect - Max- Cache-Ti ne ]
Proxy-1nfo ]

Rout e- Record ]

* X
e L L L e L e L L Lt Y e Po e P N

* [ AP ]

If the authorization procedure is successful, then the |KEv2-SK-
Answer message SHALL include the Key AVP as specified in [RFC6734].
The val ue of the Key-Type AVP SHALL be set to IKEv2 SK (3). The

Keyi ng- Material AVP SHALL contain the SK. |If the Key-SPI AVP is
received in | KEv2- SK- Request, the Key-SPlI AVP SHALL be included in
the Key AVP. The Key-Lifetime AVP may be included; if so, then the
associ ated key SHALL NOT be used by the receiver of the answer if the
lifetime has expired. Finally, the Responder-ldentity AVP may be

i ncl uded.
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6. Attribute-Value Pair Definitions
Thi s section defines new AVPs for | KEv2 with SK

6.1. | KEv2- Nonces

The | KEv2- Nonces AVP (Code 587) is of type G ouped and contains the
nonces exchanged between the | KEv2 peer and the | KEv2 server during
| KEv2 initial exchange. The nonces are used for SK generation

| KEv2- Nonces ::= < AVP Header: 587 >
{N}
{Nr}
*[ AVP]

6.1.1. N

The NI AVP (AVP Code 588) is of type CctetString and contains the
IKEv2 initiator nonce as contained in Nonce Data field.

6.1.2. Nr

The Nr AVP (AVP Code 589) is of type CctetString and contains the
| KEv2 responder nonce as contained in Nonce Data field.

6.2. IKEV2-ldentity

The 1 KEv2-ldentity AVP (Code 590) is of type G ouped and contains the
Initiator and possibly Responder identities as included in | KE_AUTH
message sent fromthe | KEv2 peer to the | KEv2 server

| KEv2-ldentity ::= < AVP Header: 590 >
{Initiator-Ildentity}
[ Responder -1 dentity]
*[ AVP]

6.2.1. Initiator-ldentity

The Initiator-ldentity AVP (AVP Code 591) is of type G ouped and
contains the identity type and identification data of the ID payl oad
of the | KE_AUTH nessage.

Initiator-ldentity ::= < AVP Header: 591 >
{1 D Type}
{Identification-Data}

*[ AVP]

Cakul ev, et al. St andards Track [ Page 10]
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6.2.1.1. |ID Type

The | D-Type AVP (AVP Code 592) is of type Enunerated and contains the
I D type value of I D payload of the | KE_AUTH nessage.

6.2.1.2. ldentification-Data
The ldentification-Data AVP (AVP Code 593) is of type CctetString and
contains the Identification Data field of |ID payload of the |IKE_AUTH
message.

6.2.2. Responder-ldentity
The Responder-ldentity AVP (AVP Code 594) is of type G ouped and

contains the identity type and identification data of the IDr payl oad
of the | KE_AUTH nessage.

Responder-ldentity ::= < AVP Header: 594 >
{I D Type}
{Identification-Data}

*[ AVP]

6.2.2.1. 1D Type

The |1 D-Type AVP (AVP Code 592) is of type Enunerated and contains the
| D type value of IDr payload of the | KE_AUTH nessage.

6.2.2.2. ldentification-Data
The ldentification-Data AVP (AVP Code 593) is of type CctetString and

contains the ldentification Data field of |IDr payload of the | KE AUTH
nessage.
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7. AVP Cccurrence Tabl es

The followi ng tables present the AVPs defined or used in this
docunent and their occurrences in Dianmeter nessages. Note that AVPs
that can only be present within a G ouped AVP are not represented in
this table.

The table uses the follow ng synbol s:

0: The AVP MUST NOT be present in the nessage.
0+: Zero or nore instances of the AVP MAY be present in the
nessage.
0- 1: Zero or one instance of the AVP MAY be present in the
nessage.
1 One instance of the AVP MJUST be present in the nessage.
e e e e ek +
| Command Code |
| --------- [ S +
AVP Nane | KESKR | | KESKA |
------------------------------- I e &
Key | 0 | 0-1 |
Key- SPI | 0-1 | 0 |
| KEv2- Nonces | 1 | 0 |
| KEv2-ldentity | 1 | 0 |
Responder-ldentity | 0 | 0-1 |
Fomm e e o Fomm e e o +

| KESKR and | KESKA Commands AVP Tabl e
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8. AVP Flag Rules

The followi ng table describes the Dianeter AVPs, their AVP Code
val ues, types, and possible flag values. The Dianeter base protocol
[ RFC6733] specifies the AVP Flag rules for AVPs in Section 4.5.

Fommemana +
| AVP Fl ag |
| Rules |
R R

AVP Section | | MUST|

Attribute Nane Code Defined Value Type | MUST| NOT|

e . o+

| Key 581 Note 1 G ouped | M| V |

S~ I &

| Keyi ng- Mat eri al 583 Note 1 CctetStringl] M| V|

o e m e e e e e e e e e e e e e e e e e e B

| Key-Lifetine 584 Note 1 Integer64 | M| V |

S e T o+

| Key- SPI 585 Note 1 Unsigned32 | M| V |

T SSe. I &

| Key- Type 582 Note 1 Enunerated | M| V |

o e m e e e e e e e e e e e e e e e e e e B

| I KEv2- Nonces 587 6.1 G ouped | M| V |

S e o+

| Ni 588 6.1.1 CctetStringl] M| V|

T TS~ I &

| Nr 589 6.1.2 CctetStringl] M| V|

o e m e e e e e e e e e e e e e e e e e e B

| | KEv2-Identity 590 6.2 G ouped | M| V |

S e T o+

[Initiator-ldentity 591 6.2.1 G ouped | M| V |

T I &

| 1 D- Type 592 6.2.1.1 Enunerated | M| V |

o e m e e e e e e e e e e e e e e e e e e B

|ldentification-Data 593 6.2.1.2 CctetString] M| V |

S e TN o+

| Responder-ldentity 594 6.2.2 G ouped | M| V |

e I &

AVP Fl ag Rul es Tabl e

Note 1. The Key, Keying-Material, Key-Lifetine, Key-SPl, and Key- Type
AVPs are defined in [ RFC6734].
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9. | ANA Consi derati ons
9.1. Commmand Codes

| ANA has all ocated a Command Code val ue for the foll owi ng new command
fromthe Command Code nanespace defined in [ RFC6733].

Command Code | Val ue
| KEv2- SK- Request / Answer | 329
9.2. AVP Codes

This specification requires ANA to register the follow ng new AVPs
fromthe AVP Code nanespace defined in [ RFC6733].

o | KEv2-Nonces - 587

o N - 588

o N - 589

o |IKEv2-Identity - 590

0 Initiator-ldentity - 591

o ID Type - 592

o ldentification-Data - 593

0 Responder-ldentity - 594

The AVPs are defined in Section 6.
9.3. AVP Val ues

I ANA is requested to create a new val ue for the Key-Type AVP. The
new value 3 signifies that | KEv2 SK is being sent.

9.4. Application ldentifier
This specification requires ANA to all ocate one new val ue "Di anet er
I KE SK' fromthe Application ldentifier nanespace defined in
[ RFC6733] .
Application ldentifier | Val ue

Di ameter | KE SK (1 KESK) | 11
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10.

Security Considerations

The security considerations of the Dianmeter base protocol [RFC6733]
are applicable to this docunent (e.g., it is expected that D aneter
protocol is used with security nmechani smand that D aneter nessages
are secured).

In addition, the assunption is that the | KEv2 server and the D aneter
server, where the SK is generated, are in a trusted rel ationshi p.
Hence, the assunption is that there is an appropriate security
mechani smto protect the comunication between these servers. For
exanpl e, the I KEv2 server and the Dianeter server woul d be depl oyed
in the same secure network or would utilize transport-I|ayer security
as specified in [ RFC6733].

The Di aneter nmessages between the | KEv2 server and the HAAA may be
transported via one or nore AAA brokers or D aneter agents. 1In this
case, the IKEv2 server to the Dianeter server AAA conmmunication is
hop- by-hop protected; hence, it relies on the security properties of
the internedi ating AAA inter-connection networks, AAA brokers, and
D aneter agents. Furthernore, any agents that process |KEv2-SK-
Answer nessages can see the contents of the Key AVP

To mitigate the threat of exposing a long-lived PSK, this
specification expects that the HAAA derive and return the associ ated
SK to the IKEv2 server. Gven that SK derivation is security-
critical, for the SK derivation, this specification recomends the
use of short-lived secrets, possibly based on a previous network
access authentication, if such secrets are available. To ensure key
freshness and to linit the key scope, this specification strongly
recommends the use of nonces included in the | KEv2- SK- Request. The
specifics of key derivation depend on the security characteristics of
the systemthat is |everaging this specification (for exanple, see

[ X. S0047] and [X. S0058]); therefore, this specification does not
define how the Dianmeter server derives required keys for these
systens. For systens and protocols that | everage this Dianeter
application but do not specify the key derivation procedure, this
docunent specifies the default key derivation procedure that
preserves expected security characteristics.

Cakul ev, et al. St andards Track [ Page 15]



RFC 6738 D aneter | KEv2 SK Cct ober 2012
11. References
11.1. Normative References
[ RFC2119] Bradner, S., "Key words for use in RFCs to Indicate
Requi rement Levels", BCP 14, RFC 2119, March 1997.
[ RFC4302] Kent, S., "IP Authentication Header", RFC 4302,
Decenber 2005.
[ RFC4303] Kent, S., "IP Encapsulating Security Payl oad (ESP)",
RFC 4303, Decenber 2005.
[ RFC5295] Sal owey, J., Dondeti, L., Narayanan, V., and M Nakhjiri,
"Specification for the Derivation of Root Keys from an
Ext ended Master Session Key (EMSK)", RFC 5295,
August 2008.
[ RFC5996] Kaufnman, C., Hoffman, P., Nr, Y., and P. Eronen,
"I nternet Key Exchange Protocol Version 2 (IKEv2)",
RFC 5996, Septenber 2010.
[ RFC6733] Fajardo, V., Arkko, J., Loughney, J., and G Zorn,
"Di anmeter Base Protocol", RFC 6733, Cctober 2012.
[ RFC6734] Zorn, G, Wi, W, and V. Cakulev, "D aneter Attribute-
Val ue Pairs for Cryptographic Key Transport", RFC 6734,
Cct ober 2012.
11.2. Informative References
[ RFC3748] Aboba, B., Blunk, L., Vollbrecht, J., Carlson, J., and H
Levkowet z, "Extensible Authentication Protocol (EAP)",
RFC 3748, June 2004.
[ RFC4285] Patel, A, Leung, K, Khalil, M, Akhtar, H, and K
Chowdhury, "Authentication Protocol for Mobile |IPv6",
RFC 4285, January 2006.
[ RFC5778] Korhonen, J., Tschofenig, H., Bournelle, J., Garetta, G,
and M Nakhjiri, "D anmeter Mbile |IPv6: Support for Home
Agent to Diameter Server Interaction", RFC 5778,
February 2010.
[ X. S0047] 3GPP2: X. S0047, "Mbile | Pv6 Enhancenents", February 2009.
[ X. S0058] 3GPP2: X. S0058, "W MAX-HRPD I nterworking: Core Network
Aspects", June 2010.
Cakul ev, et al. St andards Track [ Page 16]



RFC 6738 D aneter | KEv2 SK Cct ober 2012

Aut hors’ Addr esses

Vi ol et a Cakul ev
Al catel Lucent
600 Mountain Ave.

3D 517

Murray Hill, NJ 07974

us

Phone: +1 908 582 3207

EMai |l : viol eta.cakul ev@l catel -1 ucent. com
Avi Lior

Bri dgewat er Systens

303 Terry Fox Drive
Otawa, Ontario K2K 3J1
Canada

Phone: +1 613-591-6655
EMail: avi.ietf@ior.org

Semyon M zi kovsky

Al catel Lucent

600 Mbuntain Ave.

3C- 506

Murray Hill, NJ 07974
us

Phone: +1 908 582 0729
EMai | : Sinon. M zi kovsky@l cat el -1 ucent. com

Cakul ev, et al. St andards Track [ Page 17]



