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1. Introduction

Today, service providers and network adm nistrators are | ooking for
visibility into the packet content rather than just the packet
header. Sone network devices’ Metering Processes inspect the packet
content and identify the applications that are utilizing the network
traffic. Applications in this context are defined as networking
protocol s used by networking processes that exchange packets between
them (such as web applications, peer-to-peer applications, file
transfer, e-nmmil applications, etc.). Applications can be further
characterized by other criteria, sone of which are application
specific. Exanples include: web application to a specific domain,
per-user specific traffic, a video application with a specific codec,
etc.

The application identification is based on several different nethods
or even a conbination of nethods:

1. L2 (Layer 2) protocols (such as ARP (Address Resolution Protocol),
PPP (Point-to-Point Protocol), LLDP (Link Layer Discovery
Prot ocol ))

2. | P protocols (such as ICWP (Internet Control Message Protocol),
| GW (Internet Group Managenment Protocol), GRE (Generic Routing
Encapsul ati on)

3. TCP or UDP ports (such as HTTP, Tel net, FTP)

4. Application layer header (of the application to be identified)

5. Packet data content

6. Packets and traffic behavior
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The exact application identification nethods are part of the Metering
Process internals that aimto provide an accurate identification and
mnimze false identification. This task requires a sophisticated
Met ering Process since the protocols do not behave in a standard
nanner .

1. Applications use port obfuscation where the application runs on a
different port than the | ANA assigned one. For exanple, an HITP
server nmight run on TCP port 23 (assigned to telnet in
[ 1 ANA- PORTS] ) .

2. I ANA port registries do not accurately reflect how certain ports
are "commonl y" used today. Sone ports are reserved, but the
application either never becane prevalent or is not in use today.

3. The application behavior and identification |ogic beconme nore and
nor e conpl ex.

For that reason, such Metering Processes usually detect applications
based on multiple mechanisns in parallel. Detection based only on
port matching mght wongly identify the application. |f the
Metering Process is capable of detecting applications nore
accurately, it is considered to be stronger and nore accurate.

Simlarly, a reporting nmechanismthat uses L4 port based applications
only, such as L4:<known port>, would have sinilar issues. The
reporting system shoul d be capable of reporting the applications
classified using all types of nechanisns. In particular,
applications that do not have any | ANA port definition. Wile a
mechani smto export application information should be defined, the L4
port being used nust be exported using the destination port
(destinationTransportPort at [IANA-IPFIX]) in the corresponding | PFI X
record

Applications could be identified at different OSI |ayers, fromlayer
2 to layer 7. For exanple, the Link Layer Distribution Protoco
(LLDP) [LLDP] can be identified in layer 2, 1CMP can be identified in
layer 3 [I ANA-PROTQ, HTTP can be identified in layer 4 [|ANA- PORTS]
and Webex can be identified in layer 7.

VWil e an ideal solution would be an 1 ANA registry for applications
above (or inside the payload of) the well-known ports [l ANA-PORTS],
this solution is not always possible. |I|ndeed, the specifications for
sonme applications enbedded in the payload are not available. Sone
reverse engineering as well as a ubiquitous | anguage for application
identification would be required conditions to be able to nmanage an

| ANA registry for these types of applications. Cearly, these are

bl ocki ng factors.
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This docunent specifies the Csco Systens application information
encodi ng (as described in Section 4) to export the application
information with the I PFI X protocol [RFC5101]. However, the layer 7
application registry values are out of scope of this docunent.

1.1. Application Information Use Cases
There are several use cases for application information:
1. Application Visibility

This is one of the nain cases for using application information
Net wor k admi ni strators are using application visibility to
understand the nmain network consuners, network trends, and user
behavi or.

2. Security Functions

Application know edge is sonetinmes used in security functions in
order to provide conprehensive functions such as Application-based
firewall, URL filtering, parental control, intrusion detection
etc.

Al'l of the above use cases require exporting application information
to provide the network function itself or to log the network function
operation.

1.2. Conventions Used in This Docunent

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
document are to be interpreted as described in RFC 2119 [ RFC2119].

2. | PFI X Docunents Overvi ew

The | PFI X protocol [RFC5101] provides network adnmnistrators with
access to I P Flow information.

The architecture for the export of neasured |IP Flow information out

of an I PFI X Exporting Process to a Collecting Process is defined in
the I PFI X Architecture [RFC5470], per the requirenents defined in RFC
3917 [ RFC3917].

The | PFI X Architecture [ RFC5470] specifies how | PFI X Data Records and

Tenpl ates are carried via a congestion-aware transport protocol from
| PFI X Exporting Processes to | PFI X Collecting Processes.
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| PFI X has a formal description of IPFIX Information El enents, their
nanes, types, and additional semantic information, as specified in
the I PFI X i nformation nodel [RFC5102].

In order to gain a level of confidence in the |IPFI X inplenentation
probe the confornmity and robustness, and allow interoperability, the
Qui delines for |IPFIX Testing [ RFC5471] presents a list of tests for

i mpl enenters of conpliant Exporting Processes and Col |l ecting
Processes.

The Bidirectional Flow Export [RFC5103] specifies a nmethod for
exporting bidirectional flow (biflow) information using the |PFIX
protocol, representing each biflow using a single Fl ow Record.

"Reduci ng Redundancy in IP Flow Informati on Export (IPFIX) and Packet
Sanmpl i ng (PSAMP) Reports" [RFC5473] specifies a bandw dt h-savi ng
met hod for exporting Flow or packet information, by separating
i nformati on common to several Flow Records frominfornmation specific
to an individual Flow Record: conmon Flow information is exported
only once.

3. Term nol ogy
| PFI X-specific term nology used in this docunent is defined in
Section 2 of the I PFI X protocol specification [RFC5101]. As in
[ RFC5101], these | PFI X-specific terns have the first letter of a word
capitalized when used in this docunent.

3.1. New Term nol ogy
Application ID

A unique identifier for an application

When an application is detected, the nost granular application is
encoded in the Application ID

4. applicationld Information El enent Specification

Thi s docunent specifies the applicationld Information El ement, which
is asingle field conposed of two parts:

1. 8 bits of Classification Engine ID. The Cassification Engine can
be considered as a specific registry for application assignnents.

2. n bits of Selector ID. The Selector ID |length varies dependi ng on
the O assification Engine ID
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1 2 3
1234567890123456789012345678901
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O ass. Eng. 1D Selector ID ... |
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+-
|
+-
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B s S S i i i ks a ks st S S S S S S
Figure 1: applicationld Information El enent
G assification Engine ID
A unique identifier for the engine that determ ned the Sel ector
ID. Thus, the Cassification Engine ID defines the context for
the Sel ector ID
Selector ID
A unique identifier of the application for a specific
Classification Engine ID. Note that the Selector ID length varies
dependi ng on the C assification Engine |ID.
The Selector IDtermis a simlar concept to the selectorld
I nformation El enment, specified in the PSAMP Protocol
[ RFC5476] [ RFCH477] .
4.1. Existing Cassification Engine |Ds

The followi ng Classification Engine |IDs have been all ocat ed:

Nare Val ue Description
0 I nval i d.
| ANA- L3 1 The Assigned Internet Protocol

Nunmber (layer 3 (L3)) is exported
in the Selector ID
See [ | ANA- PROT(Q .

PANA- L3 2 Proprietary layer 3 definition.
An enterprise can export its own
| ayer 3 protocol nunbers. The
Sel ector I D has a gl obal
significance for all devices from
the same enterprise.
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| ANA- L4 3 The 1 ANA [ ayer 4 (L4) well-known
port nunber is exported in the
Sel ector ID. See [|ANA-PORTS].
Note: as an IPFIX flowis
unidirectional, it contains the
destination port.

PANA- L4 4 Proprietary layer 4 definition
An enterprise can export its own
| ayer 4 port nunbers. The
Sel ector I D has gl oba
significance for devices fromthe
sanme enterprise. Exanple: |PFlX was
pre-assigned the port 4739 using the | ANA
early allocation process [ RFC4020] years
bef ore the docunent was published as an RFC
While waiting for the RFC and its associ ated
| ANA registration, Selector ID 4739
was used with this PANA-L4.

5 Reserved
USER- 6 The Sel ector ID represents
Def i ned applications defined by the user

(using CLI, GU, etc.) based on
t he met hods described in Section
1. The Selector ID has a | oca
si gni ficance per device

7 Reserved
8 Reserved
9 Reserved
10 Reserved
11 Reserved
PANA- L2 12 Proprietary layer 2 (L2)

definition. An enterprise can
export its own |ayer 2
identifiers. The Selector ID
represents the enterprise’'s

uni que gl obal layer 2
applications. The Selector ID has
a gl obal significance for al
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PANA- L7

ETHERTYPE

LLC

PANA- L7-
PEN
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14

15

16

17

18

19

20
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devices fromthe sane enterprise
Exanpl es i nclude G sco Subnetwork
Access Protocol (SNAP)

Proprietary layer 7 definition.
The Selector ID represents the
enterprise’ s unique global IDfor
| ayer 7 applications. The

Sel ector I D has a gl oba
significance for all devices from
the sane enterprise. This

C assification Engine IDis used
when the application registry is
owned by the Exporter

manuf acturer (referred to as the
"enterprise" in this docunent).

Reserved
Reserved
Reserved
Reserved

The Selector ID represents the
wel | - known Et hertype. See
[ ETHERTYPE] .

The Selector ID represents the
wel | - known | EEE 802. 2 Link Layer
Control (LLC) Destination Service
Access Point (DSAP). See [LL(C].

Proprietary layer 7 definition,
including a Private Enterprise
Number (PEN) [1 ANA-PEN] to identify
that the application registry
bei ng used is not owned by the
Exporter manufacturer or to
identify the origina

enterprise in the case of a

nmedi ator or 3rd party device. The
Selector ID represents the
enterprise unique global 1D for
the layer 7 applications. The

I nf or mat i ona
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Sel ector I D has a gl obal
significance for all devices from
the same enterprise.

21 to
255 Avail abl e (255 is the nmaxi mum
Engi ne I D)

Table 1: Existing C assification Engine |IDs

"PANA = Proprietary Assigned Nunmber Authority”. |In other words, an
enterprise specific version of 1ANA for internal |Ds.

The PANA-L7 C assification Engine |ID SHOULD be used when the
application registry is owned by the Exporter manufacturer. Even if
the application registry is owed by the Exporter manufacturer, the
PANA- L7- PEN MAY be used, specifying the manufacturer.

For exanple, if Exporter A (fromenterprise-A) wants to export its
enterprise-A L7 registry, then it uses the PANA-L7 C assification
Engine ID. If Exporter B (fromenterprise-B) wants to export its
enterprise-B L7 registry, then it also uses the PANA-LY

O assification Engine ID

The mechani sm for the Collector to know about the Exporter PEN is out
of scope of this document. Possible tracks are SNWP polling, an
Options Tenpl ate exporting the privateEnterpriseNunber | nformation

El ement [1 ANA-1PFI X], hardcoded val ue, etc.

An Exporter may classify the application according to another
vendor’s application registry. For exanple, an |IPFI X Mediator

[ RFC6183] may need to re-export applications received fromdifferent
Exporters using different PANA-L7 application registries. For
exanple, if Exporter C (fromenterprise-C) wants to reuse enterprise-
D's application registry, then it uses PANA-L7-PEN with enterprise-
D s PEN

When reporting application information frommultiple Exporters from
different enterprises (different PENs), the PANA-L7-PEN

Ol assification Engi ne MIST be used in exported Fl ow Records, which
allows the original enterprise IDto be reported. The ID of the
enterprise that defined the Application IDis identified by the
enterprise’s PEN. For exanple, an | PFI X Medi ator aggregates traffic
fromsonme Exporters which report enterprise-E applications and ot her
Exporters that report enterprise-F applications.

An exanple is displayed in Section 6.6.
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Note that the PANA-L7 Classification Engine IDis also used for
resolving | ANA L4 port Discrepancies (see Section 4.4).

The list in Table 1 is maintained by | ANA thanks to the registry
within the classificationEngineld Information Elenent. See the | ANA
Consi derations section. The Cassification Engine IDis part of the
Application I D encoding, so the classificationEngineld Information

El ement is currently not required by the specifications in this
docunment. However, this Information El ement was created for

conpl eteness, as it was anticipated that this Information El enent
will be required in the future.

4.2. Selector ID Length per Cassification ID

As the Selector ID part of the Application IDis variable based on
the C assification Engine |ID value, the applicationld SHOULD be
encoded in a variable-length Information El ement [ RFC5101] for |PFIX
export.

The following table displays the Selector ID default length for the
different dassification Engine |Ds.

Cl assification Sel ector |ID default
Engi ne | D Nane I ength (in bytes)
| ANA- L3 1

PANA- L3 1

| ANA- L4 2

PANA- L4 2

USER- Def i ned 3

PANA- L2 5

PANA- L7 3

ETHERTYPE 2

LLC 1

PANA- L7- PEN 3 (*)

Table 2: Selector ID Default Length
per Cassification Engine ID
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(*) There are an extra 4 bytes for the PEN. However, the PEN is not
consi dered part of the Selector ID

If a |l egacy protocol such as NetFl ow version 9 [ RFC3954] is used, and
this protocol doesn’t support variable-length Information El enents,
then either nultiple Tenpl ate Records (one per applicationld | ength),
or a single Tenplate Record corresponding to the maxi num si zed
applicationld MIUST be used.

Application I Ds MAY be encoded in a snaller nunmber of bytes
followi ng the sane rules as for | PFI X Reduced Size Encoding
[ RFC5101] .

Application I Ds MAY be encoded with a larger length. For exanple, a
normal | ANA L3 protocol encoding would take 2 bytes since the
Selector ID represents the protocol field fromthe |IP header encoded
in one byte. However, an | ANA L3 protocol encoding may be encoded
with 3 bytes. In this case, the Selector ID value MJST al ways be
encoded in the least significant bits as shown in Figure 2.

0 1 2 3
01234567890123456789012345678901
B T e o i S I i i S S N iy St S I S S
| O ass. Eng. ID |zero-valued upper-bits Sel ector ID

B s S S i i i ks a ks st S S S S S S

Figure 2: Selector ID Encoding
.3. Application Name Options Tenpl ate Record

For O assification Engines that specify locally unique Application

I Ds (whi ch nmeans uni que per engine and per router), an Options

Tenpl ate Record (see [ RFC5101]) MUST be used to export the
correspondence between the Application ID, the Application Nane, and
the Application Description

For O assification Engines that specify globally unique Application
I Ds, an Options Tenplate Record MAY be used to export the
correspondence between the Application ID, the Application Nane and
the Application Description, unless the mapping is hardcoded in the
Col l ector, or known out of band (for exanple, by polling a M B)

An exanpl e Options Tenplate is shown in Section 6. 8.

Enterprises may assign conpany-w de Application ID values for the
PANA- L7 Classification Engine. 1In this case, a possible optimzation
for the Collector is to keep the mappi ngs between the Application |Ds
and the Application Nanes per enterprise, as opposed to per Exporter
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4.4, Resolving |ANA L4 Port Discrepancies

Even though | ANA L4 ports usually point to the same protocols for
both UDP, TCP or other transport types, there are sone exceptions, as
mentioned in Appendix B

I nstead of inposing the transport protocol (UDP/ TCP/ SCTP/etc.) in the
scope of the "Application Name Options Tenpl ate Record" (Section 6.8)
for all applications (in addition to having the transport protocol as
a key-field in the Flow Record definition), the convention is that
the L4 application is always TCP related. So, whenever the Collector
has a conflict in looking up IANA, it would choose the TCP choice.

As a result, the UDP L4 applications from Table 3 and the SCTP L4
applications from Table 4 are assigned in the PANA L7 Application ID
range, i.e., under Cdassification Engine |ID 13.

Currently, there are no discrepancies between the well-known ports
for TCP and the Datagram Congestion Control Protocol (DCCP).

5. Grouping Applications with Attributes

Due to the high nunber of different Application IDs, Application IDs
MAY be categorized into groups. This offers the benefits of easier
reporting and action, such as QS policies. |ndeed, nost
applications with the sane characteristics should be treated the same
way; for exanple, all video traffic.

Attributes are statically assigned per Application ID and are
i ndependent of the traffic. The attributes are |listed bel ow

Nare Description

Cat egory An attribute that provides a first-
| evel categorization for each
Application ID. Exanples include
browsi ng, email, file-sharing,
gam ng, instant nmessaging, voice-
and-vi deo, etc.
The category attribute is encoded by
t he appli cati onCat egor yName
I nformation El enent.

Sub- Cat egory An attribute that provides a second-
| evel categorization for each
Application ID.  Exanples include
backup-systens, client-server,
dat abase, routing-protocol, etc.
The sub-category attribute is

C aise, et al. I nf or mat i onal [ Page 13]
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Appl i cati on-
G oup

P2P- Technol ogy

Tunnel -

Technol ogy

Encrypt ed

encoded by the
appl i cati onSubCat egor yNare
I nformation El enent.

An attribute that groups multiple
Application IDs that belong to the
same networking application. For
exanpl e, the ftp-group contains
ftp-data (port 20), ftp (port 20),
ni-ftp (port 47), sftp (port 115),
bftp (port 152), ftp-agent(port
574), ftps-data (port 989). The
application-group attribute is
encoded by the applicati onG oupName
I nformation El enment.

Specifies if the Application IDis
based on peer-to-peer technol ogy.
The P2P-technology attribute is
encoded by the p2pTechnol ogy

I nformation El enment.

Specifies if the Application IDis
used as a tunnel technology. The
tunnel -technol ogy attribute is
encoded by the tunnel Technol ogy

I nformation El enment.

Specifies if the Application IDis
an encrypted networking protocol.
The encrypted attribute is encoded
by the encrypt edTechnol ogy

I nformation El enment.

Table 3: Application ID Static Attributes

Every application is assigned to one applicationCat egoryNane,

appl i cati onSubCat egor yNane,
p2pTechnol ogy, one tunnel Technol ogy,

These new Information El ements are specified in the | ANA
Consi derati ons section (Section 7.1).

Export of App. Info. in IPFIX Novemnber

one

2012

one applicati onG oupNane, and it has one
and one encryptedTechnol ogy.

Mai ntai ning the attribute values in | ANA seens inpossible to realize.

Therefore, the attribute values per application are enterprise

speci fic.

Cl ai se, et al
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5.1. Options Tenplate Record for Attribute Val ues

An Options Tenplate Record (see [ RFC5101]) SHOULD be used to export
the correspondence between each Application ID and its rel ated
Attribute values. An alternative way for the Collecting Process to
| earn the correspondence is to popul ate these mappi ngs out of band,
for exanple, by loading a CSV file containing the correspondence
tabl e.

The Attributes Option Tenplate contains the application ID as a scope
field, followed by the applicationCategoryNanme, the

appl i cati onSubCat egor yNane, the applicati onG oupNane, the
p2pTechnol ogy, the tunnel Technol ogy, and the encryptedTechnol ogy

I nformation El ements.

A list of attributes may conveniently be exported using a
subTenpl at eLi st per [RFC6313].

An exanple is given in Section 6.9.

6. Application | D Exanpl es
The followi ng exanples are created solely for the purpose of
illustrating how the extensions proposed in this docunent are
encoded.

6.1. Exanple 1. Layer 2 Protoco
The list of Classification Engine IDs in Table 1 shows that the | ayer
2 Classification Engine IDs are 12 (PANA-L2), 18, (ETHERTYPE) and 19
(LLO).

Fromthe Ethertype list, LLDP [LLDP] has the Selector |ID value
0x88CC, so 35020 in decinal:

NAMVE Sel ector ID
LLDP 35020

So, in the case of LLDP, the Cassification Engine IDis 18 (LLCO
while the Selector |ID has the val ue 35020.

Per Section 4, the applicationld Infornmation Element is a single
field conposed of 8 bits of Cassification Engine ID, followed by n
bits of Selector ID. FromTable 2, the Selector IDIlength nis 2 for
t he ETHERTYPE Engine | D
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Therefore, the Application IDis encoded as:

0 1 2

012345678901234567890123
T i i S S N S S S S S S S S T o
| 18 | 35020 |
I S T i i S e S e Sty S DR S

So the Application ID has the decimal value of 1214668. The fornat
’18..35020" is used for sinplicity in the exanples below, to clearly
express that two conponents of the Application ID.

The Exporting Process creates a Tenplate Record with a few
Information El enents: anongst other things, the Application ID.  For
exanpl e:

- applicationld (key field)
- octetTotal Count (non-key field)

For exanple, a Flow Record corresponding to the above Tenpl ate Record
may cont ain:

{ applicationld="18..35020’,
oct et Tot al Count =123456 }

The Collector has all the required infornation to determ ne that the
application is LLDP, because the Application ID uses a gl obal and
wel | -known registry, i.e., the Ethertype. The Collector can

determ ne which application is represented by the Application ID by
| oadi ng the registry out of band.

6.2. Exanple 2: Standardized | ANA Layer 3 Protocol
Fromthe list of Classification Engine IDs in Table 1, the | ANA | ayer
3 Classification Engine ID (1 ANA-L3) is 1. From Table 2 the Sel ector
IDIlength is 1 for the | ANA-L3 Engine ID.

Fromthe list of | ANA |ayer 3 protocols (see [| ANA-PROTQ ), |CW has
the val ue 1:

Deci mal Keywor d Pr ot ocol Ref er ence
1 | CWP I nternet Control [ RFC792]
Message

So, in the case of the standardi zed | ANA | ayer 3 protocol |1CW, the
Classification Engine IDis 1, and the Selector ID has the value of
1.
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Therefore, the Application IDis encoded as:

0 1
0123456789012345
T
| 1 | 1 |
T T S i T S S

So, the Application ID has the value of 257. The format "1..1" is
used for sinplicity in the exanpl es bel ow.

The Exporting Process creates a Tenplate Record with a few
Information El enents: anongst other things, the Application ID.  For
exanpl e:

- sourcel Pv4Address (key field)

- destinationl Pv4Address (key field)
- i pDiffServCodePoint (key field)

- applicationld (key field)

- octetTotal Count (non-key field)

For exanple, a Flow Record corresponding to the above Tenpl ate Record
may cont ain:

{ sourcel Pv4Address=192.0. 2.1,
desti nati onl Pv4Addr ess=192. 0. 2. 2,
i pDi ff ServCodePoi nt =0,
applicationld="1..7
oct et Tot al Count =123456 }

The Collector has all the required infornation to determ ne that the
application is | CvP, because the Application ID uses a gl obal and
wel | -known registry, i.e., the ANA L3 protocol nunber.

6.3. Exanple 3: Proprietary Layer 3 Protoco

Assunme that an enterprise has specified a new |layer 3 protocol called
n f OOII .

Fromthe list of Classification Engine IDs in Table 1, the
proprietary layer 3 Cassification Engine 1D (PANA-L3) is 2. From
Table 2 the Selector IDlength is 1 for the PANA-L3 Engine |ID
A global registry within the enterprise specifies that the "foo"
protocol has the val ue 90:

Pr ot ocol Protocol ID
f oo 90
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So, in the case of the layer 3 protocol foo specified by this
enterprise, the Cassification Engine IDis 2, and the Selector ID
has the val ue of 90.

Therefore, the Application IDis encoded as:

0 1
0123456789012345
B o I NI S R S S R S S e i i
| 2 | 90 |
B il i S S S S S T S S

So the Application ID has the value of 602. The format '2..90" is
used for sinplicity in the exanpl es bel ow.

The Exporting Process creates a Tenplate Record with a few
Information El enents: anongst other things, the Application ID. For
exanpl e:

- sourcel Pv4Address (key field)

- destinationl Pv4Address (key field)
- i pDiffServCodePoint (key field)

- applicationld (key field)

- octetTotal Count (non-key field)

For exanple, a Flow Record corresponding to the above Tenpl ate Record
may cont ain:

{ sourcel Pv4Address=192.0. 2.1,
desti nati onl Pv4Addr ess=192. 0. 2. 2,
i pDi f f Ser vCodePoi nt =0,
applicationld="2..90
oct et Tot al Count =123456 }

Along with this Fl ow Record, a new Options Tenplate Record would be
exported, as shown in Section 6. 8.

6.4. Exanple 4: Standardized | ANA Layer 4 Port
Fromthe list of Classification Engine IDs in Table 1, the | ANA | ayer
4 Classification Engine ID (1 ANA-L4) is 3. From Table 2 the Sel ector
IDIlength is 2 for the | ANA-L4 Engine |ID

Fromthe list of |ANA |ayer 4 ports (see [|ANA-PORTS]), SNWP has the
val ue 161:
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Keywor d Deci nal Description
snnp 161/tcp SNWVP
snnp 161/ udp SNWVP

So, in the case of the standardi zed | ANA | ayer 4 SNVP port, the
Cassification Engine IDis 3, and the Selector ID has the val ue of
161.

Therefore, the Application ID is encoded as:

0 1
012345678901234567890123
e i i s e S O e i e ok S ST TR SN B SR S
| 3 | 161 |
R e S S e S e O S i ok ol R R R D e R

So the Application ID has the value of 196769. The format ’3..1671
is used for sinplicity in the exanpl es bel ow.

The Exporting Process creates a Tenplate Record with a few
Information El enments: anongst other things, the Application ID.  For
exanpl e:

- sourcel Pv4Address (key field)

- destinationl Pv4Address (key field)
- protocol (key field)

- i pDiffServCodePoint (key field)

- applicationld (key field)

- octetTotal Count (non-key field)

For exanple, a Flow Record corresponding to the above Tenpl ate Record
may contain:

{ sourcel Pv4Address=192.0. 2.1,
destinati onl Pv4Addr ess=192. 0. 2. 2,
prot ocol =17, i pDi f f Ser vCodePoi nt =0,
applicationld=3..161
oct et Tot al Count =123456 }

The Collector has all the required information to determ ne that the
application is SNWP, because the Application ID uses a gl obal and
wel | -known registry, i.e., the ANA L4 protocol nunber.

6.5. Exanple 5. Layer 7 Application

In this exanple, the Metering Process has observed sonme Webex
traffic.
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Fromthe list of assification Engine IDs in Table 1, the layer 7
uni que d assification Engine ID (PANA-L7) is 13. From Table 2 the
Selector IDlength is 3 for the PANA-L7 Engine ID

Suppose that the Metering Process returns the I D 10000 for Whbex
traffic.

So, in the case of this Wbex application, the O assification Engine
IDis 13 and the Selector ID has the value of 10000.

Therefore, the Application IDis encoded as:

1
4567890123456738
B T S S T
13 |

0

0123
+- - +- +-
B S T i S S S S S S

2
90
-4 +-
100
i S i S SIS S S o

So the Application ID has the value of 218113808. The fornmat
"13..10000" is used for sinplicity in the exanpl es bel ow.

The Exporting Process creates a Tenplate Record with a few
Information El enents: anongst other things, the Application ID. For
exanpl e:

- sourcel Pv4Address (key field)

- destinationl Pv4Address (key field)
- i pDiffServCodePoint (key field)

- applicationld (key field)

- octetTotal Count (non-key field)

For exanple, a Flow Record corresponding to the above Tenpl ate Record
may cont ain:

{ sourcel Pv4Address=192.0. 2.1,
desti nati onl Pv4Addr ess=192. 0. 2. 2,
i pDi f f Ser vCodePoi nt =0,
applicationld= 13..10000’
oct et Tot al Count =123456 }

The 10000 value is globally unique for the enterprise, so that the
Col l ector can determ ne which application is represented by the
Application ID by loading the registry out of band.

Along with this Fl ow Record, a new Options Tenplate Record woul d be
exported, as shown in Section 6.8.
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6.6. Exanple 6: Layer 7 Application with Private Enterprise Nunber
(PEN)

In this exanple, the layer 7 Wbex traffic from Exanpl e 5 above have
been classified by enterprise X. The exported records have been
received by enterprise Y' s nediation device, which wishes to forward
themto a top-level Collector

In order for the top-level Collector to know that the records were
classified by enterprise X, the enterprise Y nedi ati on devi ce nust
report the records using the PANA-L7-PEN C assification Engine ID
with enterprise X's Private Enterprise Nunber.

The PANA-L7-PEN C assification Engine IDis 20, and enterprise X's
Selector ID for Wbex traffic has the value of 10000. From Table 2
the Selector IDlength is 3 for the PANA-L7-PEN Engi ne |ID.

Therefore, the Application ID is encoded as:

123
-t e -

1
4567890123456
B e T ol S S S S S
20 |
B S S T i s S S N S S
...Ent.ID. contd| 10000
B e S S i i i T e s aiks S S S S S S

+—+—+00

The format ' 20..X. .10000" is used for sinplicity in the exanples
bel ow

The Exporting Process creates a Tenplate Record with a few
I nformation El enents: anongst other things, the Application ID.  For
exanpl e:

- sourcel Pv4Address (key field)

- destinationl Pv4Address (key field)
- i pDiffServCodePoint (key field)

- applicationld (key field)

- octetTotal Count (non-key field)

For exanple, a Flow Record corresponding to the above Tenpl ate Record
may cont ain:

{ sourcel Pv4Address=192.0. 2.1,
desti nati onl Pv4Address=192. 0. 2. 2,
i pDi f f Ser vCodePoi nt =0,
applicationld="20..X. .10000’
oct et Tot al Count =123456 }
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The 10000 value is globally unique for enterprise X, so that the
Col l ector can determ ne which application is represented by the
Application ID by loading the registry out of band.

Along with this Fl ow Record, a new Options Tenplate Record would be
exported, as shown in Section 6. 8.

6.7. Exanple: Port bfuscation

For exanple, an HITP server might run on a TCP port 23 (assigned to
telnet in [I ANA-PORTS]). |If the Metering Process is capabl e of
detecting HITP in the sane case, the Application ID representation
must contain HTITP. However, if the reporting application wants to
det ermi ne whether or not the default HTTP port 80 or 8080 was used,
the transport ports (sourceTransportPort and destinationTransport Port
at [I ANA-IPFI X]) nust al so be exported in the corresponding | PFl X
record

In the case of a standardized | ANA |ayer 4 port, the Classification
Engine ID (PANA-L4) is 3, and the Selector ID has the value of 80 for
HTTP (see [I ANA-PORTS]). From Table 2 the Selector IDlength is 2
for the PANA-L4 Engine |ID

Therefore, the Application ID is encoded as:

0 1 2
012345678901234567890123
i T ST S T A A S
| 3 | 80 |
i S T i S e e S S s ks Sty S SR BEg S S

The Exporting Process creates a Tenplate Record with a few
I nformation El ements: anongst other things, the Application ID.  For
exanpl e:

- sourcel Pv4Address (key field)

- destinationl Pv4Address (key field)

- protocol (key field)

- destinationTransportPort (key field)
- applicationld (key field)

- octetTotal Count (non-key field)
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For exanple, a Flow Record corresponding to the above
Tenpl ate Record may contai n:

{ sourcel Pv4Address=192.0. 2.1,
destinati onl Pv4Addr ess=192. 0. 2. 2,
pr ot ocol =17,
destinationTransport Port =23,
applicationld="3..80
oct et Tot al Count =123456 }

The Collector has all the required information to determ ne that the
application is HITP, but runs on port 23.

6.8. Exanple: Application Name Mappi ng Options Tenpl ate

Along with the Fl ow Records shown in the above exanples, a new
Options Tenpl ate Record should be exported to express the Application
Nanme and Application Description associated with each Application ID

The Options Tenpl ate Record contains the follow ng I nformation
El enent s:

1. Scope = applicationld.

From RFC 5101: The scope, which is only avail abl e
in the Options Tenplate Set, gives the context of
the reported Information Elements in the Data
Recor ds.

2. applicationNane.
3. applicationDescription

The Options Data Record associated with the exanpl es above
woul d contain, for exanple:

{ scope=applicationld= 2..90
appl i cati onNane="f 00"
appl i cationDescription="The foo protocol"

scope=appl i cati onl d=" 13.. 10000’
appl i cat i onNane="webex",
appl i cationDescription="Wbex application" }

scope=appl i cati onl d=" 20.. X. . 10000’

appl i cat i onNanme="webex",
appl i cationDescription="Wbex application" }
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When conbi ned with the exanple Fl ow Records above, these Options
Tenpl ate Records tell the Collector
1. A flow of 123456 bytes exists from sourcel Pv4Address 192.0.2.1 to
destinationl Pv4address 192.0.2.2 with an applicationld of
"12..90", which maps to the "foo" application

2. A flow of 123456 bytes exists from sourcel Pv4Address 192.0.2.1 to
destinati onl Pv4address 192.0.2.2 with an Application |D of
’13..10000", which maps to the "Wbex" application

3. A flow of 123456 bytes exists from sourcel Pv4Address 192.0.2.1 to
destinationl Pvd4address 192.0.2.2 with an Application |ID of
’20. . PEN. . 10000, which maps to the "Wbex" application, according
to the application registry fromthe enterprise X

6.9. Exanple: Attributes Values Options Tenpl ate Record
Along with the Fl ow Records shown in the above exanples, a new
Options Tenplate Record is exported to express the values of the
different attributes related to the Application IDs.

The Options Tenplate Record would contain the follow ng Information
El ement s:

1. Scope = applicationld.
From RFC 5101: The scope, which is only available in the Options
Tenpl ate Set, gives the context of the reported Information
El ements in the Data Records.

2. applicationCat egoryNamne.

3. applicationSubCat egor yNane.

4. applicationG oupNane

5. p2pTechnol ogy

6. tunnel Technol ogy

7. encryptedTechnol ogy
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7.

7.

7.

The Options Data Record associated with the exanpl es above woul d
contain, for exanple:

{ scope=applicationld=2..90
appl i cat i onCat egor yNanme="f oo- cat egory",
appl i cat i onSubCat egor yNanme="f oo- subcat egory",
appl i cati onG oupNanme="f oo- gr oup"
p2pTechnol ogy=NO
t unnel Technol ogy=YES
encr ypt edTechnol ogy=NO

When conbined with the exanple Fl ow Records above, these Options
Tenpl ate Records tell the Collector

A flow of 123456 bytes exists from sourcel Pv4Address 192.0.2.1 to
destinationl Pv4address 192.0.2.2 with a DSCP val ue of 0 and an
applicationld of "12..90", which maps to the "foo" application. This
application can be characterized by the relevant attributes val ues.

| ANA Consi derati ons
New | nformati on El enents

Thi s docunent specifies 10 new | PFI X I nformation El enents:

appl i cationDescription, applicationld, applicationNang,

cl assificationEngi neld, applicationCategoryNane,

appl i cati onSubCat egor yNarme, applicati onG oupNane, p2pTechnol ogy,
t unnel Technol ogy, and encryptedTechnol ogy.

The new Information El enents |isted bel ow have been added to the
| PFI X I nformati on El enent registry at [| ANA-I PFI X].

.1. applicationDescription

Name: applicationDescription
Descri ption:
Specifies the description of an application.
Abstract Data Type: string
Data Type Semanti cs:
El ementld: 94
Status: current
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7.1.2. applicationld

Nanme: applicationld
Descri ption:
Specifies an Application ID
Abstract Data Type: octetArray
Data Type Senantics: identifier
Ref erence: See Section 4 of [RFC6759]
for the applicationld Information El enent Specification
El ement 1 d: 95
Status: current

7.1.3. applicationName

Name: applicati onName
Descri ption:
Specifies the nane of an application.
Abstract Data Type: string
Data Type Senanti cs:
El ementld: 96
Status: current

7.1.4. classificationEngineld

Nanme: classificationEngi neld

Descri pti on:

A unique identifier for the engine that determned the
Selector ID. Thus, the dassification Engine |ID defines
the context for the Selector ID. The Cassification
Engi ne can be considered as a specific registry for
application assignnents.

Initial values for this field are listed below Further
val ues may be assigned by ANA in the Cassification
Engine I Ds registry per Section 7.2.

0 Invalid.

1 | ANA-L3: The Assigned Internet Protocol Number
(layer 3 (L3)) is exported in the Selector ID. See
http://ww. i ana. or g/ assi gnnent s/ pr ot ocol - nunber s

2 PANA-L3: Proprietary layer 3 definition. An
enterprise can export its own |ayer 3 protoco
numbers. The Selector I D has a gl obal significance
for all devices fromthe sane enterprise
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3 IANA-L4: The | ANA | ayer 4 (L4) well-known port
nunmber is exported in the Selector ID.  See [|ANA- PORTS]
Note: as an IPFI X flow is unidirectional
it contains the destination port.

4 PANA-L4: Proprietary layer 4 definition. An
enterprise can export its own |ayer 4 port
numbers. The Selector ID has gl obal significance
for devices fromthe sanme enterprise. Exanple:
| PFI X was pre-assigned port 4739 using the | ANA
early allocation process [ RFC4020] years before the
docunent was published as an RFC. Wile waiting for
the RFC and it associated | ANA registration
Sel ector ID 4739 was used with this PANA-L4.

5 Reserved

6 USER-Defined: The Selector ID represents
applications defined by the user (using CLI, GU,
etc.) based on the nethods described in Section 2.
The Selector ID has a local significance per
devi ce.

7 Reserved

8 Reserved

9 Reserved

10 Reserved

11 Reserved

12 PANA-L2: Proprietary layer 2 (L2) definition. An
enterprise can export its own layer 2 identifiers.
The Selector ID represents the enterprise’ s unique
gl obal layer 2 applications. The Selector ID has a
gl obal significance for all devices fromthe sane

enterprise. Exanples include the G sco Subnetwork
Access Protocol (SNAP)
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13 PANA-L7: Proprietary layer 7 definition. The
Selector ID represents the enterprise’ s unique
gl obal 1D for layer 7 applications. The
Selector ID has a global significance for al
devices fromthe sane enterprise. This
C assification Engine IDis used when the
application registry is owned by the Exporter
manufacturer (referred to as the "enterprise" in
this docunent).

14 Reserved
15 Reserved
16 Reserved
17 Reserved

18 ETHERTYPE: The Sel ector |ID represents the well -
known Ethertype. See [ ETHERTYPE].

19 LLC. The Selector ID represents the well-known
| EEE 802.2 Link Layer Control (LLC) Destination
Service Access Point (DSAP). See [LLC.

20 PANA-L7-PEN. Proprietary layer 7 definition
including a Private Enterprise Nunber (PEN) [ ANA- PEN|
to identify that the application registry being
used is not owned by the Exporter manufacturer or to
identify the original enterprise in the case of a
medi ator or 3rd party device. The Selector ID represents
the enterprise unique global IDfor |ayer 7
applications. The Selector ID has a globa
significance for all devices fromthe sane
enterprise.

Sonme values (5, 7, 8, 9, 10, 11, 14, 15, 16, and 17),
are reserved to be conpliant with existing

i mpl enent ati ons al ready using the

cl assificati onEngi nel d.

Abstract Data Type: unsigned8
Data Type Senantics: identifier
El enentld: 101

Status: current
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7.1.5. applicationCategoryNane

Name: applicati onCat egor yName
Descri ption:
An attribute that provides a first-level categorization for
each Application Id.
Abstract Data Type: string
Data Type Semanti cs:
El enentl d: 372
Status: current

7.1.6. applicationSubCat egoryNane

Name: applicati onSubCat egor yNane

Descri pti on:

An attribute that provides a second-level categorization
for each Application Id.

Abstract Data Type: string

Data Type Senanti cs:

El ementld: 373

Status: current

7.1.7. applicationG oupName

Nane: applicati onG oupName
Descri pti on:
An attribute that groups multiple Application |IDs that
bel ong to the same networking application.
Abstract Data Type: string
Data Type Senmntics:
El erentl d: 374
Status: current

7.1.8. p2pTechnol ogy

Nane: p2pTechnol ogy

Descri ption:

Specifies if the Application ID is based on peer-to-peer
technol ogy. Possible values are { "yes", "y", 11},

{ "no", "n", 2}, and { "unassigned", "u", 0 }.

Abstract Data Type: string
Data Type Senmantics:

El ement | d: 288

Status: current
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7.1.9. tunnel Technol ogy

Name: tunnel Technol ogy

Descri ption:
Specifies if the Application IDis used as a tunnel technol ogy.
Possi bl e values are { "yes", "y", 1}, { "no", "n", 2},
and { "unassigned", "u", 0 }.
Abstract Data Type: string
Data Type Semanti cs:
El ement 1 d: 289
Status: current
7.1.10. encryptedTechnol ogy
Nanme: encryptedTechnol ogy
Descri ption:
Specifies if the Application IDis an encrypted networking
protocol. Possible values are { "yes", "y", 1},
{ "no", "n", 2}, and { "unassi gned", "u", .

Abstract Data Type: string
Data Type Semantics:

El ement d: 290

Status: current

7.2. Cdassification Engine ID Registry

The Information El enent #101, naned cl assificati onEngineld, carries

i nformati on about the context for the Selector 1D, and can be
considered as a specific registry for application assignnents. For
ensuring extensibility of this information, |ANA has created a new
registry for Classification Engine IDs and filled it with the initial
list fromthe description Information El ement #101
classificationEngineld, along with their respective default |engths
(Table 2 in this docunent).

New assignnents for Cassification Engine IDs will be admi nistered by
| ANA t hrough Expert Review [ RFC5226], i.e., review by one of a group
of experts designated by an | ETF Area Director. The group of experts
nmust doubl e-check the new definitions with al ready defined

Ol assification Engine IDs for conpleteness, accuracy, and redundancy.
The specification of dassification Engine |IDs MIST be published
using a well-established and persistent publication nedi um

8. Security Considerations
The sane security considerations as for the | PFI X protocol [RFC5101]

apply. The IPFI X extension specified in this nmeno allows to identify
what applications are used on the network. Consequently, it is
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possible to identify what applications are being used by the users,
potentially threatening the privacy of those users, if not handl ed
with great care.

As nentioned in Section 1.1, the application know edge is useful in
security based applications. Security applications nmay inpose

suppl enentary requirenents on the export of application infornmation,
and these need to be exam ned on a case by case basis.
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Appendi x A.  Additions to XM. Specification of IPFI X Infornmation
El ements (Non-nornmative)

Thi s appendi x contains additions to the nachi ne-readabl e description
of the IPFIX information nodel coded in XM. in Appendi x A and
Appendi x B in [RFC5102]. Note that this appendix is of informationa
nature, while the text in Section 7 (generated fromthis appendix) is
normati ve.

The following field definitions are appended to the I PFI X information
nmodel in Appendix A of [RFC5102].

<fi el d nane="applicationDescription"
dat aType="stri ng"
group="application"
el ement 1 d="94" applicability="all"
status="current">
<descri pti on>
<par agr aph>
Specifies the description of an application.
</ par agr aph>
</ descri pti on>
</field>

<field nane="applicationld"
dat aType="oct et Array"
group="application"
dat aTypeSemanti cs="identifier"
el ement 1 d="95" applicability="all"
status="current">
<descri pti on>
<par agr aph>
Specifies an Application |ID
</ par agr aph>
</ descri pti on>
<reference>
<par agr aph>
See Section 4 of [RFC6759]
for the applicationld Information El enent
Speci fication.
</ par agr aph>
</reference>
</field>

<fi el d nane="applicati onNane"
dat aType="stri ng"
group="application”
el ement 1 d="96" applicability="all"
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status="current">
<descri pti on>
<par agr aph>
Specifies the nanme of an application.
</ par agr aph>
</ descri pti on>
</field>

<fi el d nane="cl assi fi cati onEngi nel d"
dat aType="unsi gned8"
group="application”
dat aTypeSenmanti cs="identifier"
el ement 1 d="101" applicability="all"
status="current">
<descri pti on>
<par agr aph>
0 Invalid.

1 | ANA-L3: The Assigned Internet Protocol Nunber
(layer 3 (L3)) is exported in the Selector ID
See http://wwv i ana. or g/ assi gnnent s/ prot ocol -
nunbers.

2 PANA-L3: Proprietary layer 3 definition. An
enterprise can export its own |ayer 3 protoco
nunbers. The Selector ID has a gl oba
significance for all devices fromthe sane
enterprise.

3 IANA-L4: The I ANA | ayer 4 (L4) well-known port
nunber is exported in the Selector ID. See
[ ANA-PORTS]. Note: as an IPFIX flowis
unidirectional, it contains the destination
port.

4 PANA-L4: Proprietary layer 4 definition. An
enterprise can export its own |ayer 4 port
nunbers. The Selector ID has gl oba
significance for devices fromthe sane
enterprise. Exanple: |IPFIX was pre-assigned
port 4739 using the | ANA early allocation
process [ RFC4020] years before the docunent was
published as an RFC. While waiting for the
RFC and its associated | ANA registration
Sel ector ID 4739 was used with this PANA-L4.

5 Reserved
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6 USER- Defined: The Selector |ID represents
applications defined by the user (using CLI
GUI, etc.) based on the methods described in
Section 2. The Selector ID has a | oca
si gni ficance per device

7 Reserved
8 Reserved
9 Reserved
10 Reserved
11 Reserved

12 PANA-L2: Proprietary layer 2 (L2) definition.
An enterprise can export its own |layer 2
identifiers. The Selector ID represents the
enterprise’s unique gl obal layer 2
applications. The Selector ID has a globa
significance for all devices fromthe sane
enterprise. Exanples include the C sco Subnetwork
Access Protocol (SNAP)

13 PANA-L7: Proprietary layer 7 definition. The
Selector ID represents the enterprise’ s unique
global 1D for layer 7 applications. The
Selector ID has a global significance for al
devices fromthe sane enterprise. This
C assification Engine IDis used when the
application registry is owned by the Exporter
manufacturer (referred to as the "enterprise"
in this docunment).

14 Reserved
15 Reserved
16 Reserved
17 Reserved

18 ETHERTYPE: The Sel ector |ID represents the
wel | -known Ethertype. See [ ETHERTYPE].

19 LLC. The Selector ID represents the well-known
| EEE 802.2 Link Layer Control (LLC)
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Destination Service Access Point (DSAP). See
[LLC.

20 PANA-L7-PEN. Proprietary layer 7 definition
including a Private Enterprise Nunber (PEN)
[TANA-PEN] to identify that the application
registry being used is not owned by the
Exporter manufacturer or to identify the
original enterprise in the case of a mediator
or 3rd party device. The Selector ID represents
the enterprise unique global ID for layer 7
applications. The Selector ID has a globa
significance for all devices fromthe sane
enterprise.

</ par agr aph>
</ descri pti on>
</field>

<fi el d nane="appl i cati onCat egor yNange"
dat aType="string"
group="application"
el ement | d="372"
applicability="all"
status="current">
<descri pti on>
<par agr aph>
An attribute that provides a first-level categorization
for each Application Id.
</ par agr aph>
</ descri pti on>
</field>

<fi el d nane="appl i cati onSubCat egor yNane"
dat aType="string"
group="application”
el ement | d="373"
applicability="all"
status="current">
<descri pti on>
<par agr aph>
An attribute that provides a second-|eve
categori zation for each Application ID
</ par agr aph>
</ descri ption>
</field>

<field nane="applicati onG oupNane"
dat aType="string"
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group="application
el ement | d="374"
applicability="all"
status="current">
<descri pti on>
<par agr aph>
An attribute that groups nmultiple Application |IDs
that belong to the sane networking application
</ par agr aph>
</ descri pti on>
</field>
<fi el d nane="p2pTechnol ogy"
dat aType="stri ng"
group="application"
el ement | d="288"
applicability="all"
status="current">
<descri pti on>
<par agr aph>
Specifies if the Application IDis based on peer-
to- peer technol ogy. Possible values are
{ "yes", "y", 1}, { "no", "n", 2}, and
{ "unassigned", "u", 0 }.
</ par agr aph>
</ descri ption>
</field>
<fi el d nane="t unnel Technol ogy"
dat aType="string"
group="application”
el ement | d="289"
applicability="all"
status="current">
<descri pti on>
<par agr aph>
Specifies if the Application IDis used as a
tunnel technol ogy. Possible values are
{ "yes", "y", 1}, { "no", "n", 2}, and
{ "unassigned", "u", 0 }.
</ par agr aph>
</ descri pti on>
</field>

<fi el d nane="encrypt edTechnol ogy"
dat aType="stri ng"
group="application”
el ement | d="290"
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applicability="all"
status="current">
<descri pti on>
<par agr aph>
Specifies if the Application IDis an encrypted

net wor ki ng protocol. Possible values are
{ "yes", "y", 1}, { "no", "n", 2}, and
{ "unassigned", "u", 0 }.

</ par agr aph>
</ descri pti on>
</field>

Appendi x B. Port Collisions Tables (Non-normative)

The following table lists the 10 ports that have different protocols
assigned for TCP and UDP (at the tine of witing this document):

exec 512/ tcp renote process execution
aut henti cation perforned
usi ng passwords and UN X
| ogi n nanes

consat/ bi ff 512/ udp used by mail systemto
notify users of new nail
received; currently
recei ves messages only from
processes on the sane
machi ne

l ogin 513/tcp renote login a la tel net;
aut onati c aut hentication
performed based on
priviledged [sic] port nunbers
and distributed data bases
whi ch identify
"aut hentication donmi ns"

who 513/ udp mai nt ai ns data bases
showi ng who’s logged in to
machi nes on a | oca
net and the | oad average of
t he machi ne

shel | 514/ tcp cnd
i ke exec, but autonmatic
aut hentication is perforned
as for login server
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sysl og 514/ udp

oob-ws-htt ps 664/ tcp DMTF out - of - band secure web
servi ces nmnagenent

pr ot ocol
Ji m Davi s
<j i m davi s@bensol utions. conr
asf-secure-rncp 664/ udp ASF Secure Renote
Managenment and Contro
Pr ot ocol
rfile 750/ tcp
kerberos-iv 750/ udp kerberos version iv
submi t 773/ tcp
notify 773/ udp
r passwd 774/ tcp
acmai nt _dbd 774/ udp
ent onb 775/ tcp
acmai nt _transd 775/ udp
busboy 998/ tcp
pupar p 998/ udp
garcon 999/ tcp
appl i x 999/ udp Applix ac

Table 4: Different Protocols on UDP and TCP

The following table lists the 19 ports that have different protocols
assigned for TCP and SCTP (at the time of witing this docunent):

# 3097/tcp Reserved
itu-bicc-stc 3097/ sctp ITU-T Q 1902. 1/ Q 2150. 3

Greg Sidebottom
<gr egsi de@one. conp

# 5090/ tcp <not assi gned>

car 5090/ sct p Candi date AR

# 5091/tcp <not assi gned>

cxtp 5091/ sctp Cont ext Transfer Protoco
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Cl ai se,

frc-hp

frc-mp

fre-lp

| cs-ap

#

enrp-sctp-tls
#
#
#
wher ecei vi ng

wedi stri bution
wWITer eporting

rna

sgsap

et al.

Export of App.

6704/ tcp

6704/ sctp

6705/tcp

6705/ sctp

6706/ tcp

6706/ sctp

9082/ tcp

9082/ sctp

9902/ tcp

9902/ sctp

11997/ tcp
11998/ tcp
11999/ tcp

11997/ sctp
11998/ sct p
11999/ sct p

Info. in | PFI X

Reser ved

For CES HP (High Priority)
channel [RFC5811]

Reserved

For CES MP ( Medi um
Priority) channe
[ RFC5811]

Reser ved

For CES LP (Low Priority)
channel [RFC5811]

<not assi gned>

LCS Application Protoco
Ki mmo Kynal ai nen
<ki nmo. kymal ai nen@t si . or g>

<not assi gned>

enrp/tls server channe
[ RFC5353]

<not assi gned>
<not assi gned>
<not assi gned>

Wor | dMai | Expr ess
Wor | dMvai | Expr ess
Wor | dMvai | Expr ess

Greg Foutz

25471/ tcp

25471/ sctp

29118/ tcp

29118/ sctp

<gr egf @dm novati on. conp
<not assi gned>

RNSAP User Adaptation for
lurh

Dario S. Tonesi

<dari o.tonesi @sn. con>
07 February 2011
Reserved

SGsAP in 3GPP
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#
sbcap

#

i uhsct passoc

#

sl-contro

#

x2-control

nRap

nBap

Export of App.

29168/ tcp
29168/ sctp
29169/ tcp

29169/ sctp

36412/ tcp

36412/ sctp

36422/ tcp

36422/ sctp

36443/ tcp

36443/ sctp

36444/ tcp

36444/ sctp

Info. in | PFI X Novenber

Reserved
SBCAP in 3GPP
<not assi gned>

HNBAP and RUA Common
Associ ati on

John Meredith

<John. Meredi t h@t si . org>
08 Septenber 2009

<not assi gned>

S1-Control Plane (3GPP)

Ki mmo Kynal ai nen

<ki mmo. kynmal ai nen@t si . or g>
01 Septenber 2009

<not assi gned>

X2-Control Plane (3GPP)

Ki mmo Kynal ai nen
<ki mo. kymal ai nen@t si . or g>
01 Septenber 2009

<not assi gned>

M2 Application Part
Dario S. Tonesi

<dari o. t onesi @sn. con®
07 February 2011

<not assi gned>

MB Application Part
Dario S. Tones

<dari o. tonesi @sn. con®
07 February 2011

Table 5: Different Protocols on SCTP and TCP

Appendi x C. Application Registry Exanple (Non-nornmative)

2012

A reference to the C sco Systens assigned nunmbers for the Application
ID and the different attribute assignnments can be found at
[ G SCO- APPLI CATI ON- REQ STRY] .
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