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Abstr act

Content Delivery Networks (CDNs) are conmonly used for inproving the
End User experience of a content delivery service while keeping cost
at a reasonable level. This docunent focuses on use cases that
correspond to identified industry needs and that are expected to be
realized once open interfaces and protocols supporting the

i nterconnection of CDNs are specified and inplenmented. This docunent
can be used to notivate the definition of the requirenents to be
supported by CDN Interconnection (CDNI) interfaces. It obsoletes RFC
3570.

Status of This Meno

This docunent is not an Internet Standards Track specification; it is
publ i shed for informational purposes.

This docunment is a product of the Internet Engi neering Task Force
(IETF). It represents the consensus of the I ETF comunity. |t has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Group (IESG. Not all docunents
approved by the | ESG are a candi date for any |level of Internet

St andard; see Section 2 of RFC 5741.

I nformation about the current status of this docunent, any errata,

and how to provide feedback on it nmay be obtai ned at
http://ww. rfc-editor.org/info/rfc6770
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1

1.1

1.2.

Ber

I ntroduction

Content Delivery Networks (CDNs) are conmonly used for inproving the
End User experience of a content delivery service while keeping cost
at a reasonable level. This docunent focuses on use cases that
correspond to identified industry needs and that are expected to be
realized once open interfaces and protocols supporting the

i nterconnection of CDNs are specified and i nplenmented. The docunent
can be used to notivate the definition of the requirenents (as
docunented in [CDNI-REQ ) to be supported by the set of CDN
Interconnection (CDNI) interfaces defined in [ RFC6707].

[ RFC3570] describes slightly different term nol ogi es and nodels for
"Content Internetworking (CDI)". This docunent obsoletes RFC 3570 to
avoi d conf usi on.

Thi s docunent identifies the main notivations for a CDN Provider to
i nterconnect its CDN

0o CDN Footprint Extension Use Cases (Section 2)
0o CDN Ofload Use Cases (Section 3)
0 CDN Capability Use Cases (Section 4)

Then, the docunent highlights the need for interoperability in order
to exchange and enforce content delivery policies (Section 5).

Ter m nol ogy

In this docunent, the first letter of each CDNl-specific termis
capitalized. W adopt the terni nol ogy described in [ RFC6707].

We extend this terminology with the following term

Access CDN

A CDN that includes Surrogates in the sane adninistrative network as
the End User. Such a CDN can use accurate information on the End
User’s network context to provide additional Content Delivery
Services to Content Service Providers.

Abbr evi ati ons

0 CDN Content Delivery Network, also known as Content Distribution
Net wor k

o CSP: Content Service Provider
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Ber

o dCDN: downstream CDN

0o DNS: Domai n Nane System

o EU End User

o |SP: Internet Service Provider

0 NSP: Network Service Provider

o QE Quality of Experience

0 QS: Qality of Service

0 UuCDN: upstream CDN

0 URL: Uniform Resource Locator

0 WFi: Wreless |Iocal area network (W.AN) based on | EEE 802. 11
Rational e for CDN | nterconnection

Content Delivery Networks (CDNs) are used to deliver content because
t hey can:

o inprove the experience for the End User; for instance delivery has
| ower latency (decreased round-trip-tinme and hi gher throughput
bet ween the user and the delivery server) and better robustness
(ability to use multiple delivery servers),

0 reduce the network operator’s costs; for instance, |ower delivery
cost (reduced bandw dth usage) for cacheabl e content,

0 reduce the Content Service Provider’'s (CSP) interna
infrastructure costs, such as data center capacity, space, and
el ectricity consunption, as popular content is delivered
externally through the CDN rather than through the CSP's own
servers.

I ndeed, many Network Service Providers (NSPs) and Enterprise Service
Provi ders are depl oying or have deployed their owmn CDNs. Despite the
potential benefits of interconnecting CDNs, today each CDNis a
stand-al one network. The objective of CDN Interconnection is to
overcone this restriction; the interconnected CDNs should be able to
collectively behave as a single delivery infrastructure.

An exanple is depicted in Figure 1, where two CDN Providers establish
a CDN I nterconnection. The Content Service Provider CSP-1 reaches an
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agreenent with CDN Provider 'A for the delivery of its content.
| ndependent|y, CDN Provider 'A and CDN Provider 'B agree to
i nterconnect their CDNs.

When a given User Agent requests content from CSP-1, CDN- A may
consider that delivery by CON-B is appropriate, for instance, because
CDN-B is an Access CDN and the user is directly attached to it.
Through the CDN Interconnection arrangenments put in place between
CDN-A and CDN-B (as a result of the CDN I nterconnection agreenent

est abl i shed between CDN Provider 'A and CDN Provider 'B'), CDN A can
redirect the request to CDN-B and the content is actually delivered
to the User Agent by CDN-B

The End User benefits fromthis arrangenent through a better Quality
of Experience (QOE, see [RFC6390]), because the content is delivered
froma nearby Surrogate (e.g., lower |atency, bottl enecks avoided).
CDN Provider A benefits because it does not need to deploy such an
extensive CDN, while CDN Provider 'B nay receive sone conpensation
for the delivery. CSP-1 benefits because it only needs to nake one
busi ness agreenment and one technical arrangenent with CDN Provider
"A', but its End Users get a service quality as though CSP-1 had al so
gone to the trouble of making a business agreenent and technica
arrangenent with CDN Provider 'B

S + oHo-aoo - +
| CSP-1 | | CsP-2 |
S + e oo +
| |
!__!__!__/ y T Ty T T, 7T
(bDN Provi der ’A;)=====(bDN Provi der ’B;)
‘-, (CDN-A) -7 ‘-. (CDN-B) -’
|
Fom e e - +
| End User |
SR +
=== CDN | nt erconnection
Figure 1

To extend the exanpl e, another Content Service Provider, CSP-2, may
al so reach an agreenent with CDN Provider "A'. However, CSP-2 may
not want its content to be distributed by CDN Provider B; for
exanple, CSP-2 may not want to distribute its content in the area
where CDN Provider 'B' operates. This exanple illustrates that
policy considerations are an inportant part of CDNI
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2.

2.

2.

1

2.

Foot pri nt Extension Use Cases

Foot print extension is expected to be a mpjor use case for CDN
I nt er connecti on.

CGeogr aphi ¢ Ext ension

In this use case, the CDN Provider wants to extend the geographic
distribution that it can offer to its CSPs:

0 wthout conpronising the quality of delivery.

0o without incurring additional transit and other network costs that
woul d result from serving content from geographically or
topol ogi call y renote Surrogates.

o wthout incurring the cost of deploying and operating Surrogates
and the associated CDN infrastructure that may not be justified in
the correspondi ng geographic region (e.g., because of relatively
| ow delivery volune, or conversely because of the high investnents
that would be needed to satisfy the high volune).

If there are several CDN Providers that have a geographically limted
footprint (e.g., restricted to one country), or do not serve all End
Users in a geographic area, then interconnecting their CDNs enabl es
these CDN Providers to provide their services beyond their own
footprint.

As an exanpl e, suppose a French CSP wants to distribute its TV
prograns to End Users located in France and various countries in
North Africa. It asks a French CDN Provider to deliver the content.
The French CDN Provider’s network only covers France, so it makes an
agreement with another CDN Provider that covers North Africa.

Overall, fromthe CSP s perspective, the French CDN Provi der provides
a CDN service for both France and North Africa.

In addition to video, this use case applies to other types of content
such as autonatic software updates (browser updates, operating system
pat ches, virus database update, etc.).

Inter-Affiliates I nterconnection

The previous section describes the case of geographi c extension

bet ween CDNs operated by different entities. A large CDN Provider
may have several subsidiaries that each operate their own CDN (which
may rely on different CDN technol ogies, see Section 4.2). |In certain
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2. 3.

2.4,

Ber

circunstances, the CDN Provi der needs to nmake these CDNs interoperate
to provide consistent service to its custoners on the whole
coll ective footprint.

| SP Handl i ng of Third-Party Content

Consider an ISP carrying to its subscribers a |ot of content that
comes froma third-party CSP and that is injected into the ISP's
network by an Authoritative CDN Provider. There are nutual benefits
to the ISP (acting as an Access CDN), the Authoritative CDN, and the
CSP that would make a case for establishing a CONI agreenent. For
exanpl e:

o allowing the CSP to offer inproved QE and QOE services to
subscri bers, for exanple, reduced content startup time or
i ncreased video quality and resolution of adaptive stream ng
content.

o allowing the Authoritative CDN to reduce hardware capacity and
footprint, by using the | SP caching and delivery capacity.

o allowing the ISP to reduce traffic |oad on sone segnents of the
networ k by caching inside of the ISP network.

o allowing the ISP to influence and/or control the traffic ingress
poi nt s.

o allowing the ISP to derive sone increnental revenue for transport
of the traffic and to nonetize QOE services

Nomadi ¢ Users

In this scenario, a CSP wi shes to allow End Users who npve between
access networks to continue to access their content. The notivation
of this case is to allow nonadic End Users to maintain access to
content with a consistent QOE across a range of devices and/or

geogr aphi ¢ regions.

Thi s use case covers situations |ike:

o End Users noving between different access networks, which may be
| ocated within the same geographic region or different geographic
regi ons.

0 End Users switching between different devices or delivery
technol ogi es, as discussed in Section 4.
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3.

3.

Consider the follow ng exanple, illustrated in Figure 2: End User A
has a subscription to a broadband service from ISP A her "hone |SP".
ISP A hosts CDN-A.  Odinarily, when End User A accesses content via
ISP A (her "home ISP"), the content is delivered from CDN-A, which in
this exanple is within I SP A s networKk.

However, while End User A is not connected to | SP A's network, for
exanpl e, because it is connected to a WFi provider or nobile
network, End User A can also access the same content. |In this case,
End User A may benefit from accessing the sane content delivered by
an alternate CDN (CDN-B), in this case, hosted in the network of the
WFi or nobile provider (ISP B), rather than fromCDN-Ain ISP A's
net wor k.

Fom oo e +
| Cont ent |
Fomm - +
|
ISP A -, - ISPB ‘-
( (CONA) )=====(  (CDN-B) )
| |
R + R +
+ EU A (hone) | | EU A (nonadic)|
TR + S +

=== CDN | nt erconnecti on
Figure 2

Though the content of CSP A is not accessible by typical End Users of
CDN-B, End User A is able to gain access to her "home" content (i.e.,
the content of CSP A) through the alternate CDN (CDN B).

Dependi ng on the CSP's content delivery policies (see Appendix A 1),
a user noving to a different geographic region nmay be subject to geo-
bl ocking content delivery restrictions. |In this case, he/she may not
be allowed to access sone pieces of content.

O fl oad Use Cases
1. Overload Handling and Di nensi oni ng
A CDN is likely to be dinensioned to support an expected maxi num
traffic |l oad. However, unexpected spikes in content popularity

(flash crowd) may drive | oad beyond the expected peak. The prinme
recurrent tine peaks of content distribution may differ between two
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CDNs. Taki ng advantage of the different traffic peak tines, a CDN
may interconnect with another CDN to increase its effective capacity
during the peak of traffic. This brings dinensioning savings to the
CDNs, as they can use each other’s resources during their respective
peaks of activity.

O fload al so applies to planned situations in which a CDN Provider
needs CDN capacity in a particular region during a short period of
time. For exanple, a CDN can offload traffic to another CDN for the
duration of a specific maintenance operation or for the distribution
of a special event, as in the scenario depicted in Figure 3. For

i nstance, consider a TV channel that is the distributor for a major
event, such as a celebrity's wedding or a najor sport conpetition
and this TV channel has contracted particular CDNs for the delivery.
The CDNs (CDN-A and CDN-B) that the TV channel uses for delivering
the content related to this event are likely to experience a flash
crowmd during the event and will need to offload traffic, while other
CDNs (CDN-C) will support a nore typical traffic load and be able to
handl e the offl oaded traffic.

In this use case, the Delivering CDN on which requests are of fl oaded
shoul d be able to handl e the of fl oaded requests. Therefore, the uCDN
m ght require information on the dCDNs to be aware of the anount of
traffic it can offload to each dCDN

oo +

| TV Channel

Fomm e e e o - +

| \
y T T Ty T \ y T T Ty T y T T Ty T

o o ,’ c ,” CDN-C *.
( CDN- A ) ( CDN- B ) == of f| oad )
=== CDN | nterconnecti on

Figure 3

3.2. Resiliency
3.2.1. Failure of Content Delivery Resources
It is inmportant for CDNs to be able to guarantee service continuity

during partial failures (e.g., failure of some Surrogates). In
partial failure scenarios, a CDN Provider has at |east three options:
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1. if possible, use internal nmechanisns to redirect traffic onto
survi ving equi pnent,

2. depending on traffic nmanagenent policies, forward sone requests
to the CSP's origin servers, and/or

3. redirect sone requests toward another CDN, which nust be able to
serve the redirected requests.

The | ast option is a use case for CDN .
3.2.2. Content Acquisition Resiliency
Source content acquisition may be handled in one of two ways:

o CSP origin, where a CDN acquires content directly fromthe CSP s
origin server, or

o CDN origin, where a downstream CDN acquires content froma
Surrogate within an upstream CDN

The ability to support content acquisition resiliency is an inportant
use case for interconnected CDNs. When the content acquisition
source fails, the CDN m ght switch to another content acquisition
source. Simlarly, when several content acquisition sources are
avai l abl e, a CDN ni ght bal ance the | oad between these nmultiple

sour ces.

Though ot her server and/ or DNS | oad-bal anci ng t echni ques nmay be

enpl oyed in the network, interconnected CDNs may have a better

under standi ng of origin-server availability, and be better equipped
to both distribute | oad between origin servers and attenpt content
acquisition fromalternate content sources when acquisition failures
occur. Wien normal content acquisition fails, a CON may need to try
ot her content source options, for exanple:

0 an upstream CDN may acquire content froman alternate CSP origin
server,

0 a downstream CDN may acquire content froman alternate Surrogate
wi thin an upstream CDN

0 a downstream CDN nay acquire content froman alternate upstream
CDN, or

0 a downstream CDN may acquire content directly fromthe CSP s
origin server.
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Though content acquisition protocols are beyond the scope of CDNI,
the selection of content acquisition sources should be considered and
facilitated.

4.

4. 1.

Capability Use Cases

Devi ce and Networ k Technol ogy Extension

In this use case, the CDN Provider may have the right geographic
footprint, but may wi sh to extend the supported range of devices and

User Agents or the supported range of delivery technol ogies.
case,

In this
a CDN Provider may interconnect with a CDN that offers services

t hat :

(o]

(0]

the CDN Provider is not willing to provide, or

its own CDN is not able to support.

The following exanples illustrate this use case:

1.

CDN- A cannot support a specific delivery protocol. For instance,
CDN-A may interconnect with CON-B to serve a proportion of its
traffic that requires HITPS [ RFC2818]. CDN-A nmay use CDN-B' s
footprint (which may overlap with its own) to deliver HTTPS

wi t hout needing to deploy its own infrastructure. This case
could also be true of other formats, delivery protocols (e.qg.,
the Real Tine Messaging Protocol (RTMP), the Real Tinme Stream ng
Protocol (RTSP), etc.), and features (specific forns of

aut hori zati on such as tokens, per session encryption, etc.).

CDN- A has a footprint covering traditional fixed-Iine broadband
and wants to extend coverage to nobile devices. 1In this case,
CDN- A may contract and interconnect with CDN-B, who has both:

* a physical footprint inside the nobile network,

* the ability to deliver content over a protocol that is
requi red by specific nobile devices.

CDN- A only supports IPv4 within its infrastructure but wants to
deliver content over |IPv6. CDN B supports both IPv4 and |IPv6
withinits infrastructure. CDN-A interconnects with CON-B to
serve out its content over native |Pv6 connections.

These cases can apply to many CDN features that a given CDN Provider
may not be able to support or not be willing to invest in, and thus,
that the CDN Provider woul d del egate to anot her CDN.
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4.2. Technol ogy and Vendor Interoperability

A CDN Provider nmay deploy a new CDN to run alongside its existing CDN
as a sinple way of migrating its CDN service to a new technology. In
addition, a CDN Provider may have a nulti-vendor strategy for its CDN
deploynent. Finally, a CDN Provider may want to depl oy a separate
CDN for a particular CSP or a specific network. 1In all these
circunmst ances, CDNl benefits the CDN Provider, as it sinplifies or

aut onates sone inter-CDN operations (e.g., mgrating the request
routing function progressively).

4.3. QE and QoS | nprovenent

Some CSPs are willing to pay a premiumfor enhanced delivery of
content to their End Users. |n sone cases, even if the CDN Provider
could deliver the content to the End Users, it would not neet the
CSP' s service-level requirenents. As a result, the CDN Provider may
establish a CDN I nterconnection agreenment with another CDN Provider
that can provide the expected QE to the End User, e.g., via an
Access CDN that is able to deliver content from Surrogates | ocated
closer to the End User and with the required service |evel.

5. Enforcenent of Content Delivery Policy

An i nportant aspect conmon to all the above use cases is that CSPs
typically want to enforce content delivery policies. A CSP may want
to define content delivery policies that specify when, how, and/or to
whom t he CDN delivers content. These policies apply to al

i nterconnected CDNs (uCDNs and dCDNs) in the same or simlar way that
a CSP can define content delivery policies for content delivered by a
single, non-interconnected CDN. Appendi x A provi des exanpl es of CSP-
defined policies.
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7. Security Considerations

Thi s docunent focuses on the notivational use cases for CDN

I nterconnection and does not anal yze the associated threats. Those
threats are discussed in [RFC6707]. Appendix A 2 of this docunent
provi des exanple security policies that CSPs m ght inpose on CDNs to
mtigate the threats.
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Appendi x A,  Content Service Providers’ Delivery Policies

CSPs commonly apply different delivery policies to given sets of
content assets delivered through CDNs. Interconnected CDNs need to
support these policies. This appendix presents exanpl es of CSPs’
delivery policies and their consequences on CDNl operations.

A.1. Content Delivery Policy Enforcenent

The content distribution policies that a CSP attaches to a content
asset may depend on many criteria. For instance, distribution
policies for audiovisual content often conbine constraints of varying
| evel s of conplexity and sophistication, for exanple:

o tenporal constraints (e.g., available for 24 hours, available 28
days after DVD rel ease, etc.),

0 user agent platformconstraints (e.g., nobile device platforns,
desktop conputer platforms, set-top-box platforns, etc.),

0 resolution-based constraints (e.g., high definition vs. standard
definition encodi ngs),

0 user agent identification or authorization
0 access network constraints (e.g., per NSP), and
o | P geo-blocking constraints (e.g., for a given coverage area).

CSPs nmay use sophisticated policies in accordance with their business
nodel . However, the enforcenent of those policies does not
necessarily require that the delivery network understand the policy
rati onal es or how policies apply to specific content assets. Content
delivery policies may be distilled into sinple rules that can be
commonly enforced across all dCDNs. These rules may influence dCDN
del egation and Surrogate sel ection decisions, for instance, to ensure
that the specific rules (e.g., tinme-w ndow, geo-blocking, pre-

aut hori zation validation) can indeed be enforced by the Delivering
CDN. In turn, this can guarantee to the CSP that content delivery
policies are properly applied.
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A 2.

A. 3.

Ber

| CSP | Policies driven by business (e.g., available only

oo - + in the UK and only fromJuly 1st to Septenber 1st)

\ Translate policies into
\sinple rules (e.g., provide an authorization token)

\%
+oeem - +
| CON | Apply sinple rules (e.g., check an
+----- + aut horization token and enforce geo- bl ocki ng)
\
\ Distribute sinple rules
\%
+oeem - +
| CON | Apply sinple rules
L +

Figure 4
Secure Access

Many protocols exist for delivering content to End Users. CSPs may
dictate a specific protocol or set of protocols that are acceptable
for delivery of their content, especially in the case where a secured
content transmission is required (e.g., nust use HITPS). CSPs nay

al so perform a per-request authentication/authorization decision and
then have the CDNs enforce that decision (e.g., nust validate URL
signing, etc.).

Br andi ng

Preserving the branding of the CSP throughout delivery is often
important to the CSP. CSPs nay desire to offer content services
under their own name, even when the associ ated CDN service invol ves
other CDN Providers. For instance, a CSP may desire to ensure that
content is delivered with URIs appearing to the End Users under the
CSP’'s own domai n nane, even when the content delivery involves
separate CDN Providers. The CSP may wi sh to prevent the delivery of
its content by specific dCDNs that |ack support for such brandi ng
preservation features

Anal ogous cases exi st when the uCDN wants to offer CDN services under

its owm branding even if dCDNs are involved, and so it restricts the
delivery delegation to a chain that preserves its brand visibility.
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