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1. Introduction

The notion of enbeddi ng a nunber of neaningful fields in the padding
octets has been established as a viable nethodol ogy for carrying

addi tional information within the TWAMP- Test protocol running between
a Session-Sender and a Session-Refl ector [RFC5357] [RFC6038].

This meno describes an optional extension to the Two-Way Active
Measurement Protocol (TWAMP) [RFC5357]. It is called the Ericsson
TWAMP Val ue- Added Cctets feature. This neno defines version 1

This feature enables the controller host to measure capacity netrics
like the I P-type-P available path capacity (APC) [RFC5136], |P-1ayer
tight section capacity (TSC) [Y1540], and UDP delivery rate on both
forward and reverse paths using a single TWAMP test session. The
actual nmethod to calculate the APC, TSC, or the UDP delivery rate
from packet-1evel perfornmance data is not discussed in this neno

The Val ued- Added Cctets feature consists of new behaviors for the
Sessi on- Sender and Session-Reflector and a set of val ue-added octets
of information that are placed at the begi nning of the Packet Paddi ng
[ RFC5357] or imediately after the Server Cctets in the Packet
Padding (to be reflected) [ RFC6038] by the Session-Sender and are
reflected or returned by the Session-Reflector. The length of the
val ue- added octets in version 1 is 10 octets. The Val ued- Added
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Cctets feature does not change the basic roles and functions of the
TWAMP hosts, which are still responsible to include tinestanmp(s) and
sequence nunber(s) in the test packets.

1.1. Requirements Language

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunment are to be interpreted as described in RFC 2119 [ RFC2119].

2. Purpose and Scope

The purpose of this nmeno is to describe the Eri csson TWAMP Val ued-
Added Cctets feature (version 1) for TWAMP [ RFC5357].

The scope of the menp is linted to specifications of the foll ow ng
enhancenent s:

o0 The definition of a structure for enbeddi ng a sequence of val ue-
added fields at the beginning of the Packet Paddi ng [ RFC5357] or
Packet Padding (to be reflected) [RFC6038] in the TWAMP- Test
packet s

o The definition of new Sessi on-Sender and Sessi on- Refl ect or
behavi or s

The notivation for this feature is to enable the neasurenent of
capacity netrics on both the forward and reverse paths using a single
TWAMP test session. Miltiple TWAMP test sessions between a
controller and a responder with different Diffserv Code Points
(DSCPs) may al so be used to evaluate the QS inpacts on the capacity
netrics.

This meno captures the prototype presented and denonstrated at | ETF
80. It may be used as a reference for future work or may be used
during benchmark analysis to conpare the accuracy or perfornmance of
the avail abl e path capacity estinates under various condition or use
cases.

This meno does not extend the standard nodes of operation through
assignnent of a new value in the Modes field (see Section 3.1 of

[ RFC4656] for the format of the Server Geeting nessage). This neno
does not define a vendor-specific or experinental node since the
Modes field as currently defined does not explicitly reserve a val ue
or range of values for this purpose.
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This meno assunes the TWAMP controller is capable to send test
packets with val ue-added paddi ng octets and the TWAMP responder is
configured to interpret the val ue-added paddi ng octets enbedded in
each TWAMP- Test packet. Bootstrapping such behavior at the TWAMWP
responder is inplenentation specific. By default, the feature MJST
be disabled on the TWAMP host. The Val ue- Added Cctets feature MJST
be depl oyed in an environnent where both controller and responder are
managed by the sane administrative entity and such entity has

est abli shed an agreenent to operate the Val ue- Added COctets feature
between the pair of hosts or between specific UDP endpoi nts between
the pair of hosts. See Sections 4 and 5.3 for additiona

consi derati ons.

The Val ue- Added Cctets Version 1 feature is intended to work in
conjunction with any TWAMP nodes. Wen the Server and Control -dient
are configured or have agreed to use the Val ue- Added Cctets Version 1
feature, then the Control-Cient, the Server, the Session-Sender, and
the Session-Reflector nust all conformto the requirenents of that
feature, as identified bel ow

3. Capacity Measurement Principles

Most capacity estimation nmethods for APC [ RRBNC] [ PDM [ ENHIMVB]
[SBW and for UDP delivery rate need to send and receive packets in
groups, called "packet trains" or sinply "trains". Each trainis
sent at a specific transmission rate in a given direction. These
trains nmust be identified within each bidirectional test session
stream

The first nmeasurenment principle is to send nultiple trains within a
test session streamfromone |P node to another | P node in order to
estinate the APC, TSC, or UDP delivery rate in the forward direction
Each train consists of a group of test packets that are separated
fromeach other by a packet interval, as shown in the figure bel ow
The packet interval is nmeasured using either the first bit or the
last bit of two consecutive packets.

tt tt tt

RREEEEEEE > RREEEEEEE > RREEEEEEE >
I I I I I I
S + S + S +
| Packet 1 | | Packet 2 | | Packet 3
. + . + . +
I I I

I R b R >

packet interval 1 packet interval 2
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The test packet size and interval between consecutive packets for
each train sent by the Session-Sender and reflected by the Session-
Refl ect or MUST be cal cul ated and determnined by the controller or an
application or entity comunicating with the controller. The packet
size and interval MAY vary within a train and/ or between trains.
Determ nation of the packet size and interval is inplenentation
speci fic.

The transnmission tine tt to send one packet (i.e., deternined by the
interface speed and the | P packet size) is also shown in the figure
above. (bserve that the packet interval MJST be | arger than or equa
to tt.

At the Session-Reflector, each received test packet within a forward
train is tine stanped. This provides a second set of packet interva
val ues. Methods for neasuring the APC, TSC, and UDP delivery rate
use the packet intervals obtained fromboth endpoints in the
estinmation process. The nethod of neasuring the UDP delivery rate
may al so require the rate of packet loss. The estinmation process
itself, as well as any requirenments on software or hardware, is

i mpl erent ati on specific.

The second neasurenent principle is referred to as "self-induced

congestion". According to this principle, in order to neasure APC
TSC, and UDP delivery rates, sone trains MJST cause nonentary
congestion on the network path. |In essence, this neans that sone

trains MJST be sent at a higher rate than what is available on the
net wor k pat h.

In order to fulfill the above neasurenent principles and to neasure
the APC, TSC, and UDP delivery rates in the reverse direction, the
test packets at the Session-Reflector MJUST be regrouped into trains
and then transmtted back to the Session-Sender with a provided
packet interval

4.,  TWAMP- Control Extensions

TWAMP connection establishment follows the procedure defined in
Section 3.1 of [RFC4656] and Section 3.1 of [RFC5357]. The TWAMP-
Control protocol [RFC5357] uses the Modes field to identify and

sel ect specific communication capabilities. According to the
standard specifications, the Val ue-Added Cctets feature requires one
new bit position (and value) to identify the ability of the

Server/ Session-Reflector to read and act upon the new fields in the
val ue- added octets. Such bit position (and value) is not defined in
this meno. Bootstrapping the TWAMP Val ue- Added Cctets Version 1
feature is inplenentation specific.
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Both the Reflect COctets nobde and Symmetrical Size node MAY be
selected to ensure the reflection of the val ue-added paddi ng octets
by the Session-Reflector and synmetrical size TWAMP- Test packets in
the forward and reverse directions of transm ssion

4.1. Additional Considerations

In the TWAMP control architecture, the TWAMP refl ector (server)
signals the nodes it wi shes to operate and the TWAMP controller
(control-client) selects the node or nodes supported by the
responder. This feature is designed to retain backward conpatibility
with the original TWAVMP-Control and TWAMP- Test protocols. As an
alternative, the user may opt for TWAMP Light architecture, which
does not require the TWAMP- Control protocol

The methods to deternmine if the Val ue- Added Cctets feature is
supported on a TWAMP reflector is inplementation specific. Wen the
Val ue- Added Cctets feature is not supported on a TWAMP refl ector, the
TWAMP control |l er MIST NOT sel ect the Val ue- Added Cctets feature and
MUST NOT include any val ue-added octets in the test packets. |[If the
TWAMP controller inadvertently sends val ue-added octets in the test
packets to a TWAMP responder that does not support such feature, the
TWAMP responder shall treat the val ue-added octets as regul ar padding
octets and return the test packets as quickly as possible to the
Sessi on- Sender as defined in [ RFC5357].

5. Extended TWAMP- Test

The forward and reverse APC, TSC, and UDP delivery rate neasurenent
characteristics depend on the size and packet intervals of the test
packets. This neno allows variabl e packet sizes and packet intervals
bet ween trains and even between packets in the sane train. The
functionality is described bel ow.

The TWAMP- Test protocol carrying the val ue-added padding octets is
identical to TWAMP [ RFC5357] except for the definition of the first
10 octets in the Packet Padding that the Session-Sender expects to be
reflected. The new octets define fields for Val ue-Added Cctets
Version, Flags, Last Sequence Number in Train, and Desired Reverse
Packet Interval. Each of these fields are described in detail bel ow

The Sessi on-Sender and Sessi on- Refl ector behaviors are al so nodifi ed.
5.1. Sender Behavi or

Thi s section describes the extensions to the behavi or of the TWAMP
Sessi on- Sender .
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5.1.1. Packet Tim ngs

The Send Schedule is not utilized in TWAMP, and this is unchanged in
this meno.

5.1.2. Session-Sender Packet For mat

The Session- Sender packet format follows the same procedure and
gui del i nes as defined in TWAMP [ RFC5357] and TWAMP Refl ect Cctets and
Symretrical Size Features [RFC6038].

This feature allows the Session-Sender to set the first few octets in
t he TWAMP- Test Packet Padding with infornmati on to comruni cate val ue-
added paddi ng versi on nunber, flag bits, sequence nunber of the I|ast
packet in a train, and desired reverse packet interval (or per-packet
waiting tine) for the reverse path direction of transm ssion

The Val ued- Added COctets feature nust be placed inmediately after the
TWAMP header or inmediately after any new field that could be added
to the TWAMP header or added to the beginning of the padding octets
in the future. Therefore, the placenent of the first bit fromthe
val ued- added octets depends on the node(s) being sel ected.

A version nunber and a sequence of flag bits are defined at the very
begi nni ng of the val ue-added paddi ng octets. The version nunber
identifies the version of the val ue-added paddi ng octets and neani ng
of the flag bits and corresponding fields. Each flag bit indicates
if a specific field is used in the val ued-added paddi ng octets. The
versi on nunber and flag bits provide an effective nethod for
extracting informati on at Session-Reflector and Session-Sender. This
docunent defines version 1 with two flag bits: L and |

The format of the test packet depends on the TWAMP nodes. The Val ue-
Added Cctets Version 1 feature is intended to work with any TWAMP
nodes.

The Session-Sender SHALL use the foll owi ng TWAMP- Test packet fornat

when the Val ue- Added Cctets Version 1 feature is selected in
conjunction with the Unauthenticated node:
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0 1 2 3
01234567890123456789012345678901
R T R e s i T e e T i i S e e
| Sequence Number |
B ey St S S s i I I R R S o S S S S S S S S S s S
Ti mest anp |
|

B e S S i i i T e s aiks S S S S S S
Error Estimate | Ver |L|I] Reserved |

B s T T S S S T s sl T ot S o S S S S S e i
Last Seqno In Train |

B e s S S S i S T e T s i S S S S
Desi red Reverse Packet Interval |

B e S S i i i T e s aiks S S S S S S
Addi tional Packet Padding |

T+

i S S S T i i S S i i S S S S R T T
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The Session-Sender SHALL use the foll owi ng TWAMP- Test packet fornat
when the Val ue- Added COctets Version 1 feature is selected in
conjunction with the Unauthenticated node, Symmetrical Size node, and
Refl ect Octets node:

0 1 2 3

01234567890123456789012345678901
B T T 2T e S S S i S S S S S
| Sequence Number |
B T o S e i oL I S e e T s T S it i S

B i S S T iy S S I e i I i stk sl s S S S
Packet Paddi ng |

| Ti mest anp |
| |
B s S S i i i ks a ks st S S S S S S
| Error Estimate | |
B T e e et s i i e |
| |
| |
| MBZ (27 octets) |
| |
| |
| |
| B s s i S S S o il S S S S
| | Ver |L|I] Reserved | Last. .. |
B T S S e s e i s S i S S S S S S T S SR S S S i S S S
| Segno in Train | Desired... |
B Lt r s i i i o o T s ks S R S
| Rever se Packet Interval | Additional... |
+

|

T I T S D i it S S S S S R S o S S A S
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The Session-Sender SHALL use the foll owi ng TWAMP- Test packet fornat
when the Val ue- Added COctets Version 1 feature is selected in
conjunction with the Unauthenticated node, Symmetrical Size node, and
Refl ect Octets node with a non-zero value in the Server Cctets field:

0 1 2 3

01234567890123456789012345678901

B T T 2T e S S S i S S S S S

| Sequence Number

B T o S e i oL I S e e T s T S it i S
Ti mest anp

B S T i i i i i T S o e e i
Error Estimte |
i T S i i SN S

|
|
I
MBZ (27 octets) |
|
|
|

|

L

L

|

|

|

|

|

I B S T s o S S Y Y S S S S S
| | Server Cctets | Ver [L|I]...
B i ok it I I S e S e S ki ol ik i I TR SR i S S e S e e e e i i 5
| Reser ved | Last Seqgno in...

B Lt r s i i i o o T s ks S R S
| Train | Desi red Reverse Packet. ..

B T T T o o S S S e i S S Tk e e Y S
| I nterval | Addi tional Packet Padding

B i ok it I I S e S e S ki ol ik i I TR SR i S S e S e e e e i i 5
|

T S i o S S e i < S S S S S S S S S S

In the node using Reflect Cctets illustrated above, the val ue-added
paddi ng octets are enbedded in the Packet Padding (to be reflected).

The Version (Ver) field MIST be encoded in the first 4 bits. It
identifies the version nunber of the val ue-added paddi ng octets and
meani ng of the flag bits and the corresponding fields. This nmenp
defines version 1 with two flag bits: L and I. Wen the Val ue- Added
Cctets Version 1 feature is selected, the Session-Sender MJUST set the
Ver field to 1.

The 2 bits after the Version field are used for flags: L and I.
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The Last Seqno in Train bit (L) is the first flag. Wen the Val ue-
Added Cctets Version 1 feature is selected, the Session-Sender MAY
set the Last Seqno in Train bit L to 1

The Desired Reverse Packet Interval bit (1) is the second flag. When
t he Val ue- Added Cctets Version 1 feature is selected, the Session-
Sender MAY set the Desired Reverse Packet Interval bit | to 1

The Reserved field is reserved for future use. Al 10 bits of the
Reserved field MIST be transmitted as zero by the Sessi on- Sender.

If the Last Seqno in Train bit is set to 1, then the Last Seqno in
Train field MJUST contain an unsigned 32-bit integer generated by the
Session-Sender. It MJST indicate the expected sequence nunber of the
| ast packet in the train. |t SHOULD be used by the Session-Sender
and Session-Reflector to identify the train to which a test packet

bel ongs. The packets belonging to a train are determ ned by
observing the test packet Sequence Nunber in relation to the Last
Segno in Train. The Last Seqno in Train MJST be higher or equal to
Sequence Nunmber of the packet. It nust also be higher than the Last
Seqno in Train for the previous train. |If the L bit is set to 0, the
Sessi on- Sender shall set all the bits in the Last Segno in Train
field to zero

If the Desired Reverse Packet Interval bit is set to 1, then the
Desired Reverse Packet Interval field MJUST contain an unsigned 32 bit
i nteger generated by the Session-Sender. |t MJST indicate the
desired packet interval (or the waiting tine) that the Session-

Refl ect or SHOULD use when transmitting the reflected test packets
towards the Session-Sender. The value 0 neans the Session-Reflector
SHOULD return the test packet to the Session-Sender as quickly as
possible. The format of this field MUST be a fractional part of a
second as defined in the One-Way Active Measurenment Protocol (OMNM)
[RFC4656]. If the | bit is set to 0, the Session-Sender shall set
all the bits in the Desired Reverse Packet Interval field to zero

The val ues of the above fields are usually provided by a neasurenent

nmet hod, tool, or algorithm This measurement algorithmis outside
the scope of this specification
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5.2. Reflector Behavior

The TWAMP Sessi on-Refl ector follows the procedures and guidelines in
Section 4.2 of [RFC5357], with sonme changes and additional functions.

When t he Val ue- Added Cctets Version 1 feature is selected, the
behavi or of the Session-Refl ector SHALL be as foll ows:

0 The Session-Reflector MUST read the Version field. If Ver =1
the Session-Reflector MIST read the L and | flag bits.

o If L=1 and I=1, the Session-Reflector MJST read and extract the
information fromthe Last Seqno in Train field and the Desired
Reverse Packet Interval field in the val ue-added paddi ng octets.

- The Last Seqno in Train MJST be conpared to Sequence Number in
the sane packet in order to determ ne when a conplete train has
been coll ected. The Session-Reflector SHOULD buffer the
packets belonging to the current train (or store the packet-
| evel performance data). After the last packet of the train
has been received, the Session-Reflector SHOULD transnit the
packets belonging to a reverse train with a waiting tine
(packet interval) for each packet indicated in the Desired
Reverse Packet Interval field. |If the Desired Reverse Packet
Interval field is set to zero, then the Session-Reflector
SHOULD transnit the packet as quickly as possible. The |ast
packet within a train has Sender Sequence Nunmber = Last Seqgno
in Train.

- The Last Seqno in Train of a packet MJST al so be conpared to
the Last Seqno in Train of the previous packet in order to
determine if a newtrain needs to be collected. |In case of
packet |oss, the Session-Reflector MJST transnit the inconplete
train when it receives a packet with a Last Segno in Train
bel onging to another train (e.g., next train) of the test
session or after a timeout. The timeout MAY be the REFWAIT
tinmer specified in section 4.2 of [RFC5357].

- Packets arriving out-of-order within a train MIST be buffered
at the Session-Reflector if the train is not yet transmtted to
the Session-Sender. |If the trainis already transnmtted, the
test packet SHOULD be returned to the Session-Sender as quickly
as possible. The Session-Reflector MJST NOT reorder the test
packets if they happen to arrive out-of-sequence.

- Duplicate packets within a train MJST be buffered at the

Session-Reflector if the train is not yet transmtted to the
Session-Sender. If the train is already transntted, the
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duplicate test packet SHOULD be returned to the Sessi on-Sender
as quickly as possible. The Session-Reflector MJST NOT discard
duplicate test packets.

For any other conbinations of the Version field and the L and
flags, the Session-Reflector SHOULD return the test packet to the
Sessi on- Sender as qui ckly as possi bl e.

The Session-Refl ector MJST inpl enent the changes descri bed above when
the Val ue- Added COctets Version 1 feature is sel ected.

5.2.1 Session-Reflector Packet Format

The Session-Reflector packet format follows the same procedure and
gui del i nes as defined in TWAMP [ RFC5357] and TWAMP Refl ect Cctets and
Symretrical Size Features [RFC6038], with the foll owi ng changes:

0 The Session-Reflector MIUST reuse (reflect) the val ue-added paddi ng
octets (10 octets) provided in the Sender’'s Packet Paddi ng.

0 The Session-Reflector MAY reuse the rest of the padding octets in
the Sender’s Packet Paddi ng.

The truncation process [RFC5357] is recommended when the Symmetrica
node is not used. The Session-Reflector MJST truncate exactly 27
octets of padding in Unauthenticated node and exactly 56 octets in
Aut henti cated and Encrypted nodes.

5.3. Additional Considerations

The Session-Refl ector supporting the Val ue- Added Cctets feature
shoul d revert back to the standard Session-Reflector behavior if it
cannot interpret the val ue-added padding octets in a given test
packet. Section 5.2 also describes such behavior. For instance, the
test packet is returned as quickly as possible to the Session-Sender
when the Last Seqgno in the Train is not what is expected.

Capacity neasurenents introduce an additional consideration when the
test sessions operate in TWAMP Light. \When the Session-Refl ector
does not have know edge of the session state, the measurenment system
may be restricted to estimating or calculating the capacity nmetrics
in the forward path direction of transmi ssion only. Capacity
measurenents in the reverse path direction is best handled with a
Sessi on- Refl ector supporting knowl edge of the session state and being
capabl e of identifying the test packets belonging to a specific test
session. A nethod for creating a session state fromthe initial test
packet may be inplenmented on the TWAMP Li ght Session-Reflector. This
is outside the scope of this specification
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6.

Experi ments

This meno describes the protocol used in the current working
prototype inplenentation of the Val ue-Added Cctets feature in the
Ericsson lab. The prototype has been tested in real network
environnments. The conclusion fromthese tests is that the Val ue-
Added Cctets feature is able to enable estimati on of capacity netrics
such as available path capacity in both the forward and reverse
directions of the network path.

During the experinments with the protocol described in this nmeno, we
have identified a need for the controller and responder to use the
same maximumtrain length. The reflector nust be able to buffer the
whol e train received fromthe controller. 1In order to reduce the
risk for buffer overrun, the maximumtrain length should be

negoti ated. This can be resolved through configuration, introduction
of a newfield in the value-added octets, or a new nmaxi rumtrain
length field in the Request-TW Sessi on nessage

The Sender Discrimnator (SD) field, which was proposed in an early
draft of this docunent, was renoved because of conplications with

di fferent Session-Reflector inplenentations. A Session-Reflector may
not be able to easily identify the SD field or associate it with a
speci fic Session-Sender, which may skew the test results.

The flags defined in the val ue-added octets now i ndi cate the usage of
fields and not the presence of fields. This nodification was needed
to sinplify the responder inplenentation in the working prototype.

Security Considerations

The val ue-added paddi ng octets pernmt DoS attacks on the responder
host communi cating with core TWAMP [ RFC5357]. For instance, a DoS
condition could arise when the Last Seqno in Train is too large to
handl e, potentially causing undesirable processing delay or discard
of the TWAMP-Test packets. The responder host MJST provide a
mechanismto protect or limt the use of its local nenory, buffer
space, or maxi mumtransmission time for a train.

The security considerations that apply to any active neasurenent of
live networks are relevant here as well. See [RFC4656] and

[ RFC5357] .
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