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Abstr act

Thi s docunent describes the Mapping Service for the Locator/ID
Separation Protocol (LISP), inplenented by two new types of LI SP-
speaki ng devices -- the LISP Map-Resol ver and LI SP Map- Server -- that
provides a sinplified "front end" for one or nore Endpoint IDto
Routi ng Locator nappi ng dat abases.

By using this service interface and communi cati ng wi th Map- Resol vers
and Map-Servers, LISP Ingress Tunnel Routers and Egress Tunne

Rout ers are not dependent on the details of mappi ng database systens,
which facilitates experinmentation with different database designs.
Since these devices inplenent the "edge" of the LISP infrastructure,
connect directly to LISP-capable Internet end sites, and conprise the
bul k of LI SP-speaki ng devices, reducing their inplenentation and
operational conplexity should al so reduce the overall cost and effort
of depl oyi ng LI SP.

Status of This Meno

This docunent is not an Internet Standards Track specification; it is
publ i shed for exam nation, experinental inplenentation, and
eval uati on.

Thi s docunent defines an Experinmental Protocol for the Internet
community. This docunent is a product of the Internet Engineering
Task Force (IETF). It represents the consensus of the | ETF
comunity. |t has received public review and has been approved for
publication by the Internet Engineering Steering Goup (IESG. Not
al |l docunents approved by the | ESG are a candi date for any |evel of
Internet Standard; see Section 2 of RFC 5741.

I nformation about the current status of this docunent, any errata,

and how to provide feedback on it nay be obtained at
http://ww. rfc-editor.org/info/rfc6833
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1. Introduction

The Locator/ 1D Separation Protocol [RFC6830] specifies an
architecture and nechani smfor replacing the addresses currently used
by IP with two separate nane spaces: Endpoint IDs (EIDs), used within
sites; and Routing Locators (RLOCs), used on the transit networks
that make up the Internet infrastructure. To achieve this
separation, LISP defines protocol nechanisnms for mapping fromEIDs to
RLOCs. In addition, LISP assunes the existence of a database to
store and propagate those nmappings globally. Several such databases
have been proposed; anmong them are the Content distribution Overlay
Net work Service for LISP (LISP-CONS) [LISP-CONS], LI SP-NERD

(a Not-so-novel EIDto-RLOC Database) [ RFC6837], and LISP Alternative
Logi cal Topol ogy (LI SP+ALT) [ RFC6836].
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The LI SP Mappi ng Service defines two new types of LI SP-speaking

devi ces: the Map-Resol ver, which accepts Map-Requests from an I ngress
Tunnel Router (ITR) and "resol ves" the ElIDto-R.LOC nmappi ng using a
mappi ng dat abase; and the Map-Server, which learns authoritative

El D-t 0- RLOC mappi ngs from an Egress Tunnel Router (ETR) and publishes
themin a database.

Conceptual ly, LISP Map-Servers share sone of the sane basic
configurati on and mai nt enance properties as Donmain Nane System ( DNS)
[ RFC1035] servers; |likew se, Map-Resolvers are conceptually simlar
to DNS caching resolvers. Wth this in mnd, this specification
borrows faniliar term nology (resolver and server) fromthe DNS
speci fications.

Note that while this docunent assunmes a LI SP+ALT dat abase mappi ng
infrastructure to illustrate certain aspects of Map-Server and

Map- Resol ver operation, the Mapping Service interface can (and |ikely
will) be used by I TRs and ETRs to access ot her nmappi ng dat abase
systens as the LISP infrastructure evol ves.

Section 5 of this docunent notes a nunber of issues with the
Map- Server and Map- Resol ver design that are not yet conpletely
under stood and are subjects of further experinentation.

The LI SP Mapping Service is an inportant conponent of the LISP
tool set. |Issues and concerns about the depl oyment of LISP for
Internet traffic are discussed in [ RFC6830].

2. Definition of Terns

Map- Server A network infrastructure conponent that |earns of
EID-Prefix mapping entries froman ETR via the registration
nmechani sm descri bed bel ow, or sone other authoritative source if
one exists. A Map-Server publishes these EID-Prefixes in a
mappi ng dat abase.

Map- Resol ver: A network infrastructure conponent that accepts LISP
Encapsul at ed Map- Requests, typically froman |ITR, and deternmni nes
whet her or not the destination |P address is part of the EID
nanespace; if it is not, a Negative Map-Reply is returned.

O herwi se, the Map-Resolver finds the appropriate EID-to-RLOC
mappi ng by consulting a nappi ng dat abase system
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Encapsul at ed Map- Request: A LI SP Map- Request carried within an
Encapsul ated Control Message, which has an additional LISP header
prepended. Sent to UDP destination port 4342. The "outer"
addresses are globally routable | P addresses, also known as RLCCs.
Used by an I TR when sending to a Map- Resol ver and by a Map- Server
when forwardi ng a Map- Request to an ETR

Negati ve Map- Reply: A LI SP Map-Reply that contains an enpty
Locator-Set. Returned in response to a Map-Request if the
destination EID does not exist in the mappi ng database.
Typically, this neans that the "EID' being requested is an IP
address connected to a non-LISP site.

Map- Regi st er nessage: A LI SP nessage sent by an ETR to a Map- Server
to register its associated EID-Prefixes. 1In addition to the set
of EID-Prefixes to register, the nessage includes one or nore
RLOCs to be used by the Map-Server when forwardi ng Map- Requests
(re-formatted as Encapsul at ed Map- Requests) received through the
dat abase napping system An ETR nmay request that the Map-Server
answer Map- Requests on its behalf by setting the "proxy Map-Reply"
flag (P-bit) in the nmessage.

Map- Noti fy message: A LI SP nmessage sent by a Map-Server to an ETR
to confirmthat a Map-Regi ster has been received and processed.
An ETR requests that a Map-Notify be returned by setting the
"want - map-notify" flag (Mbit) in the Map- Regi ster nessage.

Unli ke a Map-Reply, a Map-Notify uses UDP port 4342 for both
source and destination.

For definitions of other terns -- notably Map-Request, Map-Reply,
I ngress Tunnel Router (ITR), and Egress Tunnel Router (ETR) -- please
consult the LISP specification [ RFC6830].

3. Basi ¢ Overvi ew

A Map-Server is a device that publishes EID-Prefixes in a LISP

mappi ng dat abase on behal f of a set of ETRs. Wen it receives a Map
Request (typically froman ITR), it consults the mappi ng database to
find an ETR that can answer with the set of RLOCs for an EID Prefix.
To publish its EID Prefixes, an ETR periodically sends Mp-Regi ster
messages to the Map-Server. A Map-Regi ster nessage contains a |ist
of EID-Prefixes plus a set of RLOCs that can be used to reach the ETR
when a Map- Server needs to forward a Map- Request to it.
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4.

4.

When LI SP+ALT is used as the nappi ng database, a Map- Server connects

to the ALT network and acts as a "last-hop" ALT-Router. Internediate
ALT-Routers forward Map- Requests to the Map-Server that advertises a

particul ar EID Prefix, and the Map-Server forwards themto the owning
ETR, which responds with Map-Reply nessages.

A Map- Resol ver receives Encapsul ated Map- Requests fromits client

| TRs and uses a nappi ng database systemto find the appropriate ETR
to answer those requests. On a LISP+ALT network, a Map- Resol ver acts
as a "first-hop" ALT-Router. It has Ceneric Routing Encapsul ation
(GRE) tunnels configured to other ALT-Routers and uses BGP to learn
paths to ETRs for different prefixes in the LI SP+ALT dat abase. The
Map- Resol ver uses this path information to forward Map- Requests over
the ALT to the correct ETRs.

Note that while it is conceivable that a Map-Resol ver coul d cache
responses to inprove performance, issues surroundi ng cache managenent
will need to be resolved so that doing so will be reliable and
practical. As initially deployed, Map-Resolvers will operate only in
a non-cachi ng node, decapsul ating and forwardi ng Encapsul ated Map
Requests received fromITRs. Any specification of caching
functionality is left for future work

Note that a single device can inplenent the functions of both a
Map- Server and a Map-Resolver, and in nmany cases the functions wll
be co-located in that way.

Det ai |l ed descriptions of the LISP packet types referenced by this
docunent may be found in [ RFC6830].

Interactions with Gher LISP Conponents
1. |ITR EIDto-RLOC Mappi ng Resol ution

An ITRis configured with one or nore Map-Resol ver addresses. These
addresses are "Locators" (or RLOCs) and nust be routable on the
underlying core network; they nust not need to be resolved through

LI SP ElI D-t o- RLOC mappi ng, as that would introduce a circul ar
dependency. Wen using a Map-Resolver, an | TR does not need to
connect to any other database mapping system |In particular, the ITR
need not connect to the LISP+ALT infrastructure or inplenent the BGP
and GRE protocols that it uses.

An | TR sends an Encapsul ated Map- Request to a configured Map- Resol ver
when it needs an EID-to-RLOC napping that is not found in its |loca
map- cache. Using the Map-Resol ver greatly reduces both the
complexity of the ITR i npl enentation and the costs associated wth
its operation.
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In response to an Encapsul at ed Map- Request, the I TR can expect one of
the follow ng:

0 An immedi ate Negative Map-Reply (with action code of
"Natively-Forward", 15-mnute Tine to Live (TTL)) fromthe
Map- Resol ver if the Map-Resol ver can deternine that the requested
El D does not exist. The |ITR saves the EID-Prefix returned in the
Map-Reply in its cache, marks it as non-LI SP-capabl e, and knows
not to attenpt LISP encapsul ation for destinations matching it.

0 A Negative Map-Reply, with action code of "Natively-Forward", from
a Map-Server that is authoritative for an EID-Prefix that matches
the requested EID but that does not have an actively registered,
nore-specific ID-prefix. 1In this case, the requested EID is said
to match a "hole" in the authoritative EID-Prefix. |If the
requested EI D matches a nore-specific EID-Prefix that has been
del egated by the Map-Server but for which no ETRs are currently
registered, a 1-mnute TTL is returned. |If the requested EID
mat ches a non-del egated part of the authoritative EID Prefix, then
it is not a LISP EID and a 15-minute TTL is returned. See
Section 4.2 for discussion of aggregate EID Prefixes and details
of Map-Server EID- Prefix matching.

0 A LISP Map-Reply fromthe ETR that owns the ElIDto-RLOC nappi ng or
possi bly froma Map-Server answering on behalf of the ETR  See
Section 4.4 for nore details on Map-Resol ver nmessage processing.

Note that an I TR nmay be configured to both use a Map- Resol ver and to
participate in a LI SP+ALT | ogical network. 1In such a situation, the
| TR shoul d send Map- Requests through the ALT network for any
EID-Prefix learned via ALT BGP. Such a configuration is expected to
be very rare, since there is little benefit to using a Map-Resol ver
if an ITRis already using LISP+ALT. There would be, for exanple, no
need for such an ITR to send a Map- Request to a possibly non-exi stent
EID (and rely on Negative Map-Replies) if it can consult the ALT

dat abase to verify that an EID-Prefix is present before sending that
Map- Request .

4.2. EID-Prefix Configuration and ETR Regi stration

An ETR publishes its EID Prefixes on a Map-Server by sending LISP
Map- Regi ster nessages. A Map- Regi ster nessage incl udes

aut hentication data, so prior to sending a Map- Regi ster nessage, the
ETR and Map- Server nmust be configured with a shared secret or other
rel evant authentication information. A Map-Server’s configuration
must al so include a list of the EID Prefixes for which each ETR i s
aut horitative. Upon receipt of a Map-Register froman ETR a

Map- Server accepts only EID Prefixes that are configured for that
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ETR. Failure to inplenment such a check woul d | eave the mappi ng
system vul nerable to trivial EID Prefix hijacking attacks. As
devel opers and operators gain experience with the mapping system
additional, stronger security neasures nmay be added to the

regi stration process.

In addition to the set of EID Prefixes defined for each ETR that nmay
register, a Map-Server is typically also configured with one or nore
aggregate prefixes that define the part of the EID nunbering space
assigned to it. \Wen LISP+ALT is the database in use, aggregate
ElID-Prefixes are inplenmented as discard routes and advertised into
ALT BGP. The existence of aggregate EID-Prefixes in a Map-Server’'s
dat abase neans that it may receive Map Requests for EID Prefixes that
mat ch an aggregate but do not match a registered prefix; Section 4.3
descri bes how this is handl ed.

Map- Regi st er nessages are sent periodically froman ETRto a

Map- Server with a suggested interval between nessages of one m nute.
A Map- Server should tinme out and renobve an ETR s registration if it
has not received a valid Map-Regi ster nessage within the past

three minutes. Wien first contacting a Map-Server after restart or
changes to its ElD-to-RLOC dat abase mappi ngs, an ETR may initially
send Map- Regi ster nmessages at an increased frequency, up to one every
20 seconds. This "quick registration" period is linmted to

five minutes in duration.

An ETR may request that a Map-Server explicitly acknow edge receipt
and processing of a Map-Regi ster nessage by setting the
"want - map-notify" (Mbit) flag. A Map-Server that receives a

Map- Regi ster with this flag set will respond with a Map-Notify
message. Typical use of this flag by an ETR would be to set it for
Map- Regi ster nessages sent during the initial "quick registration"
with a Map-Server but then set it only occasionally during

st eady-state mai ntenance of its association with that Map-Server.
Note that the Map-Notify nessage is sent to UDP destination port
4342, not to the source port specified in the original Mp-Register
nessage.

Note that a one-minute mininmumregistration interval during

mai nt enance of an ETR- Map- Server associ ation places a | ower bound on
how qui ckly and how frequently a nmappi ng database entry can be
updated. This nay have inplications for what sorts of nobility can
be supported directly by the mapping system shorter registration
intervals or other nechani sms m ght be needed to support faster
mobility in some cases. For a discussion on one way that faster
mobility may be inplemented for individual devices, please see

[ LI SP-M\] .
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An ETR nmay al so request, by setting the "proxy Map-Reply" flag
(P-bit) in the Map-Regi ster nessage, that a Map- Server answer

Map- Requests instead of forwarding themto the ETR  See [ RFC6830]
for details on how the Map-Server sets certain flags (such as those
i ndi cati ng whet her the nessage is authoritative and how returned
Locators should be treated) when sending a Map-Reply on behal f of an
ETR.  Wen an ETR requests proxy reply service, it should include all
RLOCs for all ETRs for the EID Prefix being registered, along with
the routable flag ("R-bit") setting for each RLOC. The Map- Server
includes all of this information in Map-Reply nessages that it sends
on behalf of the ETR This differs froma non-proxy registration,
since the latter need only provide one or nore RLOCs for a Map- Server
to use for forwardi ng Map- Requests; the registration infornmation is
not used in Map-Replies, so it being inconplete is not incorrect.

An ETR that uses a Map-Server to publish its El D-to-RLOC mappi ngs
does not need to participate further in the mappi ng dat abase
protocol (s). Wien using a LISP+ALT nappi ng dat abase, for exanple,
this means that the ETR does not need to inplement GRE or BGP, which
greatly sinplifies its configuration and reduces its cost of

operati on.

Note that use of a Map-Server does not preclude an ETR from al so
connecting to the nmappi ng database (i.e., it could also connect to
the LI SP+ALT network), but doing so doesn’'t seem particularly useful,
as the whol e purpose of using a Map-Server is to avoid the conplexity
of the mappi ng dat abase protocols.

4.3. Map-Server Processing

Once a Map-Server has EID-Prefixes registered by its client ETRs, it
can accept and process Map-Requests for them

In response to a Map- Request (received over the ALT if LISP+ALT is in
use), the Map-Server first checks to see if the destination EID

mat ches a configured EID-Prefix. |If there is no match, the

Map- Server returns a Negative Map-Reply with action code
"Natively-Forward" and a 15-minute TTL. This may occur if a Map
Request is received for a configured aggregate EI D Prefix for which
no nore-specific EID-Prefix exists; it indicates the presence of a
non-LI SP "hol e" in the aggregate ElID- Prefix.

Next, the Map-Server checks to see if any ETRs have registered the
matching EID-Prefix. |f none are found, then the Map-Server returns
a Negative Map-Reply with action code "Nativel y-Forward" and a

1-m nute TTL.
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If any of the registered ETRs for the EID Prefix have requested proxy
reply service, then the Map-Server answers the request instead of
forwarding it. It returns a Map-Reply with the EI D Prefix, RLCCs,
and other information | earned through the registration process.

If none of the ETRs have requested proxy reply service, then the
Map- Server re-encapsul ates and forwards the resulting Encapsul at ed
Map- Request to one of the registered ETRs. It does not otherw se
alter the Map- Request, so any Map-Reply sent by the ETR is returned
to the RLOC in the Map-Request, not to the Map-Server. Unless also
acting as a Map-Resolver, a Map-Server should never receive

Map- Repl i es; any such nessages shoul d be discarded w thout response,
per haps acconpani ed by the | ogging of a diagnostic nessage if the
rate of Map-Replies is suggestive of malicious traffic.

4.4. NMap-Resol ver Processing

Upon recei pt of an Encapsul ated Map- Request, a Map- Resol ver

decapsul ates the encl osed nessage and t hen searches for the requested
EIDin its | ocal database of napping entries (statically configured
or learned fromassociated ETRs if the Map-Resolver is also a

Map- Server offering proxy reply service). |If it finds a matching
entry, it returns a LISP Map-Reply with the known mappi ng.

I f the Map- Resol ver does not have the mapping entry and if it can
determine that the EID is not in the mappi ng dat abase (for exanple,
if LISP+ALT is used, the Map-Resolver will have an ALT forwarding
table that covers the full EID space), it imediately returns a
negative LI SP Map-Reply, with action code "Nativel y-Forward" and a
15-minute TTL. To mininize the nunber of negative cache entries
needed by an I TR, the Map-Resol ver should return the | east-specific
prefix that both matches the original query and does not match any
ElID-Prefix known to exist in the LISP-capable infrastructure.

If the Map-Resol ver does not have sufficient information to know
whet her the EID exists, it needs to forward the Map- Request to
anot her device that has nore infornmation about the EID being
requested. To do this, it forwards the unencapsul ated Map- Request,
with the original I TR RLOC as the source, to the nmappi ng database
system Using LISP+ALT, the Map-Resolver is connected to the ALT
networ k and sends the Map-Request to the next ALT hop |earned from
its ALT BGP nei ghbors. The Map-Resol ver does not send any response
to the I TR, since the source RLOC is that of the ITR the ETR or
Map- Server that receives the Map- Request over the ALT and responds
will do so directly to the ITR
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4.4.1. Anycast Mp-Resol ver Operation

A Map- Resol ver can be set up to use "anycast", where the sanme address
is assigned to nultiple Map-Resolvers and is propagated through I GP
routing, to facilitate the use of a topologically close Map-Resol ver
by each I TR

Not e that Map-Server associations with ETRs shoul d not use anycast
addresses, as registrations need to be established between an ETR and
a specific set of Map-Servers, each identified by a specific

regi stration association

5. Open Issues and Consi derations

There are a nunber of issues with the Map-Server and Mp- Resol ver
design that are not yet conpletely understood. Anmpbng these are:

0 Constants, such as those used for Map-Register frequency,
retransm ssion tineouts, retransmission linits, Negative Mp-Reply
TTLs, et al. are subject to further refinement as nore experience
with prototype deploynent is gained.

o Convergence tine when an El D-to- RLOC mappi ng changes, and
mechani sns for detecting and refreshing or renoving stale, cached
i nformation.

0 Deployability and conmplexity tradeoffs of inplenmenting stronger
security neasures in both EID-Prefix registration and Map- Request/
Map- Repl y processi ng.

0 Requirements for additional state in the registration process
bet ween Map- Servers and ETRs.

A di scussion of other issues surrounding LISP depl oynment nmay al so be
found in Section 15 of [RFC6830].

The aut hors expect that experinmentation on the LISP pilot network
wi Il help answer open questions surrounding these and other issues.
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6.

Security Considerations

The 2-way LI SP header nonce exchange docunented in [ RFC6830] can be
used to avoid | TR spoofing attacks.

To publish an authoritative EID-to-RLOC nmapping with a Map-Server, an
ETR i ncl udes authentication data that is a hash of the nessage using
a pair-w se shared key. An inplenentation nust support use of
HVAC- SHA- 1- 96 [ RFC2104] and shoul d support use of HVAC- SHA- 256- 128

[ RFC6234] (SHA-256 truncated to 128 bits).

During experinental and prototype deploynment, all authentication key
configuration will be nmanual. Should LISP and its conponents be
consi dered for | ETF standardi zation, further work will be required to
follow the BCP 107 [ RFC4107] recommendati ons on automrated key
nmanagenent .

As noted in Section 4.2, a Map-Server should verify that all
ElI D-Prefixes registered by an ETR natch the configuration stored on
t he Map- Server.

The currently defined authenticati on nechani smfor Map-Regi ster
messages does not provide protection against "replay" attacks by a
"man-in-the-mddle". Additional work is needed in this area.

[LI SP- SEC] defines a proposed mechani smfor providing origin

aut hentication, integrity, anti-replay protection, and prevention of
man-in-the-mni ddl e and "overcl ai ni ng" attacks on the Map- Request/
Map- Repl y exchange. Wbrk is ongoing on this and ot her proposals for
resol ving these open security issues.

Whi | e beyond the scope of securing an individual Map-Server or
Map- Resol ver, it should be noted that a BGP-based LI SP+ALT network
(if ALT is used as the nmappi ng database infrastructure) can take
advant age of standards work on adding security to BGP
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