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repl aces RFC 5738.
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1. Introduction

This specification fornms part of the Emmil Address
Internationalization protocols described in the Email Address

Internationalization Framework docunent [RFC6530]. It extends | MAP
[ RFC3501] to permit UTF-8 [RFC3629] in headers, as described in
"Internationalized Enmail Headers" [RFC6532]. It also adds a

mechani smto support mail box nanmes using the UTF-8 charset. This
specification creates two new | MAP capabilities to allow servers to
adverti se these new extensions.

This specification assunes that the | MAP server will be operating in
a fully internationalized environment, i.e., one in which all clients
accessing the server will be able to accept non-ASCI | nessage header
fields and other information, as specified in Section 3. At |east
during a transition period, that assunption will not be realistic for
many environnents; the issues involved are discussed in Section 7

bel ow

This specification replaces an earlier, experinmental approach to the
same probl em [ RFC5738] .

2. Conventions Used in This Docunent
The key words "MJST", "MJST NOT", "SHOULD', "SHOULD NOT", and " MAY'

in this docunent are to be interpreted as defined in "Key words for
use in RFCs to Indicate Requirenent Levels" [RFC2119].
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The formal syntax uses the Augnented Backus-Naur Form ( ABNF)

[ RFC5234] notation. |In addition, rules fromI| MAP [ RFC3501], UTF-8

[ RFC3629], Extensions to | MAP ABNF [ RFC4466], and | MAP "LI ST* comrand
ext ensi ons [ RFC5258] are also referenced. This docunment assunes that
the reader will have a reasonably good understandi ng of these RFCs.

3.  "UTF8=ACCEPT" | MAP Capability and UTF-8 in | MAP Quot ed-Stri ngs

The "UTF8=ACCEPT" capability indicates that the server supports the
ability to open mail boxes containing internationalized messages with
the "SELECT" and "EXAM NE" conmmands, and the server can provide UTF-8
responses to the "LIST" and "LSUB" conmands. This capability also

af fects other | MAP extensions that can return nail box names or their
prefixes, such as NAMESPACE [ RFC2342] and ACL [ RFC4314].

The "UTF8=ONLY" capability, described in Section 6, inplies the
" UTF8=ACCEPT" capability. A server is said to support "UTF8=ACCEPT"
if it advertises either "UTF8=ACCEPT" or "UTF8=ONLY".

A client MJIST use the "ENABLE" command [ RFC5161] with the

" UTF8=ACCEPT" option (defined in Section 4 below) to indicate to the
server that the client accepts UTF-8 in quoted-strings and supports
t he "UTF8=ACCEPT" extension. The "ENABLE UTF8=ACCEPT" command is
only valid in the authenticated state.

The | MAP base specification [ RFC3501] forbids the use of 8-bit
characters in atonms or quoted-strings. Thus, a UTF-8 string can only
be sent as a literal. This can be inconvenient froma coding
standpoi nt, and unless the server offers | MAP non-synchroni zi ng
literals [RFC2088], this requires an extra round trip for each UTF-8
string sent by the client. Wen the | MAP server supports

" UTF8=ACCEPT", it supports UTF-8 in quoted-strings with the follow ng
synt ax:

quot ed =/ DQUOTE *uQUOTED- CHAR DQUOTE
; QUOTED-CHAR is not nodified, as it will affect
; other RFC 3501 ABNF non-term nals.

UQUOTED- CHAR = QUOTED- CHAR / UTF8-2 / UTF8-3 / UTF8-4
UTF8- 2 = <Defined in Section 4 of RFC 3629>
UTF8- 3 = <Defined in Section 4 of RFC 3629>
UTF8- 4 = <Defined in Section 4 of RFC 3629>

When this extended quoting nechanismis used by the client, the
server MJIST reject, with a "BAD' response, any octet sequences with
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the high bit set that fail to conply with the formal syntax

requi renents of UTF-8 [RFC3629]. The | MAP server MJST NOT send UTF-8
in quoted-strings to the client unless the client has indicated
support for that syntax by using the "ENABLE UTF8=ACCEPT" command.

If the server supports "UTF8=ACCEPT", the client MAY use extended
quoted syntax with any | MAP argunent that permits a string (including
astring and nstring). However, if characters outside the US-ASCI
repertoire are used in an inappropriate place, the results would be
the sane as if other syntactically valid but semantically invalid
characters were used. Specific cases where UTF-8 characters are
pernmtted or not permtted are described in the follow ng paragraphs.

Al'l I MAP servers that support "UTF8=ACCEPT" SHOULD accept UTF-8 in
mai | box nanes, and those that also support the Miilbox |nternationa
Nam ng Convention described in RFC 3501, Section 5.1.3, MJST accept
UTF8- quot ed nmi | box names and convert themto the appropriate
internal format. Muail box nanes MJUST conply with the Net-Uni code
Definition ([RFC5198], Section 2) with the specific exception that

t hey MJUST NOT contain control characters (U+0000- W+001F and U+0080- U+
009F), a delete character (W007F), a line separator (U+2028), or a
par agr aph separator (U+2029).

Once an | MAP client has enabl ed UTF-8 support with the "ENABLE
UTF8=ACCEPT" command, it MJST NOT issue a "SEARCH' command t hat
contains a charset specification. |If an | MAP server receives such a
"SEARCH' command in that situation, it SHOULD reject the conmand with
a "BAD' response (due to the conflicting charset |abels).

4. | MAP UTF8 "APPEND' Data Extension

If the server supports "UTF8=ACCEPT", then the server accepts UTF-8
headers in the "APPEND' conmand nessage argunent. A client that
sends a nessage with UTF-8 headers to the server MJST send t hem using
the "UTF8" data extension to the "APPEND' command. |If the server

al so advertises the "CATENATE" capability [RFC4469], the client can
use the sane data extension to include such a nessage in a catenated
message part. The ABNF for the "APPEND' data extension and

" CATENATE" extension foll ows:

utf8-literal = "UTF8" SP "(" literal8 ")"
literal 8 = <Defined in RFC 4466>
append- dat a =/ utf8-litera

cat - part =/ utf8-litera

Resni ck, et al. St andards Track [ Page 4]



RFC 6855 | MAP Support for UTF-8 March 2013

If an | MAP server supports "UTF8=ACCEPT" and the | MAP client has not

i ssued the "ENABLE UTF8=ACCEPT" command, the server MJST reject, with
a "NO' response, an "APPEND' command that includes any 8-bit
character in nmessage header fields.

5. "LOE N' Conmand and UTF-8

This specification does not extend the | MAP "LOd N' command [ RFC3501]
to support UTF-8 usernanes and passwords. Whenever a client needs to
use UTF-8 usernames or passwords, it MJST use the | MAP " AUTHENTI CATE"
command, which is already capabl e of passing UTF-8 usernames and
credenti al s.

Al t hough using the | MAP "AUTHENTI CATE" conmand in this way nakes it
syntactically legal to have a UTF-8 username or password, there is no
guarantee that the user provisioning systemutilized by the | MAP
server will allow such identities. This is an inplenentation
deci si on and nay depend on what identity systemthe | MAP server is
configured to use

6. "UTF8=ONLY" Capability

The "UTF8=ONLY" capability indicates that the server supports

" UTF8=ACCEPT" (see Section 4) and that it requires support for UTF-8
fromclients. |In particular, this neans that the server will send
UTF-8 in quoted-strings, and it will not accept the ol der

i nternational rmail box name convention (nodified UTF-7 [ RFC3501]).
Because these are inconpatible changes to | MAP, explicit server
announcenent and client confirmation is necessary: clients MJST use
t he "ENABLE UTF8=ACCEPT" conmand before using this server. A server
that advertises "UTF8=ONLY" will reject, with a "NO [ CANNOT]"'
response [ RFC5530], any conmmand that mnight require UTF-8 support and
is not preceded by an "ENABLE UTF8=ACCEPT" command.

I MAP clients that find support for a server that announces
"UTF8=ONLY" problematic are encouraged to at |east detect the
announcenent and provide an infornmative error nessage to the
end- user.

Because the "UTF8=ONLY" server capability includes support for

" UTF8=ACCEPT", the capability string will include, at nobst, one of
those and never both. For the client, "ENABLE UTF8=ACCEPT" is al ways
used -- never "ENABLE UTF8=ONLY"
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7.

Dealing with Legacy dients

In nost situations, it will be difficult or inpossible for the

i npl ementer or operator of an | MAP (or POP) server to know whet her

all of the clients that m ght access it, or the associated mail store
nore generally, will be able to support the facilities defined in
this docunent. |In alnost all cases, servers that conformto this
specification will have to be prepared to deal with clients that do
not enable the relevant capabilities. Unfortunately, there is no
completely satisfactory way to do so other than for systems that w sh
to receive email that requires SMIPUTF8 capabilities to be sure that
al |l conponents of those systems -- including | MAP and other clients
sel ected by users -- are upgraded appropriately.

When a nessage that requires SMIPUTF8 is encountered and the client
does not enable UTF-8 capability, choices available to the server

i nclude hiding the problematic nessage(s), creating in-band or

out -of -band notifications or error nessages, or sonmehow trying to
create a surrogate of the nessage with the intention of providing
useful information to that client about what has occurred. Such
surrogat e messages cannot be actual substitutes for the origina
message: they will al nost always be inpossible to reply to (either at
all or without | oss of information) and the new header fields or
speci al i zed constructs for server-client conmunications nay go beyond
the requirenents of current email specifications (e.g., [RFC5322]).
Consequently, such nessages may confuse sonme | egacy nail user agents
(including | MAP clients) or not provide expected information to
users. There are also trade-offs in constructing surrogates of the
ori gi nal nessage between accepting conplexity and additiona
conputation costs in order to try to preserve as nuch infornmation as
possi ble (for exanple, in "Post-Delivery Message Downgradi ng for
Internationalized Email Messages" [RFC6857]) and trying to mninze

t hose costs while still providing useful information (for exanple, in
"Sinmplified POP and | MAP Downgradi ng for Internationalized Email"

[ RFC6858]) .

| mpl enent ati ons that choose to perform downgradi ng SHOULD use one of
t he standardi zed al gorithnms provided in RFC 6857 or RFC 6858.
CGetting downgrade algorithnms right, and mininizing the risk of
operational problems and harmto the email system is tricky and
requires careful engineering. These two algorithns are well

under stood and careful ly desi gned.

Because such nessages are really surrogates of the original ones, not
real ly "downgraded" ones (although that term nology is often used for
conveni ence), they inevitably have relationships to the originals
that the I MAP specification [RFC3501] did not anticipate. This
brings up two concerns in particular: First, digital signatures

Resni ck, et al. St andards Track [ Page 6]



RFC 6855 | MAP Support for UTF-8 March 2013

conmput ed over and intended for the original nessage will often not be
applicable to the surrogate nessage, and will often fail signature
verification. (It will be possible for some digital signatures to be
verified, if they cover only parts of the original nmessage that are
not affected in the creation of the surrogate.) Second, servers that
may be accessed by the sane user with different clients or nethods
(e.g., POP or webnmail systens in addition to | MAP or | MAP clients
with different capabilities) will need to exert extrene care to be
sure that U DVALID TY [ RFC3501] behaves as the user woul d expect.
Those issues may be especially sensitive if the server caches the
surrogat e nmessage or computes and stores it when the nessage arrives
with the intent of making either form avail abl e dependi ng on client
capabilities. Additionally, in order to cope with the case when a
server conpliant with this extension returns the sane U DVALIDI TY to
both | egacy and "UTF8=ACCEPT"-aware clients, a client upgraded from
bei ng non-" UTF8=ACCEPT" - aware MJST discard its cache of nessages
downl oaded fromthe server

The best (or "least bad") approach for any given environnent will
depend on |l ocal conditions, |ocal assunptions about user behavi or

the degree of control the server operator has over client usage and
upgradi ng, the options that are actually available, and so on. It is
i npossible, at least at the tinme of publication of this
specification, to give good advice that will apply to all situations,
or even particular profiles of situations, other than "upgrade | egacy
clients as soon as possible"

8. | ssues with UTF-8 Header Mil store

When an | MAP server uses a nail box format that supports UTF-8 headers
and it pernmits selection or exanmination of that nail box w thout

i ssuing "ENABLE UTF8=ACCEPT" first, it is the responsibility of the
server to conply with the | MAP base specification [ RFC3501] and the

I nternet Message Format [ RFC5322] with respect to all header
information transmtted over the wire. The issue of handling
messages containing non-ASCI | characters in |egacy environnents is

di scussed in Section 7.
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9. | ANA Consi derati ons

Thi s docunent redefines two capabilities ("UTF8=ACCEPT" and
"UTF8=ONLY") in the "I MAP 4 Capabilities" registry [ RFC3501]. Three
other capabilities that were described in the experinental
predecessor to this docunent ("UTF8=ALL", "UTF8=APPEND', " UTF8=USER")
are now OBSOLETE. | ANA has updated the registry as foll ows:

OLD:

S B +

| UTF8=ACCEPT | [RFC5738] |

| UTF8=ALL | [RFC5738]

| UTF8=APPEND | [RFC5738]

| UTF8=ONLY | [RFC5738] |

| UTF8=USER | [RFC5738] |

S B +
NEW

o e e e +

UTF8=ACCEPT [ RFC6855]

| | |
| UTF8=ALL ( OBSOLETE) | [RFC5738] [ RFC6855] |
| UTF8=APPEND (OBSOLETE) | [RFC5738] [ RFC6855] |
| UTF8=ONLY | [ RFC6855] |
| UTF8=USER (OBSOLETE) | [RFC5738] [RFC6855] |

10. Security Considerations

The security considerations of UTF-8 [ RFC3629] and SASLprep [ RFC4013]
apply to this specification, particularly with respect to use of
UTF-8 in usernanes and passwords. Oherwise, this is not believed to
alter the security considerations of | NMAP.

Speci al considerations, sonme of themw th security inplications,
occur if a server that confornms to this specification is accessed by
a client that does not, as well as in sone nore conplex situations in
whi ch a given nessage is accessed by nultiple clients that m ght use
di fferent protocols and/or support different capabilities. Those

i ssues are discussed in Section 7.

Resni ck, et al. St andards Track [ Page 8]



RFC 6855 | MAP Support for UTF-8 March 2013

11. References
11.1. Normative References

[ RFC2119] Bradner, S., "Key words for use in RFCs to Indicate
Requi rement Levels", BCP 14, RFC 2119, March 1997.

[ RFC3501] Crispin, M, "INTERNET MESSAGE ACCESS PROTOCOL - VERSI ON
4revl", RFC 3501, March 2003.

[ RFC3629] Yergeau, F., "UTF-8, a transformation format of [|SO
10646", STD 63, RFC 3629, Novenber 2003.

[ RFC4013] Zeilenga, K., "SASLprep: Stringprep Profile for User Nanes
and Passwords", RFC 4013, February 2005.

[ RFC4466] Mel ni kov, A. and C. Daboo, "Collected Extensions to | MAP4
ABNF", RFC 4466, April 2006.

[ RFC4469] Resnick, P., "Internet Message Access Protocol (I MAP)
CATENATE Extension", RFC 4469, April 2006.

[ RFC5161] «@ul brandsen, A. and A Mel ni kov, "The | MAP ENABLE
Ext ensi on", RFC 5161, March 2008.

[ RFC5198] Klensin, J. and M Padlipsky, "Unicode Format for Network
I nterchange", RFC 5198, March 2008.

[ RFC5234] Crocker, D. and P. Overell, "Augnented BNF for Syntax
Speci fications: ABNF', STD 68, RFC 5234, January 2008.

[ RFC5258] Leiba, B. and A. Mel ni kov, "Internet Message Access
Protocol version 4 - LIST Conmand Extensions", RFC 5258,
June 2008.

[ RFC5322] Resnick, P., Ed., "Internet Message Format", RFC 5322,
Cct ober 2008.

[ RFC6530] Klensin, J. and Y. Ko, "Overview and Franework for
Internationalized Email", RFC 6530, February 2012.

[ RFC6532] Yang, A, Steele, S., and N. Freed, "Internationalized
Enmai | Headers", RFC 6532, February 2012.

[ RFC6857] Fujiwara, K., "Post-Delivery Message Downgradi ng for
Internationalized Email Messages", RFC 6857, March 2013.

Resni ck, et al. St andards Track [ Page 9]



RFC 6855

| MAP Support for UTF-8 March 2013

[ RFC6858] «@ul brandsen, A, "Sinplified POP and | MAP Downgradi ng for

Internationalized Email", RFC 6858, March 2013.
11.2. Informative References

[ RFC2088] Mers, J., "I MAP4 non-synchronizing literals", RFC 2088,
January 1997.

[ RFC2342] Gahrns, M and C. Newran, "I MAP4 Nanespace", RFC 2342,
May 1998.

[ RFC4314] Mel nikov, A, "IMAP4 Access Control List (ACL) Extension",
RFC 4314, Decenber 2005.

[ RFC5530] «@ul brandsen, A., "I MAP Response Codes", RFC 5530,
May 2009.

[ RFC5738] Resnick, P. and C. Newman, "IMAP Support for UTF-8",

RFC 5738, March 2010.

Resni ck, et al. St andards Track [ Page 10]



RFC 6855 | MAP Support for UTF-8 March 2013

Appendi x A.  Design Rationale

This non-normative section di scusses the reasons behind sonme of the
design choices in this specification

The "UTF8=ONLY" nechanism sinplifies diagnosis of interoperability
probl ens when | egacy support goes away. In the situation where
backwards conpatibility is not working anyway, the non-conformn ng
"just-send-UTF-8 | MAP' has the advantage that it might work with some
| egacy clients. However, the difficulty of diagnosing
interoperability problens caused by a "just-send-UTF-8 | MAP"

mechani smis the reason the "UTF8=ONLY" capability nechani sm was
chosen.
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