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H ding Transit-Only Networks in OSPF
Abstr act

Atransit-only network is defined as a network connecting routers

only. In OSPF, transit-only networks are usually configured with
routabl e | P addresses, which are advertised in Link State
Advertisements (LSAs) but are not needed for data traffic. In

addition, renote attacks can be | aunched agai nst routers by sending
packets to these transit-only networks. This docunent presents a
nmechanismto hide transit-only networks to speed up network
convergence and reduce vulnerability to renote attacks.

In the context of this document, "hiding inplies that the prefixes
are not installed in the routing tables on OSPF routers. |n sone
cases, | P addresses nay still be visible when using OSPFv2.

Thi s docunent updates RFCs 2328 and 5340.

Status of This Meno
This is an Internet Standards Track docunent.
This docunent is a product of the Internet Engi neering Task Force
(ITETF). It represents the consensus of the |IETF community. |t has
recei ved public review and has been approved for publication by the
I nternet Engineering Steering Group (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741.
I nformation about the current status of this docunent, any errata,

and how to provide feedback on it may be obtai ned at
http://ww. rfc-editor.org/info/rfc6860
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I ntroduction

Atransit-only network is defined as a network connecting routers

only. In OSPF, transit-only networks are usually configured with
routable | P addresses, which are advertised in LSAs but not needed
for data traffic. |In addition, renote attacks can be | aunched

agai nst routers by sending packets to these transit-only networks.
Thi s docunent presents a nechanismto hide transit-only networks to
speed up network convergence and reduce vulnerability to renote
attacks.

Hi ding transit-only networks will not inpact reachability to the end
host s.

In the context of this document, "hiding inplies that the prefixes
are not installed in the routing tables on OSPF routers. In

[ OSPFv2], the IPv4 interface addresses are still visible in the
Rout er-LSA |inks and the network-LSA Link-State ID (LSID). In

[ OSPFv3], the router-LSAs and network-LSAs do not contain | Pv6
addresses and are not visible.

Thi s docunent updates [ OSPFv2] and [ OSPFv3] by specifying a nechani sm
that can be used to hide transit-only networks.

Requi rements Notation
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ KEYWORD] .

H ding | Pv4 Transit-Only Networks in OSPFv2

In [OSPFv2], networks are classified as point-to-point, broadcast, or
non- broadcast. In the follow ng sections, we will review how t hese
OSPF networks are being advertised and di scuss how to hide them
Poi nt - t o- Poi nt Net wor ks

A point-to-point network joins a single pair of routers. Figure 1
shows a point-to-point network connecting routers RT1 and RT2.

+---+.1 198. 51. 100. 0/ 30 L2+ -+

| RTL| === memmmmmem e e e | RT2|
+o- -+ +o- -+

Figure 1. Physical Point-to-Point Network
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For each nunbered point-to-point network, a router has two |ink
descriptions in its router-LSA: one Type 1 link (point-to-point)

descri bi ng the nei ghboring router,

descri bi ng the assigned | Pv4 subnet.

and one Type 3 link (stub)

An exanple of a router-LSA originated by RT1 would | ook like the

fol | owi ng:
LS age = 0 ;newly (re-)originated
LS type =1 ;router-LSA
Link State ID = 192.0.2.1 ; RT1's Router ID
Advertising Router = 192.0.2.1 ;RT1’s Router ID
#links = 2
Link ID = 192.0.2.2 ;RT2's Router ID
Li nk Data = 198.51.100.1 ;Interface | P address
Type = 1 ;connects to RT2
Metric = 10

Link 1 D= 198.51.100.0
255. 255, 255. 252

Li nk Data =
Type = 3
Metric = 10
The Type 1 link will
link will

be used to install

;| P networ k/ subnet nunber
; Subnet’ s mask

; Connects to stub network

be used for SPF cal cul ation

the Routing Information Base (Rl B)

2.1.2.

To hide a transit-only point-to-point network,

Hi di ng Poi nt-to-Poi nt Networks

omtted fromthe router-LSA

while the Type 3

a route to the correspondi ng subnet in

the Type 3 link is

An exanpl e of a router-LSA originated by RT1, hiding the point-to-
poi nt network depicted in Figure 1, would | ook |ike the follow ng:

LS age = 0 ;newly (re-)originated
LS type = 1 ;router-LSA
Link State ID = 192.0.2.1 ;RT1's Router ID
Advertising Router = 192.0.2.1 ; RT1’s Router 1D
#links =1
Link ID = 192.0.2.2 ; RT2's Router ID
Li nk Data = 198.51.100.1 ;Interface | P address
Type = 1 ;connects to RT2
Metric = 10

Yang, et al.

St andards Track

[ Page 4]



RFC 6860 H ding Transit-Only Networks in OSPF January 2013

2.2. Broadcast Networks

A broadcast network joins many (nore than two) routers and supports
the capability to address a single physical nmessage to all of the
attached routers. Figure 2 shows a broadcast network connecting
routers RT3, RT4, and RT5.

+o- -+ +o- -+
| RT3| | RT4|
oot oot
| .3 198.51.100.0/24 .4

e +

|.5

+o- -+

| RTS|

oot

Figure 2. Broadcast Network
2.2.1. Advertising Broadcast Networks
A Designated Router (DR) describes a broadcast network in a

networ k- LSA.  Assunming that RT3 is elected as the DRin Figure 2, an
exanpl e of the network-LSA originated by RT3 would | ook |ike

LS age = 0 ;newly (re)origi nated
LS type = 2 ; net wor k- LSA
Link State I D = 198.51.100.3 ;1 P address of the DR (RT3)
Advertising Router = 192.0.2.3 ; RT3’ s Router 1D
Net wor k Mask = 255.255. 255.0
Attached Router = 192.0.2.3 ; RT3"s Router ID
Attached Router = 192.0.2.4 ; RT4’s Router |ID
Attached Router = 192.0.2.5 ; RT5’s Router ID

OSPF obtains the | P network nunber fromthe conbi nati on of the Link
State I D and the network mask. In addition, the Link State IDis
al so being used for the two-way connectivity check

2.2.2. Hiding Broadcast Networks

2.2.2.1. Sending Network-LSA
A speci al subnet mask val ue of 255.255.255. 255 MJST be used in the
network-LSA to hide a transit-only broadcast network. Wile a

br oadcast network connects nore than routers, using 255.255. 255. 255
wi Il not hide an access broadcast network accidentally.
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As there is no change of the Link State ID, the two-way connectivity
check woul d proceed normal ly.

An exanpl e of a network-LSA originated by RT3, hiding the broadcast
network depicted in Figure 2, would look |ike the follow ng:

LS age = 0 ;newly (re-)originated
LS type = 2 ; net wor k- LSA
Link State I D = 198.51.100.3 ;1 P address of the DR (RT3)
Advertising Router = 192.0.2.3 ; RT3’ s Router ID
Net wor k Mask = 255. 255. 255. 255 ; speci al subnet mask
Attached Router = 192.0.2.3 ; RT3's Router ID
Attached Router = 192.0.2.4 ; RT4’s Router ID
Attached Router = 192.0.2.5 ; RT5’s Router ID

2.2.2.2. Receiving Network-LSA

It is RECOWENDED that all routers in an area be upgraded at the sane
time to process the nodified network-LSA correctly and consistently.

Wien a router receives a network-LSA, it MJIST cal culate the routing

table normally [OSPFv2]. However, if the network mask in the
net wor k- LSA i s 255. 255. 255. 255, the router MJST NOT install the route
in the R B.

2.2.2.2.1. Backward Conpatibility

When a router that has not yet been upgraded receives a nodified
net wor k- LSA, as specified in Section 2.2.2.1, a host route to the
originating DRwill be installed. This is not ideal, but it is
better than the current result, which exposes the whol e subnet.

In a partial -depl oyment scenario, upgraded routers and routers that
have not yet been upgraded may coexist. The former do not instal

the host route to the DR s interface, while the latter install it.
Such inconsistencies create routing black holes, which should
normal ly be avoided. |In this case, however, as packets destined for

the transit-only networks are dropped sonewhere in the network, the
bl ack hol es actually help the DRs defend thenselves fromrenote
attacks.

In summary, the nodification of the network-LSA, as specified in

Section 2.2.2.1, is backward conpatible with the current
specification of [OSPFv2], even in a partial -depl oynent scenario
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2.3. Non-Broadcast Networks

A non- broadcast network joins many (nore than two) routers but does
NOT support the capability to address a single physical nessage to
all of the attached routers. As nmentioned in [OSPFv2], OSPF runs in
one of two nbdes over non-broadcast networks: Non-Broadcast Milti -
Access (NBMA) or point-to-nultipoint.

2.3.1. NBMA

In NBVA node, OSPF emnul ates operation over a broadcast network: a
Desi gnated Router is elected for the NBVA network, and the Designated
Router originates an LSA for the network.

To hide an NBMA transit-only network, OSPF adopts the same
nmodi fication as that used over the broadcast transit-only network
(see Section 2.2.2).

2.3.2. Point-to-Miltipoint

In point-to-nultipoint nmode, OSPF treats the non-broadcast network as
a collection of point-to-point |inks.

Fi gure 3 shows a non-broadcast network connecting routers RT6, RT7,
RT8, and RT9. In this network, all routers can conmunicate directly,
except for routers RT7 and RT8.

B B
| RT6| | RT7
g g

| .6 198.51.100.0/24 .7

oo +

|.8 .9
B B
| RT8| | RT9
g g

Figure 3. Non-Broadcast Network
2.3.2.1. Advertising Point-to-Miltipoint Networks

For a point-to-nultipoint network, a router has nultiple link
descriptions in its router-LSA one Type 1 link (point-to-point) for
EACH directly conmuni cabl e router, and one Type 3 link (stub)
advertising its interface | Pv4 address with a subnet mask of

255, 255. 255, 255
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An exanple of a router-LSA originated by RT7 would | ook |like the

fol | owi ng:
LS age = 0 ;newly (re-)originated
LS type = 1 ;router-LSA
Link State ID = 192.0.2.7 i RT7"s Router ID
Advertising Router = 192.0.2.7 ; RT7"s Router |ID
#links = 3
Link ID=192.0.2.6 ;RT6’s Router |ID
Link Data = 198.51.100.7 ;Interface | P address
Type = 1 ;connects to RT6
Metric = 10
Link ID=192.0.2.9 i RT9"s Router ID
Li nk Data = 198.51.100.7 ;Interface | P address
Type = 1 ;connects to RT9
Metric = 10
Li nk 1 D= 198.51. 100. 7 ;Interface | P address
Li nk Data = 255. 255. 255. 255 ; Subnet’ s mask
Type = 3 ; Connects to stub network
Metric = O

2.3.2.2. Hding Point-to-Miltipoint Networks

To hide a transit-only point-to-nultipoint network, the Type 3 link
is omtted fromthe router-LSA

An exanpl e of a router-LSA originated by RT7, hiding the point-to-
poi nt network depicted in Figure 3, would | ook |ike the foll ow ng:

LS age = 0 ;newly (re-)originated
LS type = 1 ;router-LSA
Link State ID = 192.0.2.7 ;RT7's Router ID
Advertising Router = 192.0.2.7  RT7"s Router 1D
#links = 2
Link ID=192.0.2.6 ; RT6’s Router |ID
Li nk Data = 198.51.100.7 ;Interface | P address
Type = 1 ;connects to RT6
Metric = 10
Link ID=192.0.2.9 ; RT9's Router ID
Li nk Data = 198.51.100.7 ;Interface | P address
Type = 1 ;connects to RT9
Metric = 10
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3.

3.

H ding I Pv6 Transit-Only Networks in OSPFv3

In [ OSPFv3], addressing semantics have been renoved fromthe OSPF
prot ocol packets and the main LSA types, |eaving a network-protocol -
i ndependent core.

More specifically, router-LSAs and network-LSAs no | onger contain

net wor k addresses but sinply express topology information. |nstead,
two new LSA types, |ink-LSA and intra-area-prefix-LSA, have been

i ntroduced. A |link-LSA associates a list of |IPv6 addresses to a link
and has local-l1ink flooding scope, and an intra-area-prefix-LSA
either associates a list of IPv6 addresses with a router by
referencing a router-LSA or associates a |list of |IPv6 addresses with
a broadcast/NBMA network by referencing a network-LSA. In the latter
case, the prefixes in the link-LSAs from adj acent nei ghbors are
copied into the intra-area-prefix-LSA by the Designated Router.

To hide a transit-only network in [OSPFv3], the |IPv6 address prefixes
are omtted fromthe router-LSA. Consequently, when a Designated
Router builds an intra-area-prefix-LSA referencing a network-LSA,
these |1 Pv6 address prefixes will be onitted

In addition, when a router builds an intra-area-prefix-LSA that is
referencing a router-LSA, the associated | Pv6 address prefixes from
the transit-only network MJST al so be omitted fromthe intra-area-
prefix- LSA

1. Hiding AF-Enabled Transit-Only Networks in OSPFv3

[ OSPF- AF] supports nultiple Address Families (AFs) by mappi ng each AF
to a separate Instance | D and OSPFv3 instance

In the meantinme, each prefix advertised in OSPFv3 has a prefix length
field [OSPFv3], which facilitates advertising prefixes of different

lengths in different AFs. The existing LSAs defined in [ OSPFv3] are
used for prefix advertising, and there is no need to define new LSAs.

In other words, as |link-LSAs and intra-area-prefix-LSAs are stil
bei ng used, the same nmechani smexplained in Section 3 can be used to
hi de those AF-enabled transit-only networks as well

Qper ational Consi derations

By elimnating the ability to reach transit-only networks, the
ability to manage these interfaces may be reduced. |In order not to
reduce the functionality and capability of the overall network, it is
recommended that extensions such as [ UNNUMBERED] al so be i npl enent ed.
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Not e that the extension defined in [ UNNUMBERED] nay provide the user

with the |P address of an interface. |f that address was hi dden, as
specified in this docunent, then even though the address is assigned
to the interface, it will not be reachable

4.1. Forwardi ng Address

A non-zero forwardi ng address can be advertised in AS-external -LSAs
and Not - So- St ubby Area LSAs (NSSA-LSAs) [NSSA] to achi eve optina
routing to Aut onomous System (AS) external routes. The matching
routing table entry for the forwardi ng address nust exist to
facilitate the SPF cal cul ation.

In other words, when prefix-hiding is configured on the next-hop
interface, the next-hop address MJUST NOT be advertised as a
forwardi ng address.

Consequently, sub-optimal routing to these AS external routes nmay
exi st when prefix-hiding is configured.

4.2. Virtual Links

Virtual links are used to connect physically separate conponents of
t he backbone. The virtual link’s viability is determ ned by the

exi stence of an intra-area path between two endpoints. The nmatching
routing table entries of the endpoints nust exist to ensure the
virtual link's operation

In other words, if prefix-hiding is configured on an interface, the
virtual link endpoint MJUST NOT use that interface’'s |P address as the
virtual interface's |P address.

4.3. Unnunbered Interfaces

Note that no host route is generated for, and no I P packets can be
addressed to, interfaces to unnunbered point-to-point networks
[OSPFv2]. I n other words, these addresses are already hidden

However, for nanageability purposes, it nmay be comon practice to
manual Iy include the nunbered interface (for exanple, a |oopback
interface to which the unnunbered interface points) in routing
updates. |If needed, the nunbered interface’'s address can be hidden
by using the nmechani sns described in this docunent or by sinply not
advertising it.
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Before deciding to hide (or suppress the advertisenent of) a nunbered
interface, it is very inportant to consider other uses that interface
may have. Exanples of comon uses may include virtual |ink endpoint,
i nter-domain routing peering point, etc. |In other words, it may not
be possible to hide the address associated to an unnunbered interface
due to other applications in the network.

5. Security Considerations

One notivation for this docunment is to reduce vulnerability to renote
attacks by hiding transit-only networks. The result should then be
that fewer OSPF core networks will be exposed

The mechani sms descri bed above result in reachability information
fromtransit-only networks not being installed in the routers
forwarding tables. The effect is that even if the address of a
transit-only network is known, the forwarding information is not
present in the routers to reach the destination. Also, in sone
cases, the address information is conpletely onitted fromthe LSA

Some information in the LSA (such as the OSPF Router |ID) cannot be
omtted. Even though the Router ID may be taken from an | Pv4 address
on the router, the configuration can be easily changed. Note again
that having an address doesn’t guarantee reachability if the
information is hidden fromthe forwardi ng tables.

Wil e the steps described in this docunment are nmeant to be applied
only to transit-only networks, they could be used to hide other
networks as well. It is expected that the sane care that users put
into the configuration of other routing protocol paraneters is used
in the configuration of this extension
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