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1

I ntroduction

"Sessi on Description Protocol (SDP) Capability Negotiation" [RFC5939]
provi des a general framework for indicating and negotiating
capabilities in SDP [ RFC4566]. The base framework defines only
capabilities for negotiating transport protocols and attri butes.

RFC 5939 [RFC5939] lists some of the issues with the current SDP
capability negotiation process. An additional real-life problemis
to be able to offer one nedia stream (e.g., audio) but list the
capability to support another nedia stream (e.g., video) wthout
actually offering it concurrently.

In this docunent, we extend the framework by defining nmedia
capabilities that can be used to indicate and negotiate nedia types
and their associated format paranmeters. This docunent al so adds the
ability to declare support for nmedia streanms, the use of which can be
of fered and negotiated later, and the ability to specify session
configurations as conbinations of nedia streamconfigurations. The
definitions of new attributes for nedia capability negotiation are
chosen to nake the translation fromthese attributes to
"conventional" SDP [ RFC4566] media attributes as straightforward as
possible in order to sinplify inplenmentation. This goal is intended
to reduce processing in two ways: each proposed configuration in an
offer may be easily translated into a conventional SDP nedia stream
record for processing by the receiver and the construction of an
answer based on a sel ected proposed configuration would be
strai ght forward

Thi s docunent updates RFC 5939 [ RFC5939] by updating the | ANA
considerations. All other extensions defined in this docunent are
consi dered extensions above and beyond RFC 5939 [ RFC5939].

Ter m nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
document are to be interpreted as described in RFC 2119 [ RFC2119] and
i ndi cate requirement levels for conpliant inplenentations.

Actual Configuration: An actual configuration specifies which
conbi nati ons of SDP session paraneters and nedi a stream conponents
can be used in the current offer/answer exchange and wi th what
paraneters. Use of an actual configuration does not require any
further negotiation in the offer/answer exchange. See RFC 5939

[ RFC5939] for further details.
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Base Attributes: Conventional SDP attributes appearing in the base
configuration of a nedia bl ock.

Base Configuration: The nedia configuration represented by a nmedi a

bl ock exclusive of all the capability negotiation attributes defined
in this docunent, the base capability negotiation docunent [RFC5939],
or any other capability negotiation docunent. |In an offer SDP, the
base configuration corresponds to the actual configuration as defined
in RFC 5939 [ RFC5939].

Conventional Attribute: Any SDP attribute other than those defined by
the series of capability negotiation specifications.

Conventional SDP: An SDP record devoid of capability negotiation
attributes

Media Format Capability: A media format, typically a media subtype
such as PCMJ, H263-1998, or T38, expressed in the formof a
capability.

Medi a Format Paraneter Capability: A nedia format paranmeter ("a=fntp"
in conventional SDP) expressed in the formof a capability. The
medi a format paraneter capability is associated with a nmedia fornmat
capability.

Medi a Capability: The conbined set of capabilities associated with
expressing a nedia format and its rel evant paraneters (e.g., nedia
format paraneters and nedi a specific paraneters).

Potential Configuration: A potential configuration indicates which
conbi nations of capabilities can be used for the session and its
associ at ed nedi a stream conponents. Potential configurations are not
ready for use; however, they are offered for potential use in the
current of fer/answer exchange. They provide an alternative that may
be used instead of the actual configuration, subject to negotiation
in the current offer/answer exchange. See RFC 5939 [ RFC5939] for
further details.

Latent Configuration: A latent configuration indicates which

conbi nati ons of capabilities could be used in a future negotiation
for the session and its associ ated nedi a stream conponents. Latent
configurations are neither ready for use nor offered for actual or
potential use in the current offer/answer exchange. Latent
configurations nmerely informthe other side of possible
configurations supported by the entity. Those latent configurations
may be used to gui de subsequent offer/answer exchanges, but they are
not offered for use as part of the current offer/answer exchange.
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3.

3.

SDP Media Capabilities

The SDP capability negotiation [ RFC5939] di scusses the use of any SDP
[ RFCA566] attribute (a=) under the attribute capability "acap". The
limtations of using "acap"” for "fntp" and "rtpmap” in a potentia
configuration are described in RFC 5939 [ RFC5939]; for exanple, they
can be used only at the nedia | evel since they are nedia-I|eve
attributes. RFC 5939 [ RFC5939] does not provide a way to exchange
nmedi a-1 evel capabilities prior to the actual offer of the associated
medi a stream This section provides an overvi ew of extensions

provi ding an SDP nedi a capability negotiation solution offering nore
robust capabilities negotiation. This is followed by definitions of
new SDP attributes for the solution and its associ ated updat ed

of fer/ answer procedures [RFC3264].

1. Requirements

The capability negotiation extensions requirenents considered herein
are as follows.

REQ 01: Support the specification of alternative (conbinations of)
medi a formats (codecs) in a single nedia block

REQ 02: Support the specification of alternative nedia fornat
paraneters for each nedia fornat.

REQ 03: Retain backward conmpatibility with conventional SDP. Ensure
that each and every offered configuration can be easily
translated into a correspondi ng SDP nedi a bl ock expressed
with conventional SDP |ines.

REQ- 04: Ensure that the schene operates within the offer/answer
nmodel in such a way that nedia formats and paraneters can be
agreed upon with a single exchange.

REQ 05: Provide the ability to express offers in such a way that the
of ferer can receive nmedia as soon as the offer is sent.
(Note that the offerer nay not be able to render received
nmedi a prior to exchange of keying material.)

REQ- 06: Provide the ability to offer latent nmedia configurations for
future negotiation.

REQ- 07: Provide reasonable efficiency in the expression of
alternative nedia formats and/ or format paraneters,
especially in those cases in which nany conbi nati ons of
options are offered.
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3. 2.

Gl

REQ 08: Retain the extensibility of the base capability negotiation
mechani sm

REQ 09: Provide the ability to specify acceptabl e conbinations of
medi a streans and nedia formats. For exanple, offer a PCMJ
audio streamwi th an H264 video streamor a G729 audio
streamwi th an H263 video stream This ability would give
the offerer a neans to limt processing requirenments for
si nul taneous streans. This would also pernit an offer to
i nclude the choice of an audi o/ T38 stream or an inage/ T38
stream but not both.

O her possi bl e extensi ons have been di scussed, but have not been
treated in this docunent. They nay be considered in the future.
Three such extensions are:

FUT-01: Provide the ability to m x, or change, nedia types within a
single nedia block. Conventional SDP does not support this
capability explicitly; the usual technique is to define a
medi a subtype that represents the actual fornmat within the
nomi nal nedia type. For exanple, T.38 FAX as an alternative
to audi o/ PCMJ within an audio streamis identified as
audi o/ T38; a separate FAX stream woul d use i mage/ T38

FUT-02: Provide the ability to support nultiple transport protocols
within an active nedia streamw thout reconfiguration. This
is not explicitly supported by conventional SDP

FUT-03: Provide capability negotiation attributes for all nedia-
|l evel SDP line types in the same manner as al ready done for
the attribute type, with the exception of the nedia line
type itself. The nmedia line type is handled in a special
way to permt conpact expression of media coding/format
options. The line types are bandwidth ("b="), information
("i="), connection data ("c="), and, possibly, the
deprecated encryption key ("k=").

Sol ution Overvi ew

The solution consists of new capability attributes corresponding to
conventional SDP |ine types, new paraneters for the "pcfg", "acfg"
and the new "lcfg" attributes extending the base attributes from RFC
5939 [RFC5939], and a use of the "pcfg" attribute to return
capability information in the SDP answer.

Several new attributes are defined in a manner that can be related to

the capabilities specified in a nedia line, and its correspondi ng
"rtpmap" and "fntp" attributes.
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(o]

A new attribute ("a=rntap") defines RTP-based nedia fornat
capabilities in the formof a nedia subtype (e.g., "PCMJ'), and
its encodi ng paraneters (e.g., "/8000/2"). Each resulting nedia
format type/subtype capability has an associated handle called a
medi a capability nunber. The encodi ng paraneters are as specified
for the "rtpmap" attribute defined in SDP [ RFC4566], wi thout the
payl oad type nunber part.

A new attribute ("a=ontap") defines other (non-RTP-based) nedia
format capabilities in the formof a nedia subtype only (e.g.
"T38"). Each resulting nmedia format type/subtype capability has
an associ ated handle called a nedia capability nunber.

A new attribute ("a=nfcap") specifies nedia format paraneters
associ ated with one or nore nedia format capabilities. The
"nfcap" attribute is used primarily to associate the nmedia format
paraneters nornmally carried in the "fntp" attribute. Note that
medi a format paraneters can be used with RTP and non- RTP- based
nmedi a formats.

A new attribute ("a=nmscap") specifies media paraneters associ ated
with one or nore nedia format capabilities. The "nmscap" attribute
is used to associate capabilities with attributes other than
"fntp" or "rtpmap", for exanple, the "rtcp-fb" attribute defined
in RFC 4585 [ RFCA4585].

A new attribute ("a=lcfg") specifies latent nmedia stream

configurations when no corresponding nedia line ("m=") is offered.
An exanple is the offer of latent configurations for video even
though no video is currently offered. |f the peer indicates

support for one or nore offered |atent configurations, the
correspondi ng nedia strean(s) nay be added via a new of fer/answer
exchange.

A new attribute ("a=sescap") is used to specify an acceptable
conbi nation of sinultaneous nedia streans and their configurations
as a list of potential and/or |atent configurations.

New paraneters are defined for the potential configuration ("pcfg"),
| atent configuration ("lcfg"), and accepted configuration ("acfg")
attributes to associate the new attributes with particul ar
configurations.

(o]

A new paraneter type ("m") is added to the potential
configuration ("a=pcfg:") attribute and the actual configuration
("a=acfg:") attribute defined in RFC 5939 [ RFC5939] and to the new
| atent configuration ("a=lcfg:") attribute. This permts
specification of nedia capabilities (including their associated
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paraneters) and conbinations thereof for the configuration. For
exanpl e, the "a=pcfg:" line nmight specify PCMJ and tel ephone
events [ RFC4733] or G 729B and tel ephone events as acceptabl e
configurations. The "a=acfg:" line in the answer would specify
the configuration chosen

0 A new paraneter type ("pt=") is added to the potenti al
configuration, actual configuration, and | atent configuration
attributes. This paraneter associates RTP payl oad type nunbers
with the referenced RTP-based nedia format capabilities and is
appropriate only when the transport protocol uses RTP.

0 A new paraneter type ("m=") is used to specify the nedia type for
| atent configurations.

Speci al processing rules are defined for capability attribute
argunents in order to reduce the need to replicate essentially
identical attribute lines for the base configuration and potenti al
configurations.

0 A substitution rule is defined for any capability attribute to
permt the replacenent of the (escaped) nedia capability nunber
with the nedia format identifier (e.g., the payload type nunmber in
audi o/ vi deo profiles).

0 Replacenent rules are defined for the conventional SDP equival ents
of the "nfcap" and "nscap" capability attributes. This reduces
the necessity to use the deletion qualifier in the "a=pcfg"
paraneter in order to ignore "rtpmap", "fntp", and certain other
attributes in the base configuration.

0 An argunent concatenation rule is defined for "nfcap" attributes
that refer to the same nmedia capability nunber. This makes it
conveni ent to conmbine format options concisely by associating
multiple nfcap lines with nultiple nmedia format capabilities.

Thi s docunent extends the base protocol extensions to the

of fer/answer nodel that allow for capabilities and potenti al
configurations to be included in an offer. Media capabilities
constitute capabilities that can be used in potential and | atent
configurations. \ereas potential configurations constitute
alternative offers that may be accepted by the answerer instead of
the actual configuration(s) included in the "nm=" line(s) and
associ ated paraneters, |latent configurations nmerely informthe other
si de of possible configurations supported by the entity. Those

| atent configurations may be used to guide subsequent offer/answer
exchanges, but they are not part of the current offer/answer
exchange.
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The mechanismis illustrated by the offer/answer exchange bel ow,
where Alice sends an offer to Bob

Alice Bob
| (1) Ofer (SRTP and RTP) |

Alice’s offer includes RTP and Secure Real -tine Transport Protocol
(SRTP) as alternatives. RTP is the default, but SRTP is the
preferred one (long lines are folded to fit the margins):

v=0

0=- 25678 753849 INI1P4 192.0.2.1

S=

c=INIP4 192.0.2.1

t=0 0

a=creq: ned-v0

mraudi 0 3456 RTP/ AVP 0 18

a=tcap: 1 RTP/ SAVP RTP/ AVP

a=rtpnmap: 0 PCMJ 8000/ 1

a=rtpnmap: 18 G729/ 8000/ 1

a=fm p: 18 annexb=yes

a=rnctap: 1,4 G729/ 8000/ 1

a=rnctap: 2 PCMJ 8000/ 1

a=rnctap: 5 tel ephone-event/ 8000

a=nf cap: 1 annexb=no

a=nf cap: 4 annexb=yes

a=nfcap:5 0-11

a=acap: 1 crypto:1 AES CM 128 HVAC SHA1_32 \
i nl'i ne: NzB4d1BI NUAvLEW6Uz F3WBJ +PSdFc GdUJ ShpX1Zj | 2420] 1: 32
a=pcfg:1 me4,5] 1,5 t=1 a=1 pt=1:100, 4: 101, 5: 102
a=pcfg:2 me2 t=1 a=1 pt=2:103

a=pcfg:3 nF4 t=2 pt=4:18

The required base and extensions are provided by the "a=creq"
attribute defined in RFC 5939 [ RFC5939], with the option tag
"med-v0", which indicates that the extension franmework defined here
nmust be supported. The base-level capability negotiation support
("cap-v0" [RFC5939]) is inplied since it is required for the

ext ensi ons.

The "m=" line indicates that Alice is offering to use plain RTP with
PCMJU or G 729B. The nedia line inplicitly defines the default
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transport protocol (RTP/AVP in this case) and the default actua
configuration.

The "a=tcap:1" line, specified in the SDP capability negotiation base
prot ocol [RFC5939], defines transport protocol capabilities, in this
case Secure RTP (SAVP profile) as the first option and RTP (AVP
profile) as the second option

The "a=rntap: 1,4" line defines two G 729 RTP-based nedi a for mat
capabilities, nunbered 1 and 4, and their encoding rate. The
capabilities are of nedia type "audi 0" and subtype G729. Note that
the nmedia subtype is explicitly specified here, rather than RTP
payl oad type nunbers. This pernits the assignnent of payload type
nunmbers in the nedia stream configuration specification. In this
exanple, two G 729 subtype capabilities are defined. This pernits
the declaration of two sets of formatting parameters for G 729

The "a=rntap: 2" line defines a G 711 nu-law capability, nunbered 2
The "a=rntap:5" |line defines an audi o tel ephone-event capability,
nurmber ed 5.

The "a=nfcap:1" line specifies the "fntp" formatting paraneters for

capability 1 (offerer will not accept G 729 Annex B packets).

The "a=nfcap: 4" line specifies the "fmp" formatting paraneters for
capability 4 (offerer will accept G 729 Annex B packets).

The "a=nfcap:5" line specifies the "fntp" formatting paraneters for
capability 5 (the dual-tone nulti-frequency (DTMF) touchtones
0-9,*, #).

The "a=acap:1" line specified in the base protocol provides the
"crypto" attribute that provides the keying material for SRTP using
SDP security descriptions.

The "a=pcfg:" attributes provide the potential configurations
included in the offer by reference to the nedia capabilities,
transport capabilities, attribute capabilities, and specified payl oad
type nunber mappings. Three explicit alternatives are provided; the
| owest - nunbered one is the preferred one. The "a=pcfg:1 ..." line
specifies nedia capabilities 4 and 5, i.e., G 729B and DTM~
(including their associated nedia format paraneters), or nedia
capability 1 and 5, i.e., G 729 and DTMF (including their associated
nmedi a format paraneters). Furthernore, it specifies transport
protocol capability 1 (i.e., the RTP/SAVP profile - secure RTP), and
the attribute capability 1, i.e., the "crypto" attribute provided.
Last, it specifies a payload type nunber mapping for (RTP-based)
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medi a capabilities 1, 4, and 5, thereby permitting the offerer to
di stingui sh between encrypted nedia and unencrypted nmedi a received
prior to receipt of the answer.

Use of unique payl oad type nunbers in alternative configurations is
not required; codecs such as Adaptive Milti-Rate W deband (AVMR-V\B)

[ RFC4867] have the potential for so nany conbi nations of options that
it may be inpractical to define unique payl oad type nunbers for al
supported conbi nations. |f unique payload type numbers cannot be
specified, then the offerer will be obliged to wait for the SDP
answer before rendering received nedia. For SRTP using Security
Descriptions (SDES) inline keying [ RFC4568], the offerer will still
need to receive the answer before being able to decrypt the stream

The second alternative ("a=pcfg:2 ...") specifies nedia capability 2,
i.e., PCMJ, under the RTP/SAVP profile, with the sane SRTP key

mat eri al

The third alternative ("a=pcfg:3 ...") offers G 729B unsecured; its

only purpose in this exanple is to show a preference for G 729B over
PCMU

Per RFC 5939 [ RFC5939], the nedia line, with any qualifying
attributes such as "fmtp" or "rtpmap", is itself considered a valid
configuration (the current actual configuration); it has the | owest
preference (per RFC 5939 [ RFC5939]).

Bob receives the SDP offer from Alice. Bob supports G 729B, PCWJ
and tel ephone events over RTP, but not SRTP, hence he accepts the
potential configuration 3 for RTP provided by Alice. Bob generates
the foll owi ng answer:

v=0

0=- 24351 621814 INIP4 192.0.2.2
sS=

c=INI1P4 192.0.2.2

t=0 0

a=csup: ned-v0

mFaudi o 4567 RTP/ AVP 18
a=rtpmap: 18 G729/ 8000
a=fmt p: 18 annexb=yes
a=acfg:3 nmF4 t=2 pt=4:18

Bob i ncludes the "a=csup" and "a=acfg" attributes in the answer to
informAlice that he can support the nmed-v0 | evel of capability
negotiations. Note that in this particular exanple, the answerer
supported the capability extensions defined here; however, had he
not, he would sinply have processed the offer based on the offered
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PCMJU and G 729 codecs under the RTP/AVP profile only. Consequently,

the answer would have onmitted the "a=csup" attribute |ine and chosen
one or both of the PCMJ and G 729 codecs instead. The answer carries
the accepted configuration in the "m=" line along with correspondi ng
"rtpmap" and/or "fntp" paraneters, as appropriate.

Note that per the base protocol, after the above, Alice MAY generate
a new offer with an actual configuration ("nm=" line, etc.)
corresponding to the actual configuration referenced in Bob’s answer
(not shown here).

3.3. New Capability Attributes

In this section, we present the new attributes associated with

i ndi cating the nedia capabilities for use by the SDP capability
negoti ation. The approach taken is to keep things sinmilar to the
exi sting nedia capabilities defined by the existing nmedia
descriptions ("m=" lines) and the associated "rtpmap" and "fntp"
attributes. W use nedia subtypes and "nedi a capability nunbers" to
link the relevant nedia capability paraneters. This permits the
capabilities to be defined at the session |level and be used for
multiple streans, if desired. For RTP-based nedia formats, payl oad
types are then specified at the nedia | evel (see Section 3.3.4.2).

A nedia capability nerely indicates possible support for the nedia
type and nedia format(s) and paraneters in question. |In order to
actually use a nedia capability in an offer/answer exchange, it MJST
be referenced in a potential configuration.

Medi a capabilities, i.e., the attributes associated with expressing
medi a capability formats, paraneters, etc., can be provided at the
session level and/or the nedia level. Media capabilities provided at

the session level may be referenced in any "pcfg" or "lcfg" attribute
at the nedia level (consistent with the nedia type), whereas nedia
capabilities provided at the nedia | evel may be referenced only by
the "pcfg" or "lcfg" attribute within that nmedia stream In either
case, the scope of the <med-cap-nun> is the entire session
description. This enables each nedia capability to be uniquely
referenced across the entire session description (e.g., in a
potential configuration).

3.3.1. The Media Format Capability Attributes

Medi a subtypes can be expressed as nedia format capabilities by use
of the "a=rntap" and "a=ontap" attributes. The "a=rnctap" attribute
MUST be used for RTP-based nedia, whereas the "a=ontap" attribute
MUST be used for non-RTP-based (other) nedia formats. The two
attributes are defined as follows:
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a=r ncap: <nedi a- cap- num | i st > <encodi ng- name>/ <cl ock-r at e>
[/ <encodi ng- par ns>]

a=ontap: <nedi a- cap- num | i st > <f or mat - name>

where <nedi a-cap-numlist>is a (list of) nedia capability nunber(s)
used to nunber a nedia format capability, the <encodi ng nane> or
<format-name> is the nedia subtype, e.g., H263-1998, PCMJ, or T38,
<clock rate> is the encoding rate, and <encodi ng parns> are the nedia
encodi ng paraneters for the nmedia subtype. Al nedia fornmat
capabilities in the list are assigned to the same nedi a type/ subtype
Each occurrence of the "rntap" and "ontap" attribute MJST use uni que
values in their <medi a-cap-numlist>; the nedia capability nunbers
are shared between the two attributes and the nunbers MJST be uni que
across the entire SDP session. In short, the "rntap" and "ontap"
attributes define nmedia format capabilities and associate themwith a
medi a capability nunber in the sane manner as the "rtpnmap" attribute
defines them and associates themw th a payl oad type nunber.
Additionally, the attributes allow nultiple capability nunbers to be
defined for the nmedia format in question by specifying a range of
nmedi a capability nunbers. This pernmits the nedia format to be
associated with different nedia paranmeters in different
configurations. Wen a range of capability nunbers is specified, the
first (leftnost) capability nunber MJUST be strictly snaller than the
second (rightnost), i.e., the range increases and covers at |least two
numbers.

In ABNF [ RFC5234], we have:

medi a-capability-line = rtp-ntap / non-rtp-ntap

rtp-ncap "a=rncap:" media-cap-numli st
1*WEP encodi ng-nane "/" clock-rate
["/" encodi ng- par ns]
"a=ontap:" nmedi a-cap-numlist 1*WSP format - nane
medi a- cap- num el enent
*("," nmedia-cap- num el ement)
nmedi a- cap- num el erent = medi a- cap- num
/ medi a- cap- num r ange
medi a- cap- num range = nedi a- cap-num "-" medi a- cap- num
medi a- cap- num NonZeroDigit *9(DAT)
encodi ng- nane token ;defined in RFC 4566
clock-rate NonZeroDigit *9(DI A T)

non-rt p- ntap
medi a- cap- num | i st

encodi ng- par ns t oken
f or mat - name token ;defined in RFC 4566
NonZer oDi gi t 9% 31- 39 ; 1-9
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The encodi ng-nane, clock-rate, and encodi ng-parans are as defined to
appear in an "rtpnap" attribute for each media type/subtype. Thus,

it is easy to convert an "rntap" attribute line into one or nore
"rtpmap" attribute lines, once a payl oad type nunber is assigned to a
medi a- cap- num (see Section 3.3.5).

The format-nane is a nedia format description for non-RTP-based nedi a
as defined for the <fnmt> part of the media description ("m=" line) in
SDP [ RFC4566]. In sinple terms, it is the name of the media format,
e.g., "t38". This formcan also be used in cases such as Binary

Fl oor Control Protocol (BFCP) [RFC4585] where the fnt list in the
"m" line is effectively ignored (BFCP uses "*").

The "rntap" and "ontap" attributes can be provided at the session

| evel and/or the nmedia level. There can be nore than one "rntap" and
nore than one "ontap" attribute at both the session and nmedia | evels
(i.e., nore than one of each at the session |evel and nore than one
of each in each nedia description). Media capability nunbers cannot
i nclude | eadi ng zeroes, and each nedi a- cap- num MJUST be unique within
the entire SDP record; it is used to identify that nmedia capability
in potential, latent, and actual configurations, and in other
attribute lines as explained below Note that the nedia-cap-num

val ues are shared between the "rntap"” and "ontap" attributes; hence,
t he uni queness requirenent applies to the union of them \Wen the

medi a capabilities are used in a potential, latent, or actua
configuration, the media formats referred by those configurations
apply at the nedia level, irrespective of whether the nedia

capabilities thensel ves were specified at the session or nmedia |evel
In other words, the nmedia capability applies to the specific nmedia
description associated with the configuration that invokes it.
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For exanpl e:

v=0

0=- 24351 621814 INIP4 192.0.2.2
sS=

c=INIP4 192.0.2.2

t=0 0

a=rnctap:1 L16/8000/1
a=rnctap: 2 L16/ 16000/ 2
a=rnctap: 3 H263- 1998/ 90000
a=ontap: 4 exanpl e

mrFaudi o 54320 RTP/ AVP 0
a=pcfg:1 nel| 2, pt=1:99,2:98
mevi deo 66544 RTP/ AVP 100
a=rtpmap: 100 H264/ 90000
a=pcfg: 10 m=3 pt=3:101
a=tcap:1 TCP

a=pcfg: 11 me4 t=1

3.3.2. The Media Fornmat Paraneter Capability Attribute

This attribute is used to associate nedia format specific paraneters
with one or nore nedia format capabilities. The formof the
attribute is

a=nf cap: <nedi a- caps> <l i st of paraneters>

where <medi a-caps> pernits the list of paraneters to be associ ated
with one or nore nedia format capabilities and the format paraneters
are specific to the type of nmedia format. The nfcap lines nmap to a
single traditional SDP "fntp" attribute line (one for each entry in
<nedi a-caps>) of the form

a=fmp:<fnt> <list of paraneters>

where <fnt> is the nmedia format paraneter defined in RFC 4566

[ RFCA566], as appropriate for the particular nedia stream The
"nfcap" attribute MJST be used to encode attributes for nedia
capabilities, which would conventionally appear in an "fntp"
attribute. The existing "acap" attribute MIJST NOT be used to encode
"fmtp" attributes.

The "nfcap" attribute adheres to SDP [ RFC4566] attribute production
rules with

medi a- f or mat - par anet er-capability =

"a=nfcap:" media-cap-numlist 1*WSP fnt-specific-paramli st
fnt-specific-paramlist = text ; defined in RFC 4566
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Note that nedia fornmat parameters can be used with RTP-based and non-
RTP- based nedia fornmats.

3.3.2. 1. Medi a Format Par aneter Concatenati on Rul e

The appearance of nedia subtypes with a | arge nunber of formatting
options (e.g., AVR-WB [ RFC4867]), coupled with the restriction that
only a single "fmtp" attribute can appear per nedia format, suggests
that it is useful to create a conbining rule for "nfcap" paraneters
that are associated with the same nedia capability nunber.

Therefore, different nfcap |ines MAY include the sanme medi a- cap- num
in their nmedia-cap-numlist. Wen a particular nedia capability is
sel ected for processing, the paraneters fromeach nfcap |ine that
references the particular capability nunber in its nmedia-cap-numli st
are concatenated together via ";", in the order the "nfcap"
attributes appear in the SDP record, to formthe equivalent of a
single "fntp" attribute line. This permts one to define a separate
nfcap line for a single paraneter and value that is to be applied to
each nedia capability designated in the nedia-cap-numlist. This
provi des a conpact nethod to specify nultiple conbinations of fornat
paraneters when using codecs with nmultiple format options. Note that
order - dependent paraneters SHOULD be placed in a single nfcap line to
avoi d possible problens with line rearrangenent by a m ddl ebox.

Format paraneters are not parsed by SDP; their content is specific to
the medi a type/subtype. Wen format paraneters for a specific nedia

capability are conbined frommultiple "a=nfcap" lines that reference
that media capability, the format-specific paraneters are

concat enat ed toget her and separated by ";" for construction of the
corresponding fornmat attribute ("a=fntp"). The resulting format
attribute will | ook sonething Iike the follow ng (w thout |ine

br eaks):

a=fmp: <fnt> <fnt-specific-paramlistl1>;
<fnt-specific-paramlist2>

where <fnt > depends on the transport protocol in the nanner defined
in RFC 4566 [ RFC4566]. SDP cannot assess the legality of the
resulting paraneter list in the "a=fntp" line; the user nust take
care to ensure that |egal paraneter lists are generated

The "nfcap" attribute can be provided at the session |evel and the
medi a level. There can be nore than one "nfcap" attribute at the
session or nedia level. The unique nedia-cap-numis used to
associ ate the paranmeters with a nedia capability.
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As a sinple exanple, a G 729 capability is, by default, considered to
support confort noise as defined by Annex B. Capabilities for G 729
with and w thout confort noise support may thus be defined by:

a=rnctap: 1,2 G729/ 8000
a=nf cap: 2 annexb: no

Medi a capability 1 supports G 729 with Annex B, whereas nedi a
capability 2 supports G 729 wi thout Annex B

Exanpl e for H. 263 vi deo:
a=rnctap: 1 H263- 1998/ 90000
a=rncap: 2 H263- 2000/ 90000
a=nfcap:1 ClF=4; Cl F=2; F=1; K=1
a=nfcap: 2 profil e=2;level =2.2

Finally, for six format conbinations of the Adaptive Milti-Rate

codec:
a=rnctap: 1-3 AMR/ 8000/ 1
a=rnctap: 4- 6 - W\B/ 16000/ 1
a=nf cap: 1, 2, 3, 4 node-change-capability=1
a=nf cap: 5, 6 node-change-capability=2
a=nfcap: 1, 2,3,5 max-red=220
a=nfcap: 3,4,5,6 octet-align=1
a=nfcap:1, 3,5 node-set=0,2,4,7
a=nf cap: 2, 4,6 node-set=0, 3,5,6

So that AMR codec #1, when specified in a "pcfg" attribute within an
audi o stream bl ock (and assi gned payl oad type nunber 98) as in:

a=pcfg:1 nmrl pt=1:98

is essentially equivalent to the foll ow ng:
mrFaudi o 49170 RTP/ AVP 98
a=rtpmap: 98 AMR/ 8000/ 1
a=f mt p: 98 node- change- capability=1; \
max-red=220; node-set=0,2,4,7

and AMR codec #4 with payl oad type nunber 99, depicted by the
potential configuration

a=pcfg: 4 n=4, pt=4:99
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is equivalent to the foll ow ng:

mFaudi o 49170 RTP/ AVP 99

a=rtpmap: 99 AMR- WB/ 16000/ 1

a=f mt p: 99 node- change-capability=1; octet-align=1; \
node-set =0, 3,5, 6

and so on for the other four conbinations. SDP could thus convert
the nmedia capabilities specifications into one or nore alternative
medi a stream speci fications, one of which can be chosen for the
answer .

3.3.3. The Media-Specific Capability Attribute

Attributes and paraneters associated with a nmedia fornat are
typically specified using the "rtpmap" and "fntp" attributes in SDP
and the simlar "rncap"” and "nfcap" attributes in SDP nedi a
capabilities. Sone SDP extensions define other attributes that need
to be associated with nmedia formats, for exanple, the "rtcp-fb"
attribute defined in RFC 4585 [ RFC4585]. Such medi a-specific
attributes, beyond the "rtpmap" and "fntp" attributes, nmay be
associated with nmedia capability nunbers via a new nedia-specific
attribute, "nmscap”, of the follow ng form

a=nscap: <nedi a caps star> <att field> <att val ue>

where <media caps star> is a (list of) nedia capability nunber(s),
<att field> is the attribute name, and <att value> is the value field
for the naned attribute. Note that the nedia capability nunbers
refer to nmedia fornmat capabilities specified el sewhere in the SDP
("rncap" and/or "ontap"). |If a range of capability nunbers is
specified, the first (leftnost) capability number MJST be strictly
smal l er than the second (rightnost). The media capability nunbers
may include a wildcard ("*"), which will be used instead of any

payl oad type mappings in the resulting SDP (see, e.g., RFC 4585

[ RFC4585] and the exanple below). In ABNF, we have:

nmedi a- speci fic-capability = "a=nscap:"
medi a- caps-star
1*WEP att-field ; from RFC 4566
1*WSP att-value ; from RFC 4566
medi a- cap- st ar - el enent

*("," nmedia-cap-star-el enent)
(medi a- cap-num [wi | dcard])
(medi a- cap-numrange [wi |l dcard])

"y n

medi a- caps-star

nmedi a- cap- st ar - el enent

=1

w | dcard

Glman, et al. St andards Track [ Page 19]



RFC 6871 SDP Medi a Capabilities Negotiation February 2013

G ven an associ ation between a nedia capability and a payl oad type
nunber as specified by the "pt=" paraneters in a "pcfg" attribute
line, a mscap line nmay be translated easily into a conventional SDP
attribute line of the form

a=<att field>":"<fnm> <att value> ; <fnt> defined in SDP [ RFC4566]

Aresulting attribute that is not a legal SDP attribute, as specified
by RFC 4566, MJST be ignored by the receiver

If a nedia capability nunber (or range) contains a wldcard character
at the end, any payl oad type mappi ng specified for that nedia-
specific capability (or range of capabilities) will use the wldcard
character in the resulting SDP i nstead of the payl oad type specified
in the payload type mapping ("pt" paranmeter) in the configuration
attribute

A single nscap line may refer to nultiple nedia capabilities by use
of a capability nunber range; this is equivalent to nultiple nscap
lines, each with the sane attribute values (but different nmedia
capability nunmbers), one line per nedia capability.

Multiple nscap lines may refer to the same nedia capability, but,
unli ke the "nfcap" attribute, no concatenation operation is defined.
Hence, multiple nscap lines applied to the same nedia capability are
equivalent to nultiple lines of the specified attribute in a
conventional nedia record

Here is an exanple with the "rtcp-fb" attribute, nodified from an
exanple in RFC 5104 [ RFC5104] (with the session | evel and audi o nedia
omtted). |If the offer contains a nedia block like the follow ng
(note the wildcard character),

nevi deo 51372 RTP/ AVP 98

a=rt pmap: 98 H263- 1998/ 90000

a=t cap: 1 RTP/ AVPF

a=rnctap: 1 H263- 1998/ 90000

a=nscap: 1 rtcp-fb ccmtstr

a=nscap:1 rtcp-fb ccmfir

a=nscap: 1* rtcp-fb ccmtmbr smaxpr=120
a=pcfg:1 t=1 m=1 pt=1:98

and if the proposed configuration is chosen, then the equival ent
nmedi a bl ock would | ook Iike the follow ng
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mevi deo 51372 RTP/ AVPF 98
a=rtpmap: 98 H263- 1998/ 90000
a=rtcp-fb:98 ccmtstr
a=rtcp-fb:98 ccmfir

a=rtcp-fb:* ccmtmbr smaxpr=120

3.3.4. New Configuration Paraneters

Along with the new attributes for media capabilities, new extension
paraneters are defined for use in the potential configuration, the
actual configuration, and/or the new | atent configuration defined in
Section 3.3.5.

3.3.4.1. The Media Configuration Paraneter (n¥)

The media configuration paraneter is used to specify the nmedia

format (s) and rel ated paraneters for a potential, actual, or |atent
configuration. Adhering to the ABNF for extension-config-list in RFC
5939 [RFC5939] with

n ml
medi a- cap- num | i st
[ *( BAR nedi a- cap-numlist)]

ext - cap- name
ext-cap-1i st

we have

medi a-config-list = ["+"] "m" nedia-cap-numli st
*(BAR nedi a- cap-num i st)
i BAR i s defined in RFC 5939
;medi a-cap-numlist is defined above

Al ternative nmedia configurations are separated by a vertical bar
("|"). The alternatives are ordered by preference, nost-preferred
first. \When nedia capabilities are not included in a potentia
configuration at the nmedia |level, the nedia type and nedi a format
fromthe associated "n¥" line will be used. The use of the plus sign
("+") is described in RFC 5939.

3.3.4.2. The Payl oad Type Nunmber Mapping Paraneter (pt=)

The payl oad type nunber nmapping paraneter is used to specify the

payl oad type nunber to be associated with each RTP-based nedia fornat
in a potential, actual, or latent configuration. W define the

payl oad type nunber nappi ng paraneter, payl oad-nunber-config-list, in
accordance with the extension-config-list format defined in RFC 5939
[ RFC5939]. I n ABNF:
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payl oad- nunber-config-list = ["+"] "pt=
medi a- map- | i st medi a-map *("," medi a- map)
medi a- map medi a- cap-num ": " payl oad-t ype- nunber
; media-cap-numis defined in Section 3.3.1
payl oad-type-nunber = NonZeroDigit *2(DIAT) ; RTP payl oad
; type nunber

medi a- map- | i st

The exanple in Section 3.3.7 shows how the paraneters fromthe rntap
line are mapped to payl oad type nunbers fromthe "pcfg" "pt"
paraneter. The use of the plus sign ("+") is described in RFC 5939
[ RFC5939] .

A latent configuration represents a future capability; hence, the
"pt=" parameter is not directly nmeaningful in the "lcfg" attribute
because no actual nedia session is being offered or accepted. It is
permitted in order to tie any payl oad type nunber paraneters within
attributes to the proper nedia format. A primary exanple is the case
of format paraneters for the Redundant Audi o Data (RED) [ RFC2198]
payl oad, which are payload type nunbers. Specific payload type
nunbers used in a latent configuration MAY be interpreted as
suggestions to be used in any future offer based on the |atent
configuration, but they are not binding; the offerer and/or answerer
may use any payl oad type nunbers each deens appropriate. The use of
explicit payload type nunbers for |latent configurations can be

avoi ded by use of the paraneter substitution rule of Section 3.3.7.
Future extensions are also pernmitted. Note that |eading zeroes are
not permtted.

3.3.4.3. The Media Type Paraneter

When a latent configuration is specified (always at the nmedia |evel),
indicating the ability to support an additional nmedia stream it is
necessary to specify the nedia type (audio, video, etc.) as well as
the format and transport type. The nedia type paraneter is defined
in ABNF as

medi a-type = ["+"] "m =" nedia; nedia defined in RFC 4566

At present, the nedia-type paraneter is used only in the |atent
configuration attribute, and the use of the "+" prefix to specify
that the entire attribute line is to be ignored if the nt = paraneter
is not understood is unnecessary. However, if the nedia-type
paraneter is later added to an existing capability attribute such as
"pcfg", then the "+" would be useful. The nedia format(s) and
transport type(s) are specified using the nmedia configuration
paraneter ("+m=") defined above, and the transport parameter ("t=")
defined in RFC 5939 [ RFC5939], respectively.
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3.3.5. The Latent Configuration Attribute

One of the goals of this work is to pernit the exchange of
supportabl e nedia configurations in addition to those offered or
accepted for inmredi ate use. Such configurations are referred to as
"latent configurations". For exanple, a party nay offer to establish
a session with an audio stream and, at the sane tine, announce its
ability to support a video streamas part of the sane session. The
of ferer can supply its video capabilities by offering one or nore

| atent video configurations along with the nedia stream for audio;
the responding party may indicate its ability and willingness to
support such a video session by returning a correspondi ng | atent
configuration.

Latent configurations returned in SDP answers MJST match offered

| atent configurations (or paraneter subsets thereof). Therefore, it

is appropriate for the offering party to announce nost, if not all

of its capabilities in the initial offer. This choice has been nade

in order to keep the size of the answer nore conpact by not requiring
acap, rnctap, tcap, etc. lines in the answer.

Latent configurations may be announced by use of the | atent
configuration attribute, which is defined in a manner very simlar to
the potential configuration attribute. The latent configuration
attribute conbines the properties of a nedia line and a potenti al
configuration. A latent configuration MJST include a nedia type
(m=) and a transport protocol configuration paraneter since the

| atent configuration is independent of any nedia line present. In
nost cases, the media configuration (m=) paraneter needs to be
present as well (see Section 4 for exanples). The "lcfg" attribute
is a media-level attribute.

The "lcfg" attribute is defined as a nedia-level attribute since
it specifies a possible future nedia stream However, the "lcfg"
attribute is not necessarily related to the nmedi a description
within which it is provided. Session capability attributes
("a=sescap") may be used to indicate supported nedia stream
configurations.

Each nedia line in an SDP description represents an offered

si mul t aneous nedi a stream whereas each |l atent configuration
represents an additional streamthat nmay be negotiated in a future

of fer/ answer exchange. Session capability attributes nay be used to
determ ne whether a latent configuration nay be used to forman offer
for an additional simultaneous streamor to reconfigure an existing
streamin a subsequent offer/answer exchange
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The | atent configuration attribute is of the form

a=l cf g: <confi g- nunber > <l atent-cfg-list>

whi ch adheres to the SDP [ RFC4566] "attribute" production wth
att-field and att-val ue defined as:

att-field "l cfg"
att-val ue confi g-nunber 1*WSP | cfg-cfg-1list
confi g-nunber = NonZeroDigit *9(DIGAT) ;DIAT defined in RFC 5234
| cfg-cfg-list = nedia-type 1*WSP pot-cfg-Iist
; as defined in RFC 5939
; and extended herein

The medi a-type (nt=) paraneter identifies the nmedia type (audio,
video, etc.) to be associated with the latent nmedia stream and it
MUST be present. The pot-cfg-list MJST contain a transport-protocol -
config-list (t=) paraneter and a nedia-config-list (m) paraneter.
The pot-cfg-list MJIST NOT contain nore than one instance of each type
of paraneter list. As specified in RFC 5939 [ RFC5939], the use of
the "+" prefix with a paraneter indicates that the entire
configuration MIST be ignored if the parameter is not understood;
otherwi se, the paraneter itself may be ignored

Medi a stream payl oad nunbers are not assigned by a |atent
configuration. Assignnent will take place if and when the
corresponding streamis actually offered via an "m=" line in a later
exchange. The payl oad- nunber-config-list is included as a paraneter
to the "lcfg" attribute in case it is necessary to tie payl oad
nunbers in attribute capabilities to specific nedia capabilities.

If an "lcfg" attribute invokes an "acap" attribute that appears at
the session level, then that attribute will be expected to appear at
the session | evel of a subsequent offer when and if a corresponding
medi a streamis offered. Oherw se, "acap" attributes that appear at
the media |l evel represent nedia-level attributes. Note, however,
that "rnctap", ontap, "nfcap", "mscap", and "tcap" attributes nmay
appear at the session | evel because they always result in nedia-Ieve
attributes or "m" |ine paraneters.
The configuration nunbers for latent configurations do not inply a
preference; the offerer will inply a preference when actually

of fering potential configurations derived fromlatent configurations
negotiated earlier. Note, however, that the offerer of |atent
configurations MAY specify preferences for conbinations of potentia
and | atent configurations by use of the "sescap” attribute defined in
Section 3.3.8. For exanple, if an SDP offer contains, say, an audio
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streamwith "pcfg:1", and two | atent video configurations, "lcfg:2"
and "lcfg:3", then a session with one audi o stream and one vi deo
stream coul d be specified by including "a=sescap:1 1,2|3". One audio
stream and two video streams could be specified by including
"a=sescap:2 1,2,3" in the offer. |In order to permt conbinations of

| atent and potential configurations in session capabilities, |atent
configuration numbers MUST be different fromthose used for potential
configurations. This restriction is especially inportant if the

of ferer does not require cnmed-v0 capability and the recipient of the
of fer doesn’t support it. If the "lcfg" attribute is not recognized,
the capability attributes intended to be associated with it may be
confused with those associated with a potential configuration of sonme
other nedia stream Note also that |eading zeroes are not pernitted
in configuration nunbers.

If a cryptographic attribute, such as the SDES "a=crypto:" attribute
[ RFC4568], is referenced by a latent configuration through an "acap”
attribute, any keying material required in the conventiona
attribute, such as the SDES key/salt string, MJST be included in
order to satisfy formatting rules for the attribute. Since the
keying material will be visible but not actually used at this stage
(since it’s a latent configuration), the value(s) of the keying

mat eri al MJST NOT be a real value used for real exchange of nedia,
and the receiver of the "lcfg" attribute MIST ignore the val ue(s).

3.3.6. Enhanced Potential Configuration Attribute

The present work requires new extensions (parameters) for the "pcfg"
attribute defined in the SDP capability negotiati on base protocol
[ RFC5939]. The paraneters and their definitions are "borrowed" from
the definitions provided for the latent configuration attribute in
Section 3.3.5. The expanded ABNF definition of the "pcfg" attribute
is
a=pcf g: <config-nunber> [<pot-cfg-1list>]
wher e
confi g- nunmber 1*DIG T ;defined in [ RFC5234]
pot-cfg-1ist pot-config *(1*W5P pot-config)
pot - confi g attribute-config-list / ;def in [ RFC5939]
transport-protocol -config-list / ;defined in [ RFC5939]
extension-config-list / ;[ RFC5939]

medi a-config-list / ; Section 3.3.4.1
payl oad- nunber-config-list ; Section 3.3.4.2

Except for the extension-config-list, the pot-cfg-list MJST NOT
contain nore than one instance of each paraneter |ist.
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3.3.6.1. Returning Capabilities in the Answer

Potential and/or latent configuration attributes may be returned
within an answer SDP to indicate the ability of the answerer to
support alternative configurations of the corresponding strean(s).
For exanple, an offer may include nultiple potential configurations
for a nedia stream and/or |latent configurations for additiona
streams. The corresponding answer will indicate (via an "acfg"
attribute) the configuration accepted and used to construct the base
configuration for each active nedia streamin the reply, but the
reply MAY al so contain potential and/or |atent configuration
attributes, with paraneters, to indicate which other offered
configurations would be acceptable. This information is useful if it
becones desirable to reconfigure a nedia stream e.g., to reduce
resource consunpti on.

When potential and/or latent configurations are returned in an
answer, all nunbering MUST refer to the configuration and capability
attribute nunbering of the offer. The offered capability attributes
need not be returned in the answer. The answer MAY include
additional capability attributes and/or configurations (wth distinct
nunbering). The paraneter val ues of any returned "pcfg" or "lcfg"
attributes MIST be a subset of those included in the offered
configurations and/ or those added by the answerer; values MAY be
omtted only if they were indicated as alternative sets, or optional
in the original offer. The paraneter set indicated in the returned
"acfg" attribute need not be repeated in a returned "pcfg" attribute.
The answerer MAY return nore than one "pcfg" attribute with the sane
configuration nunber if it is necessary to describe sel ected

conbi nati ons of optional or alternative paraneters.

Simlarly, one or nore session capability attributes ("a=sescap") MAY
be returned to indicate which of the offered session capabilities
i s/are supportable by the answerer (see Section 3.3.8).

Note that, although the answerer MAY return capabilities beyond those
i ncluded by the offerer, these capabilities MJUST NOT be used to form
any base | evel nedia description in the answer. For this reason, it
is advisable for the offerer to include nost, if not all, potential
and | atent configurations it can support in the initial offer, unless
the size of the resulting SDP is a concern. Either party MAY |ater
announce additional capabilities by renegotiating the session in a
second of fer/answer exchange.
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3.3.6.2. Payload Type Nunber Mappi ng

When nedia format capabilities defined in "rncap" attributes are used
in potential configuration lines, the transport protocol uses RTP and
it is necessary to assign payl oad type nunbers. In sone cases, it is
desirable to assign different payload type nunbers to the sane nedia
format capability when used in different potential configurations.
One exanpl e is when configurations for AVP and SAVP are offered: the
of ferer would like the answerer to use different payl oad type nunbers
for encrypted and unencrypted nedia, so the offerer can decide

whet her or not to render early nedia that arrives before the answer
is received

For exanple, if use of AVP was selected by the answerer, then
nmedi a received by the offerer is not encrypted; hence, it can be
pl ayed out prior to receiving the answer. Conversely, if SAVP was
sel ected, cryptographic paraneters and keying material present in
the answer nay be needed to decrypt received nedia. |If the offer
configuration indicated that AVP nedi a uses one set of payl oad
types and SAVP a different set, then the offerer will know whet her
nmedi a received prior to the answer is encrypted or not by sinmply

| ooki ng at the RTP payl oad type nunber in the received packet.

This association of distinct payload type nunber(s) with different
transport protocols requires a separate pcfg Iine for each protocol
Clearly, this technique cannot be used if the nunber of potentia

configurations exceeds the number of possible payl oad type nunbers.

3.3.6.3. Processing of Media-Format-Related Conventional Attributes for
Pot enti al Configurations

When nedi a capabilities negotiation is enployed, SDP records are
likely to contain conventional attributes such as "rtpmap", "fntp"
and other media-format-related lines, as well as capability
attributes such as "rntap", ontap, "nfcap”, and "nmscap” that map into
those conventional attributes when invoked by a potenti al
configuration. |In such cases, it MAY be appropriate to enploy the
delete-attributes option [RFC5939] in the attribute configuration
|ist paranmeter in order to avoid the generation of conflicting "fntp"
attributes for a particular configuration. Any nedia-specific
attributes in the media block that refer to media formats not used by
the potential configuration MJST be ignored.
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For exanpl e:

v=0

0=- 25678 753849 INI1P4 192.0.2.1
S=

c=INIP4 192.0.2.1

t=0 0

a=creq: ned-v0

mraudi o 3456 RTP/ AVP 0 18 100
a=rtpmap: 100 t el ephone-event
a=fnt p: 100 0-11

a=rnctap: 1 PCWVJ 8000

a=rnctap: 2 G729/ 8000

a=rnctap: 3 tel ephone-event/ 8000
a=nfcap:3 0-15

a=pcfg:1 m=2,3| 1,3 a=-m pt=1:0,2: 18, 3: 100
a=pcfg: 2

In this exanple, PCMJ is nedia capability 1, G729 is nedia capability
2, and tel ephone-event is nedia capability 3. The a=pcfg:1 line
specifies that the preferred configuration is G 729 w th extended
DTMF events, second is G 711 nu-law with extended DTM- events, and

the base nedia-level attributes are to be deleted. |nterm xing of
G 729, G 711, and "comercial" DTMF events is |least preferred (the
base configuration provided by the "nm=" line, which is, by default,

the | east preferred configuration). The "rtpnmap" and "fntp"
attributes of the base configuration are replaced by the "rncap" and
"nfcap” attributes when invoked by the proposed configuration.

If the preferred configuration is selected, the SDP answer w |l | ook
like the follow ng

v=0

0=- 25678 753849 INI1P4 192.0.2.1
S=

c=INIP4 192.0.2.1

t=0 0

a=csup: ned-v0

mFaudi o 3456 RTP/ AVP 18 100
a=rtpmap: 100 t el ephone-event/ 8000
a=f nt p: 100 0-15

a=acfg: 1 m=2,3 pt=1:0,2:18, 3: 100
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3.3.7. Substitution of Media Payload Type Numbers in Capability
Attribute Paraneters

In sone cases, for exanple, when an RFC 2198 [ RFC2198] redundancy
audi o subtype (RED) capability is defined in an "nfcap" attribute,
the paraneters to an attribute nmay contain payl oad type nunbers. Two
options are avail able for specifying such payload type nunbers. They
may be expressed explicitly, in which case they are bound to actual
payl oad types by neans of the payl oad type nunber paraneter (pt=) in
the appropriate potential or latent configuration. For exanmple, the
following SDP fragnent defines a potential configuration with
redundant G 711 nu-| aw

mFaudi o 45678 RTP/ AVP 0
a=rtpmap: 0 PCMJ 8000
a=rnctap: 1 PCWMJ 8000
a=rnctap: 2 RED/ 8000
a=nfcap:2 0/0

a=pcfg:1 me2,1 pt=2:98,1:0

The potential configuration is then equivalent to

nmFaudi o 45678 RTP/ AVP 98 0
a=rtpmap: 0 PCMJ 8000

a=rt pmap: 98 RED/ 8000
a=fmtp:98 0/0

A nore general mechanismis provided via the paraneter substitution
rule. Wen an "nfcap", "nscap”, or "acap" attribute is processed,
its arguments will be scanned for a payl oad type nunber escape
sequence of the following form (in ABNF):

ptn-esc = "%" medi a-cap-num "% ; defined in Section 3.3.1

If the sequence is found, the sequence is replaced by the payl oad
type nunber assigned to the nedia capability nunber, as specified by
the "pt=" paraneter in the selected potential configuration; only
actual payl oad type nunbers are supported -- wildcards are excl uded.
The sequence "6 (null digit string) is replaced by a single percent
sign and processing continues with the next character, if any.
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For exanple, the above offer sequence could have been witten as

mraudi o 45678 RTP/ AVP 0
a=rtpmap: 0 PCMJ 8000
a=rnctap: 1 PCMJ 8000
a=rntap: 2 RED/ 8000
a=nfcap: 2 %rrl1% %1%
a=pcfg:1 m2,1 pt=2:98,1:0

and the equivalent SDP is the same as above.
3.3.8. The Session Capability Attribute

Potential and | atent configurations enable offerers and answerers to
express a wide range of alternative configurations for current and
future negotiation. However, in practice, it may not be possible to
support all conbinations of these configurations.

The session capability attribute provides a neans for the offerer
and/ or the answerer to specify conbinations of specific nedia stream
configurations that it is willing and able to support. Each session
capability in an offer or answer MAY be expressed as a list of
required potential configurations, and MAY include a list of optiona
potential and/or latent configurations.

The choi ces of session capabilities nmay be based on processing | oad,
total bandwi dth, or any other criteria of inmportance to the

communi cating parties. |If the answerer supports nmedia capabilities
negoti ati on, and session configurations are offered, it MJST accept
one of the offered configurations, or it MJST refuse the session
Therefore, if the offer includes any session capabilities, it SHOULD
include all the session capabilities the offerer is willing to
support.

The session capability attribute is a session-level attribute
descri bed by

"a=sescap:" <session nunk <list of configs>
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whi ch corresponds to the standard value attribute definition with

att-field
att-val ue

"sescap”

session-num 1*WSP |i st-of-configs

[ 1*WSP opti onal - confi gs]

NonZeroDigit *9(DIAT) ; D AT defined
; in RFC 5234

list-of-configs = alt-config *("," alt-config)

optional -configs = "[" list-of-configs "]"

alt-config = config-number *("|" config-numnber)

Sessi on- num

The session-numidentifies the session: a | ower-nunber session is
preferred over a higher-nunber session, and | eadi ng zeroes are not
permtted. Each alt-config list specifies alternative nedia
configurations within the session; preference is based on config-num
as specified in RFC 5939 [RFC5939]. Note that the session preference
order, when present, takes precedence over the individual nedia
stream configuration preference order

Use of session capability attributes requires that configuration
nunbers assigned to potential and | atent configurations MJST be
uni que across the entire session; RFC 5939 [ RFC5939] requires only
that "pcfg" configuration nunbers be unique within a nedia
description. Also, leading zeroes are not pernmitted.

As an exanpl e, consider an endpoint that is capable of supporting an
audio streamwith either one H 264 video streamor two H 263 video

streans with a floor control stream |In the |atter case, the second
video streamis optional. The SDP offer mght |ook like the
followi ng (offering audio, an H 263 video streans, BFCP and anot her
optional H 263 video streanm) -- the enpty lines are added for
readability only (not part of valid SDP):

v=0

0=- 25678 753849 INI1P4 192.0.2.1

S=

c=INIP4 192.0.2.1

t=0 0

a=creq: ned-v0
a=sescap:2 1,2,5,[3]
a=sescap:1 1,4

nmFaudi o 54322 RTP/ AVP 0

a=rtpmap: 0 PCMJ 8000
a=pcfg: 1
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mrvi deo 22344 RTP/ AVP 102

a=rt pmap: 102 H263- 1998/ 90000

a=fnt p: 102 Cl F=4; QCl F=2; F=1; K=1

i =mai n vi deo stream

a=l abel : 11

a=pcfg: 2

a=rnctap: 1 H264/ 90000

a=nfcap:1 profile-level-id=42A01E; packeti zati on- node=2
a=acap: 1l | abel: 13

a=pcfg:4 n1 a=1 pt=1:104

mevi deo 33444 RTP/ AVP 103
a=rtpmap: 103 H263- 1998/ 90000
a=fmp: 103 C F=4; QCl F=2; F=1; K=1
i =secondary vi deo (slides)

a=l abel : 12

a=pcfg: 3

meappl i cati on 33002 TCP/ BFCP *
a=set up: passi ve
a=connecti on: new

a=floorid:1 mstream 11 12
a=fl oor-control :s-only
a=confid: 4321

a=userid: 1234

a=pcfg:5

If the answerer understands Medi aCapNeg, but cannot support the
Bi nary Floor Control Protocol, then it would respond with (invalid
enpty lines in SDP included again for readability):

v=0

0o=- 25678 753849 INIP4 192.0.2.1
S=

c=IN P4 192.0.2. 22

t=0 0

a=csup: ned-v0

a=sescap:1 1,4

nraudi o 23456 RTP/ AVP 0O
a=rtpmap: 0 PCMJ 8000
a=acfg: 1

mrvi deo 41234 RTP/ AVP 104

a=rt pmap: 104 H264/ 90000

a=fm p: 104 profile-level -i d=42A01E;, packetizati on-nmode=2
a=acfg:4 nel a=1 pt=1:104
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mevi deo 0 RTP/ AVP 103
a=acfg:3

m=appl i cation 0 TCP/ BFCP *
a=acfg:5

An endpoi nt that doesn’'t support nedia capabilities negotiation, but
does support H. 263 video, would respond with one or two H. 263 video
streanms. In the latter case, the answerer nay issue a second offer
to reconfigure the session to one audi o and one video channel using
H. 264 or H. 263.

Session capabilities can include latent capabilities as well. Here's
a simlar exanple in which the offerer wishes to initially establish
an audio stream and prefers to later establish two video streans
with chair control. |If the answerer doesn’t understand Medi a CapNeg,
or cannot support the dual video streans or flow control, then it may
support a single H 264 video stream Note that establishnment of the
nost favored configuration will require two offer/answer exchanges.

v=0

0=- 25678 753849 INIP4 192.0.2.1
sS=

c=INI1P4 192.0.2.1

t=0 0

a=creq: ned-v0
a=sescap:1 1,3,4,5
a=sescap:2 1,2
a=sescap:3 1

a=rnctap: 1 H263- 1998/ 90000
a=nfcap:1 ClF=4; Cl F=2; F=1; K=1
a=t cap: 1 RTP/ AVP TCP/ BFCP

mraudi o 54322 RTP/ AVP 0
a=rtpmap: 0 PCMJ 8000

a=pcfg: 1

mevi deo 22344 RTP/ AVP 102

a=rt pmap: 102 H264/ 90000
a=fm p: 102 profile-level -i d=42A01E;, packetizati on-nmode=2
a=l abel : 11

a=content: mai n

a=pcfg: 2

a=lcfg:3 nt=video t=1 nrl a=31, 32
a=acap: 31 | abel : 12

a=acap: 32 content: nmain

a=lcfg:4 nt=video t=1 n=1 a=41, 42
a=acap: 41 | abel : 13

a=acap: 42 content:slides
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a=lcfg:5 nt=application nme51 t=51
a=t cap: 51 TCP/ BFCP

a=onctap: 51 *

a=acap: 51 set up: passi ve

a=acap: 52 connecti on: new
a=acap: 53 floorid:1 mstream 12 13
a=acap: 54 floor-control:s-only
a=acap: 55 confid: 4321

a=acap: 56 userid: 1234

In this exanple, the default offer, as seen by endpoints that do not
under stand capabilities negotiation, proposes a PCMJ audi o stream and
an H 264 video stream Note that the offered Icfg lines for the
video streans don't carry "pt=" paraneters because they’'re not needed
(payl oad type nunmbers will be assigned in the offer/answer exchange
that establishes the streans). Note also that the three "rntap"
"nfcap”, and "tcap" attributes used by "lcfg:3" and "lcfg:4" are

i ncluded at the session |level so they may be referenced by both

| atent configurations. As per Section 3.3, the nedia attributes
generated fromthe "rntap", "nfcap", and "tcap" attributes are always
medi a-l evel attributes. |[If the answerer supports Media CapNeg, and
supports the nost desired configuration, it would return the

foll owi ng SDP

v=0

0=- 25678 753849 INIP4 192.0.2.1
S:

c=IN I1P4 192.0.2.22

t=0 0

a=csup: ned-v0

a=sescap:1 1,3,4,5

a=sescap:2 1,2

a=sescap:3 1

mraudi o 23456 RTP/ AVP 0
a=rtpmap: 0 PCMJ 8000

a=acfg: 1

mevi deo 0 RTP/ AVP 102

a=pcfg: 2

a=lcfg:3 nt=video t=1 n=1 a=31, 32
a=lcfg:4 nt=video t=1 n=1 a=41, 42
a=lcfg:5 nt=application t=2

Thi s exchange supports i mredi ate establishnent of an audio stream for
prelimnary conversation. This exchange would presunably be foll owed
at the appropriate tinme with a "reconfiguration"” offer/answer
exchange to add the video and chair control streans.

Glman, et al. St andards Track [ Page 34]



RFC 6871 SDP Medi a Capabilities Negotiation February 2013

3.4, Ofer/Answer Mdel Extensions

In this section, we define extensions to the offer/answer node
defined in RFC 3264 [ RFC3264] and RFC 5939 [ RFC5939] to allow for
medi a format and associ ated paraneter capabilities, |atent
configurations, and acceptabl e conbi nati ons of nedia stream
configurations to be used with the SDP capability negotiation
framework. Note that the procedures defined in this section extend
the of fer/answer procedures defined in RFC 5939 [ RFC5939] Section 6;
those procedures forma baseline set of capability negotiation

of fer/ answer procedures that MJST be foll owed, subject to the

ext ensi ons defined here.

SDP capability negotiation [ RFC5939] provides a relatively conpact
means to offer the equivalent of an ordered Iist of alternative
configurations for offered nedia streans (as woul d be described by

separate "m" |lines and associated attributes). The attributes
"acap", "nscap", "nfcap", "ontap", and "rntap" are designed to map
somewhat straightforwardly into equivalent "m" |ines and
conventional attributes when invoked by a "pcfg", "lcfg", or "acfg"

attribute with appropriate parameters. The "a=pcfg:" lines, along
with the "m=" line itself, represent offered nmedia configurations.
The "a=lcfg:" lines represent alternative capabilities for future
use.

3.4.1. Generating the Initial Ofer

The medi a capabilities negotiation extensions defined in this
docunent cover the follow ng categories of features

0 Media fornat capabilities and associ ated paraneters ("rntap",
"onctap", "nfcap", and "nscap" attributes)

o Potential configurations using those nedia format capabilities and
associ ated paraneters

0 Latent nedia streans ("lcfg" attribute)

0 Acceptabl e conbinations of nedia stream configurations ("sescap"
attribute).

The high-level description of the operation is as foll ows:

Wien an endpoint generates an initial offer and wants to use the
functionality described in the current docunent, it SHOULD identify
and define the nmedia formats and associ ated paraneters it can support
via the "rntap", "ontap", "nfcap", and "nscap" attributes. The SDP
media line(s) ("m") should be nade up with the actual configuration
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to be used if the other party does not understand capability

negoti ations (by default, this is the |least preferred configuration).
Typically, the media line configuration will contain the mininm
acceptabl e configuration fromthe offerer’s point of view

Preferred configurations for each nedia streamare identified
following the nedia line. The present offer nay also include |atent
configuration ("lcfg") attributes, at the nedia | evel, describing
nmedi a streans and/or configurations the offerer is not now offering
but that it is willing to support in a future offer/answer exchange.
A sinmpl e exanple mght be the inclusion of a latent video
configuration in an offer for an audi o stream

Lastly, if the offerer wishes to inpose restrictions on the
conbi nations of potential configurations to be used, it will include
session capability ("sescap") attributes indicating those.

If the offerer requires the answerer to understand the nedia
capability extensions, the offerer MIST include a "creq" attribute
containing the value "ned-v0". |f nedia capability negotiation is
required only for specific nedia descriptions, the "ned-v0" val ue
MUST be provided only in "creq" attributes within those nedia
descriptions, as described in RFC 5939 [ RFC5939].

Bel ow, we provide a nore detail ed description of howto construct the
of fer SDP.

3.4.1.1. Ofer with Media Capabilities

For each RTP-based nedia format the offerer wants to i nclude as a
medi a format capability, the offer MJST include an "rntap" attribute
for the nedia format as defined in Section 3.3.1.

For each non- RTP-based nedia format the offer wants to include as a
medi a format capability, the offer MJST include an "ontap" attribute
for the nedia format as defined in Section 3.3.1.

Since the nmedia capability number space is shared between the "rntap"
and "ontap" attributes, each media capability nunber provided
(i ncluding ranges) MJST be unique in the entire SDP

If an "fntp" paraneter value is needed for a nedia format (whether or
not it is RTP based) in a nedia capability, then the offer MJST

i nclude one or nore "nfcap" paraneters with the relevant "fntp"
paraneter values for that nedia format as defined in Section 3.3.2.
VWhen multiple "nfcap" paranmeters are provided for a given nedia
capability, they MJST be provided in accordance with the
concatenation rules in Section 3.3.2.1.
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For each of the nedia format capabilities above, the offer MAY

i nclude one or nore "nscap" paraneters with attributes needed for
those specific nmedia fornmats as defined in Section 3.3.3. Such
attributes will be instantiated at the nedia | evel; hence, session-

| evel -only attributes MIUST NOT be used in the "nscap" paraneter. The
"nmscap" paraneter MJST NOT include an "rtprmap" or "fntp" attribute
("rncap" and "nfcap" are used instead).

If the offerer wants to linmt the relevance (and use) of a nedia
format capability or parameter to a particular nedia stream the
medi a format capability or paranmeter MJST be provided within the
correspondi ng nedia description. Oherw se, the nedia fornmat
capabilities and paraneters MJST be provided at the session |evel
Not e, however, that the attribute or paraneter enbedded in these wll
al ways be instantiated at the nedia |evel.

This is due to those paranmeters being effectively nedia-I|eve
paraneters. |f session-level attributes are needed, the "acap"
attribute defined in RFC 5939 [ RFC5939] can be used; however, it
does not provide for media-format-specific instantiation

I ncl usi on of the above does not constitute an offer to use the
capabilities; a potential configuration is needed for that. |If the
offerer wants to offer one or nore of the nedia capabilities above,
they MUST be included as part of a potential configuration ("pcfg")
attribute as defined in Section 3.3.4. Each potential configuration
MUST i nclude a confi g-nunber, and each config-nunber MJST be uni que
inthe entire SDP (note that this differs from RFC 5939 [ RFC5939],
whi ch only requires uniqueness within a nmedia description). Al so,
the confi g-nunber MUST NOT overlap with any config-nunber used by a
| atent configuration in the SDP. As described in RFC 5939 [ RFC5939],
| ower config-nunbers indicate a higher preference; the ordering stil
applies within a given nmedia description only though.

For a media capability to be included in a potential configuration
there MUST be an "me" paraneter in the "pcfg" attribute referencing
the nmedia capability nunber in question. Wen one or nore nedia
capabilities are included in an offered potential configuration
("pcfg"), they conmpletely replace the list of media formats offered
in the actual configuration ("m=" line). Any attributes included for
those formats remain in the SDP though (e.g., "rtpmap", "fntp"

etc.). For non-RTP-based nedia formats, the format-nanme (fromthe
"ontap" nedia capability) is sinply added to the "m" line as a nedia
format (e.g., t38). For RTP-based nedia, payload type mappi ngs MJST
be provided by use of the "pt" paraneter in the potenti al
configuration (see Section 3.3.4.2); payload type escaping may be
used in "nfcap", "nscap", and "acap" attributes as defined in Section
3.3.7.
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Note that the "m" paraneter MJUST NOT be used with the "pcfg"
attribute (since it is defined for the "lcfg" attribute only); the
media type in a potential configuration cannot be changed fromt hat
of the enconpassi ng nedi a description

3.4.1.2. Ofer with Latent Configuration

If the offerer wishes to offer one or nore latent configurations for
future use, the offer MIUST include a latent configuration attribute
("l'ecfg") for each as defined in Section 3.3.6.

Each "l cfg" attribute
0 MJST be specified at the nmedia | eve

0 MJIST include a config-nunber that is unique in the entire SDP
(including for any potential configuration attributes). Note that
config-nunbers in latent configurations do not indicate any
pref erence order

0 MJST include a nedia type ("m")
0 MJIST reference a valid transport capability ("t")

Each "l cfg" attribute MAY include additional capability references,
which may refer to capabilities anywhere in the session description
subject to any restrictions normally associated with such
capabilities. For exanple, a nedia-level attribute capability nust
be present at the nedia |level in sone nedia description in the SDP
Note that this differs fromthe potential configuration attribute,
whi ch cannot validly refer to nmedia-1evel capabilities in another
medi a description (per RFC 5939 [RFC5939], Section 3.5.1).

Potential configurations constitute an actual offer and may
instantiate a referenced capability. Latent configurations are
not actual offers; hence, they cannot instantiate a referenced
capability. Therefore, it is safe for those to refer to
capabilities in another media description

3.4.1.3. Ofer with Configuration Conbination Restrictions

If the offerer wants to indicate restrictions or preferences anong
conbi nations of potential and/or |atent configurations, a session
capability ("sescap") attribute MJST be provided at the session | eve
for each such conbination as described in Section 3.3.8. Each
"sescap" attribute MIST include a session-numthat is unique in the
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3. 4.

Gl

entire SDP; the |lower the session-numthe nore preferred that
conmbination is. Furthernore, "sescap" preference order takes
precedence over any order specified in individual "pcfg" attributes.

For exanple, if we have pcfg-1 and pcfg-2, and sescap-1 references
pcfg-2, whereas sescap-2 references pcfg-1, then pcfg-2 will be
the nost preferred potential configuration. Wthout the sescap
pcfg-1 would be the nost preferred.

2. Cenerating the Answer

When receiving an offer, the answerer MJST check the offer for "creq"
attributes containing the value "ned-v0"; answerers conpliant wth
this specification will support this value in accordance with the
procedures specified in RFC 5939 [ RFC5939].

The SDP MAY contain

o0 Media fornat capabilities and associ ated paraneters ("rntap",
"ontap", "nfcap", and "nscap" attributes)

o Potential configurations using those nedia format capabilities and
associ ated paraneters

0 Latent nedia streans ("lcfg" attribute)

0 Acceptabl e conbinations of nedia stream configurations ("sescap”
attribute)

The high-level infornmative description of the operation is as
fol | ows:

Wien the answering party receives the offer, if it supports the
required capability negotiation extensions, it should select the
nost -preferred configuration it can support for each nmedia stream
and build its answer accordingly. The configuration selected for
each accepted nedia streamis placed into the answer as a nedia line
with associated paraneters and attributes. |f a proposed
configuration is chosen for a given nedia stream the answer nust
contain an actual configuration ("acfg") attribute for that nedia
streamto indicate which offered "pcfg" attribute was used to build
the answer. The answer should al so i nclude any potential or |atent
configurations the answerer can support, especially any
configurations conpatible with other potential or |atent
configurations received in the offer. The answerer shoul d nake note
of those configurations it mght wish to offer in the future.
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Bel ow we provide a nore detailed normative description of how the
answer er processes the offer SDP and generates an answer SDP

3.4.2.1. Processing Media Capabilities and Potential Configurations

The answerer MJUST first determine if it needs to performnedia
capability negotiation by exam ning the SDP for valid and preferred
potential configuration attributes that include nmedia configuration
paraneters (i.e., an "m' paranmeter in the "pcfg" attribute).

Such a potential configuration is valid if
1. It is valid according to the rules defined in RFC 5939 [ RFC5939].

2. It contains a config-nunber that is unique in the entire SDP and
does not overlap with any latent configuration config-nunbers.

3. Al nedia fornat capabilities ("rntap"” or "ontap"), nedia fornat
paraneter capabilities ("nfcap"), and nedia-specific capabilities
("nmscap") referenced by the potential configuration ("ni
paraneter) are valid thenselves (as defined in Sections 3.3.1,
3.3.2, and 3.3.3) and each of themis provided either at the
session level or within this particular nedia description

4, Al RTP-based nedia fornmat capabilities ("rntap") have a
correspondi ng payl oad type ("pt") paraneter in the potential
configuration that results in mapping to a valid payl oad type
that is unique within the resulting SDP

5. Any concatenation (see Section 3.3.2.1) and substitution (see
Section 3.3.7) applied to any capability ("nfcap", "nscap", or
"acap") referenced by this potential configuration results in a
valid SDP

Not e that since SDP does not interpret the value of "fntp"
paraneters, any resulting "fntp" paraneter value will be considered
val i d.

Secondly, the answerer MJUST determine the order in which potentia
configurations are to be negotiated. 1In the absence of any session
capability ("sescap") attributes, this sinply follows the rul es of
RFC 5939 [RFC5939], with a | ower config-nunber within a nedia
description being preferred over a higher one. |If a valid "sescap"
attribute is present, the preference order provided in the "sescap"
attribute MJST take precedence. A "sescap" attribute is considered
valid if
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It adheres to the rules provided in Section 3.3.8.

Al'l the configurations referenced by the "sescap" attribute are
valid thenmselves (note that this can include the actual
potential, and | atent configurations).

The answerer MJST now process the offer for each nedia stream based
on the nost preferred valid potential configuration in accordance
with the procedures specified in RFC 5939 [ RFC5939], Section 3.6. 2,
and further extended bel ow

(0]

If one or nore nedia format capabilities are included in the
potential configuration, then they replace all nmedia formats
provided in the "m=" line for that nedia description. For non-
RTP-based nedia formats ("ontap"), the format-name is added. For
RTP-based nedia formats ("rnctap"), the payl oad-type specified in
t he payl oad-type mapping ("pt") is added and a correspondi ng
"rtpnap" attribute is added to the nedia description

If one or nore nedia format parameter capabilities are included in
the potential configuration, then the corresponding "fntp"
attributes are added to the nedia description. Note that this
inclusion is done indirectly via the nmedia format capability.

If one or nore nedia-specific capabilities are included in the
potential configuration, then the corresponding attributes are
added to the nedia description. Note that this inclusion is done
indirectly via the nmedia format capability.

When checking to see if the answerer supports a given potential
configuration that includes one or nore nedia fornmat capabilities,
t he answerer MJST support at |east one of the nmedia formats
offered. |If he does not, the answerer MJST proceed to the next
potential configuration based on the preference order that
appl i es.

If session capability ("sescap") preference ordering is included,
then the potential configuration selection process MJST adhere to
the ordering provided. Note that this may involve coordi nated
sel ection of potential configurations between nedia descriptions.
The answerer MJST accept one of the offered sescap conbi nations
(i.e., all the required potential configurations specified) or it
MUST reject the entire session
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Once the answerer has selected a valid and supported offered
potential configuration for all of the nmedia streans (or has fallen
back to the actual configuration plus any added session attributes),
the answerer MJST generate a valid answer SDP as described in RFC
5939 [RFC5939], Section 3.6.2, and further extended bel ow

0 Additional answer capabilities and potential configurations MAY be
returned in accordance with Section 3.3.6.1. Capability nunbers
and configuration nunbers for those MJST be distinct fromthe ones
used in the offer SDP

o Latent configuration processing and answer generation MJST be
perforned, as specified bel ow

0 Session capability specification for the potential and | atent
configurations in the answer MAY be included (see Section 3.3.8).

3.4.2.2. Latent Configuration Processing

The answerer MJUST deternmine if it needs to perform any |atent
configuration processing by exanining the SDP for valid |atent
configuration attributes ("lcfg"). An "lcfg" attribute is considered
valid if:

o It adheres to the description in Section 3.3.5.

o It includes a config-nunber that is unique in the entire SDP and
does not overlap with any potential configuration config-nunber.

o It includes a valid nedia type ("nt=").
o It references a valid transport capability ("t=").
o0 Al other capabilities referenced by it are valid.

For each such valid latent configuration in the offer, the answerer
checks to see if it could support the latent configuration in a
subsequent of fer/answer exchange. |If so, it includes the |atent
configuration with the same configuration nunber in the answer,
simlar to the way potential configurations are processed and the
sel ected one returned in an actual configuration attribute (see RFC
5939 [RFC5939]). |If the answerer supports only a (non-nandatory)
subset of the paraneters offered in a latent configuration, the
answer |atent configuration will include only those paraneters
supported (sinmilar to "acfg" processing). Note that |atent
configurations do not constitute an actual offer at this point in
time; they nerely indicate additional configurations that could be
support ed.
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If a session capability ("sescap") attribute is included and it
references a latent configuration, then the answerer processing of
that latent configuration nust be done within the constraints
specified by that session capability. That is, it nust be possible
to support it at the sanme time as any required (i.e., non-optional)
potential configurations in the session capability. The answerer nay
in turn add his own sescap indications in the answer as well.

3.4.3. O ferer Processing of the Answer

The of ferer MJST process the answer in accordance with Section 3.6.3
of RFC 5939 [ RFC5939] and the further explanation bel ow.

Wien the offerer processes the answer SDP based on a valid actua
configuration attribute in the answer, and that valid configuration

i ncludes one or nore media capabilities, the processi ng MIST
furthernore be done as if the offer was sent using those nedia
capabilities instead of the actual configuration. |In particular, the
media formats in the "me" line, and any associ ated payl oad type

mappi ngs ("rtpmap"), "fntp" paraneters ("nfcap"), and nedia-specific
attributes ("nmscap") MJIST be used. Note that this nmay involve use of
concat enati on and substitution rules (see Sections 3.3.2.1 and
3.3.7). The actual configuration attribute may al so be used to infer
the | ack of acceptability of higher-preference configurations that
wer e not chosen, subject to any constraints provided by a session
capability ("sescap") attribute in the offer. Note that the SDP
capability negotiation base specification [ RFC5939] requires the
answerer to choose the highest-preference configuration it can
support, subject to local policies.

When the offerer receives the answer, it SHOULD furthernore nake note
of any capabilities and/or latent configurations included for future
use, and any constraints on how those nmay be conbi ned.

3.4.4. Modifying the Session

If, at a later tine, one of the parties wishes to nodify the
operating paraneters of a session, e.g., by adding a new nmedi a
stream or by changing the properties used on an existing stream it
can do so via the mechani sns defined for offer/answer [RFC3264]. |If
the initiating party has renenbered the codecs, potenti al
configurations, latent configurations, and session capabilities
provided by the other party in the earlier negotiation, it MAY use
this know edge to nmaxinize the |ikelihood of a successfu

nodi fication of the session. Alternatively, the initiator MAY
performa new capabilities exchange as part of the reconfiguration
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In such a case, the new capabilities will replace the previously
negoti ated capabilities. This nmay be useful if conditions change on
t he endpoi nt.

4. Exanpl es

In this section, we provide exanpl es showi ng how to use the nedia
capabilities with the SDP capability negotiation

4.1. Aternative Codecs

This exanpl e provides a choice of one of six variations of the
Adaptive Miulti-Rate codec. |In this exanple, the default
configuration as specified by the nedia line is the sane as the nost
preferred configuration. Each configuration uses a different payl oad
type nunber so the offerer can interpret early nedia.

v=0

o=- 25678 753849 INIP4 192.0.2.1
S:

c=INIP4 192.0.2.1

t=0 0

a=creq: ned-v0

mraudi 0 54322 RTP/ AVP 96

a=rtpmap: 96 AMR-WB/ 16000/ 1

a=f m p: 96 node- change-capability=1; max-red=220; \
node-set =0, 2, 4,7

a=rnctap: 1, 3,5 audi o AMR-WB/ 16000/ 1

a=rnctap: 2, 4,6 audi o AMR/ 8000/ 1

a=nf cap: 1, 2, 3, 4 node-change-capability=1
a=nf cap: 5, 6 node-change-capability=2
a=nfcap: 1, 2,3,5 max-red=220

a=nfcap: 3,4,5,6 octet-align=1
a=nfcap:1, 3,5 node-set=0,2,4,7

a=nf cap: 2, 4,6 node-set=0, 3,5,6
a=pcfg: 1 nFl pt=1:96

a=pcfg: 2 me2 pt=2:97

a=pcfg: 3 nm=3 pt=3:98

a=pcfg: 4 n=4 pt=4:99

a=pcfg: 5 n=5 pt=5:100

a=pcfg: 6 n=6 pt=6:101

In the above exanple, nedia capability 1 could have been excl uded
fromthe first "rncap" declaration and fromthe correspondi ng "nfcap"
attributes, and the "pcfg: 1" attribute Iine could have been sinply
"pcfg:1".
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The next exanple offers a video streamwith three options of H 264
and four transports. It also includes an audio streamwth different
audio qualities: four variations of AMR or AC3. The offer |ooks
sonmet hing |ike the foll ow ng:

v=0

0=- 25678 753849 INIP4 192.0.2.1

s=An SDP Medi a NEG exanpl e

c=INI1P4 192.0.2.1

t=0 0

a=creq: ned-v0

a=i ce- pwd: speEc3Q&ZI NWVLFJIhQX

mevi deo 49170 RTP/ AVP 100

c=IN1P4 192.0. 2. 56

a=maxpr at e: 1000

a=rtcp: 51540

a=sendonl y

a=candi date 12345 1 UDP 9 192.0.2.56 49170 host

a=candi date 23456 2 UDP 9 192.0.2.56 51540 host

a=candi date 34567 1 UDP 7 198.51.100.1 41345 srflx raddr \
192. 0. 2.56 rport 49170

a=candi date 45678 2 UDP 7 198.51.100.1 52567 srflx raddr \
192.0.2.56 rport 51540

a=candi date 56789 1 UDP 3 192.0.2.100 49000 relay raddr \
192.0.2.56 rport 49170

a=candi date 67890 2 UDP 3 192.0.2.100 49001 relay raddr \
192. 0. 2.56 rport 51540

b=AS: 10000

b=TI AS: 10000000

b=RR: 4000

b=RS: 3000

a=rtpmap: 100 H264/ 90000

a=fntp: 100 profile-Ilevel-id=42A01E; packeti zati on-node=2; \
sSprop- par anet er - set s=Z01 ACpZTBYm , aM j i A==; \
sprop-interl eavi ng-dept h=45; sprop-dei nt - buf -reg=64000; \
sprop-init-buf-tine=102478; deint-buf-cap=128000
a=tcap: 1 RTP/ SAVPF RTP/ SAVP RTP/ AVPF

a=rnctap: 1- 3, 7-9 H264/ 90000

a=rnctap: 4-6 rtx/ 90000

a=nfcap:1-9 profile-level-id=42A01E
a=nfcap:1-9 aM ji A==

a=nfcap: 1, 4,7 packeti zati on-node=0
a=nf cap: 2, 5, 8 packeti zati on- node=1
a=nf cap: 3, 6,9 packeti zati on- node=2

a=nf cap: 1-9 sprop-paranet er-set s=Z0l ACpZTBYn1

a=nfcap: 1,7 sprop-interl eavi ng-dept h=45; \

spr op- dei nt - buf - req=64000; sprop-init-buf-tinme=102478; \
dei nt - buf - cap=128000
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a=nf cap: 4 apt =100

a=nfcap: 5 apt =99

a=nf cap: 6 apt =98

a=nfcap:4-6 rtx-ti me=3000

a=nscap: 1-6 rtcp-fb nack

a=acap: 1l crypto:1 AES CM 128 HWVAC SHA1 80 \

i nline: dORNdntmvVCspeEc3Q&Zi NWVLFIhQX1cf HAWJI Soj | 220| 1: 32

a=pcfg:1 t=1 nmel, 4 a=1 pt=1:100, 4: 97
a=pcfg:2 t=1 me2,5 a=1 pt=2:99, 4: 96
a=pcfg:3 t=1 m=3,6 a=1 pt=3:98,6:95
a=pcfg:4 t=2 nme7 a=1 pt=7:100
a=pcfg:5 t=2 m=8 a=1 pt=8:99
a=pcfg:6 t=2 mr9 a=1 pt=9:98
a=pcfg: 7 t=3 nmel, 3 pt=1:100, 4: 97
a=pcfg:8 t=3 m=2, 4 pt=2:99, 4: 96
a=pcfg:9 t=3 m=3,6 pt=3:98, 6:95

mraudi 0 49176 RTP/ AVP 101 100 99 98

c=IN P4 192.0.2.56

a=ptine: 60

a=maxpti nme: 200

a=rtcp: 51534

a=sendonl y

a=candi date 12345 1 UDP 9 192.0.2.56 49176 host
a=candi date 23456 2 UDP 9 192.0.2.56 51534 host
a=candi date 34567 1 UDP 7 198.51.100.1 41348 srflx \
raddr 192.0.2.56 rport 49176

a=candi date 45678 2 UDP 7 198.51.100.1 52569 srflx \
raddr 192.0.2.56 rport 51534

a=candi date 56789 1 UDP 3 192.0.2.100 49002 relay \
raddr 192.0.2.56 rport 49176

a=candi date 67890 2 UDP 3 192.0.2.100 49003 relay \
raddr 192.0.2.56 rport 51534

b=AS: 512

b=TI AS: 512000

b=RR: 4000

b=RS: 3000

a=maxprate: 120

a=rtpmap: 98 AMR- B/ 16000

a=fmt p: 98 octet-align=1; node-change-capability=2
a=rtpmap: 99 AVR- B/ 16000

a=fmt p: 99 octet-align=1; crc=1; node-change-capability=2
a=rtpnmap: 100 AVR- WB/ 16000/ 2

a=fmt p: 100 octet-align=1; interleaving=30

a=rt pmap: 101 AVR- WB+/ 72000/ 2

a=fmt p: 101 interl eavi ng=50; int-delay=160000;
a=rnctap: 14 ac3/ 48000/ 6

a=acap: 23 crypto: 1 AES CM 128 HVAC SHA1 80 \

i nline: dORmMdntmMVCspeEc3Q&Zi NWVLFIhQX1cf HAWI Soj | 220] 1: 32
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a=t cap: 4 RTP/ SAVP
a=pcfg: 10 t=4 a=23
a=pcfg: 11 t=4 nr14 a=23 pt=14:102

This offer illustrates the advantage in conpactness that arises if
one can avoid deleting the base configuration attributes and
recreating themin "acap" attributes for the potential
configurations.

4.2. Alternative Combinations of Codecs (Session Configurations)

If an endpoint has linited signal processing capacity, it mght be
capabl e of supporting, say, a G 711 nu-law audio streamin
conmbination with an H 264 video stream or a G 729B audio streamin
conbination with an H 263-1998 video stream It might then issue an
offer like the foll ow ng:

v=0

o=- 25678 753849 INIP4 192.0.2.1
S:

c=INIP4 192.0.2.1

t=0 0

a=creq: ned-v0

a=sescap:1 2,4

a=sescap:2 1,3

mFaudi o 54322 RTP/ AVP 18
a=rtpmap: 18 G729/ 8000
a=fm p: 18 annexb=yes
a=rnctap: 1 PCMJ 8000

a=pcfg:1 nFl pt=1:0

a=pcfg: 2

mevi deo 54344 RTP/ AVP 100
a=rt pmap: 100 H263- 1998/ 90000
a=rnctap: 2 H264/ 90000
a=nfcap: 2 profile-level -id=42A01E; packeti zati on- node=2
a=pcfg: 3 nme2 pt=2:101
a=pcfg: 4

Note that the preferred session configuration (and the default as
well) is G729B with H 263. This overrides the individual nedia
stream preferences that are PCMJ and H. 264 by the potenti al
configuration nunbering rule.

4.3. Latent Media Streans
Consi der a case in which the offerer can support either G 711 nu-I|aw

or G 729B, along with DITMF tel ephony events for the 12 comon
touchtone signals, but is willing to support sinple G 711 nu-| aw
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audio as a last resort. |In addition, the offerer wi shes to announce
its ability to support video and Message Session Relay Protoco

(MSRP) in the future, but does not wish to offer a video streamor an
MSRP stream at present. The offer might look like the foll ow ng:

v=0

0o=- 25678 753849 INIP4 192.0.2.1
S:

c=INIP4 192.0.2.1

t=0 0

a=creq: ned-v0

mraudi 0 23456 RTP/ AVP 0
a=rtpmap: 0 PCMJ 8000

a=rnctap: 1 PCWMJ 8000

a=rnctap: 2 G729/ 8000

a=rnctap: 3 tel ephone-event/ 8000
a=nfcap:3 0-11

a=pcfg: 1 nel, 3| 2,3 pt=1:0, 2:18, 3:100
a=lcfg:2 nt=video t=1 nm~10| 11
a=rncap: 10 H263- 1998/ 90000
a=rnctap: 11 H264/ 90000

a=t cap: 1 RTP/ AVP

a=l cfg: 3 nt =nessage t=2 nr20
a=t cap: 2 TCP/ MSRP

a=ontap: 20 *

The first "lcfg" attribute line ("lcfg:2") announces support for

H. 263 and H. 264 video (H. 263 preferred) for future negotiation. The
second "lcfg" attribute line ("lcfg:3") announces support for NMSRP
for future negotiation. The "m" line and the "rtpmap" attribute

of fer an audi o stream and provide the | owest precedence configuration
(PCMJ wi thout any DTMF encoding). The rntap lines define the RTP-
based nedia fornat capabilities (PCMJ, G729, tel ephone-event,

H263- 1998, and H264) and the ontap |ine defines the non-RTP-based
medi a format capability (wildcard). The "nfcap"” attribute provides
the format paraneters for tel ephone-event, specifying the 12
comrercial DTMF "digits’. The "pcfg" attribute |ine defines the
nost - preferred nedia configuration as PCMJ plus DTM- events and the
next-nost-preferred configuration as G 729B plus DTMF events

If the answerer is able to support all the potential configurations,

and al so support H. 263 video (but not H 264), it would reply with an
answer |ike the follow ng:
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v=0

0=- 24351 621814 IN IP4 192.0.2.2
S:

c=INIP4 192.0.2.2

t=0 0

a=csup: ned-v0

mFaudi o 54322 RTP/ AVP 0 100
a=rtpmap: 0 PCMJ 8000

a=rtpmap: 100 t el ephone-event/ 8000
a=fm p: 100 0-11

a=acfg:1 n¥1,3 pt=1:0, 3:100
a=pcfg: 1 nm=2,3 pt=2:18, 3: 100
a=lcfg:2 nt=video t=1 n¥10

The "lcfg" attribute |line announces the capability to support H. 263
video at a later tine. The nedia |line and subsequent "rtpnmap" and
"frmtp" attribute |ines present the selected configuration for the
medi a stream The "acfg" attribute Iine identifies the potentia
configuration fromwhich it was taken, and the "pcfg" attribute line
announces the potential capability to support G 729 with DTMF events
as well. If, at some later tine, congestion beconmes a problemin the
network, either party may, with expectation of success, offer a
reconfiguration of the nedia streamto use G 729 in order to reduce
packet si zes.

5. | ANA Consi derations
5.1. New SDP Attributes
| ANA has registered the foll owing new SDP attri butes:

Attribute name: rntap

Long form nanme: RTP-based nedia format capability

Type of attribute: session-level and nedia-I|eve

Subj ect to charset: no

Pur pose: associ ate RTP-based nedia capability nunber(s) with
medi a subtype and encodi ng paraneters

Appropriate Val ues: see Section 3.3.1

Cont act name: Fl enmi ng Andreasen, fandres@i sco.com

Attribute name: ontap

Long form nane: non- RTP-based nedia format capability

Type of attribute: session-level and nedia-I|eve

Subj ect to charset: no

Pur pose: associ ate non- RTP-based nedi a capability nunber(s) with
medi a subtype and encodi ng paraneters

Appropriate Val ues: see Section 3.3.1

Cont act name: Fl enm ng Andreasen, fandreas@i sco.com
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5.2.

5.3.

| ANA has added the new option tag "nmed-v0"
to the "SDP Capability Negotiation Option Capability Tags" registry
created for RFC 5939 [ RFC5939].

Attribute name: nfcap

Long form nane: nedia format paraneter capability
Type of attribute: session-level and nedia-Ileve

Subj ect to charset: no

Pur pose: associate nmedia format attributes and
paraneters with nedia format capabilities
Appropriate Val ues: see Section 3.3.2

Cont act name: Fl enm ng Andreasen, fandreas@i sco.com

Attribute name: nscap

Long form nane: nedi a-specific capability

Type of attribute: session-level and nedia-Ileve

Subj ect to charset: no

Pur pose: associ ate medi a-specific attributes and
paraneters with nmedia capabilities

Appropriate Val ues: see Section 3.3.3

Cont act name: Fl enm ng Andreasen, fandreas@i sco.com

Attribute name: lcfg

Long form nane: |atent configuration

Type of attribute: nedia-Ievel

Subj ect to charset: no

Pur pose: to announce supportable nedia streans

wi t hout offering themfor inmmedi ate use.

Appropriate Val ues: see Section 3.3.5

Cont act name: Fl enm ng Andreasen, fandreas@i sco.com

Attribute name: sescap

Long form nane: session capability

Type of attribute: session-|evel

Subj ect to charset: no

Purpose: to specify and prioritize acceptable

conbi nati ons of nedia stream configurations.
Appropriate Val ues: see Section 3.3.8

Cont act name: Fl enm ng Andreasen, fandreas@i sco.com

New SDP Capability Negotiation Option Tag

February 2013

defined in this docunent,

SDP Capability Negotiation Configuration Paraneters Registry
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| ANA has changed the "SDP Capability Negotiation Potenti al
Configuration Paranmeters" registry, currently regi stered and defined
by RFC 5939 [ RFC5939], as foll ows:
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The nane of the registry should be "SDP Capability Negotiation
Configuration Paraneters Registry" and it should contain a table with
the foll owi ng col um headi ngs:

(o]

Encodi ng Nanme: The syntactical value used for the capability
negoti ati on configuration paraneter, as defined in RFC 5939
[ RFC5939], Section 3.5.

Descriptive Name: The nanme conmonly used to refer to the
capability negotiation configuration paraneter.

Potential Configuration Definition: A reference to the RFC that
defines the configuration paraneter in the context of a potentia
configuration attribute. |f the configuration paraneter is not
defined for potential configurations, the string "N A" (Not
Appl i cabl e) MJST be present instead.

Actual Configuration Definition: A reference to the RFC that
defines the configuration paraneter in the context of an actua
configuration attribute. |f the configuration paraneter is not
defined for actual configurations, the string "N A" (Not
Appl i cabl e) MJST be present instead.

Latent Configuration Definition: A reference to the RFC that
defines the configuration paraneter in the context of a |atent
configuration attribute. |f the configuration paraneter is not
defined for latent configurations, the string "N A" (Not
Appl i cabl e) MJST be present instead.

An | ANA SDP Capability Negotiation Configuration registration MJST be
docunented in an RFC in accordance with the | ETF Revi ew policy
[ RFC5226]. Furthernore:

(0]

The RFC MUST define the syntax and semantics of each new potenti al
configuration paraneter.

The syntax MUST adhere to the syntax provided for extension
configuration lists in RFC 5939 [ RFC5939], Section 3.5.1, and the
semantics MJST adhere to the semantics provided for extension
configuration lists in RFC 5939 [ RFC5939], Sections 3.5.1 and
3.5.2.

Configuration paraneters that apply to latent configurations MJST
furthernore adhere to the syntax provided in Section 3.3.5 and the
semantics defined overall in this docunent.

Associated with each registrati on MIST be the encodi ng nanme for
the paraneter as well as a short descriptive nane for it
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5.4. SDP Capability Negotiation Configuration Paraneter Registrations

| ANA has registered the following capability negotiation
configuration paraneters:

Encodi ng Nane: a

Descri ptive Name: Attribute Configuration
Potential Configuration Definition: [RFC5939]
Actual Configuration Definition: [RFC5939]
Latent Configuration Definition: [RFC6871]

Encodi ng Nane: t

Descriptive Name: Transport Protocol Configuration
Potential Configuration Definition: [RFC5939]
Actual Configuration Definition: [RFC5939]

Latent Configuration Definition: [RFC6871]

Encodi ng Nanme: m

Descri ptive Nanme: Media Configuration
Potential Configuration Definition: [RFC6871]
Actual Configuration Definition: [RFC6871]
Latent Configuration Definition: [RFC6871]

Encodi ng Nanme: pt

Descriptive Nanme: Payl oad Type Number Mappi ng
Potential Configuration Definition: [RFC6871]
Actual Configuration Definition: [RFC6871]
Latent Configuration Definition: [RFC6871]

Encodi ng Name: mt

Descriptive Name: Media Type

Potential Configuration Definition: NA
Actual Configuration Definition: NA
Latent Configuration Definition: [RFC6871]

6. Security Considerations

The security considerations of RFC 5939 [ RFC5939] apply for this

docunent .
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In RFC 5939 [RFC5939], it was noted that negotiation of transport
protocols (e.g., secure and non-secure) and negotiation of keying

nmet hods and material are potential security issues that warrant
integrity protection to renmedy. Latent configuration support
provides hints to the other side about capabilities supported for
further offer/answer exchanges, including transport protocols and
attribute capabilities, e.g., for keying nmethods. |If an attacker can
remove or alter latent configuration information to suggest that only
non-secure or |less-secure alternatives are supported, then he nmay be
able to force negotiation of a |ess secure session than would

ot herwi se have occurred. Wiile the specific attack, as described
here, differs fromthose described in RFC 5939 [ RFC5939], the
considerations and mitigation strategies are sinmilar to those
described in RFC 5939 [ RFC5939].

Anot her variation on the above attack involves the session capability
("sescap") attribute defined in this docunent. The "sescap” enables
a preference order to be specified for all the potential
configurations, and that preference will take precedence over any
preference indication provided in individual potential configuration
attributes. Consequently, an attacker that can insert or nodify a
"sescap" attribute may be able to force negotiation of an insecure or
| ess secure alternative than woul d ot herwi se have occurred. Again,
the considerations and mtigation strategies are sinmlar to those
described in RFC 5939 [ RFC5939].

The addition of negotiable nmedia formats and their associ ated
paraneters, defined in this specification can cause problens for

m ddl eboxes that attenpt to control bandwi dth utilization, nedia
flows, and/or processing resource consunption as part of network
policy, but that do not understand the nmedia capability negotiation
feature. As for the initial SDP capability negotiation work

[ RFC5939], the SDP answer is fornulated in such a way that it always
carries the selected nedia encoding for every nedia stream sel ect ed.
Pendi ng an understanding of capabilities negotiation, the n ddl ebox
shoul d exami ne the answer SDP to obtain the best picture of the nedia
streans being established. As always, niddl eboxes can best do their
job if they fully understand nedia capabilities negotiation
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